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UPPer limit(&4%h: X0 GOP 20|, & F I-Z 2 ¥ ALO|o| X|CH P-Z&j|Q 5 LHTL|CH |- T Y2 CHE =g
Aol BLEX = S O|OX| =y LYLCt
P-frames(P-Z 3| Q): P-Z2{ 22 O] =2 0jA O|O|X|9| HZ}T HO{F= 0= 0|0|X| Y L|C}. |stE P-
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low access through(¥ M2 & &): AFEX7F HTTP, HTTPS S== HTTP and HTTPS(HTTP % HTTPS) Z2EZ
? UGS E 5|8 X[ MEGEL|C

o2
kI

HTTPSE Soll H=stel @ HOX|E E= 3% 59| HO|XE M3 28 I 450 Mte = ASLICH

HTTP port(HTTP ZE): At&S HTTP ZE S YA L|Ct TAX|= EZE 80 EE= 1024-65535 H Q| ZE &
EE 5 gLt #E|Xt2 201 B2 1-1023 Helel ZEE YT == JASLICH Ol HRIQ ZEE
ALgSHH Za7t #AlE L T

HTTPS port(HTTPS X E): At88 HTTPS ZEE UG L|CH YX[= EE 443 £ = 1024-65535 HR|Q| B E I
EE 5Lt #E|Xt2 2010 B2 1-1023 Helel ZEE YT == JASLICH 0| BRI ZEE
ALgSHH Za7F #AlE L L

Certificate(2 S AM): ZX[0| HTTPSE & dstot2iH ASAME MESIUA L.

HEQaA ZM EZRES

Bonjour®: WESI0AM XtE HMS 518352 O] 5485 LI

Bonjour name(Bonjour 0| §): U EQII0| #A| 0|52 YHYUCEL 7|2 0|§2 EX| O|F1 MAC F2AYLILH.
UPnP®: HERIOM X5 AMS HE3H2EH 0| 82 HLILH

UPnP name(UPnP 0| &): UIEQ/Z0] EAIE O|§2 YHYLICL 7|2 0|§2 TX[ O|§1F MAC F&YLICE

=
WS-Discovery(WS-AM): HEIM Xt& HMS 5180t H 0| S8 S ALICH

One-Click Cloud Connection

One-click cloud connection(03C) 2t O3C AH| A& O = X[ O AL} 2to] 2 & =z} & HIC| 20| &1 ook 21
H AMAE KMSELICH O] MH| AN CHBt XM W22 axis.com/end-to-end-solutions/hosted-servicesE %t
XSIAMA L.

— | =

Allow 03C(03C & 8):

« One-click(2122)): 7|2 HFYL|CE QEUE S8 03C AH| A0 HASI2H X Mo HES
A FELIC Xol HES £2 = 2447 O|LJ 0] O3C AH| A0 &XE SEofjof gFL|CH OH
K| o™ FX|7F 03C MH[ A0 A HZA SIAELICH BXE SEL|H Always(24h 7t 243tz
EX|7F 03C Mu|A0 HZE K SX E LT
« Always(2Hah): ZHX| 7} QIE{ AU S S8l O3C MH|A0 LSt HAS X|EHOZ AN =TLCH &XE S5
5t 03C MH[A0f SHZEl kK X ELICH &X[Q Mo HEO| X Y= 2L 0l SH2 AT CH
. No(0tL|2): 03C MH|AE H|gd3letL|C
Proxy settings(ZESA| 7). Zo3 42 ZEA ME S LSO ZEA| MHO| HZTHL|C}
Host(EAE) ZEA MHL FAE B}
Port(ZE): AN A0 ARE= ZE HSE UHSIYUA L.

Login(219!l) X Password(Hl AR E). 2Lt A2 TEA AHO| Cist AHEXL 0| W AYEE LHTHL L
Authentication method(2!Z ).
« Basic(7|2): O &2 HTTPO|| CH3l 7tE =24 0| FHO{ L A5 M AL LICE L=SE K| 22 AFEX}
O|E1t PAYEE MHE M&3L7| U] 20 Digest(CHO|MAE) WHHE T} QFFSHX| Q&L L},
- Digest(CIO|H|2E): O] Y2 SY HEAI S Sl Y=otel WAYEES TS| W20 o ¢

Mg,
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« Auto(AXIE): O M2 AHESIH X z|l= S e &KX 7F Q1F S S Meis = AELCH 2
Mage Dngest(EI'OIIﬂﬁ ) 28, Basic(Z7] &) 28 =2 LI}
Owner authentication key (OAK)(2 R%} 21F 7|(0AK)): 2R At Q15 7|E 7t 22 H Get key(?]| 7t 27|)E
SESHAL. O| W2 X7t WatHO|LF ZEA|IGO] QlE U0 HAZE A0 T FtsT L Ct.
SNMP
SNMP(Simple Network Management Protocol)& 0| 8310 HIEQZ TKE FHF42 2 #elgd = AS L CL
SNMP: At&% SNMP H{ M S MEfBhL| Tt
v1 and v2c(vl ¥ v2¢): N
- Read community(817| H R LIE|). X|¥&|= 2 SNMP 24K of CHal &} 7] & #2Ho| e 7
FLUE| 0|2 YHLICE 7|22 pu bllc(-'-7H)°"—| C}.
- Write community(2 7| {FLIE|): X| A T|= 2= SNMP A 0f CHsl 97| == A 7| HBHO|
A AFUE O|§2 LHTLLCHRIZI HE A M) 7|22 wrlte(_7|)°|:. L|Cf.
- Activate traps(E 242l EHE 1S 2ot HAUA R Xz EHS MBS
=2%t o|tHIE = MEj HAO CiS HAIXIE 22| A|A-0| 2L ) °J' °._E11_l1|0|i01|
M SNMP v1 Bl vocOf Ciiot ERlE 278 & ASLICH SNMP v32 =2 tﬂ746+7jl-r SNMPE
nH EYO| x+59 JHEthr SNMP v3E At83t= 42 SNMP v3 e[ of Z2|AH 0| M S
°H E™MZ “"o"aeL ASLC
- Trap address(IE =] -’F—i) e MHQ| Ip FA Es ZAE O|F2 YHSHAIR. N
- Trap community(E™ HJLIE|): X7} 22| A|LEHO EZ HAIXE 22 0 AtEE
AR LUEE gLt
- Traps(E®):
- Cold start(2E £8): X|7F AIRE [ E HAIX|S EHLCH
- Warm start(2 £&!): SNMP “é','% HAY I E3 OjA |X| El‘"'—“:f
- Linkup(33 ). 237 CH20|A PO 2 HAE 22 EY HAIXE B>L|CH
- Authentication failed(2!Z 4 1) 215 A|= 7t AoisIH E_ﬂ I:"||)\|7(|§ HHLCH
I
SNMP v1 & v2c EE‘% 7{H EE Axis HC|2 MIB EZO| Zd=tE LTt XM L2
AXIS OS Portal> SNMPZ & =51 8.
v3 SNMP v3&= 23t U Hot 25 E XS5t ECOf oMo A YL|ICEH SNMP v32 Af%ﬂﬁ@ i
ATt HTTP % SOl DS E B2 HTTPSE & M3tsts 40| 5 I-I Ch. Eoh M0 Gl GAALIE
oS 5tE|X| %2 SNMP v Eé vec ERO| UM 25h= S FAISLICE SNMP VIS ABBE B2
SNMP v3 "*EI 0HEE|71|0| %3H EYMZ d¥e = AGLCH
Password for the account ‘initial” (X 7| AHQ| AL E): 0| S0 ‘initial’ Q! AH 2| SNMP If
ARQEE AHBL|CEH HTTPSE &M 355X %*-T‘-E NARIEE ST 5= UX|TH HESHK| &
S “SNMP v3 T AQIEE3H O MRS 4 QT HTTPS7F SAISHE H Q00 At A
O| Z&LICt IfAEE MHSIH AQE ‘_é' 7t o O & BA|K[X| §SLICH IHAREE Ot
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%o IDE A3
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SUCH AH MY O SME FBHEl 252 M E5i0 CA 23 1EHE ¥7] K| AFRE & A0
« CA USA
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of AZE Z2 2AF MH Ol IDE ASYLICH FA0= o2 /4 AP EAIE CA LB AS LT

gl

NAeles gM2 O3 Z2E L
o
—

15X "4l PEM, .CER, .PFX
(o] .

=
nx
ﬁﬂ]
]
I
im)

Add certificate(UZM F7I): AAFAME F7I5t2H =L CH

. More(®7h) 7 : EAESALL &

o« HOFF| XZEA: 740l 7| ecure element(&E 2 2 2) EEE Trusted
Platform Module 2.0S MEISFL|Ct MBS Bt 7| A0 CHot XtMSH &S E2H
help.axis.com/en-us/axis-os#cr, ypz‘ograph/c-supporti O| SSIMAIL.

+ Key type(?| -rr?é) AISME ESolElM EELR SF0AM 7|2 Y=ot 02| FO|LLHE &2
ot Yug|ES MESLCE

£ EAIgL(C
S

[
[
* dJ¥0 &= twol= ths0l ZYE L

+ Certificate information(21 S A HE): HX|E QIEAM O 542 &L|LC}.
(o)

— L-O o
« Delete certlflcate(°|— M AMA). AESAME MASHHAIR,
« Create certificate signing request(21Z A AMH 28 M) C|X|E D QBME MHSHY| 28 &5
7|20 2 QBN ME @ES dgetLct

ot 7| HEA @ -

o HOI QA(CCEAL6+): 20 7| YA0 20t @AF ALESI2{H MERBHL| LT
+ Trusted Platform Module 2.0(CC EAL4+, FIPS 140-2 2| 2): 20t 7| HZE A0 TPM 2.02 At
_Q_‘O'|. E=| H A{EH ol-|_| |:|-.

— 14

IEEE 802.1x

IEEE 802.1x= 74 A 7 HESRT X2 22 215 S MSots ZE 7[H HERI S MO E It IEEE #
ol L

L E
ZQIL|C}. IEEE 802.1x= EAP(Extensible Authentication Protocol)& 7|&2 2 gL |LC}.

EEE 802.1X2 H2 &= HEI0 HML52EH HELS “II7P AHHez S5 ofof P 252 2

o
MHOA =3, LEHA O 2 RADIUS AME{(0f]: FreeRADIUS S Microsoft Internet Authentication Server) & L| C}.
=
5

ESY

CA Q15N 90| TAEIH Mt OIEMN 954 HAVH BB T BAE A HEYI0| BA Lo Xt
Al OIEe AEstLiT

OIZME AFEE O Axis P8 Al 7|7] L OIS M= EAP-TLS(RE 7Hs 015 T2EE - M3 A5 HOHE A
2310f XS ASHZ A== QIS8 Lt

A7 ASME o) 2SElE HEYI0| UMAY & YT E 2 MYE Sto|olE ASME X

Xl off 41| 8o B L|ch,
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o QlEmol &

Client Certificate(E2}0|HE QA S A{):

SME MBS 22t0|HEQ| IDE &
= JZE HEIo Aol XA A

EAP identity(EAP ID): 22t0|IE QAF A of HHEHEN A}
EAPOL version(EAPOL H{F): LH[E (3 AQ{X[0f A A

L
Use IEEE 802.1x(IEEE 802.1x AF2): IEEE 802.1x T2 EZ 2 AtE3}a

=

O Fu EL UB3} 7|8 FHLICE

Blocking period(X}Et 7| ZH):

Blocking conditions(XtEt Z=21): 20| A E|7| MO 5| E5= =Y 25 A1 I+ L=HTL|Ct 1O
X &0t HX| =& RN 5|85= A0 +8 28 &+ &Lt
IP FA EE

Use filter(2E| AI2): X0 AT = A IPFAE ZHYSIHH MEHSHL T
Policy(dX): EH Ip A0 Oist F22

Fa&ZKA O ot 20| HEEALE ARE 1P S E YUY LT CIDR EAS AH8E = ASLICH

YX|Of Axiso| HIAE HEYO = 7|Bf X XY HYY OIS AX|SHe H ALEX X|F ME HYA ASM7t &
et ASME HYOAZE K| LR AL Axis 0] O3 S A=X| eoletL T HYojl= 17t
23 Hoo H IDE MEE = £ FX oM dAS = ASLICE AxisTHO] ALEAF Hol MY Heofo 2l
SME Y = A28 2 AxisTh Y ABME A g = ASLICH

R ASME 2XIot2A B SELICE HYOE EXI5H7| Hof| ASME X[ 0F L Ct.

Accounts(A )

Accounts(A| ™)

+ 4

Add account(AH

Account(Al): 133t

F7h: M AEE Forete{® SEgLCH 20 100702 AEE Fte = AFLICH

o= = MM

New password(M If A AQUEE YHYLICE WAJAE= 1~64XF ZO|O{OF BLICE 22Xt A},
75, 48 7= & M 7hsTH ASCI XHAE 32~126)CF A E0] AL S = AEL|CH
Repeat password(I{ A 9| E Ht8). S At INAQJYES ChA| Y EL|Ct

Privileges(# 8):

+ Administrator(#2|x}): 2= 2F
E Y HAHE = &L LT
« Operator(2YXh): CtS2 AMest 2E HH0 ANAS = USL|CH
- HEE System(AMAE) MY,

36
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2 QIE{H 0] &

L

_ o =7}
=H T .
+ Viewer(50f): CHE Ol Cf3t T2 H3h0| YL|Ct
S HlOe AEZo Adike B0 HELCH
- =32 AES D YR YL,
- W, gE 9 & PTZABK N2 7Is
[
[
P ogmol we oikols Crgo| ZEEL

Update account(AI’d YEI0IE): A &4 HEULICH

Delete account(A1%d AHH|): A H2 AXTLICEH root A™2 AXE &= i&LICtH

Anonymous access(2E M 2)

Allow anonymous viewing(2'd E7| §|8): AHo 2 RZOQISHX| ¥k F3L SO 2 FX[off AMAE
= JAzE 29Tt

Allow anonymous PTZ operating(24 82| PTZ & 51 &): A F2| ALE A7t O[O X|of CHs ™, HE X &
g = AT S H HAYA L.

mjo

SSH accounts(SSH Al %)

+

Add SSH account(SSH Al F71): M SSH AE S F=7t5t2{H S 2L}
+ Restrict root access(root HMIA H|BH): root WM AT HOSH 7|52 Motste{™ ZL|CH
» Enable SSH(SSH Zd8l): ssH MBI =S AF2 st ™ ZLich

Account(A1E): 27t AE O| S22 9Lt

New password(M IHA Y E): H’Ho| IfAEE YHTL|CH IJAQE = 1~64A+ ZO|OJOF BL|CH X}, A,
FEH AL 7|5 S ol FH53 ASCIl 2AHBE 32~126)8t T AL Of AR S 4 U LICH

Repeat password(I| A% E BH5&):

)
Comment(d ) 42 Y=Lt

g0 = H7oe Chg0| ZehE Ut
Update SSH account(SSH A8 YHIOIE): AE £9& HES UL

Delete SSH account(SSH A’ & H|): AE2 AX T LICH root AEE2 AHME 5= Y& LICt

OpenlID Configuration(OpenID T4)
=9 At

R|Of Al 200 = AER SHE gtS Y LICH

30

Client ID(£2}0| ¥ E ID): OpenID At X} 0|22 & BtL|Ct
Outgoing Proxy(Z# 4 ZEA|): TEA| MHE ALESI2{H OpenlD HZE S /T ZEA| FAE YL CH
Admin claim(Z2| X} 2H): =Xt ol gt ¢

Provider URL(3 & X} URL): APl A EZQIE
URL]/.well-known/openid-configuration &4/ 0]0{0

Operator claim(28 %t 278): 284t 9| gt2 YL L

Require claim(28 ER): E20i A0{0f ot= HIO|HE Y=Lt

37
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Client secret(22t0|HE H|X): OpenID I{AYE &

QI E{mj o] 2

Viewer claim(Z& %} 2 H):
Scopes(

Save(XM%&): OpenlD
Enable OpenlID(OpeniD

=
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Add a condition(Z=Z F7}):

Z|TH 20702

+

Invert this condition(O|

Recipients(3= 21 X})
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o QlEmol &

+

Add a recipient(5=& X} F71): +MUXE FIH5HEH S 2L CH
Name(0|&): =X 7%te| 0|5 YLt

Type(R3d): SS0A] ME:

URL: HTTPS AH{Of| LS HERQIR FAL 28 Ne|lg 23 EHEE ¢
https://192.168.254.10/cgi-bin/notify.cgi & L| C}.
- Validate server certificate(AH S A &Ql): 0| AXE MELSHO
SME MEighLCt
- Username(AF&Xt 0| 8): 2Q16t2{™ ALEXt 0| 52 LHSIMA|
- Password(T{AQE) 20I8tz{H IjAQEES
- Proxy(ZEZA|): HTTPS A0 1 Z38}7| sl =
FEE AL gLt
+ Network storage(HIE$|3 AE2|X])
NAS(Network-Attached Storage)2t 22 W E9{3 AE2[X[E FI156t0 IS
8% £ AELCH DY MKV(Matroska) T+ Ao = X EHE L|Ct

- Share(B38) T2AENAM 38 0|28 LY.

- Folder(EH): LY MY CHEZ S ZEE YHFMAIL.

- Username(Al8Xt 0| §): 2Q16t2{H ALEX 0|52 LHSMAIR.
Password(I{ A9 E): 201512 H IfAYEES LHSIHA 2.

of XIFE0of AR 2QASHUA L.

Axis HX|= MD5 & SHA-256 8iA| 7| & 25 X

|';|__0

39

. FTP

- Host(ZAE): {\HHO| P FALI ZAE 0|E2 YHTLICH TAE 0|E2 YHSI= 2,
DNS A H 7} System > Network > IPv4 and IPv6(A| 28 > HIEL|3 > IPv4 2 IPv6) Of2f
off XI'QElf A=K SISt 2.

- Port(EE): FTP MH 7t At ZE HSE A HBL|CH 7|22 21 L L}

- Folder(EL]): otYUS K& CIHEZQ ZE2E YHSIMAIL, CIHEZ|TF FTP AH{ 0 0|0 &
MotR| o™ mMU2 Y2 ES I 2 F HA|IX| 7t EA|E LICH

- Username(AF&XL 0| §): 21015121 ALEAL O|E2 YHSHAIR

- Password(W AR E). 20152 H I|AEE AHSIMUAL.

- Use temporary file name( Al It O| & AI8): Atso = WHEE YA IIY OS2 MY S
U2 CSte{™ MEiSL|CH AEEE 226t LY 0| 50| Yst= O|ECE HHEL|CH P§EE
7l SCHE 29 4= IHUo| glELICH J2L Mg LA TS HE = JASLICH O|HA
StH RSt= O|§2 7HEl & mYUo| SHHEX| & 5= JASFL|CH

- Use passive FTP(+5 FTP AI8): A X Ol M=0|AM KNS Ched| CHA FTP A{B{Of OJO|Ef &
242 S E oH™TLCH X 7L CiA Muof CHat FTP MO R GO ZE2 & HIXo =2
AlZtEELICH Ol et o 2 ZHX|QF CHa FTP ME ALO|Of &32tH 0| e BAR20| ZBtL|Ct

« HTTP

- URL HTTP MHO CHot HER R A4 @™ 2 Mgt ATEHEE LHBLICH OE EH
http://192.168.254.10/cgi-bin/notify.cgi & L| C}.

- Username(A2X} 0| &) 2015I2{H AEXF O|E2 LHSIMUAL,

- Password(W|AQE). 20152 H I|AEE LHSIMUAL.

- Proxy(EEA|): HTTP MH O HZTI7| 2 ZEA| MHE Stoljof St= 29 22 HE
£ 710 YT

- Host(ZAE) HEQA AEE|X|O IP FTALI SAE 0|28 YT C}

- SFTP
- Host(Z22E): MH2| IP FLLL SAE O|FS YHYLICH SAE 0|2 YEtE E2,
DNS MH 7t System > Network > IPv4 and IPv6(A| A8 > W EQ 3 > IPv4 U IPv6) Of2f

Q| HBIAA| Q. C|AEZ| 7} SFTP A H{0f| 0|O]

- Port(ZE): SFTP N7t At&%l= ZE HS E A HIL|CH 7| =32 222 LT},
- Folder(E0): LS M CIHEES HEE 2
EXSHA| o™ g HEES U @F HA|X[7F A& L|C}
- Username(At2X} 0| ) 2016I2{H ALEXF O|ES LHSIMUAL,
- Password(T|AQE). 20I5t2{H IAQEE AHTIMAL
- SSHZAE ZJ| 7| SEMD5): 2 SAE ZI| 7|(324t2| 16714 2
StL|Ct. SFTP 22}0|9E = RSA, DSA, ECDSA & ED25519 SAE 7| &
St SFTP MHE K| LICH &4 A| RSAVF M=
7t 3 5 & WELCEH SFTP MO AF23t= 2H

F2 MD5 SAE 7|5 &sof gL ch.
SHX| O MDSELCH Z4 st HotE Q8|
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2 9IE{m 0] &

L

SHA-256E AFE3HE 40| ESLICE Axis ¥X| 2 SFTP MHE g3t &R0 CHst XA
St 82 AXIS 0S ZES #ISHHA 2.
- SSH ZAE 3| 7| R (SHA256). 24 ZAE ZI| 7| (43X}2| Base64 Q1A EXAtHE)O| X| &2
S U HBIL|CE SFTP 22t0| A E = RSA, DSA, ECDSA X ED25519 S A E 7| S| SSH-2&
AESHS SFTP MH S X ASFL|CE &AL A| RSAT} A125| = 0|0 ECDSA, ED25519 &
DSAZt 1 & E IE L SFTP MY IA1 A 28t= 2HE MD5 SAE 7|2 Q& s|of B
C}. Axis @X|:= MD5 5! SHA-256 SjA| 7| & 25 X A5tX| 2 MD5E L Z 2ot & otg 2|
SHA-2565 At25t= 7*OI Eg=Juuy Axis HXIZ2 SFTP MHE Fdst= B0 CHSH XEA
3 LYRS AXIS OS Z ES R nsHA A
- Use temporary file name(°I Al I 0 = AM8): AHZOR MME YA T} 0|20 2 MYUS
Y2 ESte{™ MESLCH FEEE %E St ItY 0| 50| Yst= O|EC 2 HHELICH PEE
7l St 22, =4 E o] SELICH J2{L M5 LA ILS B2 = ASLICH O|EA
StH YSHE O|E2 7HEl 2 & TpYO| SHEX & = ASFLILCE
« SIP or VMS(SIP L= VMS) :
SIP: SIP M3t E &4 E1D1 MEdSEL|CE
VMS: VMS H3tE Za2{™ MeigtL|ct
- From SIP account("a”tI Xt sip A SO0 A MEBELICE
- To SIP address(=21 X} SIP F4): SIP —’F—_’t% =gt L|C}
- Test(HAE): 52} Ho| 2FSteX HAESHH FEgLCH
. oMY
- Send email to(OIDiI% HE 4 o|0f|Y S MES O|H Y FAE YL £ ol f 7|
stz A EE O|H Y FTAE FESIMAIL.
- Send email from(0|ﬂ1| Y M) EUli= MOl oo F=AE AL Ef
- Username(At8%} O|E): O ¥ MHO| AtEXL 0|52 L HTILICH O[O Y MEOIA 2ABS2
TOHA| b= 249 0| ZEE H|Y ULt
- Password(nH* E) 0 MO IAQEE UTL|CE O|H Y MHOAN ASS LFSHK|
e 42 0l EEE H[Y s L
- Ema|I server (SMTP)(Olﬂil?a' ME (SMTP)): 0| £ = 0f smtp.gmail.com, smtp.mail.yahoo.comt
2 SMTP MH{ O|E2 %'11%”—“4 N
- Port(;‘tE) 0-65,535 H|9| /= ALE5I0 SMTP M| ZE HS E A&HTIL|CL 7|23,
2 5879 LCt,
- Encryptlon(°*§§.f) USTE AR *}Eﬁﬁ, SSL EE= TLSE MEISIMA|L. N
- Validate server certificate(A|H Q1S A =9Ql): %*ﬁﬂ% AMESHE 42 FX|9 IDE =Qlst:
E MEISILICE O] AIZ M= CARIT 7|HOlM XEX| MBS LE Lalig = Q& LT}
- POP authentication(POP 215): POP Mt O|E& &3t T HU A 2(0: pop.gmail.com).
&b
A 7l
L2 O|H Y SSX= O L E oI Yut 9 FASE HEHE =MSHHAM ALEAIL 80| 2 HE
oS AL H= A2 M$s7] 9o 20t ZEE ArESL|CH O|H Y M-S Xl 2ot S
2HQI50] O|H Y A 7HO| 7| AL o & O] Y2 s &= YO| PEE St
. TCP
- Host(ZAE): MHO| P FTALITAE O|E2 YHTLICH TAE 0|E2 Y= B2,
DNS A H| 7} System > Network > IPv4 and IPv6(A 2% > HIES|A > IPv4 U IPv6) Of i
of XI™E AKX SRISHMUAIL.
- Port(2£E). HH'I WM A0 AHBE= ZE H E T}
Test(HIAE) 882 HAESIZH SESMAL.
:
e M=o &&= oR®0= CHS0| E&ELCH
View recipient(+=4lXt 27]): 2= F=MX M E SEE 22{H S8/t
Copy recipient(F4 Xt SAh): =4AXE SAISIHH SESHM . SAIE If M2 =MXE HEY = JSLICH
Delete recipient(= X} A H]|): +=LXE FRHOZ AMXste{H S &S Ct

Uy

40



https://help.axis.com/axis-os#ssh-file-transfer-protocol
https://help.axis.com/axis-os#ssh-file-transfer-protocol

AXIS P3925-LRE Network Camera

2 9IE{m 0] &

L

PN BAE E0M U2 AEY = ASLICE S50 = 7400 et G2t o) o ME o +88 2
2P0t EAT mAIF L L

Add schedule(27 F71): 278 == EAE 4 d5t2{H SEGUAL.

+& E2HE AI8310] ES =322 E2[AY & JAEULL OE &0 =3 EZHE HE g4 ¥ 74
Ste S HMES HTY &= UASU T
MQTT
MQTT(Message Queuing Telemetry Transport)= AtE 2 E{ S (loT)E ot EFE HA|E Z2 & Z YL|Ct CheStE
loT St 2ol AU %2 3 E FZH(small code footprin)at X4 HEYI HAECZ YA A E ¢
Z5t7| Qo CrFst Ao ALE E LT Axis A Y09 MQTT 22t0|HEE S YA A WdE GHo|H
U OHEES G4 2| AT EQO{(VMS)7}F ObLl A|A B0 ZHHSIAH S5t = S L T
HXE MQIT S2I0|HERZ HFYLICE MQTT 412 S2I0|HEQ BE27 2t & AHE|S J|H o2 oLt
E20|UEE HAIX|E EL0 B2 5 AL LICH E27{ & Z20|AUE 7to| HA|X| 2t S SHEtstL

AXIS OS Portalo| 5| MQTTO| CHSH XHA|S| LotE 4= UE LI

ALPN2 220 AE Sl M 7t AZO| HENM 0|3 THA O A OS2 0| 4
=B 3 = C

= 5t = 9l S

<% OILITH 0| HTTPSL 20| Tf2 T2 E 20| AFREE St BEES S¢f MQTT E2 TS 2SSt O A

SEUch Z20) ufat MQTT S4 Mo e EEJ 92 4 SUSLICH dejd Z20| fAM2 ALPNS
0

= = [
HE2AHOM Z2E22 ME8YX|E 2= AYLICH

MQTT client(MQTT 2&I0|AHE)

Connect(dZ): MQTT E2t0|HEE HAHLI &L|LCH
Status(&E): MQTT S2t0|AE Q| Wil HENE HAIZLICH
Broker(E2#)

Host(Z2AE): MQTT AH{2| SAE O] L= IP
Protocol(ZR2EE). AIEY T2EZSZ MEiTL|C}
Port(Z2E). ZE HZ
& MQTTel 7| =gtel ot

QTT2| 7|22t LICt

« 4432 W 23 Hobg 3 MQTTL| 7|=4F & LT

ALPN Z2EE: MQTIT 22 22 A7 M 25 ALPN Z2EZ 0|22 ¢ $tL|Ct 0]= ssLS £ MQTT &
A2 Hotg S MQTTO B M & LT}

+ 88832 SS

[e0)
o
rjo
[
>

>}
mjo
ofm
_91
<

Username(At& X} 0| £): S2t0|TEO| A MO KM ASHT| S AtEE ALEXt O|ES & THL|CH
Password(T{ A E): AtEXt O|E°| AYEE HBLC

Client ID(22}0|YE ID): 22I0|ME IDE YHSHHA
m M2 HSELCEH

2. SCHO[UE MEXt= SEH0|HET MHof HZE

Clean session(2 Tl M) 92 S AZA x| Ale| &2 HO{gL|Ct ME4S]
Bl Y7t AN E L C

re
re
Y
%0
re
iy
o
=
>
0
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2 QIE{H 0| A

2% QK| S2O[QIET 71 TC/P AIZt £TH8 7/ TR 90| MBS O 014 ALBE + Q= AEE 2
SERS- TN

Timeout(A| Zt X1t): HZO| AEE[& AlZH ZHA(Z) QLT 7|22k 60

7
A g5 FEAL MQTT client(MQTT S2I0|HE) B0 A HAIX] X LWT HA|X|Q] FH|0f Chet 7| 27D
MQTT publication(MQTT 'H&) B0 AA| =AM AHE E L|C}.

Reconnect automatically(XtS2 2 XA Z): A& SiX = S2I0[AEI} S22 ChA| A OF 5h=X| Of
= =4 IlI-I'c'SI-l__l |:|-
™= o H .

Connect message(H A| X| & &)

AZo| HEE W HA|X|E ELX| o2 E X|FgLICt

Send message(HIAIX| &) HAIXE 2T ALE 275N .

Use default(Z| 22t AFE): AtAIQ] 7|2 HAIX|E LHSHEH DY L.
Topic(FH): 7|2 HAIX|S] FHE UL T

Payload(H|O| 2 E): 7| &2 HA|X|S| LHES Y=L CL.

Retain(X]): O| Topic(FH)0llA S2I0|HE HEE FX|St2AH MESIHA|R.
QoS: {2l SE0| Tt Qos AES HALLICH

Last Will and Testament message(0tX| 2} 21 A X])

OFX| 2 R A(LWT)2 AFE5HEH S20|ETL =5
=3 aEf0|°157f LISO0l o= Aol M B F A
277} CHE S20|AE0 HAIXE MEE = A
S Yok oA I—|§2 =l 2t E Lk

Send message(H Al X| M&): HAIX|E ELHE{ T ALE HESHA 2.

Use default(7| 22t AFE): Atdl2] 7|2 TIAIX| & YHoHT OYA L.
Topic(FH): 7|2 HAIX|2] F=HE Y=L T

Payload(HIO| 2 E): 7|2 TA|X|2| LHES YL CL.

Retain(FX|): O| Topic(FH)0|M S20|HE HEHE SRSt T MESHHUA| 2.

QoS: %l SEO it Qos ASS HE G LIL

MQTT publication(MQTT Z&)

H5FAALE: MQTT client(MQTT S20|HE) RO A TX| =X HFA| Zol& 7|2 FH B+
gt

Add condition(ZZ F7h): ZHE FItste{ ™ S2gLC}
Retain(FXl): 0{T MQTT HAIX|7} ER 2 MEE|=X| FolgtL| ot

+ None(2l2): ZE HA[X|7} HFX| 4EE ™
. Property(-"‘-*") S Ef X Jts AKX 2 2HE HE

o
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i
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o Al(RF): MEf =X Jts G HEIE FHE = Q3 HAIKIE 25 22E HEf2 2 LT
QoS: MQTT Z3Hof CHo |St= 22 MEigtL|C

MQTT subscriptions(MQTT +5)

T Add subscription(#5 £7h: M MQTT 758 718tel S2gLch
Subscription filter(T+S "E): 7 =5t2{= MQTT X E M A 2.
Use device topic prefix(Z %] &5 HFA AH): 7= EHE MQTT FH O EFALZ FIHLICH
Subscription type(75 $%8):
« Stateless(¥Ef =X E7}'5): MQTT HA[X| & A
+ Stateful(¥El =X 7}5). MQTT HAIXIE =2

Z A E L
QoS: MQTT 7-=0f CH3l Jdt= 2 &S HEfgL

MQTT 2 H 20|

Sl
MQTT 2K 20| XS F7t5H7| ol MQTT E27{0f HZSHHA L.

F7t5te

2

SEHO

F Add overlay modifier(2H{E|0] “HX} X7} A Q20| £HK=S
Topic filter(:X| Ty ©H{2[0[0] EA|5t2{ = 0|7} TEHE MQTT ZHE %7}

Data field(Cl|O|E{ E E): T A[X| 7} JSON & 4{0|2t1 745t 22 0]0f EAISE2 = HA[X| HO]2E=2
718 AEE UL

il

LTt

Modifier(+=’dXt): 2H 20| 2S W 21t =FAE AELLICE

o =
« #XMPE AXol= =FAHE FHOA B2 2E HOIHE BAL L
« #XMDZ A|%3t= =Xtz HIO|H ZEO X[FE HOHE EAIZLCL

A EQ|X]

Network storage(H EH 3 A E2|X|)

Ignore(FAl): HIEYT AEE|X|E FA|St2{H HAL|C}
Add network storage(UW|E93 AEE|X| F7}): 538 Y = A= WERA SFE F7I6t2{H St
+ Address(F). DAE MHO| Ip FA EE SAE 0|F2 YHTL|ICH YHE O 2 NAS(Network
Attached Storage) @ LICt. DF IP FAMEH IP Fos BAE 3 JO0Z DHCP HQ)E AHESIEE
SAEE 5t LE DNSE A8 SHE 20| £&LILCEH Windows SMB/CIFS O|£2 K|} E|X| Y& L|Ct
« Network share(/E$3 &8): TAE NHO| &7 §X|o 0|28 YHT L Ct 2t &Kol {3t
E07t JALBZ O Axis X7 S LD HEYA SFE AHEE = YSLICH
« User(AF8X}): Mo 2010 228t 4, AHEXL 0|52 YETtLCt §F =M Mufo 219
ste{H ZHIONALE AL 0|2 YESIMAIR
« Password(T{ AR E). MHO| 2010] 2t A IHAYEE LHSUAL,
« SMB version(SMB H{X): NASO| HZSH SMB AEZ|X| Z2ES B MEISL|C} Auto(XHE)
£ MESIH X = 2o N SMB & StLIE gAsta{ 0 A|=2FL|CH 3,02, 3.0, == 2.1, 49 H
ME X[ YBIX| U= 0| & NASO| HZASIZHH 1.0 EE= 202 MEASHAA| 2. Axis & X|2] SMB X| &
Ol CHal o/ 7/0ll M REMI S| ZotE &= A& LT
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Use tool( 7 At&): 2850 MEist =7 & &gttt
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ONVIF(Open Network Video Interface Forum)= %[& ArE&AL, Sg M|, AEEHE S MEAZF HER ST LR 7|
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