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IP Hudik: “gig s AME—RY IP il YRS AL R el B D BCARZS IP i, RBE MR
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35



ARIFFEINE. EEREFALEAFBEIE HTTP. HTTPS stEREIT HTTP #1 HTTPS thiliE1Z %)

wE

AR
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- IEERFEEFME T, flm.<EE>.com

—EBrEE
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zﬁkij]:%%ﬂjmtiilﬁ, R EREFNITEBNEFSNRIL A, BEITALETR
J17%o

A& SR E A (OAK): BHiGet key ( FREUVEH ) DRBUTEENSNRIEER. RBEAEXR
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%ﬁl_{o Eﬁl)\{ﬁj] =) NS
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BUER T RIEZRD, BRMNABBXEM, SNMP v3 Xt RE—R, FFEHER
XFEHTTPS B, —BRE7THL, BRFEREABER, EEHMEREFTHE, N
WEDNEE AR BAEE,

=&

TAE

38



https://help.axis.com/en-us/axis-os#simple-network-management-protocol-snmp
https://help.axis.com/en-us/axis-os#simple-network-management-protocol-snmp

IEB AT ML AR EHTENRIL 2R EFRAEIRIESR:

& P/ R 55 e ik P

BRw/RE[IEBATRIOREESH, TUEBERILE, Wl UEHIEBMEAYEME
HIEB, BERIEBIREERAOMRIP, THERSE CA MAMNIEBRZHER,

CAiEB

BT PUER CAEBREIET IR, BN, FER&EZE|Z IEEE 802.1X {RIFHIMLLHT,
BTFRIESMRIERERBRHNE N, REEF LM CAIESR,

THFRILTHER
IEBET. PEM. .CER. .PFX
FASAIR . PKCS#1 F1 PKCS#12

BEE
WRBREFEANH FNRE, BHEREILH. MLKRN CAILBBENRE.

—I_ AIER: BERINER. DPHEEITH.

T V. BTRESEEAHEROR,

REBAE. EREEATERTIRE (SoC TEE). Rexfsi a5 &a#H 2.0 k&e
FiERLH, BREFEMINLZEZBHAENELER, 154E| help.axis.com/axis—
os#cryptographic—support,

AR, NTHRIIFRPEFNSHAINZEE X URIPIES,

ETCRBEE:
IEBER: EEELREILBNEM.
MBRIE S : MIBRIES,
BIRIEBERIFK: QRIEBZTR/IBER, KELIMEIARIFTHFIMESR.
RERHAEOD:
S TR (SoC TEE): &£ SoC TEE kLI =& HAE,
LETl (CCEALG+): EFEMLETHRIRMLERAE

FEEMTESHEB 2.0 (CCEAL4+. FIPS140-22 4% ) . &4 ZAEEFEFEH TPM
2.0,

P 45 75 [e) 422 I A0 h0 2

39



https://help.axis.com/axis-os#cryptographic-support
https://help.axis.com/axis-os#cryptographic-support

IEEE 802.1x

|EEE 802.1x 2% % & Fim A ML EIRITH—F IEEE #0ff, TREF LM EENEEENTE
BMUIE, |EEE 802.1x £F EAP ( I[¥ B BMIIFIN ) o
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Firewall ( By ) . $TFFMLTTT80R D At
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. DROP (%) : M 5@ EMKERE,
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- Burst ( R%& ) . #i1&ERM Period ( BHA ) i, W AR FEXEBITIEE Amount
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RELEA

T AL EN ., BRI EU T
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P ID: #A OpenlD A%,
ShERTE. B OpenlD HZEHAIEHHE M EARIERS S5
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=z
Py

O AR ZIA 20 PMERE

46



AXIS P3925-R Network Camera

%_%ME&%:iﬁu%MEW%O
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FEW. BABERERD,
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RO NAS ( RS INTEE ) SEMEEFE, FEEBEEESUERNER T, XESUHFIY
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SFTP

FH: BAMKFHEN P U ENH,
#Z: AFH ERARXZHER.

X MABFMEAH B RES R,
ARP&: MAEXRARA,

B WAEXEE,
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- Xk, MAEFEXHNERER, MR SFTP RERB FAREFAENKESR, N HE
SRS IR S

- ARPa. mA\EXRFZ,

- gﬁg ?ﬁ)\%%%ﬁgo

- SSH FH AL RHAXKER (MD5): WAIZEEHAARLEA (32 i+ FEHE N
2 ) 54, SFTP & /usi@id RSA. DSA. ECDSA # ED25519 F | 24K B & 3%
SFTP BR&#8{# F SSH-2 thil . 7 HAE], RSA B2IEME 7%, A/E ECDSA.
ED25519 1 DSA, EFFH AL SFTP fRES=B{FANIEH MD5 FHHH, 2R
Z HE &R X3 MD5 1 SHA-256 I3% %48, BIRM1EINFEA SHA-256,
HREMEE MDb BRE, BRNMAERET T T1REH SFTP REH=IEAER,
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POER ., REMERE iz EEEER,

AT MAE AXIS OS Knowledge Base 1 T @B % MQTT NEZE L.,

ALPN

ALPN 2—H TLS/SSL ¥ &, AFAR P imMAkSae 2 8 HEEE SRR IR E N B
XATEFEREMPI (HTTP) ME—1NisH EBAMQTT 2, AREERT, TJEEA
MQTT BIEFTAE MmO, XMIER THRRTIREMA ALPN RIBEE MQTT A{EfRfERD £
ARz A ( BB AKEE R TF ) o

MQTT & i

49


https://help.axis.com/en-us/axis-os-knowledge-base#mqtt

AXIS P3925-R Network Camera

EiE. FTASA MQTT & i
RZE: Br MQTT BFimA S EDIRTS,
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