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« Automatic date and time (manual NTS KE servers)( IS w9 Al ZHES NTS KE A H)):
DHCP A1H'IOiI AZAE SOt NTP 7| 27 MH e S7|9tetL Lt

£ NTS KE MHf: 3}L} = & 7§10 NTP AH{S] IP 45 QS$ILCh = 70| NTP A
Ao 2O BAE = Mu{0] eiEl LSS J|gtoz AlZtS S8k n L)
- Max NTP poII time(§_|l:|| NTP E2 Al7ZH): YHO|EE A|ZtS 7| 28 NTP MHE =2

S PRl =A|7} 7|Ch2{0f ShE X|Cf AlZHS M BEL| O}
- Min NTP poll time(X|A NTP Z2 A|ZH: YHO|EEl A|7HS 7| 8 NTP MHE =2

g W7FX] FX[ZF 7ICHE{OF St E|& AlZHS MEfSL Tt

EH .
« Automatic date and time (NTP server using DHCP)(X}- 5 2% % A|ZHDHCPE Al23%l= NTP
A-|I:|-|)) DHCP AMHO| AZA= NTP MH e} Z7|3}ekL]| C}.
Fallback NTP serverS(EHHI NTP MH): StLt EE= = 749 CHX| A1H1°I IP F=AE QEBLICE
p

- Max NTP poll time(X|Cf NTP Z& A|Z}): O+c1|0|EE_| A|ZHS 27| Q3] NTP MHHE Z2
S LR RAI 7} 7|CHR{OF sHE FC) A|ZHS M LT -
5 HE 23

EH .
- Min NTP poll time(Z|& NTP Z7 A|Zh): °*E1|O|EE,_I AZES 27| 28 NTP A
sk MY77FX| &EXK|7F 7|CH2{0F 8l= XA A|ZHES MEHS .
« Automatic date and time (manual NTP server)(XI'S 2% S A|ZH$S NTP A{H)): MEiTI
NTP A1H19-f = 7|stet L o

5 NTP MB|: 8L} & & 740 NTP MH{O| IP =4S 2BiLICE £ 0| NTP AHE
Af‘lo}“ 4% ZXe= 5 M| Y=E WES 7|Bo 2 AZtE F7|35t0 ettt
- Max NTP P0|| tIme("I'ZH NTP 7 A|Zh: ACIO|EE AlZHS 7] fI5 NTP MHE E3
g W7FX| FX|7F 7|Ch2{oF Sh= Z|Cf AlZtS MEHSEL|CH
- Min NTP poll time(X|2 NTP Z3 A|Zh): YHO|EE A|ZHS 7] 2/ NTP MHE E&
& U7PX| FAJH J|cte{of BiE Ha AlZke MefeLt
« Custom date and time(A2XF X|™ E% U A|ZH: =502 YR U A|ZHS A™HTLCL Get
from system(AM2RIO|M 7t 27))S S50 HAFH = ZHY FX0M SR A2t 4

gds o A ML
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° —
g QEmo] A
A ZHH: AL A|ZITHE MEfSFLICH L@ FOf AZH U HEFE A|ZHO| SHR| A|Zto] XAfE32 2 RFE L L
- DHCP: DHCP ME{o| A|ZFCHS KEHBILICE. O SMS Meidiai® BA &X7} DHCP Al
of #AE0 RA0JOF SFLICH
. Manual(#5) EECf2 220N AlZFHE Mefst o
H| D
AM2EOMeE 2= =2, 23 8 A2 A0 Ex 3 Az 20| ALgE LT
A #A
RO A= /AXE YHSLCE S 22| A|2-H0M o] WEE ALESHY X[ Zo|M FXE HELCH
+ Latitude({l &) A= 242 - EZ 2 LIEFHLIC
+ Longitude(@r) A gf2 2XXM ZFS LIEFHLCH
+ Heading(g): TX|7F &ot= Lot getg gLt 02 52 LiEHRLCH
+ Label(2H'd): ZX|0f| TS HHO| ZotE OS2 YHLLCH
« Save(XM%): TA XE NS S L
HE{I
IPv4
Assign IPv4 automatically(IPv4 X}E EChH: HE T 2t2E 7} &X|0| P TAS AECR SUSITE 3}
o MEfSIL|CH CHE RO WEIZO Cfs{ Ats IP(DHCP)E #ESLICLIP FA: FX|O| N/ IP FAE
HsfAAQ. DF P Fas 2t Favt N9k A A2(H YEST oM £xig= goE & U,
SES UXotHH 0" IP FAE LS| Mo HEQIA 22| XA 22|5t= AO0| EELICLMEU OrA
3: M4 OpA3E 2350 LAN(Local Area Network) LIS 0| /U= FAE HO|THL|CL LAN QE9| 2 &=
FAL 2[2EE S ChRouter(BL2E): CH2 Y EY3 3 YEYI 1= AZE B2 AP
O At2E= 7|2 2I2H((HOIEQ0))e IP =AE ¢ &stL|Ct.Fallback to static IP address if DHCP isn't
available(DHCPE AtS%E 4 gl= ZAQ 1M IP FAZ ZH) DHCPE AI2E £ 91 IP FAE XtE0=2
sors 4 b Z9 HE AFBY 1 P F48 Hsketaw MeiLth
H| 2
DHCPZ AFSE + @i BA7t 1H T4 (NS A8sts 32, 1% FaL Mg ¥elz 7
e
IPv6

Assign IPv6 automatically(IPv6 XIS &tEl): IPv6Z 7410 HEQZA Et2H7ZI ZX[Y IP FAE X5
O UGS E ot ® MdEigtL|Ct.

SAE 0|2 AEOR Vi YEYI 226Vt HH0| SAE 0SS P F£E 502 BYEE &
20 MEUSILCLSAE O|&: MO YNASHs CF2 WHO= ASSIai SAE 022 +50= AHY
LICt. MH E30AM 9 A|AEH 2= SAE O|ES AFESLLCH 2= A= A~Z a~z, 0~9, -QL|Ct.
S5 DNS QO[0|EE SNBIBILICE FX|o| P =47 WY Lot ZX7 =09 0[S AB(ONS)
7|22 24502 YH0[ESE2 S{SHLILLDNS 0|8 S2: X9 P XAE 73|7|L 188 cof
ol 0|28 QastL|Ct 3REEs 2AH= A~Z a~z 0~9, - L|CLTTL TTL(Time to Live)2 DNS &3 E
o fHolER7] Hol gEg Sej2 grlEE Ae WFTUL.

DNS AMH

Assign DNS automatically(DNA XI5 &t2}): DHCP A H7 9 DNS MY FAE Z X Xt
SOE StHEHA St MESHLCH CHEE29 WEKYIAO NS(DHCP)E # &gt L|C}.Search
domains(= Q! ZHM): MASIE| K| UL SAE 0|28 A3 A2 Add search domain(ZdM 0ol
FINE St X7t ABSHE TAE 0|E2 AMe =0olS 2 H2HL|CHDNS servers(DNS A H):
Add DNS server(DNS AB| Z7)Z Z2/5t1 DNS MB{Q| 1P TAZ Q&BtL|CH O MHE W EQI0A

oY
1=
>
=

SAE O|F2 IP Fa2 B0l MSTL L
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o QUE{H oA

HTTP % HTTPS

HTTPS= AtEAte] HO|X| F 5L & ME oM etz Tj
stEl §2 w2 Mol M2lgS EF5te HTTP

n

HSote ZR2EZYLLL &=
L

S
XM HTTPSE AtE3%l2{H HTTPS IS ME AX|S|OF SHLICH S ME

Matn MKt System >
Security(A|AEl > HONWEZ O|Z¢L|LC}

Allow access through(2 M| A 3|&): AF2XA}7F HTTP, HTTPS = HTTP and HTTPS(HTTP X HTTPS) =&
EE = 8 S X0 AASt=E 58X MedgL|C}

H|

HTTPSE &3l Y=3tE ¥ HOIXE E= 42 £ HOXE NS 28 I 450 X2 =+
ol L| L},

=]

g g LI Ct
= AGLICE. O] Ml ZES ALESHEH F17 HA|E L Lt Certificate(AF M): T K|

HTTP port(HTTP ZE). A% HTTP ZEE ULt MK EZE 80 tt= 1024-65535 HR|ol &
£ ZeS 8t HAXZ 2I08 A9 11023 Helo] ZES W 2 &Lt o I
LEE AMESIH A7 HA|EL|CLHTTPS port(HTTPS EE): At2% HTTPS ZEE Q&HGHL|CH K|
= EE 443 EE 1024-65535 B2|0| = ZEE S|t CH ZAZXZE 20l AL 1-1023 H[9|
= 5

of

Bonjour®: HEQI0M XS HAME 3|85t2{H 0| FMS ZL|CL.Bonjour O|F: HEIO0 BAY O|ES
QSFLICL 7|2 0|22 A O|STh MAC FAQLICLUPRPS: LEQI0N XIS ZMS slgsteint o] &
d= ZLICLUPRP O|F: YESQIO HAY O|ES YHALL 7= 0|F2 TA 0| MAC FAL|
CEWS-ZM: Y E9JF01M X5 242 5{8t2]H 0] 42 HLICILLDP 3l CDP: EYINN X5 HY
= o{832{H 0| EM8S ZFL|Ct LLDP Sl CDPE 11 PokE TR 0| X[FO0| dZ =+ AFL|Ct. PoE T
gt s 2HE 2SI H SHE/O Pok TR Y HE2Z PoE A9X|E P
EEY ZEN
Http proxy(Http TEA|): 8|85 HAl0| M2} 229 TEA SAE EE P FAS XML ChHHttps
proxy(Https ZEA|): S & MO M2} I 2E TEA S2E £ P FAE X FLCL
HTTP Sl HTTPS mEA|0 &L= YAl

 http(s)://host:port

 http(s)://user@host:port

« http(s)://user:pass@host:port
H|

HXE MAIZSO 228 ZEA 4¥2 MU

rr
Io

R R

- HYF7|

- P F2 A|H

. CIDR A9 IP =4 X|H

« EHO Ol XIH(O: www.<EHQl 0]Z>.com).

- EF zOQe 2= 5t =02l X[FH(Of: .<EHQl 0] F>.com).

One-Click Cloud Connection

One-click cloud connection(O3C)1} O3C MH|AE 0= QX|OALE AMAIZE B =351 A

|
o =
HMNAE HMIELICE XMSE iR axis.com/end-to-end-solutions/hosted-servicesE Tt RS A Q.
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o QUE{H oA

Allow 03C(03C & 8):

A28 0|0l 7|= AFYULCL AHUS Sof O3C MH| 20| HASIHE FKX| O X HE
2 ZH FEUCH Mol HES & F 24A17F O[Lj0 O3C MH|20| XS SSEsHof gL
Ch. J"X| o™ X7t O3C MH|A0A HZA SHHMELICE SXE SEZT Always(Z4)
7t 2gets|n YX|7F 03C MH|A0f HAZAE X 7X[ELCH
o Y YAV AEUS Sof 03C AMH|A0| Lot ABS XEHo2 AL L XS SESHH
LICE. &X|o Mof HEO| EX| &= 82 0 S92 AL

+ OtLjg: O3C MHIAES Hj=tgstgtL|C}.
z 3

Proxy settings (25 A| H7): TR0t Z2 ZRA 2FS YUHoI0] TEA MO HEAYLSAE: TF
Al Mol =4S YUADILICLEE: HNA0 AELE ZE WS YHSIYARQ2Q & HAYE: IQ
ot 89 ZEA MHO Ciot AEX O|F 8 HAJEE B L ChAuthentication method(21S &H):
« Z|&2: O] Y2 HTTPO| CHoi 7td =20 FOt 218 HARLICH f=etgX| 2 MEXt O
S0t WARIES ME 2 HESH7| [0 Digest(CHO|HAE) S # L OHHSIA| frgL Lt
+ CIOIHAE: O] &2 Y HEJIES Sl A=stel HAYES TESHY| WE0f & QHHSL|C.
« A& O] F¥S MESHH XA = HYH Mt X7t AT gyHS Y = JASLICL fde
1= CIOIMAE 2, 7|2 Yy =M= 2L
27X F 7|(0AK): £ 7AF 215 7|5 7ML Get key(7| 7tH 7)) SHEYLICE O[A2 TX|
7t dstHo|L IEAIGI0] AH U0 AZE F0T JtseLC}

SNMP

SNMP(Simple Network Management Protocol)& O|23%l0 HEQYI HXE o=z T £ JSL|CH

SNMP: At2% SNMP HHE S MEHSHL|LC}.
« vl 8! v2c
- Read community(8}7| #
A= HRLEl 0|52
- Write community(2A7]
O] = AHRLUEl Ol
- Activate traps(E =t
Q¢ OMlE EE
X SNMP vl 9 v2c
E 10 EYO| (502
ojldEZ Sl EXZ H4d
- Trap address(E3 FA):
- Trap community(E3 7
HRLUES QL
- Traps(E=®):
- Cold start(£ HEl):. X7}

LIE): XAEls SE SNMP %o cfef 47| T8 B3O
rLict 7j=gke @l ch

18]
LT
ok g

HPILICHSIY| HE 2K HQ). 7|2Ze M
Mgl HAUA . EXEe E
|AMXIE 2| AJAEOf BHL|CH @ QIEH O] A0

mjo
0d o
ot
>

o

[>
-
Iul

fot
e Zrogg

|m
==

HT

kl

mju

Mok

0

Aol

20z
[m OX
u <
i
ot

23l A2 SNMP v3 22| oj=Z2|7

o &
42

T
O n

15"1
SHZ
vl
<
w

iy

>

Eop

FA EE SAE 0|22 UBBIAMAIL.

o =
ZE| AL ER HAXE 2 O ALEE

i

n
>

.._‘_;
10

30
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m
0
>
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>
bal

Lul
[m
11
=
>
Ral
i
HL

c
-
il

= =] .
- Warm start(gd AELE): SNMP M2 #Zg I EY HAIXE 2HLICtH
- Link up(J3 @) Y37} Ch20fM Ho= HZYE Fe EY HAXS HHUCH
- Authentication failed(21= Al1j): 1= A|Z 7} AMIistH E2f A|IX|E B L|C}
|2
SNMP vl 3l v2c ERME 7{H B E Axis H|C|2 MIB EZO0| SHSIEL|CE. XM L8822
AXIS OS Portal> SNMPE FZ&HM Q.
« v3: SNMP v3&= ¢33 89l EOF &S 5 X|ast= EC ORSH HM QLICE SNMP v3E At23 2 H
o5} HTTPSS o) MSE D2 HTTPSS EAstels 20| F&LICL Eo ¥et0| gl DA}
5 3iE|X| G2 SNMP vl 8 vac ERO] AN ASHE HS WRIBLICL SNMP V3S AFSsts B9
SNMP v3 #2| OfZ2|A0|HE Sl ERS2 B8 = AFLCH
- Password for the account “initial”('xX7|" Ao IJA L E): O|E0]| 'initial'®l AHH2|
SNMP T{AQIES QBSILICH HTTPSS SABI6IX Q1E HAQES MET + OIx|g
HESHA| QELICH SNMP v3 TjAQIE =3t BBl MXS 4 Q1 n HTTPSI} UM stel Z2
o2t M35t 0| E5LICE IHAREE HdHSIH I|AQE HEDJL O 0|4 HALX @
SLUCH IAYEE CHA| Y52 H X E 3% 7|2 d¥e=E Modsof gLt
HOot
A5 A
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HERIYS FXE QSSts O AAELCE O EX= F 7tX| RHo ASME X|AeL T
Client/server certificates(Z22l0|HE/AMH 2= M)
H

SCIO[AE/MH 2ASME= X IDE ASSHH XM M = o CAYS 7|2HoA &
22 = AFLICL NN MY ASME HotE E3E HSotH CA 2 ASME 27 H©

CA QISME ALESIOl mof AISME QS LCLCE & S0, X7} IEEE 8021XE H3 k=
HEQIo A=l 22 25 MHQ IDE ABYLIC ZXoes o 7He AP AX|E CA
IS M7 A& L L
XNEE= a2 Ef%ﬂ ?E*ﬁl-lﬂf
. OI=A #Al: PEM, CER, .PFX
« J§QI 7| WAL PKCS#1 9 PKCS#12
=Q At

SR E Y 5o Al 7|2U2 MEATSEH 2= ASM7F AMELICE AF EXE CA ASM
=

| Add certificate(QIZS M F7}) : ASME FIt5l{H FElgL| L}

=]
" N el me s ol
- More(t{ &7]) . RPMBI7{LL MEiSt X7p W2 mAjeL o)
+ Secure keystore(HQF 7| KEA): 740l 7|5 OtME A XHZEEe{ ™M Secure element(H Ot Q =S
H

) &
L Trusted Platform Module 2.02 ).\jE_*.‘E,H-I Ch. MEfZ 20t 7| MZE A CHSH XtA|SH '—H%% =
E:I M help.axis.com/en-us/axis-os#cryptographic-supports 7.;.*_7.5'6}1\:!)\ Q.
* Key type(7| f¥): °._|"*1E ESSH EEMR SEOAM 72 Y23t ¢a2F0|L o
g Az YngEFS MEgL o

© HEo %= OFols o300 EZetELCH
. Certificate information(QS A HH). MX| = QSAMo| &£M48 FL|C}
+ Delete certificate(ol"kl AHH|): QIS ME AMK|SFAL .
+ Create certificate signing request(Q/SA AH @& MAM): C|X|E ID AISME AMHEY| Q8 S
= 7|20l BY SN NB ¥S YL
Secure keystore(sl?_i 7| MEA) @
« Secure element(H9t @ A)(CC EAL6+): HOF 7| XZE A0 EHOt QAE A28} MENSHL|C}
» Trusted Platform Module 2.0(CC EAL4+, FIPS 140-2 g 2). &9t 7| MZE
= ArE5te{H dEletL )

HEHI M2 Mo X st

IEEE 802.1xIEEE 802.1x= §M 8l BEM HEQ3 EX| o EHO ASE XIdt= ZE 7|H HEY

£ Q|st IEEE EZ= QL Ef IEEE 802 1x= EAP(Extensible Authentication Protocol)& 7|&2 =2 ¢t
802.1XE H3E|l= HELIAO AMNASIHE HEYI HX7t HHEH2E 2AF E|010F ghufct 2l 5
MHOA sz, 2EI™ o 2 RADIUS AMHE(0]: FreeRADIUS 3! Microsoft Internet Authentlcatlon Server)o.:.
L|C}IEEE 02 1AE MACsecIEEE 802.1AE MACsec2 0O|C|¢{ °"A1|A E2 D2EES Q3 HYZAH Oo|H 7|

o

A 3 2HdS Fol5t= [EEEQ| MAC(O|C| 0 UM A 5’*'5%) EOF ﬂi-’-‘-o"-llif °|"A1CA °|’<A1 giol +4
St MH 21BN FaM AL HigHdete|n X AAE HEIA0 A0l XA ASE A= Ct
ASZME MBS [ Axis 718 Al 7|7] A 21T MHE EAP- TLS(gw s Q15 ZEES - ME AT Hoh
£ ME%t0] CIXE ASME KHHECE QAFTYULICLEX 7L ABME S8l E2E|&= HIE°4301I o | A5t
2= QEE 3 AHE ZS2I0|YHE QIS AME EX| 0] MX|SloF B |l:f Authentication method(Q1Z HiH):
Ol=0f| AF2E|= EAP S¢S MERSHL|C}.Client ertificate(EE}OlﬁE OI= A): IEEE 802.1xE A}OSEF 2z}0]
HE QIZME METLCH 2F MHE QTME ALE5I0 E2I0|HEQ IDE QI L|CHCA AFN:

CA QIZSME MEHSIO] Q15 MHQ| IDE ZHQlgtL|Ct QIBSME MEHSIX| Qo™ 7é”tIE AZAE MIE%E
Of ZtAH|Qio] XIA| Q=S A|Z¢HL|CEAP |dent|ty(EAP ID): E2I0|YE QS A HEEl AIEXF IDE ¢
245} A A| 2.EAPOL version(EAPOL HZE): HEQ I AQX A AF8E|= EAPOL A S MEASHL|Cl.Use

[S . |
IEEE 802.1x(IEEE 802.1x A}£): IEEE 802.1x J-LEEE; AF2%te{H MEHSHL|CL QIS diH o 2 IEEE 802.1x
PEAP-MSCHAPV2E Al23t= 42202t O|lg{st M™ME o|l8¢ = O|§I_|I:
« IJAQE: ST ALEX DO EH*OJE% EEENES
« Peap version(Peap H{X): L EYI A X0 A
« Label(Z2}tl): S2}0|YE EAP A S3IE ALESIE{H 18 MEistn, 2
2{H 25 MEHSIL|Ct Peap BT 12 At8dte= 2 HESRR 29

|.
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Yl OlE{mjo|A

e

A3

A¥

.l
o
Ct.Account(A|): 1R AH 0|55 YABLICINew password(A] T{ALE): AFO| WAEES ¢
SHL|CL. IfAQIE= 1~64XF ZO|OjOF SHL|CE X}, =X, ™, UL J|S £ Ol 753 ASCI 2
XH(RE 32~126)0F THALIE0| A8 = RAELICHRepeat password(I 29 E HHE): 51 =
£ CtA| Y2 St4 Al 2 Privileges( gt
« Administrator(Z2|X}): D E AXO| AFS| WMASHL|CL DIX= CHE A™L =71, 00|
E 8 HAY £ AFYCL -
« Operator(2QX}): LSS Mot ZE A0 WMAS = JAFL|CH
-  HE System(A|AH|) A7H
+ Viewer(0{): Ct30f Chst ¥ Hsto| JUSL|LCH

~—

.
© o dE0 %= oEolls o

=} |Ct.Update account(Hd YUMI0|E): AE 482 HEUT L
C}.Delete account(H|™ AtH|): A X

a [ =
AX LT root A¥2 M4HE 5+ YSLICH

o
mjo H
Qt

n

n

ool Yy £

Allow anonymous viewing(2ld H7| 3|&) AXMCOZE ZIAQISK| L FHLF BEXZE EX| 0 AMA

—

g £ JA-E ML CtAllow anonymous PTZ operating(2E2| PTZ 24 5 8) : Qo] AR
Xt7p olox|of cHsy ™, HE X FHS & = UAZE StH HLoh

SSH A%

_|_ Add SSH account(SSH A|™ E7}): M SSH AXEES F7tst2{H el .
« Restrict root access(root AN A X|ot): root WH AL St 7|52 Hotsie{™H ZLICH
+ Enable SSH(SSH &A13}): SSH AMH|AZ AME3}2{H ZL|C}
Account(AIE): 17%t A7 0|52 YUHLL|CHNew password(AMl {2 E): 772 I 2
Ch. IfAQE= 1~64AF ZO|OOF RFLICH 2X), Al #&H, €& 7|2 5 Q2 750t ASCI 2 XH(R
E 32~126)2t T{AQIEO AFEE = RUAELICHRepeat password(I{AQE H5): S Ut AYJEE T

Al YEBIAUAL MW MBS UHYLCHEM). ©  ABO| T 00 CHS0| EeHE L ChUpdate

= [=] = [==
SSH account(SSH A AUGIO|E): AN £4&8 HZRTIL|Cl.Delete SSH account(SSH A7 AMH|): AH
= AMgLICH root AEE2 AMH|

Y s AE

_|_ Acld virtual hgst(7|-¢,* SAE 7 M 71 §ﬁ§§ =715t H 2%
£ ArE5te{H MEiefLICE M O] F: ME{ Q| 0|2 2HeL|C <At 0-9, At A-Z &
LCLZE: M7t HZE ZEE YHTL THType( g -

ol
ogt
>
oo
Il

pS)

fo

E ID S0 MEfStL|C)
+ Update(YHO|E): Ttat
© MEH: Tty ZAEES AFgLC
Hlggsh MHT H 2 Hste AL

OpenID T4
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Yl OlE{mjo|A

e

_|_

Add a recipient(-’,‘-l}_lx} £
ZHetL|ChType(R8): S 20|A MEi:

4

. FTP
- BAE NHO P RAL SAE 0|53 YHY

X H 7} System > Network > IPv4 and

XEE O UK SSHHAIR.

- EE: FTP MH7| A 8% ZE ¥ E YHTL|CL |42 21 L0}

- Folder(Z2Q): OYS A& CIHEZQ HEE QUESIAUA|Q. CIHEZ| 7} FTP AMHO| O]
O EXSHA| tod, ndS P2 ES Wl @F HAIX|7} EA|ELCE

- Username(A}RI} 0|E) 2018l H AIE2XF 0|28 QUESIAUAL

- IALE: EO0%I8{H INAQEE LESIMAIL

- Use temporary file name(Q A| _H’E O|E Al2): X502 MME QUA| It O|ECZ I}
U2 YEESIHH MEdSLICE YEEE AESIH DY 0| 0| {stE O0|ES =2 HHEL|LCH
O*EEW SHhE 22 &=4E lLPOE'OI SiELCh OgLy oj™g| AA TIPS 22 = USL
Ct. O|&E7 ™ R3t= 0|52 77 BEE mao| SHEX & = USL|CH

- Use passive FTP(=& FTP Al8). HHE Ol MH0|M HEF2 Tthed| e FTP AH O
ol AAdg E= 5 FTLCH X7 o4& Mo Chst FTP Ao % GOjojE HZA
2 BF HIFHOE AFTLICE Ol Yutdoz FX|Qt CHA FTP AME AtO[Of
20| A= 420 EaghLoh

« HTTP
- URL: HTTP AMH{0f Ciet HIEAS "*5& 2¥S Mg A3 EHEES YU O =H

http://192.168.254.10/cgi-bin/notify.cgi & L| C}.

- Username(ALEXt 0| 8): 205t H MEX O|FS YHIIYAIR.

- DAE: 200523 YAYES YASHAL.

- Proxy(ZEA|): HTTP MHO| AZSL7| 23] ZFA| MHE SHHeHOF o= 82 Zas
CEE N

URL: HTTPS AMH{0f Lot HERI T2t RS XMalgd A3HES YHYLLL & =

M https://192.168.254.10/cgi-bin/notify.cgi & L| C}.

- Validate server certificate(A|HH QS A =0l). 0| AXIE MEHSIO HTTPS AMHZF MM
& OIZMZ MENSHL|C].

- Username(A}B-x} O|E) ZQIslz{H AIRX 0|28 YEHEAMAIR.

- BANE. 2J0isfE TAslcg ARSHAL.

- Proxy(ZEA[): HTTPS MEO| AASY7| 9|8 ZEA| MHE S30F st= B2 ER

@E% 911 OIE1oI-|_|[:|-

+ HESH3 2EZX|

AHgE 4 QIELICE TpAS MKV(Matroska) T+ SA|O 2 X3 LCh.
T BAE YEQT AERO P FAL SAE 0|22 YL
- Share(29): AN 3R 0158 YUY,
- Folder(ZLH): W< 7(.|x+o+ CIAEZ|o ZEE QaABAAR.

o H =
- Username(AX} O|Z): 21013124 H AR} 0|22 QaisiAAlQ
- HAYE: 27006t B HASE YA

SAE: MHO|IP FALL DAE O[5S YHELCH 2AE 0|§2 YHSt= 42 DNS

A H 7} System > Network > IPv4 and IPv6(A|AH > Y ELZA > IPv4d U IPv6) OfZ[of

X UJ=X 2QISHH A 2.

- EE: SFTP AH{7} AlS3lE EE #BE QaeL|Cl J|=2gte 29Ut

- Folder(Bri): T2 NUF (NS0 F2T YN FIAS2I7} SFTP AHof of
O EXotx| o, oS %*EE%* [ H

- Username(Al2X} O|E). 21 6}21'11

- mAYE oAt HAY S .

- SSH 52E 371 7| F¥(MD5): ¥ ﬁE S 7132xte] 16¢ 4 =X )| XE25 ©
E1<>FL|IZr SFTP Z2}0|Y E= RSA, DSA, ECDSA 5! ED25519 SAE 7| &9l SSH-2E At
25l= SFTP M E X| et S A A| RSAZL MgEl'- HFEHO|H ECDSA, ED25519 B!

DSAZF 1 /2 WELICL SFTP AH{O|A AF3HE SHI2 MD5 SAE 7|2 928 of
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Yl OlE{mjo|A

e

ot
-

|Ct. Axis AtX|= MD5 3! SHA-256 8jA| 7|2 R X|9ISIX|0F MD5ECH Z&Est &
Pl SHA-2565 At&3te 40| L LCEH Axis X2 SFTP MHE FHste &
CHot XpMSH LHES AXIS OS ZES TASIHAIL.
27 7] SEH(SHA256): Y74 SAE ZJ|| 7|(43X}2| Basebd O L ZX)9
Q2 BHL|Ct SFTP 220|91E= RSA, DSA, ECDSA 9l ED25519 SAE 7| 93 9|
AF238l= SFTP MH{E X|sHL|Ct. &AH A| RSAZ} MBS E|= HiEH 0|0 ECDSA,
DSAZ} 1 F|E WEL|Ct SFTP MHO|M ALESH= 2HHE MD5 Z2AE 7|5
L|C}. Axis ZtX[= MD5 3! SHA-256 8§A| 7|2 R& X|8}X|2F MD5ECH 2+
Q|sf SHA-2565 Ar&3t= 20| ZELICL Axis ZX|2 SFTP MHE 745t &
XtMst W8 AXIS OS ZES TSN R.
orary file name(YA| TtY 0|5 AlR): Az 2 MME A ItY 0|2z
st MEfstLCh YEEE §FSHH Ot 0|0
C | 9 ol

0 SIErdre G X RuEror
® 285 FHI T =200
e S oy 0 oy
3 oo 5" o >
T

I Ha 2y [m

oen
L1 Humjo
i

e SIP or VMS(SIP &= VM :
SIP: SIP M3l2 Za{m MEHStL|C.
VMS: VMS H[E Za{o MetstLict

- From SIP account(Z X} SIP A7) SE0|A MEHSHL|CH
- To SIP address(=2IX} SIP F&): SIP FTAE =Tt
0|u_1|°l Test(E|2E): St 20| HSst=X| HAESIHH S LC
* =

- Send email to(0|H[Y & CAA): O|HYUS HEE oYY FAES YAVLCH FAS
ofg] 7§ LS HEZ O|HY FLAE FESGIYUAL.

- Send email from(0|HY Al): EljE MEo ojHY FA2 Qastct

- Username(At2X} O|E): MY MHO| ALK O|2S ¢ETtL|CE O|HY MHOA 25E
|GHA| @= 9 0 AES HQ SO

- HAQIE: O MHo AJAEES YL O|HY MHOM 2SS 275X &

SMTP)): 0| & =0 smtp.gmail.com, smtp.mail.yahoo.com
FL| C}

o
0= = .
- XE: 0-65535 HQ|o| tS At83t0] SMTP MHO| ZE HZE YLt 7|27
2 587¢L|LCt
- Encryption(d33}): 2SS ARSIE{H, SSL &= TLSE MEHSIAMA| 2.
X

Ko IDE =oldt
EE MEigLCL O 21EME CAQIE Z7|E)olM XA MESEAHLE Laa 5= JAEL O}
- POP authentication(POP Q1Z): POP AMH O|E & U H HMAI2(0: pop.gmail.com).
H| D
UL Ol Y SSXE= OfSE oo Yt 0o FAS HWEHE FASIHAM ALEXLZL 70 2
HE OIY2 YL E= A2 MsH7| sl 22 RHE AHERLCH oMY M3 YA £
o HMZ =0I5t0] Ol Y AHHO| EI[AHLE o4 o|HYeE sX= 20| YEE StAL

« TCP
- BAE: NHO P RALL SAE 0|52 YYLCL SAE 0[S Y F, DNS
A H 7t System > Network > IPv4 and IPv6(A|ARl > HEQA > IPv4 3 IPv6) Of2[of
XEEO A=K 2OI5HU A 2.
- Port(ZE): MH HAN A0 AEE

rir

mZE S YYD
Test(HAE) HHZ HAESHH S=gtL .
recipient(F=41Xt H7|): ZE AKX A = L|Ct.Copy recipient($=41X} S A}L): =4
AHE SASIEH SESHM 2. EALE T FAXE HEY = UAS L CHDelete recipient(s= 21X} A
H): =4XE AR AHSHHEH SaigL

g0 X= W7o 80| ZehE L T View
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=& EZ|AE MBS ES =822 E2[HE = UAFULCH OE 0 =3 E2AZ HE 44X % 74
Ste St diMg ABE 4 Sl

MQTT

MQTT(Message Queuing Telemetry Transport)= AFE QIEUl(oT)S st BEF: HA|E Z2EZSQL|CE cia
SlEl IoT E8H2 QI8 dA e X2 FE FZZHsmall code footprint) i} %A HEQA CHH=Zo=z2 A
HRE AASH| o Cryst LYol AL E LICH Axis X AZEQ0{o MQTT 220|PIEE Sl FX|
O|lM MdE HolH S OfHIEE Ay 2| AZEQO{(VMS)7} OFHl A|AE0| ZHHSHA Sote = ASLICH
71715 MQTT 22t0|HER HFeL|CE MQTT 412 S20[QEQ HE7et= F AHEIS J[HeE oL
Ct. S20|AE= HAIXIE ELfn 23 5= JFLCL B2 = SE0|QUE 7Ho| HAIX| 2tfE S HES

L|CFAXIS OS Portalo| M MQTTO| CH3H XFA|S| LOp=E 2 Q& L|Ch

ALPN

MQTT E2}0|HE

AL} SL|Ct.Status(&EH): MQTT S2t0|HEQ| oiXf JEIS EAITL

Connect(¥Z): MQTT 20|
o] E L [P FAE UHGAA L Protocol(ZEEE): A2 T2E
5

CLEEHSAE: MQTT AHQ|
22 UHYLCLEE: ZE W
- 18332 MQTT over TCP(TC
. 88832 SSLE E3 MQTTO| ol
« 802 ¥ AFS T MQITO| 7|23}
¢ 4432 @ 2% HolE ST MQTTO|
ALPN protocol(ALPN Z2EZ). MQTT E27{ Z2Xt7} &3t ALPN ZZEZ 0|28 et
SSLE &%t MQTT 2 & 27 Bot2 S MQTTO Bt M8 & L|Ct.Username(AL&X} 0| &) 2
2 Xt 1=
=

£3 MQTT)o| 7|27t L},

ME{O| AMASHT| B ALE S AFEX} O] 5 SILICHI|AQIE: ALEAL O|EQ| INAYEE
Ct.Client ID(Z2t0|UE ID). 220|HE IDE YHSIHA|R. S20|HE AMEHXE= SEH0|AETL M
g I MHE MESELCLClean session(ZF 2 MM): AZA S AZA oA Ao S-S MojgtL|ch MEd
4 U AA M Al HEf EEIL AKX ELICLHTTP proxy(HTTP T EA[). Z(C§ Z 0|7} 255H}0|E QI 2
Ct. HTTP Z2A|E AIR3IK| YO2{H TCE HY S + UL LICLHTTPS proxy(HTTPS TEA|): #|Cf 20|
7} 255H}0|E Q1 URLYL|Ct. HTTPS EEA|E AIE3}X] & = T UELCtKeep alive
interval(ZtZd X|): Scl0|HET} 71 TCP/IP A|Zt 10| A
NEE ZXg = AUSLICHTimeout(A|ZH =3}): 1O = A2 ZEA(Z)Y LT 7|22k 60 K|
g5 HEFAL MQTT S2[0|HE ®o| AZA HAIX] U LWT HAIX|IS] F=Xof gt 7|=27t0t MQTT H#
EHO| AA| =M AP E|L|CHReconnect automatically(XfS2 2 IHZA): A4 oix & S20|AET}
Aso 2 CHA| AZAOF St=X| R E A[EEL|CLHAIX] HAAZ0| dEE I HAIXE ELX| o5
£ X|’dL|Ct.Send message(H|A|X| HE): HAIX|E EU2{T ALE Use default(7| 23} Al
8): AAol 7|2 UAIXIE Y5t EH DM A 2 Topic(FH): 7|2 OAIX|Q] =XHE 2T L| Lt Payload(H
O|2E): 7|2 OjAIX|el {8 & &HeL|LCtRetain(FX|): O] Topic(FH|)0|A Z2l0|HE HEFE FX|5}

ot L | T3t QoS AE2 WZgL Chorx[eh g HAX|OHX| 2 S AHLWT)S
AEstH S20|HETZ HEAH0| AAE I Xt SHu & = H3g

A

fu
C_I
Pl
—
or.

LY

g
ME pE
fo|n
zolll
O

To

]

£ O old ALY = Sle

M -re

o

M

(o2}

ot 0.

>

fo

Cc

vl
rg
rx
Jm
o
s
il
o
<)
%)
=|1:=|
P
o
ol
2r

=

C
7t LIE0| Of= A[HOAM HEYHo2 AZO| BOX|EH(HRO| BOFY| HEL & UAF) B2HIt .t

£ S2O|AE0 HAXE IS = ASLCE O LWT HAX= Lt HA[XF U HAHO|D S

ot HAHUES Sof 2t Y ELICl.Send message(HAX| HE): HAX|E 22T AL 2F5IM Q.Use
default(7] 2 2t ALg): Atilo] 7|2 HIAIXI S &SI H DHUA|IL Topic(FH): 7|2 HAXS F=HE 2
L|Ct.Payload(H[O|2E): 7| = MA|X|Q] &S e L|CtRetain(FX]): O| Topic(FH)OIA SEIO|HE &
EfE ®AIote{® MEigtLICI.QoS: Il S50 Chet QoS ASS HATLICE
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H QoA
712 FH BFA AFE: MQTT client(MQTT S2}0|HE) RO HX| FH HFAO| HolE 7|2 FH HF
AE Aot MEiSILICLEN O|F Z8: MQTT FNOM =HS dUSt= FHE Zatdte{™ MEISHL
ChEH HdAamolA =g MQTT FX0f ONVIF FH| HUAHO|AE ZEtste{H MEABLICLYY HE Z
g MQTT Ho|2E0f FX|ol IdH HDE Eotsta{ ™ MEASHL|CH —I_ dd condition(ZH F71): =AUZ
=715t ™ F 2L ChRetain(|X]): 0| MQTT HAIX|Z7t HR 2 MEE[=X gL T}
« None(2lg): ZE& I31I)\I | b HIRX &EfE dSeLCh
« Property(£7): &Ef =X 7t AKX H2tE HEiE2 EHL|CH
« A(RF): MEf| =X Jts 8 4EE FHY £ QS HAIXE ZF E2E HdE2 2L
QoS: MQTT 2fsHoj Cffs| °Jo+h Eﬂ“é% MERSEL|CL.
MQTT 5
_I_ Add subscription(#5 F7}): Al MQTT #5& FItst2{H 22/t L|C}.Subscription filter(75
E). 7 =35t2{= MQTT FXE YA A 2.Use device topic preflx(’gﬂ G2 ™EA AIR): 15 ZiH
£ MQTT FH 0| HFAZ $7PE.* L|Ct.Subscription type(#5 S¥):
+ Stateless(ME} =X E7}5): MQTT IJ1I/\I7<|E HE F *7‘* =7/ts HAIX|Z2 Hetste{H MENSEHL|CE
+ Stateful(¥Ef =X 715). MQTT HA|X|E 740% ool B MENBHLICH BO|2E & AfEf
2 A|._9_EI |_||:|-
QoS: MQTT 150 Cisf JSt= 2fHS MEdBL|CE
MQTT < H{g|o|

H| O
MQTT 2H 0] +FAE F7t5t7| Hol MQTT EZ27{0f HZSIYAIR.

—I_ Add overlay modifier(H2|0] £=H™X} F7}): M H 0| £=™HXIE =7}
filter(F x| WEl): @ef2lolo] EAIStets HOIE ESHE MQIT FHE FohgiL
O A|X| 7t JSON @AlO|2tn 73St {2 0[0] HA|SIE = HA|X| HO|ZE9|
Modifier(=%dx}): @u20|E THE W} Zut =FXAE AHETLCH

of2{ 3 2 & gt L| Ct.Topic
|C.Data field(H|O|E{ EE):
7|18 XEgLct

=

« #XMPZ A|XStE +=FPA= FHOM B2 2E HOHE HEAIGLIC
|.

- #XMDZ A|RSH= 4FAH= Go[Ef Toof XHE HO[ES EARLIT

N
HEYI AE2|X|

Ignore(2A]): HEQ A AEZ[X|E 2AI5EH ZL|CLAdd network storage(WEQ|3 AEE|X| F£7}1): =3}
E NEY = s HEYZ 3/E F7t5HH = k.

o Address(FA) TAE MHO|IP A T SAE 0|28 DL CH LEt™ O 2 NAS(Network
Attached Storage)QIL|C} 1™ IP FA (EJH PFaAE HAE = Qoo DHCP HeNDE Af
I E SAEE MG AL DN | &L CF. Windows SMB/CIFS 0| &
XA X &L L

o
EN

* Network share(H{EQ|3 3§]). 2AE MHO| 57 X2 0|52 YHeLICL 2 FXos 21H
s ECot glon= ojaf Ads YKt SAS WEYD SRE AL + gL

. User(k}gx}) MEO| 23010] Hast 22, ALEX O|E2 YHTLLCL EF =0 MHo 21
olstz{ M EMH\ALE X Ol %Eﬂ.ﬁrﬁlAIE

« MAQE: MHO| 21000 ER% 22 IHAQEE YHFMUAR.

+ SMB version(SMB HZ): NASO| HZAs SMB AEZ|X| Z2EZF HHES MEISIL|Ct. Auto(X}S)
2 MEHSIH A X|= HOF KA SMB = SILFE HASIH DT A|ZSHL|CE 3.02, 3.0, = 21 A9
BHS X|SI5[A e O NASO| GIZ812{0 10 T 202 MEUSIAIAlD. Axis ZHK|O SMB X|
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