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1. Video > Installation > Capture mode(H|C|2 > AX| > X BE)ZE 0| 5THL|C}.
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1. PTZ > Preset positions(PTZ > Z2|Al EX|M)Z O|Z2L|LCt.
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24 Ogd 273
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System > Detectors > Shock detection(A|AH > C|HIE > A ZX)S =2 O|=TtL|LC}.
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1. Video > Stream > Audio(H|C|2 > AEZ > QC|Q)Z 0|=3}

2. FXo| = oldel ¥ AT U= EF Source(£2)0|M SHE
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3. Audio > Device settings(2C|2 > 7|7] d™H)2 =2 0|55l SHE AUH

4. 3 AA
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Ongoing recordings(s58t T F): TA0|M T 50 BE =82 mAFLC TR 0M =82 A

ArgtL|ct. Mg AER|X| HKE MEigLCh XM =28 SAYLULLFS2E FX|5HA
Lt ZX|E Z=Z6IH Triggered recordings(EE|7 =3})7I &2 & L|Ct.Continuous recordings(@d % 3=

IS U X7t HA A0 E HX|E CHAl AESHH 5317 A &S ELCH
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e
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Hr
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dr
Lot
MO
|'>|
=t
=
rir
ne
4
mju
=
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-
n

=otE HEISIHH SEYLICLFrom(AE): S8 A 0|20 dAE Z215 HEAFL
ABNK| =3HE HA| 2L CHSource(&2) D AAE J|HIOR =315 HAITL =
ClEvent(O|HIE): O|HIEEZ 7|HIO 2 =3}2 FA|SLICLHE ZK|: AEZ|X| Q0| et =52 FAITHL

OH
=

ol 7§ m|0|X|Z O|= E L|Ct.Allow unsigned apps(A{HE|X] &2 A 5 L)

£ 5|85t H ZL|CtAllow root-privileged apps(root #eH0| U= A 5 &)

XEXIOf CHBF MK ASHS s|2sta{®™ HLC} Q AXIS OS gl ACA
H| D

1
2
1o
Hr

SAlof o2 A4S 2ASHE KXo 50 Sgs ojE = US4

% Ol Ao U= 2AKE MEDHO US AIHSAL SXYLICLET]: B

£ &L
« App log(¥ 21). ¥ o|#HlES| 21 ) X S
+ Activate license with a key(7| 2 2fo|MdA Zd35l): 4o Zfo|MA T}
LICE &X|7 elHulo)] dZ8E = gle 2% 0 M2 At8EL Lt
2to| Ml A F|7v QICHH axis.com/products/analytics2 2
A FEQ Axis ME 93 H 7 ZoshLCt

JE2 FXAEL L

| Add app(¥ =7h): M ¥E EX|EL|CHFind more apps(F7} ¥ #7]): dX|g ¥ O HELICL Axis

- MYER @ Y HX

2780 M AL A

g Jtset 2¥2 ofEelAold0 et et Lot L8 ofEaAH o0 20| flsLe o
2o %= H7os thg 88 & StLt 0|40 ZotE 5+ UL LT
+ Open-source license(2Z A A BlO|MIA). WA AIEE= QE AA ZlO|MAY Cist HE

+ Activate license automatically(ZtO|MAE XSO 2 E/43}): Ao Zfo|dAT Hast AL =
2tsfoF BFLICH ZEX|7F QIHUO| HAS = Qs 42 0 282 AER L 2toldAE
stMotste{™ 2to|MA ZET HQpHL|CH

o EIO|MIA H[ZESE: O|E S0 MT 2o A0N T4 2lo[dAR HASHE 42, 2t0|HAE
HlZ2-d25t0] CHE 2to|MAZ WAL Ct 2o|MAE HlZMatstH X0 ME XAHE L CH

 Settings(dd): Oj/fH=+=F FdgL|C.

o MF: FXOM WS BFHOE MASHUAIR. HXA ZIO|HMAE HZESISHK] Yo H =
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2R3 AZE
AZE gA2 & B2tfMo oof dFof wat ChELC
H| 2
ZRel EMet AlZFS NTP M eF &7|3t5t= A0 &5 L L

Synchronization(&7|2}): TX|2| X/ 3 A2t S7|3t SH2 AJE“%.“—I Ct.
« Automatic date and time (manual NTS KE servers)(X}-S
DHCP A1H-|01| A= HOF NTP 7| A MUt E?|§}§,+L||:f

« Custom date and time(Al2XF X ™ & 11|- ol
from system(A|AHIOM 71 7)) 229
= ¢ A 7hM & LIC
Al Zhoy: Atﬂd AZHHE MEHSIUICE U@ HOF AlZH U BE AJZH| 23
+ DHCP: DHCP ME{ O] A[ZICHS MEHRILICE O] &4 o
of AZE °'010F L Ct

b=
=
r:'.

+& NTS KE A H)):

thst KE7§1OH'I“<;PI'—t E;:—E F(;lu'a:”; Aﬂﬁil IP| T ~E %lljfg.”-EIErl i?HOI Ij\(l_ITPF MH
2 ARSI= [ = L = 7|HIO9 2 A= 7|38t =™
_ Max NTP poll time(&|T§ NTP 22 A|Zt): RCjo|E5 AlZtS 27| 25 NTP HH S =
& bRl K|t 7|Cha{of stE ETf AjZrS MErgfuch -
- Mln NTP poll time(X|2& NTP E3 A|Zh): OO|EE A|ZHS A7] 28] NTP MHE
s WA EX 7 7[ChE{OF S A4 AlZhS MEFLICE
. Automatic date and time (NTP server using DHCP)(X}& =X % A|ZHDHCPE AtE5l= NTP
A1H1)) DHCP ME{Of AZE NTP MH 2} &7|2tetL T}
Fallback NTP servers(CHM| NTP AMH{): SlL} = 5 749 CHA| AHHO IP TAE Q2T
- Max NTP poll time(X|Cf NTP Z A|Z}): QUHO|EE A|ZtS 7| o|5) NTP AJHZ =
St LK A7 7|CH2{OF she AC§ AjZHS MEBFLICH
- Min NTP poll time(]2 NTP Z3 A|ZH: QHO|EE A[ZtS 27| Q&) NTP MHE =
S bR &K|7F 7|CHE{OF S AlA AIZH2 MEELICH
. mj_;orgatlt_ic I-daEte |aTdttl|m? (manual NTP server)(XIS Y& S A|ZHES NTP AH)): MEHS
Q| 7\ ztgtL|C
$8 NTP M, 6iL) o 2 7le] NTp U0l I S48 FLL, £ ol NP 4
Sh= |:| ._L 71_9§ = 07—?":_6_—7'——7‘(—0_@'-
~ Max NTP poll time(%|Cf NTP Z& A|ZH: ATO|EEl A|Z+S 7] Qs NTP M= =
& W7FX| FX|ZF 7|Ct2{oF Sh= X[ AlZtS MERGEL|CH
- Min NTP poll time(|4~ NTP Z3 A|ZH: SEO|EE A[Z+S 7| &) NTP MHZ =
& WIHR| WX\ Jp IIChOF S H 2 AlZES ML,

. Manual(#5) =ECf2 SE20|M AlZHHES Mefstc
Hl D
AAEoMe ZE =3, 23 3 AJ2H 230 @R 2 Az 2780| Ar8E LT
X 91K
HA7F A X E YHY LD S | Al2H-HOM o] HEE ARSI X Z0|M HXE HELCH
+ latitude(fl k). &= U2 Mz SZS LIEFHLCH
+ Longitude(FE): & g2 2XXM S2S LIEFHLICH
* Heading(¥): TX|7} &t LiAGE dakg YLt 02 FSS LIEHELCH
+ Label(2}'dl): ZFX|0f CHEH MHO| ZtEl 0|55 YHLCH
« Save(XMHE): TA YXE MysteH S
HEHZ
IPv4
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OlEg|oe] IP =AE Q&AL Ct Fallback to static I s if
O™ IP FTAE EH): DHCPE A2 £ QD IP FTAE
H 1P zobste{B MefBrLict

Q
~ -+
O
I
A0
or.
o

ofn
|0

IPv6

Assign IPv6 automatically(IPv6 X} &) IPv62 HD HESQA 2t2H7t X0 IP FAE Xt
o2 LHSEE St MEiSL|C]

oln

SAE 0|2

SAE O|E2 XHEOE HEh U EQD BHPE I BA|) SAE O[22 P F42 HEO2 ALEE
B3 MEISILCLSAE O[S FXO| HMAshEs CHE LHOR ABs Y SAE 0|52 £502 YAy
LICH M EIM Y A|AEH 2= SAE O|2E2 AL 8= EAH= A~Z a~z 0~9, -QL|C}
57 DNS H0|EE &/dstptL|cH:  FX|Q IP ATt HAE Mot X7 =0 Ql 0| AH{(DNS)
J|Eg AHEo2 UHOES S B{RFLICLDNS 0|5 S5: EA|o| P =42 Jt27|& 1 20

Ol 0|28 UHTLICL 8= EX= A~Z, a~z, 0~9, -QL|CLETTL: TTL(Time to Live)2 DNS HZE

7t HHOIER|7| Mo faot 4E{E |X &= AlZtE AL
DNS AMH

Assign DNS automatically(DNA X} &%) DHCP ME{Z} AM =0iQl S DNS M FAE FX|0of Xt
SO SStA St MEistL|Ch CHER2| WESLAO0 Cisi X}S DNS(DHCP)E # & gL Ct.Search
domains(EH|Q ZHM): HASIE|X| U2 SAE 0|E2 AIRSt= A2 Add search domain(ZM ol
F7hE SUStD X7t MBSt TAE O|E2 AME =002 2T L|CLDNS servers(DNS AMH):
Add DNS server(DNS AMB| £7HZ 22|51 DNS MB{O| IP ZAZ Q2{stL|Ct. 0] MBL= YEQI0|A
SAE 0|22 P Z=AZ2 HSHSH0] FZBHL|C}.

HTTP % HTTPS
|Sste ZREZYLCE &=
I

S
X0 HTTPSE At3t2{H HTTPS QIEAME MX|s{of &L|Ct. ASME MM MX|5E{H System >
Security(A| 28 > HONZ 0| FTL|Ct.

Allow access through(8 M A | &): AFEX7F HTTP, HTTPS 2= HTTP and HTTPS(HTTP 3! HTTPS) =2
EE & OE S X0 AA5t=F S LX| MeigL|C}
H| D
HTTPSE &3l =2tz ¥ HO|X|E Ee= 8% £3| HOXIE N& 28 I 450 Mt
A& L L}
HTTP port(HTTP ZE). AT HTTP ZEE UESL|Ct MK X E 80 fE& 1024-65535 HRo 2
£ ZEZS §8BLICH HIARE RI0S F2 11023 ¥9o| ZES YT & YL 0] e
ZTEE ANESH Z107F BEA|ELCEHTTPS port(HTTPS ZE): At2% HTTPS ZEE QAT CH EX|
= EE 443 L= 1024-65535 HRo| D= ZEE 3 2TL|CE ZZXZEZ 2005 AL 1-1023 H|9|
ZEE 28y = QELCLH O ol ZEZS ALESIH Z 17t ®A|E L Ch.Certificate(QAF AM): FX|
Of HTTPSE Z-datste{™ ASME MEIGL|CE
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HERI dAM ==2EZF

Bonjour®: HEQIM XIS HMES 5 &%t 0] §ME ZLIChBonjour O|&: HEYIO| HEAZ O|ES
QSBILICL 7|2 0|22 A O|STh MAC FAQLICUPKPS: LEQI0N XIS ZMS slgsteint o] &
ME ZLICLUPRP O|F: YEQIO HAY OS2 YHLh 7|2 0lF2 TA O MAC FA YL
CLWS-HM: HEINM A5 HMS 5{E5tHH 0| 8= ZLCILLDP 3l CDP: HEJAIMAM s A
S 5|g3}2{3 0] SMS HLICL LLDP U CDPE 1101 Pof X& 40| XIZ0| 42 = AELICh PoE Mgl
Foar 2Hs Z2HE HASHE H SHER0] PoE M Y HEL= Pok 29X E FILLICH
=EE2H T\
Http proxy(Http TEA|): 8|25 HAo| M2} 229 TEA| SAE EE P FAS XML CHHttps
proxy(Https ZEA|): 5{&E HAOf| M2} 22E ZEA SAE T 1P FLE XU
HTTP 2 HTTPS ZEA|0| &&= A

 http(s)://host:port

 http(s)://user@host:port

« http(s)://user:pass@host:port
H

HXE ARSI 228 ZEA 42 HELC
No proxy(ZEA| 913): 22Y ZEAS 22|5l2{H No proxy(ZEA| §1Z)E ALEELICL S50 A= &
M F SILHE YESAL dErE FE50 o HE YHSL T

« HIYF7|

. P FA KW

. CIDR HAlo| IP =4 X|H

« EHO Ol XIH(O: www.<EHQl 0]Z>.com).

- EF =HQe] 2= 59 =0 X[F(Of: .<=HQl 0] &>.com).
One-Click Cloud Connection
One-click cloud connection(O3C)1dt O3C MH|A= O XA LE AAIZE B =31 A0 20 otMsH Ol Ul
HMHAE HI2EL Lt XM LHE L axis.com/end-to-end-solutions/hosted-servicesE EHRSHA A2

Allow 03C(03C & 2):
« 28 o|A0| 7|& HFEYULICE AEHUHUS S8 O3C MH|20| HZASIEH FX[Q MO HE
2 24 =84 Mo HES FE = 24A1ZH O|Ujof O3C MH|A0| FXE S=50fF L
Ch "X o™ FX|7F O3C MH|AMAM A M ELIC TXE SEZH Always(24)
7t 2ot FK| 7 O3C MH|A0f AZE X RFX|ELCH
o 24 FHXIF AHUE S8l O3C MH| A0 CHet HAS XEH =2 ALl T HXE S55IH
O3C MH| A0 HAZAE xf RX|ELLCH ZXQ MOl HEO TFX| Q= 42 0] FME AL LIC
« ofLR: 03C MH|AE H|ZdatetL|Ct
Proxy settings (ZEA| d%). oot 42 TEA dF2 YHSI0 TEA| MHO| HASLICLSAE: IF
Al Mol FAE UHGLICLEE: AMA0| MEE= ZE HSE AUHSGYAQ2Q & IjAQE: EHR
ot B ZEA MHO| Ciot AL8XL O|F 3 WAQYES Q2 ofL|ChAuthentication method(Q15 ).
« 7|2 O] Y2 HTTPO| CHo 7HY 2ehdo| Foje 215 MAYLICH L=otE|X| 42 AMEX} O
sS4 HAY/YEE Mz ©E5H7| [ 20| Digest(CIO|M|AE) 2 ECE QHHSHA| Gr&L|Ch
« CIO|F|AE: O] &H2 Ttet HERIE S L2otE HAYEE HESH/| 20| o HMetL|
« A& Ol FUE A8SHH X kl= Yo met FX|7F 95 WS MEY = YL M=
?l= CHO|HI2E &, 7|12 9 =M= 2Lt
27X AF 7|(0AK): £F7XF 21F 7|5 7IM 22 Get key(7] 7tH 27|)& S gLt o[Hd2 TA|
7b oL ZEAIG0] AHUO HAE R0 JtseL
SNMP
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9 QlE{H o] A
SNMP: Al28% SNMP HHA S MENSHL|C}.
« vl 8! v2c
- Read community(2{7] HRLIE]): X|&E= ZE SNMP iAo CHs &7 ©& HBHO|
A HRLE O|FE 8L 7|22 3L
- Write communlty(M7| 9-|-.'E.'-L|E|): XRE= BE SNMP ZHKA| 0 CHal 47| EE= 27| &t
O] fl= HRLUE| 0|2 YHYLICHYZ| ©E& AN HMe|). 7|22 27| YL(Ct
- Activate traps(E3 2/d3}): ERMETE Zd3ste{H HYA R HX s EYS AESHY
Qs O|HME &= B HA0| Chot DIAIX|E 22| A|AE0 EYLCH A QIEm|o] A0
M SNMP v1 % v2coj CHot ERZ - = JASL|CE SNMP v3o 2 HZASHHLE SNMP
E 11H E-MO| X522 JHELICE SNMP v3E A28t 22 SNMP v3 22| ojE 2|
OjME 8¢l EHEZ HEY = USLICH
- Trap address(E3Y F4). 2| MHQ| IP FA EEs IAE O|EF YHGYAIR.
- Trap community(E3 F{JLE|): X7t 22| A|AH E- HAXE 29 If AL
AR LUEE Y¥aEgL
- Traps(E®):
- Cold start(2£ HEl). ZX|7} A|7£|FEEI M E HAIXE E'—,:','I_U:f
- Warm start(® AEIE): SNMP MM S HAEAY [ E QAKX S 2 WHL|C}.
- Link up(d3 €): 237} Ct20f | M Yoz HZAER 22 EH™ EI1|/\|7<| B
- Authentication failed(21Z AlGf): Q1= A|Z7} AI|SIH E HA|X|E EWHL|CH
H|
SNMP vl & v2c EMS 73 TE Axis H[C|Q MIB E20| ZMSIEL|CH XAS L
AXIS OS Pon‘a/> SNMPE EZSHM 2.
« v3: SNMP v3& =3} Ol HOt S E X|S6t= ECt etM ot ™ YLICE SNMP v3E A5t H
A7t HTTPSE Sl MS L E&E HTTPSE EMotst= 0| 5L CH D ATH0| Q= YAALIt
LS oE[X| 242 SNMP vl QU v2c EBM0| AN ASHE AS WX|BLCH SNMP v3E ALE35t= 4%
SNMP v3 #2| ofE2[AH oS Sl EHS H-E = JASLICH
Password for the account “initial’('ZX7|" || mjA L E): 0|£0| 'initial'@l A X 9|
SNMP IfAQQEE U= THL|CE HTTPSE ZM3I5HA| e MAQYEE MES 5= UX| T
HESHK| °**'—I'1f SNMP v3 THAQE = oF HOF Mot 4= Q1 HTTPST} g 4atE AR
oot MHS= 20| Z&LICH WAYCSE MHSH HAYE et of oA mAEK &
SLICH IfAQEE CHA| 4752 EH X E 3 7|2 4= MHH|oF gt
& of
Y
IEME= HERIYO HXE 21Fste O AFEELICE O] FX|= F 7HX] Yo QAZME X AL}
« Client/server certificates(22}0|AHE/AMH QS A|)
SE0|AHE/MH ASZ M= &KX 2 IDE 7*56PD=| XA MEE = Ao CARIS 7[00l &
2 = JASUHCE XA MY ASM= MotE EZE HIotH CA 2 ASME 7] A
R AHEE = ASLICH
« CA 9= N
CA 2ZME AMESHY I ASME QAFLLCE OE S0, X7} IEEE 802.1XE EZE|=
HEZo A= 42 2F MHo IDE ATTLCH ZXos o2 7Hel AFME HX|= CA
RIS M7t L& L
XNdE= YA 21 254
o OI= XM @Al: PEM, .CER, .PFX
« JJOl 7| HAl: PKCS#1 Q! PKCS#12
S8 At
BKRE ST £ Al 7|2UCE MWHPSH ZE QASM7L AXELCH AHE AX|E CA 2EAM
P CRA] AX| &L
—I_ Add certificate(QSAM F7}) : ASAME =75t SEIBHL| T
+ More(G| E7]) e St AL el =Tt HEE BA|RLCH
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OF

« Secure keystore(HQt 7| K& A): 72 7|E CtMSHAH X ZASt2{H Secure element(HQF @A) I
+= Trusted Platform Module 2.0 MEHTHL|C}. MEHSH HOF 7| H&EAQ CHSH AEMSH LIS &
2 ¥ help.axis.com/en-us/axis-os#cryptographic-supports EZSIAMA| L.

« Key type(?| 98): QTME E25HH EEOE SE0M 7|2 =3 Y02 FO|Lt O
2 st ynaEg MY

o= [

a

oo

© Jgo %= Hwos ChE0| ZetE Lo

. Certlflcate information(QS A FH): AKX = QASAo £MHE FLLCt

» Delete certificate(ol"kl AFH|): QIS ME AX|SIAM A 2.

+ Create certificate signing request(QISAM MEH @XF MAM): C|X|E ID AIEME AMH
g 7080 EH 93 M 2F 2 gL

Secure keystore(sl?_i 7| MEA) O

« Secure element(29F 2 4)(CC EAL6+): EOt 7| K& A0 E?_P QAE AIRSIa{H MEistL|Ct

o Trusted Platform Module 2.0(CC EAL4+, FIPS 140-2 & 2): 29t 7| MZ
= ALE5te{H MEiStL )

by
Ot
N
o
OoF
==

In

TECER-ER TR

IEEE 802.1xIEEE 802.1x= M 9 BEM HEY A X EO =S HIst= ZE 7|8t HEKA £9Q K|
O E @It IEEE &= QI L|Ct. IEEE 802.1x= EAP(Extensible Authentication Protocol)& 7|—’.._‘—9§ ot L|C}HIEEE
8021XE H3kl= HERA0 °"*1|*0PE1”4 HEZ FX7t HHH2E ASE00F gLICH AF2 2T
MHOAN Sz, YEI™ o 2 RADIUS A H(0]: FreeRADIUS 3! Microsoft Internet Authentlcatlon Server) ¢!
L|CtIEEE 802.1AE MACsecIEEE 802.1AE MACsec2 0O|LC|0f OHHIﬁ S8 D2EZES Q3 HYZAH Oo|H 7|
9 DANS Ho|ste IEEES] MAC(D|L|Of HAA 7HE =) sof E-’.-_‘-%I L|CEQISMCA ._oM glol +4
MH IBM FaH AAZL HiZ etz X AZ4E HEYZ *71I°*0I XA 1E5E AlE=g L Ch
ME AT I Axis 7+ Al 717] & Q15 AH = EAP-TLS(ZE 7t5 Q15 Z2EF - 7.‘_*0 AHZE EOr)
2 AEME KNHEoZ QIFeL|ChEX 7} °"‘A1% S EzEl= HERZO ANaT

£ ZX|0] MX|8l|of g L|Ct.Authentication method(Q1= HiHH):
lient ertificate(—Z-E}0|°1§ ?_Iokl): IEEE 802.1xE Al2% Z2}0|
&= = OIZME AIR3I0] 22/0[0IEC] DS 2HolSHL|CHCA ASA:
H1°| IDE =olgtL|ct QIZEME MEISHK| Yo FAl= AAE HERZ
FL|C}.EAP |dent|ty(EAP ID): 22I0|YE Q1= AQ Y=l A

L |

b

rero->mure otpe
e
> Ul
0o
10|
il
'}
=)
Q
mJ
2
|>|
FT

|m ol
=2

] OH'AIE EAPOL versi on(EAPOL HH): 4 E ALK M At = EAPO M EH SF
IEEE 802.1x(IEEE 802.1x A}&): IEEE 802.1x #EEE‘E—% Al ™ MEHSHL|CLOI= it o 2 [EEE 802.1x
PEAP-MSCHAPV2E AF23I= ZAL0|0F 0|28 AMES 0|28 £ &L|C}
. TAQIE: oS AFSX} DO HASICE ol 2BiL|Ct
« Peap version(Peap H{H): | EQI A{X|0|N ALE /& Peap HH S MEHTIL|LCE
. Label(2}%): 22}0|QIE EAP ASBIZ ALRSI2{D 12 MENstyl, 2aj0|QIE PEAP OtS3t2 ALR3}
2{H 25 MENGIL|C} Peap HW 12 ME5t= 42 UWENZ A2X|7} AHESH= 2tHg MEigtL|Ct
IEEE 802.1ae MACsec(HX CAK/AIH 2 7))2 0I5 &yoz Arst= Z0|ok o[z3 4¥g 0|8
g &= AEL L
o 7| UX| AA A F| 0|F: HA A O|E(CKN)Z LHtLICH 2 ~ 64XI(2E 2 Jt5) 16
Tlg=0o{of E.”— Cf. CKN2 gZ M =522 #4350 stH, XS0 MACsecg Ed3}d}
HE 3ol AE E0M LX|s{oF L|Ct
o 7| YA AHF #AH 7. A4 /A F|(CAKNE YHTLICh 32X = 64XtQ| 167I=0{0F B L
C}. CAKE G Bai0|i 2502 A0} 810, A 20| MACsecS &43tstai® A0 o
Z 2ol LX|sloF gL Ct.

SXE oY 2 WX

Blocking(\tEt 5): 248 [f@l 322 XIEHSI2B AAAQ. 2Xd [jol 322 AY %S S3) 219
e EE oo 7|8 FRBLICLAT 7k A Y SAS AT MRS @ LICHAHE
z7: 220 AME| Mof 3{85lE 28 o 41 23E YHAPLUCL HOX +51 X +F 2
SOl BI8EE A 48 85T + Ay
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- W, ZE Y F PTZ AW AN mE

* M0 Se HFO0l= CH=20| EZEE L|CHUpdate account(#d AHO|E): AFE S48 HAETHY
=}
=

(=] o To= [ — =]
C}Delete account(A® AtH): AHES AHSLCE root AHES AXY % gLt

SEE

LTES

Allow anonymous viewing(2/® H7| &) A™MC=E ZIQISIK| YNE FRLF BHAXIE ZHX|0| HAMA

g £ A E ML CtAllow anonymous PTZ operating(2EO| PTZ 29 3 8) : QHO| ALE
Xt7} ofof x| of EH sf M, 2HE 8l 52 & = ULE St HLCh
SSH A8

_I_ Add SSH account(SSH A Z=7}): A SSH AH™EES =7tslz{d S2lstL|Ct.
« Restrict root access(root M| A X|oh): root WH AL RSt 7|52 Hotsie{®H ZL|CH
« Enable SSH(SSH 2tM3}): SSH MH|AZ A28} ® ZL|C}
Account(A|™): 183t HH 0|22 =TI C}.New password(AH IJALQE): AXE
HAQYEE 1~ 64XP ZO|ofof BtL|Ct. ZXA, =X, 5, €& 72 5 ¢ =
E 32~126)2t AR E0| AT £ Q& LICHRepeat password(I{ A E gHE): ZUSH HAQYEE C}

-

Al QEstAlR A 488 YL CHEM). © H0 X= 0R0l= Ch20| Z3HE L ChUpdate
SSH account(SSH Z|® SIH[0|E) A& £AMS M|} Delete SSH account(SSH A& AMH|): #&
= MHMEUCL root AZ2 A = glELIth

7

_—

N BAE

_|_

Add virtual host(7}4 SAE 7). M 7tA SAEE FI6i8{H 2oL CLEMEEE 0] 714 SAE
E M85t MENSILICEMB O|F: MH{Q| O|F 2 Y= StLICE =Xt 0-9, At A-Z 8 SIO|E(-)TH AtEE
LICLEE: MHIt AZE ZEE AHYLICLType(RE): ALY Q15 RS MEGLCE 7|2, CHO|HAE,
RE ID SO|AM MEHBILICE  ©  d"0o| X OF0= CHS0| ZoHE Lt

- Update(YH[0|E): 7ta SAEES H0]ErL|Ct.
. MH: JHA SAEZ AR

Hlgd3h MBIt HZ2date A& Lo
OpenID 7
2 A

OpenlDE A8t 200g = gle 2% OpenlDE TSt 200g If AFESH CHO|HAE

e 712 A8 Y2 A8 LHLCL
Client ID(Z2}0| 2 E ID): OpenlD At2X} O|ES U =THL|CH.Outgoing Proxy('dl ZEA|): TEA| AHE
ALESt2{H OpenlD GAZS ot TEA| FAE U TIL|CLAdmin claim(22]| X} 9.’21) 22| X Aol S
Q1 24stL| Ct.Provider URL(Z23XI URL): API JIEZQIE OI=& -.-|0P Y 23 E YHSHL|Ct. https:;//[insert
URL]/.weII—known/openid—conflguratlon S Alo|0foF Eop rator m(-?- A 2H): 2gX dEo| S oA
&tL|Ct.Require claim(2% =Q): E20| AO0{0f st= HO|HE °,=,E40H_| Ct.Viewer claim(&H& Xt 2 4): =&
X Aol gf2 gL CHRemote user(} A AL X}): %7—1 AF%XFE AldStE gf2 Y™ ol FX
of & CIEHO| 0] H} NEXIE HASE O S8 UTtScopes(#Sl): 29 A=} & = 9= MH
He |°.:II_| Ct.Client secret(aE}O|°1E H|2): OpenlD IjAQE A= Save(X-le') OpenID Ue MESteH ZE
StL|C}.Enable OpenID(OpenID EA3}): &iXf HZS =1 ZIXF URLOJA x| QIEL 3|23t M ZAL|C}

0f

r=
lul

M

39



=

A
o

4

iR 7

o
O
=

=0

=

A

| -

[

of tish E2|AEE =HS FogHo. =50

=

I

E|CH 256742] 2

QIE{H O] £

N _ T T
gy prEs 0 2% ° _ WM__H
R o B 5y oF 7 Moot SN
2 BlggWyS S5 % o1 k° F o/ FBIH
CNvll___._..._r_l [ =0 0 bl 0y E_nH <+ =
s lgollluy 5 N ROQ — ws
g U 36 SEowpl2 n_ﬁ_ il m__e .__._W a cHo aco

3 —.5 o i - = ==
¢ Eﬁ%ﬂ .o YR . > xS me_m_m_%hrr ==
M@lﬂa _A._ﬂSWO_nw © oo _ m.__._._u o~ _M_lmo_ew.hom.xmul
8 Mo 2 Tap T3k Bl ol a1y Um ol F_T
S . Lk (4 E3 & Ju . Sl o’
8 OIRrO = 2ore = = 0% = o, Sy o H_ ook
wq.qrﬂmﬁ z © T <+ o RoTx WEXgla
TTH >R g - X0% =r T =) . (ST o B FH)
Mﬂ%m_wo:__ HML%_& .M_ - OFpl 3 o E_m_q w_mEMa. womﬁ_aoEo__a_utu
olaron HEsois, O {1 Mo wl o = WIHT oKy
Ao - SR S . o ¥alm Momyz~d
1° WOEl gy~ a0 ° C ) A Nene Oanl SR ER

=) 7K of ol = aor e WORE T o
oD 1= LH Wy o = K- ] ol v = T
o & +|or+wo_.._ouR#.w_%.r xS ! IW ﬂ_/m jol <l HmHMEI__UQ ~ = <N
5 mm_ﬁw.m%%m M_W% %0 Em___m 2 ar 1% EE_EmvoM)oﬂ .memoﬁuoo_

3 K T i e mroiWER IS o7 = =R’
- =00 N O = m_uE#LI n —_ <} ire @y < U O
olI£ ol 25 o) oo et L P e T
=< Ki ol N oS e | olg oIgo@®i %o "ol T ol T
TS s g S wowg = o gy 2 0y U Rr D51
S HKZKE e Ko oo o i T WSTE - an 50 20K
RS =L A ko o @ B WS o gnBS O Ul 0l
Wy WK E oriio DM by oS¢ By TWAUSKIC S
__.___.uﬂm_gqo_.“z//e_e__m KI5o E ol _m_m K ul & E@.Eﬁ:ﬁ.%m?%q -

O w10, MH— 2 & o & wrmMs o 0

— N 4K o e oF= - = JOou
S o KD wgs wu 9 = T Ll Mi_ A M_i ~ S ST %m__:ﬁ__».ﬂouuu
T W< — wo 3 o =< olouny =S T WD T ey
Ly T R RULC ) < - mxum__m.xrouee._ =g 2300 R R0k M“_
= O L M RFO 53 ooz o o 0OR ot J Q50 ~g EL gy KT
._ou._nmvn_ll_ Kq K —/_Hu_kum_u._ H_._wnAn_l ol E::l-/.l <F 4 ..M ._|O._RO_A _LH.IE_n M = L_;_._._o < al
T -~ > - i — = ot I.JI .
WVefes MmE oo E e = <+ A KF2 Qg = lopo omr
X0yyoot .2 ._ﬁE_un ol = %0 KO ] o il o S mam.._ +0_Mm._ﬂom__._.m_n_._.__._._._w_u

- H:__MWF._O N n I|._| I|._| p— | I>|I_../|I.|O__Am_..l _ Pm_._._oo

— —of wjr = K=< > e e,
hEorg Msmgs 0 = Uz 5O Yo OTEE - esder 2EEEE L ero

SOSE wOK  FEX w0 - K  IZ85XgIMEinpo el
2Xmr 8 H=oro TS on o iy <> T2 UKy QUIKO=2> ]
Nt S olar TR - Ym oy = < ir Ao W £ ) g m 381" oF
ORTER B FR = T w4 Z0 uigw. 5o fFrEdusiuis
_______M___Meiua_%ﬁ ._th_.ﬂﬁ < ol . <+ 9 .. JAFrouizH <l oo . 0o TE
(._o__ 1ol Ro:r HLIHO__._._ I > K o — Jod [oX —— 0 —V=eWuv_ =
T EITXE o H._O_EA ol EX = T -G 10 VXK HEITSHEDNEIT D T ol
= o = < (¢}
2T _sEmTlon  GRIR ¢ w2 2 g o
eS0T TR ki Tk = 7 & cg o o _

Bf—=OF—_ |— O = © ) — <0 ~ =

S T HK{m o = ™3 > W
SR — a =Ny = YK o SF
T NMTIRH W] — n.x_l/ — a 10 [} o .
< _ ) o KO HO ofrdl| K — == — <0

~ Ki 7o Klo =T B.x| % o T P bl

= 2 Mol oy 3 E..3 K | - |

] _|___H.| TIZ05T T = . Z =) 100

- SRR il NICN = B W i

HH T TT K ol S O Kk + = = o T il

AXIS P5655-E PTZ Network Camera

| — |

2l

S M2l A3YES YAYUDL B

q

x
S

HEHI Fa2t 2
40

b

—

o
o

http://192.168.254.10/cgi-bin/notify.cgi & L| C}.

URL: HTTP A{H{0f CH



https://help.axis.com/get-started-with-rules-for-events#conditions
https://help.axis.com/get-started-with-rules-for-events#actions

AXIS P5655-E PTZ Network Camera

o QUE{H oA

- Username(At2X} 0|&): ZQI5I2{H ALEAL O|EE YUEHSIMAIR.

- E|AQE: 2Ioldte{M mMAQEE Q

- Proxy(ZFA|): HTTP MH0| AHZSL7| 9
783% 7;‘—| 0IE40I-|_||:|»

M https://192.168.254.10/cgi-bin/notify.cgi ¢! L| C}.

o OlZA S MEHStL|Ct
- Username(AF2X} 0|2): 2101812{ 3 AFRX} 0|28 QABIAAIQ.
- mAQIE: 2a0lg T HAYEE YHFHAIS.

¥EE D YEHPLC

- HES3 A2EZX|
NAS(Network-Attached Storage)?t Z2 HEQI AEZ|X|E F76t0] Ot g HEHSt= 4
A8 = UFLLCH o2 MKV(Matroska) I @Alo2 XMFE L L

- BSAE: HEQZA AEZKXQ IP FALI SAE O|E2 YHBHL|LC

- Share(38) TAEQM 37 0|E2 YHLICL

- Folder(80): m¥Ys M&EE C

- Username(AlX} 0|8). 219!
A

- ll!-I*°J'= EQI5e{ ™ Ij
. SFTP

X7} System > Network > IPv4 an
K™ 0 Y=X| SHOISHAAIL.
- XE: SFTP MHJI At%t= ZE Bio 5 et} J[24t2 22 LT
- Folder(EH): mYe Xze ClHEE| Q|
O ZIHSHA| o™, M Y=g I F HAIX|ZF HA|EL|CH
- Username(A}RI} 0|E) E20I5t8H Al O|ES UHSIAAIL.
- MAQJE: 2005t B HASICS YAGAAL.

gLIch SFTP 22tojoi= L RSA, DSA ECDSA ! ED25519 SAE 7| Q&09| SSH-2
251= SFTP A[HZ X|QBHL|C). BAF A| RSAJ} MBS &= 8'e0|0{ ECDSA, ED25519

BHL|CH Axis AHX|= MD5 2! SHA-256 3iA| 7|2 2= X|2&HK|OF MD5&CF 22

SO Chsh XHMISH LIRS AXS OS ZES MISIAAIR.
- SSH 3AE 37| 7| SE(SHA256). A2

QA OF BFLICE Axis & X|= MD5 % SHA-256 S{{A| 7| € 25 X|SIX|2F MD5ECH

t“Oﬂ Cigt AtMISE LH82 AXIS OS ZEZ HISHHAR.

- Use temporary file name(QA| ot 0|E AlR): Rz o=z MM
aAs ﬂgco}ﬂfﬂl MEHSHL|CE Y2E 2=z 5tH ot O|DO| d|
HUEETL SCHEl 242, £&4F ool Siﬁl—llif. JgjLt o ™35 A

e SIP or VMS(SIP EE= VMS) :
SIP: SIP X3t2 Za{® Metg Lot
VMS: VMS ®3E ZAa{®™ MEisHL|C}.
- From SIP account(%“.k_lx} SIP A|H): SEE20|A MEHTHL|LC}.
- To SIP address(**l X} SIP -.-_+_) SIP =AE Qs C}
- Test(HAE) &3t 480 &S5t=X HAESZHH 22
. O
- Send email to(O|H|Y MZ& C
o] 7| Y=stdd 252 oY
- Send email from(O|H{|Q ZAl): HLj= AHQ

41

- SSH Z2AE Z7) 7] RYMD5): 214 SAE S 7|(324t2| 16T+ ZAE) X2 &
=
=

24
24
S HOFS O[3l SHA-2562 AFR Sl 70| Z&LICH Axis HK|2 SFTP AHE LAsis ot

URL: HTTPS AH{0j| CHSt HERI "*S’-f Rx*o Melgd A3 EES YHYUCLL oE =

- Validate server certificate(MH QI=A| &Ql): O] AXIE MEHNSIO HTTPS MHZ} AM

- Proxy(ZEA[): HTTPS MEO| HZSLY| 2o ZFA| MHE Satol0F ot= B2 st

SAE: MHO|IP FaL SAE O|F d% %Iaé.”-llif =AE O|F2 Y™t 8% DNS
[=]

=]
d2E QUEHSIMA Q. CIHEZ|7} SFTP A HO0f| O]

At

al
x

DSAZ} 1 S|Z W2LICE SFTP ME{O|M AIR3tE SHIZ MD5 SAE 7|2 9l2isfof

=]

ot2 2|38 SHA-256& Afﬁ'—of'— A0 £ELLICE Axis X2 SFTP A\HE 7M=&

AH TAE ZI| 7|(43K}2| Base6d Q1AL EX}H)9|
X288 YHetL|Ct. SFTP E2I0|AEE 'RSA, DSA, ECDSA % ED25519 SAE 7| 89|
SSH-22 A23t= SFTP MHE X|QBHL|CH BAF A] RSAZ} MSE|= Hh0|0 ECDSA,
ED25519 S DSA7} 1 E|E mhEL|Ct. SFTP MHO|AM Al3%t= 2HIE MD5 SAE 7|2

A

o

———
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2 QlE{H oA

e

- Username(AlX} 0| E):
2otk = 22 0 EE% H| % E'—IEL

o mlo
>
0o
Of
2
(7]
<
—
v}
>
=S
10
He
rE
fot
i
o
J.."i

- iE 0 65535 2ol Zk
o 587OI[_||:|.

- Encryptlon(°*29_}) oSS E Af Stg{™, SSL IE= TLSE MEHSIAMA|.

x

gLk 712t

. TCP

K HE O Y=X| SolstAA L.
- Port(ZE): MH HM20| AEE]

rr
Hel
(m
rE
fot
i

o

i

9,1’
-
il

Test(E|2E): 23S HAES2EH S oL

2 AMHO| AEX 0|52 YHYLICE Ol MHOUAM 2SS

com

- mAQE: O A1H1°| A5 LT olH Y MHOAN 2SS QFSHA| &
= 4% o] 2EEE H[Q s L}

- Email server (SMTP)(0|IJ||°I MB(SMTP)): 0| & =0{ smtp.gmail.com, smtp.mail.yahoo.
of 22 SMTP MH O|E& YLt

- Validate server certificate(MH QIS A 2Ql): AUSTIE AIESt= AR AKX o IDE =Qls}
EE MERGEL|CE Of °|"A1" CA( °._% 71200 M KA MYSEALE Lae = &L T
- POP authentication(POP Q1Z): POP AMH O|E S UG H HMAI2(0: pop.gmail.com).
H|
AR oY SEAt= Of4E O|H Y O FALSE HERE FASHHM ALZXIZL 20| 2
HE o2 AL BE= A2 Nosty| @i 2ot EHE AtEgLCh olH Y MaYgHel &
ot FHME =Q15t0] oMY AHO| F7|IZLE o4 O|HYES sX= YOl YEF StHA .

BAE: MHol P Bl BAE 0|82 AW, SLE OES A F2, DNS
A H 7} System > Network > IPv4 and IPV6(A|AH > HELA > IPv4 5! IPv6) Ofzf 0

° o
22{H 22 gtL|Ct.Copy eC|p|ent(-¢-+_l Xl' EE

recipient( IX|- 517|) OE =MX MR HEE r

A2 AR 22sH Q. EAPQ I ME =AMXE HZAS 3 Q& L|ChDelete recipient(Z: III- Ab
H): F=AE %-TLE'EE AHSteE S

UH

=& EZ[HE MBS0 ES =328 Eg|AHY = JUSFLICHL OE E0 =5 E2[HE HE &4 & +4
St &2 NS ATE = USFLICH

MQTT

MQTT(Message Queuing Telemetry Transport)= AIE QU (oS st EF HAIN Z2EZQL|CH G
Stel IoT ESHE o ALY 22 AE FZZH(small code footprint)dt XA HEQA (HEZ0ZE 1A
A E AAGHY| ol CrYot Ao AFEELICH Axis X ~AZEQ|0{o] MQTT 22I0|HEE Fof A
OlM HdE GOl S OfHEE Ay 2| AZEQO{(VMS)7t OFHl A|ARI0)| ZHHSHA S8te = UASLICH
7|7IE MQTT EEPOI"*EE Ayt MQTT SH2 EEfOI"*ES’-f BE7ete F AHEIE 7|22 oy
Ct. 2E0|HEE= HAIXIE EUWd &S Ct BE27{s S20[HE 7to| HiA[X] 2t E S HIEE

|l L|
L|CHAXIS OS Portalo| A MQTTO| CH3H RFA| | topE £ 9J& LT},

ALPN

ALPNZ2 Z2t0|HE S MH 7t A9l AHENO|I ':+71I01IM OfEE|AHO|M Z2EEESS MEE = YA
St TLS/SSL SHEFQILICH O|= HTTPS} 20| C}2 ZEE=0| AREHLE =28t EE =38 MQTT £
S 2 Matst= o AFEELULCH Z20 ek MQTT E*' HMEoR JfHE ZEJ g8 =& AZY
Cf. a2t d2o| JAM2 ALPNS ALESiN H*S&PE”OHH 5 8El= EFE ZEOM MQTTE OfEZ|A
Ol —EEEE MEB8YUXE ZHst= AYLICH

42
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MQTT E2j0|HE

Connect(@d): MQTT ZEI0|HEE AL} T L|CLStatus(MER): MQTT S2t0|AEQ| HA MEHE HAITL
CLEHRHSAE: MQTT MHO| SAE 0|2 L IP TAE QAL Q. Protocol(TREE): AIRS Z2E
2 MHTLULLEE: ZE HS E L}

. 18832 MQTT over TCP(TCPE E3 MQTT)S| 7|27+l L|C}.

+ 88832 SSLE E3 MQTTSO 7|27+ L|LC}.

802 ¥l AZS ot MQTTS| 7|2t YL|C
o 4432 $-J| A7 HOIES ESI M 7|27t
ALPN protocol(ALPN Z2eZ) MQIT 527 Zox7F B2 ALPN Z2E2 0f
SSLE £t MQTT & &l A3l HEotS E3t MQTTO1|'3._P X 2 ElL|C}.Username(AL X}
ME{ O] UM AT -rIOH Af9°* ALEAL O|EE2 ?:!E*E.“—IEF H*°4': AHEXL Ol 229 llHi J
C}.Client ID(Z2}0|1E ID): S2t0|HE IDE YHSIMA|R. SEtO|YUE MHX= 20| 0f
g I MHEZE 7‘*"5' L|CtClean session(221 A[M): 912 % AZA 7 Al SAS 7(1|01E.“—|'1f A e
448 A4 HX1| A| ~Ef "HEZF AKX E LI CHHTTP proxy(HTTP EEA|): Z[CH Z 0|7} 255HI0|E QI URL,:,I
Ch. HTTP ZEA|E AIESIHA| Yo HEE HIY = UAELICLHTTPS proxy(HTTPS =& A[). Z([C§ ZO|
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