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AlZE EA 2 8 22texel oof 280 mat ChELCH

gXel gRet AlZtE NTP M2t S7[=tots A0l F&5L Lt
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o QUE{H oA

Synchronization(S7|3}): X X|Q IR 8l A|ZF S7|3 §MS MEiSHL T}

DHCP AMHOf SHZAE =t NTP 7| A7 MH et S7|3tgtL

Im
n
>

r

==

- Max NTP poll time(X|C NTP Z& A|Z}H): QC

olX o
Ll
o
I~
n

NTP MH 2} =7|stgtL|LCt.

of ®Z ol Lojof BiLiLt,
. Manual($5). SECt2 220|M AlZHHES Mgt

g WM7LX] FH X7} 7|Cte{OF St= Z|C AlZtS MEASEL|CE
- Min NTP poll time(x|& NTP Zg A|ZH: AGO|EEl A7t
& WM7EX] FHX[7F 7|Che{OoF St= Z 4 AlZh2 MEAgEL|CE
« Automatic date and time (manual NTP server)(X}S & % A|ZH

& NTS KE MH: 3Lt L= &= JH2| NTP Mo IP FAE
£ ME%= 4% A= & MHO| Y& LHES 7|dto=z

- Max NTP poll time(X|Cf NTP Z& A|ZH: YHO|E = AlZt
o W7FX] FX|7F Z7|Ch2{oF Sh= Z|Cf AlZtS MEHQEL|C

- Min NTP poll time(X|2& NTP E7 A|Zh): AGHIO|EE A|ZtES A
o W7FR] FX|ZF 7|ChE{OF Sh= X4 AlZtS MEHSEL|CH

« Automatic date and time (NTP server using DHCP)(X}.3 &
MH)): DHCP MH{O0| HZAE NTP MH el F7|otetLCt.
- Fallback NTP servers(CHX| NTP A{H{): S}L} E= = 7

1o
2
é
x
T
1o
<
1
>

7bS 47| 98 NT

—_= =

« Automatic date and time (manual NTS KE servers)(X}-5 2& 9 AlZH=ES NTS K

7] |38 NTP

W 9 A|ZHDHCPE At23t= NTP

g 7| g3 NTP

(3 NTP AMH)): MEfsH

+35 NTP MH: StLt = 5 71Q| NTP MHQ| IP FAE A=THLCE £ 749
AMESHE 42 TA & F MHO| Y=HE WES 7|HtezE A7HE S7|ststd 2 L|CH
- Max NTP poll time(ZX|CH NTP E3& A|Zl): YGHIO|EE A|ZtS ¥7| 8 NTP
gt W7EX] F X7t 7|Che{OfF St= ZOf A7t MEiShL|Ct
- Min NTP poll time(%|4& NTP Z3 A|Zh): YOO|EE A|ZFS 7| 8 NTP MHE =
ot W7EX] X7t 7|Cte{OF Sh= X[ A|ZHS MEHBEL|CE
+ Custom date and time(AF2X} X|7d YR 9 A|Zt): =502 IR U A|7HS METLICL Get
from system(A|ARIOINM 7t 27])2 S25t0] ZFEH £ ZHY TXOAM SR 3 A2t A
dE ot X 7hNF L
MZICH: AL8g A|ZICHE MEigtL|Ch & "ok A2t A BFE AZHY 3 A|Zt0] Xps22 RFE LICE
¢ DHCP: DHCP AMH{O| A|ZICHE X{EHSILICH O] M2 MEHSIZ{H WX ZX[7F DHCP MH

MHE 28

A

iy

H| 3
ALEoIME BE =3 21 U AAH 4Pl 2R I AlZH 470 ASEUCH

A 9%

TA7E U XIS YBLICHL YA B2 AAHON O RS ALGSHO] RN FHS FELCH
- Latitude($IE): ¥+ 22 XM B2 LpepYLCH
+ Longitude(FE) Y4 P2 SAXON SZ2 LEEMLIC
+ Heading(W8): T X|7} St Lpgut weke aziglch 02 ¥88 Lt ch
+ Label(2}) & K[0| Cfst Hoyo] matEl 0|28 ATt
- Save(HF): HA PIXIS MEetaiet Lt

HEY3

IPv4
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g QEmo] A
Assign IPv4 automatically(IPv4 s goh): HEA 2t2H7F X IP TAE ASO2 SAHIEE &Y
M MEHSHL|C}. CHEEO HEQ A0 T 6H If% IP(DHCP)E HZXSIL|CHIP FA: TX|o 1L IP FTAE ¢
HolAlQ. N P FAL 2t FA0f 193 AL HelH HEST Loy 2x9e ggd = gl
=S YXotHH A IP =45 z*%m H01I L1IE A3 *FEIXHHIHI =2|5t= A0| ZELICLAEY OpA
3. MEd OA3E 23510 LAN(Local Area Network) L0 Q= FAE HOL|CL. LAN 2E9| B &
Fae ofREHE S L ChRouter(2}2E): CHE HERI Sl HEI MIME AZE YXE AHS=
O AFREE= 7|12 SI2HMAHOIEY 0D IP =AE e Ef Fallback to static IP address if DHCP isn't
available(DHCPE A28 4 Q= AL 1™ IP FTAZ EH). DHCPE MY £ Q1 IP FTAE X502
siohst & gis 29 OiME AR n¥ P F4E5 Folor® MeEL
H|
DHCPE AF8T 4 @1 BX7 1F F4 [IXE A8 3L, 18 FoL NoE ¥z 3
MEIL|C}
=
IPv6

Assign IPv6 automatically(IPv6 X} &) IPv62 HD HESQZA 2t2H7F X0 IP FAE K5
oz gtz e sfaf® Mg

SAE 0|22 XAHSOE ¥ YENI ALET KO SAE OS2 P FAE NHEOE RIYGHES o
o MBI SAE 05 FAI| SMASe CJ2 HUOE ASHED SAE 028 4502 Ui
LT Mol 834 3 NAE 215 SAE 0158 AL, 38EE 21 A~Z a~z 0<9, -@Lich

DNS AMH

Assign DNS automatically(DNA X} &%) DHCP MB{Z} AM =iQl S DNS M FAE FX|0of Xt

=
SO ZEotA otA® dEetLICh CHREE2| HEI0 s XS DNS(DHCP)E 2 etL|Ct.Search
k=3

= L—od
domains(= 0| 2! 7-IA||) x-l%}ngIXI oS BSAE 0|22 AI23l= ZS Add search domain(ZA 0ol
Xyl_)g E‘Elol'_l_ lel. Al__g_ol_l_ §AE O|%2

=
==
AMgr 012 U BL|CI.DNS servers(DNS A{H):

—= =
Add DNS server(DNS MH F7HE &5l DNS MHO| IP FTAE =TL|CE O] M= HELIANA
SAE O|E2 P AR BESHY 1I-S-§. LI C}.

HTTP 5! HTTPS

HTTPS= ALEXLS| HO[X| 2F 5 @ MB{ofAf BtetE I O X| of 2
otEl Y& weh2 MH ol M2ldEs 2Fote HTTPS ASME AHESHO]

S
X0 HTTPSE At23t2{H HTTPS QIEAME MX|s{of &L|Ct. ASME MMt MX|5E{H System >
Security(A| 28 > HONZ 0| FTL|LCt.

Allow access through(d M2 5{&): Afﬂxpl- HTTP, HTTPS == HTTP and HTTPS(HTTP 5! HTTPS) = =
EZ & OE S X0 AA5t=F SE8LX| MeigL|C}
H| D
HTTPS% of A= otE YW HOIXE E= 4% 53] HOXE NS ¥ I 450 MtE =
)AH L—l El-
HTTP port(HTTP ZE): A% HTTP ZEE UL Lt XK= ZE 80 L& 1024-65535 H Qo
S 22 sjguly Bexe 219 olet F2 11023 elo] ZES oag 2= pis L EECE
ZTEE AMNESH A7t BA|ELCEHTTPS port(HTTPS ZE): At2% HTTP EE% ol shL|Ct. 7“DYI
= EE 443 &= 1024-65535 tHO|°| DE ZTEE 388 L|Ct ZEXE 2905 AL 1-1023 HQ|9|
ZEE Q8g =L QUESLCH o Heel ZEE ALESIH Z 17t HA|E L L Certificate(AF A): 7‘”tl
Of HTTPSE Z-datste{™ ASME MEHGIL|CE
HER AM =Z2EF
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2l
| — |

QIE{H O] £

ZL|Ct.Bonjour O|&: L EA0 BEAIR O|&
P®: HEQIOAM XtEs HAMS {8tz H O
LICt. 7|2 0|52 ZX| O|E1 MAC =L

2
=
2
=

. = == —_
CLWS-ZiA: WEYA0M AHE ZMS 5|B3l2{0 0] M2 ZL|CHLLDP & CDP: EQI 0N AHS 244
= 51835t o] S4S FLC. LLDP 8! CDPE I PoE M HYO| X|F0| ¥ == RASLICE. PoE M
o 2He ENE SHZSHHH SIEQ 0 PoE M gd 822 PoE AX|E FdeLC}

Http proxy(Http TEA|): /85 HAl0| W2} 22 TEA SAE £ P F2E X HE L ChHttps
proxy(Https TEX|): 3|25 HAlof e} 229 Z=A SAE T P XAS XFYLICH
HTTP @ HTTPS ZmEA|0| &&= SHAL

+ http(s)://host:port
http(s)://user@host:port
http(s)://user:pass@host:port

H| 2

HRE MAIZESI0 2 2Y ZEA 28 M8
No proxy(ZEA| g13) 22Y ZEAS 22|5l2{H No proxy(ZEA| §Z)E AFEELICL S50 A= &
M T SILE YHSHAL HEE FESY o HE YL CH

« HIYF7|

o IP =& XH

« CIDR HAlIO| IP =4 XX

« OO o2 XIH™E(0: www.<EHQ O]E>.com).

« E3 EOelel 2E 5% =0 el XH(O: <=0l 0] &>.com).

One-Click Cloud Connection

One-click cloud connection(O3C)1} O3C AMH|AE 0= XA L AAIZE S =35 A0 €l oFFSE ol Ul
HMAE KMBELICE XM LI axis.com/end-to-end-solutions/hosted-servicesS

o -

Allow 03C(03C 3| 8):
- 88! ojAo| 7| 4EYL|Ct
= 44 FEuUrch A
Cf. O"X o™ &
7t 24ste| 0 FX|7F 03C
o T4 EX|TF QHUHUE Sl
03C AMH|A0f AZE X &7
o OfL|R: O3C MH|AE H|Z
.- Al Me{of Az
StAAl.29 8
= Authentication method(
| FIOt 915 HALLCH 2otk X ¥
igest(CIO|HAE) S =t OHMSHR| ¥LL|CH
| =t jAQQEE MESHY| IE0| O QtMBtL(CE
et X7t 21E5 HHZ MElsh &= JFLLCHL 24+

El
="

€[>

&2re
rlooly > for
oz

O o
_|

ofm
= ok

' e o 5 8L CF.
27X AF 7|(OAK): £J7 X Q15 7|15 7t 2| Get key(7| 7tX 7)) S=LICL O] A2 EX|
7t St o|LE ZEAIQI0] AHUO AHAE FR0T JtseL
SNMP
SNMP(Simple Network Management Protocol)& O|83%l0 HEQT TKE Aoz 2T 4= JSL|CH
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o QUE{H oA

SNMP: At23% SNMP H™ S MEiSHL|CL.
« vl 89 v2c
- Read community(2}7| HRLIE]): X|El= ZE SNMP X0 CHsljf 47| M ATHO|

A= HARUE 0§82 ¥ 7242 SHYLICH

- Write communlty(M7| 9-|.,'E,'.L|E|): XNE = T E SNMP X0 CHsH A7| = M7 HSE
O A= HRLIE| 0|52 YUHYLICHS 7| ©& AH Hel). 7[242 27| YL|Ct

- Activate traps(E3H &/d3}) ERME IS HS5IHE HAYUAR. X = EYS ALESHY
Saot O|HE = SE| HFO| CHSE HAIX|E 22| A[AE0 2HLCh @ QLB I O] 20
X SNMP vl B! v2cOf Cist EHE HM™T = QUAESL|CH SNMP v3e 2 HZASIH L SNMP
£ N EMO| AHEC 2 AT L|CE SNMP v3E A3t A2 SNMP v3 2| ofZz|#
ojdg S EBMS 48 = ASLICH

- Trap address(E3 FA): 22| MHO| IP TA £ SAE 0|28 USAAIL.

- Trap community(E HFLE|): ZX|7t el A|AH E- HAIXE 29 I AtEE

HRLUES Yagch

- Traps(E®):

- Cold start(EE HH): XX|7t A|7<F5| M E HAIXIE &
- Warm start(g 2ELE). SNMP A% | A
- Link up(23 &) Z37f ChRof L L M AKE Bt
- Authentication failed(21Z Alff]): 1= A|Z 7} AMI|SIH EZ LA|X|E EWMHL|C}

= =
H| 2
SNMP vl 3 v2c EWS 7B ZE Axis H/C|Q MIB E0| ZMSIELICH XM L{8S
AXIS OS Portal> SNMP= Hx3IA Q.
+ v3: SNMP v3= ool 8l HOI oS HEot= HCp Qo M Y L|CH SNMP v3E ArEdte{H
Otz 7} HTTPSS E3) MEEo2 HITPSE BASlsle 20| S5 LICH Tot Hoto| gis SAlRis}
ol S8l gx| 942 SNMP v1 3 v2c EO AN ABLE HS YA|SLICE SNMP V3E ALBSIE A2
SNMP v3 22| OfZ2|#0|M2 Sof EMS MY & US|
Password for the account “initial"('X7|" Aol AL E) 0|20 'initial'@l A9
SNMP IHAQIEES UHSL|CE HTTPSE &d3idtX| e MAQES &L = UK T
ARSIK| FELICE SNMP v3 HAQE = o Hiok MES & Qa0 HTTPS7| HABIE 42
oot MFSE 20| ZEL|CL MAYCE AP HAYC Lot of o[ EAEX| &
SLICH HAYEES CHA| B E HXE 3 7|12 HY2= WHEYsoF Lt
Hot
ASAM

AZME HEJIHS HKE QFsts O AHBELICE O X F 7HX fE9 ASME XA LLCt
« Client/server certificates(22}0|AHE/AMH QS A|)
SE0|AHE/MH ASZ M= &KX 2 IDE 7*56FU1 XA MEE = o CAQE
2 = JASHCL XA MY AE M= HoE EZE HI35HH 2l

—_

=
« CA 2EA
CA ISME A8 mof ASME ASYUCL OE S0, X7 IEEE 8021X2 HI & =
HEQIO AZE B2 AT MHe IDE HTHH. X o2 742 A EX[E CA
S M7 Ag L.
A= g42 L2 25U
- OIZ M HAl: PEM, .CER, .PFX
o JfQI 7| HAl: PKCS#1 Sl PKCS#12
T2 A
HXE Y £ AI Jl=ez MEFstH R ASA L ANELCE APE 2X[E CA ASA

v
* More(E| E7|) D gLt ME Y F=7t BEE BEAIYLCH
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2 QlE{H oA

e

OF

« Secure keystore(HQt 7| K& A): 72 7|E CtMSHAH X ZASt2{H Secure element(HQF @A) I
+= Trusted Platform Module 2.0 MEHTHL|C}. MEHSH HOF 7| H&EAQ CHSH AEMSH LIS &
2 ¥ help.axis.com/en-us/axis-os#cryptographic-supports EZSIAMA| L.

« Key type(?| 98): QTME E25HH EEOE SE0M 7|2 =3 Y02 FO|Lt O
2 st ynaEg MY

o= [

a

o420 %= Hwoles CHZ0| ZotE Lo
. Certlflcate information(QS A FH): AKX = QASAo £MHE FLLCt
» Delete certificate(ol"kl AFH|): QIS ME AX|SIAM A 2.
+ Create certificate signing request(QISAM MEH @XF MAM): C|X|E ID AIEME AMH
g 7080 EH 93 M 2F 2 gL
Secure keystore(sl?_i 7| MEA) O
« Secure element(29F 2 4)(CC EAL6+): EOt 7| K& A0 E?_P QAE AIRSIa{H MEistL|Ct
o Trusted Platform Module 2.0(CC EAL4+, FIPS 140-2 & 2): 29t 7| MZ
= ALE5te{H MEiStL )

by
Ot
N
o
OoF
==

In

TECER-ER TR

IEEE 802.1xIEEE 802.1x= M 9 BEM HEY A X EO =S HIst= ZE 7|8t HEKA £9Q K|
O E @It IEEE &= QI L|Ct. IEEE 802.1x= EAP(Extensible Authentication Protocol)& 7|—’.._‘—9§ ot L|C}HIEEE
8021XE H3kl= HERA0 °"*1|*0PE1”4 HEZ FX7t HHH2E ASE00F gLICH AF2 2T
MHOAN Sz, YEI™ o 2 RADIUS A H(0]: FreeRADIUS 3! Microsoft Internet Authentlcatlon Server) ¢!
L|CtIEEE 802.1AE MACsecIEEE 802.1AE MACsec2 0O|LC|0f OHHIﬁ S8 D2EZES Q3 HYZAH Oo|H 7|
9 DANS Ho|ste IEEES] MAC(D|L|Of HAA 7HE =) sof E-’.-_‘-%I L|CEQISMCA ._oM glol +4
MH IBM FaH AAZL HiZ etz X AZ4E HEYZ *71I°*0I XA 1E5E AlE=g L Ch
ME AT I Axis 7+ Al 717] & Q15 AH = EAP-TLS(ZE 7t5 Q15 Z2EF - 7.‘_*0 AHZE EOr)
2 AEME KNHEoZ QIFeL|ChEX 7} °"‘A1% S EzEl= HERZO ANaT

£ ZX|0] MX|8l|of g L|Ct.Authentication method(Q1= HiHH):
lient ertificate(—Z-E}0|°1§ ?_Iokl): IEEE 802.1xE Al2% Z2}0|
&= = OIZME AIR3I0] 22/0[0IEC] DS 2HolSHL|CHCA ASA:
H1°| IDE =olgtL|ct QIZEME MEISHK| Yo FAl= AAE HERZ
FL|C}.EAP |dent|ty(EAP ID): 22I0|YE Q1= AQ Y=l A

L |

b

rero->mure otpe
e
> Ul
0o
10|
il
'}
=)
Q
mJ
2
|>|
FT

|m ol
=2

] OH'AIE EAPOL versi on(EAPOL HH): 4 E ALK M At = EAPO M EH SF
IEEE 802.1x(IEEE 802.1x A}&): IEEE 802.1x #EEE‘E—% Al ™ MEHSHL|CLOI= it o 2 [EEE 802.1x
PEAP-MSCHAPV2E AF23I= ZAL0|0F 0|28 AMES 0|28 £ &L|C}
. TAQIE: oS AFSX} DO HASICE ol 2BiL|Ct
« Peap version(Peap H{H): | EQI A{X|0|N ALE /& Peap HH S MEHTIL|LCE
. Label(2}%): 22}0|QIE EAP ASBIZ ALRSI2{D 12 MENstyl, 2aj0|QIE PEAP OtS3t2 ALR3}
2{H 25 MENGIL|C} Peap HW 12 ME5t= 42 UWENZ A2X|7} AHESH= 2tHg MEigtL|Ct
IEEE 802.1ae MACsec(HX CAK/AIH 2 7))2 0I5 &yoz Arst= Z0|ok o[z3 4¥g 0|8
g &= AEL L
o 7| UX| AA A F| 0|F: HA A O|E(CKN)Z LHtLICH 2 ~ 64XI(2E 2 Jt5) 16
Tlg=0o{of E.”— Cf. CKN2 gZ M =522 #4350 stH, XS0 MACsecg Ed3}d}
HE 3ol AE E0M LX|s{oF L|Ct
o 7| YA AHF #AH 7. A4 /A F|(CAKNE YHTLICh 32X = 64XtQ| 167I=0{0F B L
C}. CAKE G Bai0|i 2502 A0} 810, A 20| MACsecS &43tstai® A0 o
Z 2ol LX|sloF gL Ct.

SXE oY 2 WX

Blocking(\tEt 5): 248 [f@l 322 XIEHSI2B AAAQ. 2Xd [jol 322 AY %S S3) 219
e EE oo 7|8 FRBLICLAT 7k A Y SAS AT MRS @ LICHAHE
z7: 220 AME| Mof 3{85lE 28 o 41 23E YHAPLUCL HOX +51 X +F 2
SOl BI8EE A 48 85T + Ay

I
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FALE AR5

L
o

2
S

1

o
O

o
dzs2

F

[

2 7l 280 ASLCH
5

ol M FXlof tf

g =9

A= 9
of olelE HEoteH

2

ey

« Allow(s|£):
Protocol(

+ Deny(H%):
« Address(F2):

QlE{mj O] A
Activate(2H/d 3}):
Default Policy(7|

Add rule

| | S .
o = u_mﬁ_v _ XT _o
ol © 5|EME =3 I@T_ﬁll_u
B oF < R Wa1's Mg
H 31 xo Ko 0zr X 0%
RO Tod K B0 £ 0%
- z 2 = W T g2
ol =0 = ol K0
W RO . #® RO g
N R 2 R 5t 2o
] . R Jol KU 20
o =20
TIgrd EC mo.—u %o_oME_EM
Jl=T- ...oo_L Toill . 3 <lo A_IJI_A_O
BR=ma B o Lz
s [ Ik = L = BJ10 joliKjo ©
RY I 3o __ 1o % 2 T OTE0 5 =
..A._._.__._._._.A..A.o% |_MH_o m 161 ._L0||Mv=._o M
or M R =~ ml PEuK
m_.ax._ ol +o_=_|r =0u = _.ar_:ﬂ_ Kb~ 0 _
ey THT 2 Wy T
e T BT B B m X
i _ OL_H_ﬂ < _— LS LK
7L7|+A|_|m - = " ] MX||.1
M=o = o = O I Kz
< Uy =15 ] 3 =T H
< .E_.__._ le - % OTLI_AOmO
ST u DEm o K ____mo_roJAu:___=
=mIT5 ¢ Ko < HIK K= S
H._LOIﬂmH_“mv = o“_o____*__|L mul ol oy o_nE__u.__A.an
Sprol” ol M, z0 Ul
W zogr"=<d ol gy R Al
Hgg ¥ <0 77 X0 = rogmgy <
D omolo  rarx m . S
= _ o8 Aol sm W s
.\ruo_ap._._/r_M 76_.“ _.%;' jol ﬂ_.._lo_ll_n_.:loHH )|
Mip< =4 mur._._o._ ar |E_+|AH.B il =0
< "o Smm W _m N HI Z i o
AU WL T AT
—_—— EWI ~ o — Jod 3 2 o —
oF-! | TTRM wWzod o Gia| Ko Wogmw ox
u IMNL_._EO <ghr Kio k| ol mw_.A_Ao 0[10 o
O<R e o7 el >~ = ™| =<1>
Mo Blam o 3R o | §55TE
Elmy™ oms Mool Oy n_A_ -
cHF™ = . - v ~—pliglun S
cwiof Lor & 2H | 9Sadx
muamega_ﬂ T & - W™ HKo &
N Kx =on| W 5
EMEsy WA 2o B ol
oKl Ey B F Wl BT
mOn_._._os =% S - Sn=
FRSms w3 9 UIFem &
=ROME MW 2GR m | gXDEE F
c s o UM g | RO TRl
< = oA =" -
£ E p| & |G
A e < K | g~ @08
& — S — | oo [Kp D0 eee
am o Xol = KOO X1

CHE A8E =7 Yol

—

[

2| At

t

[

Z|CH 100749

L|c}.

k

L|c}.
gl

L|Ct.New password(AM IfA L E):

I

.
o
=

M2

OH
24

A=A 7EE 28
29

& L|Ct.Repeat password(Tj

0
[Le

Jtetei ™ 28

F

L|Cf.
oo
o=

System(A|
9|
o

of CH

O

o
AlE 5t

A Ol
T M-
=)
A E 2|

=

=

P

=
[
o

Aot
3|

H|C| @

L=
+ Viewer(£0{): C}
_'-|_|-_

Delete certificate(2!

E 3 HAY
e Operator(2gX}t): Ct

A ST = 1~64K}
« Administrator(&2|X}): ZE A

Add account(#|d
CHAl @ 2 38}4 Al 2 Privileges(

L|C}.
AHZE 32~126)0 THA Q| =0

+

Ct.Account(A|H):

-
o

(

A8
AH
=
=

=

| — |
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- W, ZE Y F PTZ AW AN mE

* ™o ¥E oRoE CHS I Z ot E L Ch.Update account(A AHO|E): AE £42 HEULLH
C}.Delete account(71lJH AMH): AEE AMELCH root AEE AAE = P&LLCH

HA =

SEE

LTES

Allow anonymous viewing(2/® H7| &) A™MC=E ZIQISIK| YNE FRLF BHAXIE ZHX|0| HAMA

g £ A E ML CtAllow anonymous PTZ operating(2EO| PTZ 29 3 8) : QHO| ALE
Xt7} ofof x| of EH sf M, 2HE 8l 52 & = ULE St HLCh
SSH A8

+ Add SSH account(SSH A Z=71): M SSH HHEE =7ste{d S2lghL| .
« Restrict root access(root M| A X|oh): root WH AL RSt 7|52 Hotsie{®H ZL|CH
« Enable SSH(SSH 2tM3}): SSH MH|AZ A28} ® ZL|C}
Account(A|™): 183t HH 0|22 =TI C}.New password(AH IJALQE): AXE
HAQYEE 1~ 64Xf ZO|ofoF BtL|Ct. ZXA, =X}, &, Y& 7|2 5

d ol o
T 32~126)8F A QE0| AFRY %= Q& L|CtRepeat password(Ij A E HHE). =AU IHAQJYEE [}

-

[

[ ]
Al YEEIHAIQ MY d¥S QHgUHEN). ° d¥o 2= Hols ChS0| X gL L. Update
SSH account(SSH H/& & h[o]| T 73t L| CtDelete SSH account(SSH #|% AMR[): 7
2 AFEtLICh root AFES ARE & giELiCh

7

_—

N BAE

+

Add virtual host(7}4 SAE 7). M 7tA SAEE FI6i8{H 2oL CLEMEEE 0] 714 SAE
E M85t MENSILICEMB O|F: MH{Q| O|F 2 Y= StLICE =Xt 0-9, At A-Z 8 SIO|E(-)TH AtEE
LICLEE: MHIt AZE ZEE AHYLICLType(RE): ALY Q15 RS MEGLCE 7|2, CHO|HAE,
[ ]
[ ]
[ ]

QE ID F0)A Mgt Argho] ghe
- “Update(YHI0|E). 7t4 SXEE gigoleerL|ct
- AH: JbM SAEE A

HIE S ME{7H B AR S

AN

OpenID 7
2 A

OpenlDE ALZ8t0] 2I0I% + gl 22 OpenlDE TAo0] 210U j AHGH CHO[FAE
EE IR AHH 33S AlgHL

Client ID(Z2}0| 2 E ID): OpenlD At2X} O|ES U =THL|CH.Outgoing Proxy('dl ZEA|): TEA| AHE
Ar25t2{™ OpenlD HZZ2 2ot ZEA =AE YT L|CLAdmin claim(2| X} -9.’21) e|At Aol ig
o124k L| Ct.Provider URL(Z23 X} URL): APl IEXZQIE OI=E -.-IOP Y 23 E YHSHL|Ct. https:;//[insert

URL]/.weII—known/openid—conﬂguratlon S Al0|0{OF THOp rator m(-?- A @A) LR Qsto) 72 oA
2L Cf.Require claim(2" Q). EZ0| A0{0F St= C|O|HE %E4°“—I C}.Viewer claim(Ex} 9¥): &
X 9ol gf2 2oL Cl.Remote user(Z ALEX}): %7—1 AF%XFE AMUHStE g2 2L ol X
°I A IHIO|A0 HIf AHEAE BEA|ISH=E O R&8% L LC}.Scopes I) EE'-OI LTI E = e HEH
He |°.:II_| Ct.Client secret(aE}O|°1E H|): OpenlD IfAQE A= Save(X-le') OpenID e MEsyH 22l
2tL|C}.Enable OpenID(OpenID £/d3}): dxf AZ2 B SZX URLOIA EX| Q152 518st2{H HLCL
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o QUE{H oA

QE% 7;‘—| ol Edol-|_||:|»

- HEQ3 2EZX|

- Folder(Z0): mYs ME
- Username(Al2 X} O|E):

« SIP or VMS(SIP EE&= VMS)

- oy Y
- Send email to(O]H{ Y

- Send email from(0|H

- Username(AI2 X} 0| E): 21921}
- EAYE: 20080 [AS
- Proxy(ZEA]): HTTP AHO| A

- IjAQE: 2 n
. SFTP d)

SAE: MHOIP AL SAE O|F
X7} System > Network > IPv4 an
X HE O UEX SQASHAMA L.
- XEE: SFTP MH7} AJRStE ZE HSE A
- Folder(ZC): IS MY CIHEE S
O ZXstA| o nds ¢
- Username(A}RI} 0|E) E:LO,_I$}E1EH
- ODjAQE: 2088 H I|A
- SSH 32AE 374 7| .....cg(MDS) AE
E1°H_|I2f SFTP 22}0|A E&= RSA, DSA, ECDSA 3 ED25519 SAE 7| 9| SSH-2
B A Al RSAZ} MQEI'— HftHO|H ECDSA, ED25519 5!
SHE MD5 TAE 7|& YAHG|OF
T K| ASHA| 2 MDSE L Z 3ot |

C 2
—_ =
HH SAE

235l= SFTP MHE X| & gtL|LC}.

DSA7|- 1 5 E WS SFTP A-|H101|A-| A2 5=
SHL|C}. Axis AHX|= MD5 2 SHA-256 3{lA| 7| &

orS 2|3} SHA-256& Afﬁ'—o}'— 40| -;Eg L|Ct. Axis X2 SFTP MHE FMst= &

SOl et XFMISE LjS 2 AXIS OS

- SSH SAE 374 7| S4(SHA256):

K2 LI, SFTP Z2to|

SSH-2E AtE23t= SFTP MHE X|2/eHL|C}.

ED25519 9! DSAZ} 1 5|2 W2 L|Ch SFTP MHO|A AtR3tE

MD5 3! SHA-256 8§A| 7|2 2= X|S}X|QF MDSELCH 24

or Eorg 28l SHA-2565 At8dt= 7*OI "*I-Itr Axis ZX|2 SFTP MHE FHst= &

SOl CHoF RFASH LHS S AXIS OS &

- Use temporary file name(QA| ot 0|E A}B-) XfEOE

g Yzceiainl Mets

AZ T} ZCHE| 4R, &AME

olgsliof BHL|CE Axis AHA|=

SIP: SIP M35 Ze{™ MEHGHL]
VMS: VMS HN3tE ZHeg{H MEis .
- From SIP account(%“.k_lx} SIP A|H™E): SE0A
- To SIP address(**l X} SIP -.-_+_) SIP "Ag
- Test(HAE) Eg MdH™0| &

Mg L
olg 7§ YslaE 2AEZ O

URL: HTTPS MHO| Cist L EQA XAQf 8*40 Mg A3
M https://192.168.254.10/cgi-bin/notify.cgi ¢!
- Validate server certificate(A{H QUZF A 2F°I) O| AXE
ot QIZAZ MeEtstLct.
- Username(Al2X} 0| E). 219l
- HAQE: 205t H IjAg
- Proxy(ZEA|): HTTPS MHOQ| AHZAGI7|
YEE AHD gL

el A

B

NAS(Network-Attached Storage)?} Z2 U ER3 AEE[XE
Aregs £ Q&LCH mae MKV(Matroska) Efo' 34*'°§
- DAE: HEYZI AEZXQIP F
- Share(&8) TAEO0A ;‘

ECg I

e
9|7

AEE=

- —

I:|- O*E
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=

A NSHAIAIRQ.
A4 SAE ZI| 7|(43XI2| Basebd Q1AL EXY)9|
RSA, DSA, ECDSA B! ED25519 SAE 7| §H9|
& Al RSAZE M3 |

1S
a
8 ot
rir
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|w)
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wn

LCh 7|2et& 22 Ct.
UBHSIMA|Q. C|AEZ| 7} SFTP ME{0f 0]
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2 QlE{H oA

e

- Username(AlX} 0| E):
2otk = 22 0 EE% B9 E'—IEL

o 587OI[_| |:|.
- Encryptlon(°*29_}) oSS E Af Stg{™, SSL IE= TLSE MEHSIAMA|.
x

. TCP
X &0 Y=X| SOISHAAIL.
- Por(ZE) A AN ASEE ZE MB2 YL

Test(E|2E): 23S HAES2EH S oL g0 X= W7ol g0l ZeE L T View

2 AMHO| AEX 0|52 YHYLICE Ol MHOUAM 2SS

com

- mAQE: O A1H1°| A5 LT olH Y MHOAN 2SS QFSHA| &
= 4% o] 2EEE H[Q s L}

- Email server (SMTP)(0|IJ||°I MB(SMTP)): 0| & =0{ smtp.gmail.com, smtp.mail.yahoo.
of 22 SMTP MH O|E& YLt

. EE: 0-65535 HeIo| S ALE3t0f SMTP MHQO| ZE Mz 5 AL 7|23

- Validate server certificate(MH QIS A 2Ql): AUSTIE AIESt= AR AKX o IDE =Qls}
L& MEigL|CE O C>|7‘)\1" CARIZ 7|EHo| M AtA| MHSEAHLE Hlet = &S L|CH
- POP authentication(POP 91Z): POP AH| 0|28 Qaista{® HA A 2(0f: pop.gmail.com).
H| o
U2 Ol Y SSAt= o= o|H Yt O FAIS HEHE F£AMUSHHA ALEXIZL 0| 2
HE mYg gL 2= A4S Kotsr| fis) 2ot ZEHE AtETtLch olH Y HMaYHel &
ot FME =Qlsto] oY AFO| &AL o4 O|HYE sX & O] YT E StUAL.

BAE: MHol P Bl BAE 0|82 AW, SLE OES A F2, DNS
A H 7} System > Network > IPv4 and IPV6(A|AH > HELA > IPv4 5! IPv6) Ofzf 0

recipient($ IXI- 517|) DE $AMX NE HEE 2l ot L| C}.Copy recipient(=Xl S AL): =4l
A2 AR 22sH Q. EA#% I M2 F=MIE HEY 5= UASL|ChDelete recipient(s= 24X} 4
H): =MXE -_r”‘*SE AtASte ™ S Lo

oy

AYT WAE BOM ZUOR AT + YsLICH BZols P (e Fuet B #X B0l 2L
Sf 9nn BAN BAEUL T Add scheduleaAE A7D: 9 i HAE Anse 2uec

=& EZ[HE MBS0 ES =328 Eg|AHY = JUSFLICHL OE E0 =5 E2[HE HE &4 & +4
St &2 NS ATE = USFLICH

MQTT

MQTT(Message Queuing Telemetry Transport)= AIE QU (oS st EF HAIN Z2EZQL|CH G
Stel IoT ESHE o ALY 22 AE FZZH(small code footprint)dt XA HEQA (HEZ0ZE 1A
A E AAGHY| ol CrYot Ao AFEELICH Axis X ~AZEQ|0{o] MQTT 22I0|HEE Fof A
OlM HdE GOl S OfHEE Ay 2| AZEQO{(VMS)7t OFHl A|ARI0)| ZHHSHA S8te = UASLICH
7|7IE MQTT E"EPOIO“EE Ayt MQTT SH2 EEfOI"*ES’-f BE7ete F AHEIE 7|22 oy
Ct. 2E0|HEE= HAIXIE EUWd &S Ct BE27{s S20[HE 7to| HiA[X] 2t E S HIEE

|l L|
L|CHAXIS OS Portalo| A MQTTO| CH3H RFA| | topE £ 9J& LT},

ALPN

ALPNZ2 Z2t0|HE S MH 7t A9l AHENO|I ':+71I01IM OfEE|AHO|M Z2EEESS MEE = YA
St TLS/SSL SHEFQILICH O|= HTTPS} 20| C}2 ZEE=0| AREHLE =28t EE =38 MQTT £
S 2 Matst= o AFEELULCH Z20 ek MQTT E*' HMEoR JfHE ZEJ g8 =& AZY
Cf. a2t d2o| JAM2 ALPNS ALESiN H*S&PE”OHH 5 8El= EFE ZEOM MQTTE OfEZ|A
Ol —EEEE MEB8YUXE ZHst= AYLICH

33



https://help.axis.com/axis-os#mqtt

MQTT E2j0|HE

Connect(@d): MQTT ZEI0|HEE AL} T L|CLStatus(MER): MQTT S2t0|AEQ| HA MEHE HAITL
CLEHRHSAE: MQTT MHO| SAE 0|2 L IP TAE QAL Q. Protocol(TREE): AIRS Z2E
2 MHTLULLEE: ZE HS E L}

. 18832 MQTT over TCP(TCPE E3 MQTT)S| 7|27+l L|C}.

+ 88832 SSLE E3 MQTTSO 7|27+ L|LC}.

802 ¥l AZS ot MQTTS| 7|2t YL|C
o 4432 $-J| A7 HOIES ESI M 7|27t
ALPN protocol(ALPN Z2eZ) MQIT 527 Zox7F B2 ALPN Z2E2 0f
SSLE £t MQTT & &l A3l HEotS E3t MQTTO1|'3._P X 2 ElL|C}.Username(AL X}
ME{ O] UM AT -rIOH Af9°* ALEAL O|EE2 ?:!E*E.“—IEF H*°4': AHEXL Ol 229 llHi J
C}.Client ID(Z2}0|1E ID): S2t0|HE IDE YHSIMA|R. SEtO|YUE MHX= 20| 0f
g I MHEZE 7‘*"5' L|CtClean session(221 A[M): 912 % AZA 7 Al SAS 7(1|01E.“—|'1f A e
448 A4 HX1| A| ~Ef "HEZF AKX E LI CHHTTP proxy(HTTP EEA|): Z[CH Z 0|7} 255HI0|E QI URL,:,I
Ch. HTTP ZEA|E AIESIHA| Yo HEE HIY = UAELICLHTTPS proxy(HTTPS =& A[). Z([C§ ZO|
7F 255HIO|E QI URLRYL|CE. HTTPS mEA|E AIESIX| Yo{H HWCEE H|Q = 5= UEL|CHKeep alive
interval(ZtZd §X|): S2I0|HET}L 721 TCP/IP A|ZF ZHE 7|CHE ZQ Q0] MHE O Ol AtEE = Q=
ANEE ZXE = ASL ChTimeout(A|ZH X=1}): HZ0| AEE|E AlZE ZHA(EZ)Y¥ Lt 7|22k 60’“*I
g5 FA: MQTT S20|AE §o] AZ MAIX| S LWT GA[X[2| =X 0f CHSt 7|2 Zfat MQTT R
ROl AAl =HO|M AFEE L|CH.Reconnect automatically(XIS2 2 MHAZA). AZH SiK = +0|°1€7r
S22 CHA| HZAG|OF St=X 01—‘?'—% XI@C’“—IEF Ilillklxl dAAZ0l dEE W HAIXIE ELE“XI o2
£ X|deL|Ct.Send message(HA|X] ME): HA|X|E 2L H A2 HAHSIM 2.Use default(7| 27 At
) AtAol 7|2 HAIXE YHStHH Jl*'AIQ TOPIC(-’F-HI) 712 |31|/\|7<|°| FH £ Y=gl Ct.Payload(H|
O|2E): 7|2 HAX|Q] &S T L|CtRetain(FX]): O] Topic(FH[)o|N Z2t0 I°._1
M MEiSHL|CEQoS: I{Zl S &0 Ch3t QoS AES wAgL CLorx|et g ¥
AfROP SEO|HET ER 10” ClZE M Xt S =27 RS Mad = %‘ﬁ'—l
Y | ZBO|R7] HEY A
|

=
—|
|_o

59-|>

Pl
I'

ﬂJ

_J

(]
£ Scf0lAE0 BiAIK|S HES & S ch Of LWT BjA
. m

default(7|E7F ALE): XAl
L| Ct.Payload(H|O| 2 E): 7|% Al X| 2|
EHE |Xlste{™ MEiSL|CHQoS: Ii3l &

>
>
lo
4
2
i
Im L2

of Hé QoS A% %

74 St L|C]

MQTT ual

718 FH HEA AS: MQTT client(MQTT S 20| AE) HOIM YA =H FFAM0|_FOIE 7]=
AHE AHE5teH *JE"E LChEH 0|5 Zg: MQTT F=XojM =5 dF5H= =X
ChEFH HdAmo]A =g MQTT =X ONVIF =X HJAHO[AS =

g MQTT Ho|2E0f HX|of 28 Mo S Zolote M MESL|C] Add condition(Z=d F7I): =S
F7rote ELE'°“—I':fR tain(fX[): OffH MQTT HA[X|2 E%E HEE =X FolgL

-

o
T Q8 HAXE 2F E2E JE=Z EYLCh

MQTT 75

+ - o =%

Add subscription(t5 F7}): A MQTT tE2 F7I5t8{H Z&/3tL|Ct
E): 7 E5t2{= MQTT FHE Q=5 A2.Use device topic prefix(ZX| &
£ MQTT FH 0| EFALZ F7t2L| Ct.Subscription type(-'rL od):

Sub crlptlon filter(2 5 ¥
a5 BFA AE): = EH

- Stateless(E| 5 B7b5) MOTT BAXIS JE| =5 2ots oAx= dasielst deguict
. Stateful(ME £ J15) MQTT HAX|Z ZACZ Heisia{0l MeksL|Ch moj2Ci A

= ArgELL
QoS: MQIT T-=0f Chsf ste 2fwe Meqstu|ct

MQTT 2| o|

34
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Yl OlE{mjo|A

e

H|

MQTT 2B 20| +FAE F7t5t7| Ho| MQTT E27{0f HZSIYAIR.

+ Add overlay modifier(2H{2|0] £=™X} F7}): A 2H 0| =™EXE FItste{H 226t L|Ct.Topic
filter(FH| ZE]): 21|00 EAISIZ{ &= OO|E{7} EgtEl MQTT X E F7tgtL|Ch.Data field(H[0|E| ZE):
O A|X| 7t JSON @A0|2tn 745t @u{2f 0|0 ®AISHE= BIAIX] HO|Z2EQ| 7| X|FELICH
Modifier(=dx}): @H 20| CtE W} At +=FYXE ALSS L L

oz

=

=
« #XMPZ A|XNtE =FA= FHOM B2 2E HOHE HEAIGLIC
« #XMDZ A%t +=FA= HIOJE ZE0| X|FE HOHE HEAILICH

Mg

HE{3 A2EZX|

Ignore(2A]): HEQA AEZ|XE EAISt2H ZL|CH.Add network storage({|E Q{3 AEE|X| F7}): =3}
£ M¥Y = Ue HEYR 3]E F75t3{H S8t
o Address(FA): SAE MHO|IP =4 L= SAE 0|28 Qs YHtX o 2 NAS(Network
Attached Storage)QIL|Ct. D™ IP ZA(SHX IP AL HAE 2 QUOD2 DHCP He))2 At
8o E 2AEE FH5IAHLE DNSE At&3t= 0| &L LCH Windows SMB/CIFS 0| &2
X=X ¥&LCh
* Network share(HE®|3 &]). 2AE MHO| 57 X9 0§ ¢
o EC7t QloD=2 of2f Axis HA|7t SUS YEYS 2R A8
+ User(AF&X}): MO 23010 EQot F2 2

b2 gXo= 2/

of Meo| 21

olste{H THICNASA 0l§S YUHBIAUAIR.
« H2ARIE: MHO| 23010 HRot 22 MAQEE UHGIYAR
« SMB version(SMB HZ): NASO| Azt

MB AEZ|X| Z2ZEZE HHS MESIL|CL Auto(XHS)
£ MESH YK = 2ot MM SMB F 3lL A . 3.02, 30, EE 21 A9
M7 S X @ISIX| 9= 0|7 NASO| ZASI2{H 1.0 = 202 MEISIAAQ. Axis ZX|O| SMB X|
Ol CHel of7/0l A XbM5| ZotE = QUELICE

« Add share without testing(H|AE gi0] 3§ F7I): ¢ HAE 0| @77} LA A0 = 4
E9|3 B9E F7lote{B MESILICL O[S S0f, A0 HAEIF WRSIXD 0|F YHotx|

le'
+
20
>
I
o

7| =20 2FIF TR

=2 o= .
HES3 AESX| HAH: HER/I 330 Cist AAS O E SN, QY oA U MAHste{™ S=gtL
O|EA otH HERZ S/0 izt 2= E780| MAELCHUnbind(HFQIY 8iH|): HERI SFE H2Y
SiMstn HEE Hoed®d L L
Bind(HIQIT): HERZI Z3FE HQYstn AASIHEH 2T L|CLUnmount(OI2E 8iH): HEYI S/E
O E siAste{® SeLCt
Mount(OI2E): HEQ3 S3RFE OI2ESI2{H 22 2L|CHWrite protect(#7] WX|): HEZI S {0 2
7|18 BCetn =3tE0| MALKX REE sta{H HLUCH M7 BHX] HEY/T S/ ZUE = Q5L
C}.Retention time(EE A|Zh): =3 22 7|7t QeEl =39 & 3t E& HO|H A&t HHE AH E
£ MEigtL|Ch HEXI AE2X|7t 7t5 X MEISE 7|7H0] X|Lp7| MO O|™ =37t AN EL|CH =
« Test connection(dZ EHAE) HERZI 370 Cist AZZ HAESHLCE
« Format(Z9): O|E =0 ZE HO|HE WEH X|0f st= AL, HERKNT 332 =Lt
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A za:
« Panasonic WV-CS850/CS854
« Panasonic WV-CS850A/CS854A
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T8 At
Axis ®|Z1t PTZ EX|7} X| s}

rir

A

o
ol
>
njo
ot
o
ey
>
>
to

N

o

ol -
L=R=TH

66



AXIS P7304 Video Encoder

PTZ C=2}0|Hy

e Pelco DD5-C

e Pelco Esprit ES30C/ES31C

e Pelco LRD41C21

e Pelco LRD41C22

e Pelco Spectra III

» Pelco Spectra IV

« Pelco Spectra Mini
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™™ RXTX
12 34

e

70




AXIS P7304 Video Encoder

PTZ C=2}0|Hy

Sensormatic

Of E2tO|H7t X §ote 2 H

rir

Ta A

HIC|2 QIAC et PTZ FX|7t X &te

X 2E:
e Sensormatic Ultra I
« Sensormatic Ultra II
e Sensormatic Ultra III
« Sensormatic Ultra V

« Sensormatic Ultra VII
CHE
Iz ¥E

PTZ E2I0|HH9o| 7| & 7|&:

QYo XYY 4 UKB, O|HLS AxisOfl A

S5YUL. =218 2X|= Hb R} PTZ FX|of wef ChE L

= o
Ha sils

ot

FOIBHAIA| .

olE[X] AL

=i

EZ2lo|H Sensormatic
H A 4.09

e Ny Py

XZE RE RS485

H folE 4800
Ho|E| HIE 8

AE HE 1

m2|e|: %2

O] PTZ EEIOIHOIA 7|2 X[& 7|&:

H| D

CHE PTZ YOS CHE 7I50] Y2

4 ABLCHE HAL o %8).

23 Z| CH o i NS
il oL e of of
ge oL e of o
B oL R o ol
ZAHA oL g o of
=3 orL 8 of o
QE oto|g|A of

QE EHA of

el AtTH HE orL e

71




AXIS P7304 Video Encoder
PTZ E2}0|Hy
o ot
OsD M|« o
oaF o
Sensormatic
Speed Dome Ultra Ill
ADIOB Mounting base
Axis M71xx/P73xx P7 Connector
1.24v AC
#AC 2.GND
3.24v AC
RX/TX + (3) Pl Connector
\l,‘ I.RS 422 Daa In +
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