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o NHE HESIN SAE O|E2 P FAZ

HTTP % HTTPS

HTTPS= ALEXS| HO[X| F 51 @ ME{ofAf ghat | 2
otEl YE w2 MH ol M2lds 2EFStes HTTPS ASME A&t
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o QEm o]
X0 M HTTPSE AF312{ B HTTPS QISAS AMX|BHOF SHLICE. System > Security(A|A® > HohZ O]
S°ot0] ABME dgstn X gLt

Allow access through(d M A | &): AFEX7F HTTP, HTTPS 2= HTTP and HTTPS(HTTP 5! HTTPS) =2
EZ & OE 8o X0 HESI=g LA MEHSL CL.

[ A

g

HTTPSE Sof etz siel @ Ho|XE BE 29 S8 HOXE MG 28T i 450/ XstE +

A& LITH
HTTP port(HTTP ZE): Al2% HTTP ZEZ Q&g . &HX= ZE 80 £+ 1024-65535 H Qo &
S BB SBRLL. Moz =108 A9 11023 Helol EEE Y2Ad 2= AL 0 Be9
EZEE AESIH Z17t BmA UL
HTTPS port(HTTPS ZE): Al8% HTTPS ZTEE QAHSIL|CL ZX|&= EE 443 &= 1024-65535 =HQ
o RE BES 38LICL TIARE 2 F2 11023 Helo] ZES YA +E ULt
O] o] ZEE ALESHH Z17I BAlE I—I C.
Certificate(21 S A{): ZX|0| HTTPSE 2 MH3l5I2{H QIS AMHE MEHSIAMA| Q.

HESI HM Z2EE

Bonjour®: YEQI0M Ats HAME s|&3ta{H o] g8 AU CH
o

Bonjour name(Bonjour 0|&): HERQA0| HA|Z O|§2 YL 7|2 0[F2 T 0|F1 MAC
=AolL|Ct
Ty .

UPnP®: L EQF0|M XtE HMES 3183t o] 82 AUt

UPnP name(UPnP 0|2): L|ES 30| EA|E 0|22 Qlai3tL|C} 7|& 0|22 XA 0|21} MAC =AQlL|C}

o

Ws-ZHM: HEJAINM X5 dMS 383t E o] 54
7

k=X

=
6128 0 EM2 HLIC, LLDP % CDPE N PoE
2 2

% _?;o =T} H o = -ﬂ' —E—X = JO_HJ:‘OI'E:‘D:1 OI' ‘?’-"O'I PoE Kl_-l% 6&3
N H8o2 PoE A9IX|E TAHECH

One-Click Cloud Connection

One-click cloud connection(O3C)1F O3C AMH|AE= Ol X|OAML} 20|l & =3} = H|Cjo #
OIHU HMAE NEIELCE XMt L8 axis.com/end-to-end- so/uz‘/ons/hosz‘ed servicesE TASIAA L.

|-_I
e
r
of

Allow 03C(03C & £):

* One-click(@22): 7]= 2EYLIL. AHAS Soff O3C MU0 A A S| HOf B
= 24 = LCt. Hof HES £2  2442F oLof 03C MH|~0] &X|E =)o 2
Ch. K| Qo A7} O3C MHAVAM HZ SFELC NAS S=& Always( &)
JF gABiE D KA 7} 03C MH|A0| HIZEE A SA|ELICE

+ Always(Z4): X7t QEUE S3l O3C AMH|A0f gt AES X[EHo=2 AzghLC. &

X E SESH 03C MH[20f AZE A FAIFUCL FX2f Mol HEO FX @Ee BF 0

S8 ALERLICH
« No(ofL|8). O3C MH|AE H|Z/datetL|LC}].
Proxy settings(ZEA| MH). Qs AL ==

nx
ox
fjo
o
1
Of
2
[l
d
>
>
o
=2
re
ruu

ot
-
nl

Host(2AE): ZEA| MHO| FAE LHPYL O
Port(ZE). UM A0 AIREE ZE H3

=

= =
Login(219l) 3! Password(IjAQIE). ZQdt 42 ZEA MHO| LSt AFEXH O|F H AYEE
o124tk O}
H g

Authentication method(Q1Z HiHH):
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o QEIol A

| -

Cf oHE gL
- Auto(RLE): O S41S ALBSIB X|lels wreo) ma) KX 7}
24 2915 Digest(C}O|MAE) W, Basic(7|2) 2l oL}
|

* Basic(7|&2): O] A &2 HTTPO| CHs 7t 20| Fojt 215 MA LT A=t X| 2 A
EA O| 51t mjA JE% MH 2 HE5t7| 20| Digest(ClO|HAE) & &L} OHEB1R| WL}
* Digest(CIO|H A E): O] B2 oo HEYIAE S P=otel HAYEE HESH7| W0

Owner authentlcatlon key (OAK)(£ 8 X} 21F 7F|(OAK)): 22X} 21T 7|& 7IM22{H Get key(7| 71 2
7NE SESHYAL. O|A2 FX|7t H*RPE”OI'—f ZEAMQOl QYo HAAE 0T ThsSLICH

SNMP

SNMP(Simple Network Management Protocol)& 0| 83l0 HEQA XX E Aoz 2T = JASL|CH

SNMP: At2% SNMP HHH S MEiBHL|C}.

« vl and v2c(vl 9 v2c):
- Read communlty(‘a’ 7| HRUE]): X|@x= 2= SNMP ZHxof CHsl 87| ©& A0
= 7{FLIE| O|ES Y¥™HeLICL 7[=2Zt2 public(S7H) & LICt.
- Wr|te community(22
o A= HFUEl 0|52 ¥H
- Activate traps(E&f =435}

o

Mg

FBUES YSLICh
- Traps(E®™):
- Cold start(BE 2&) A7} AIRE O £ HAXS 2YLC)
|X

=

7] HLE]): X@E= 25 SNMP K of Cief & 7| = A7 &

SILICHE 7] B8 AN ML) 7| =22 write(27]) 2 L|Cf.
H

-
o

Hesh): ERETE SANSE AHUAQ MKl EHS ABSH0]
2%t Olt'ilE = MEf A0 Cist HAIXE 22| A|A—0| 2L f & QI 0| A0
M SNMP vI @ v2cof CHoE ES MMSH £ QYZL|Ch SNMP V302 BAs ALt SNMP
= TIm EM0| XFEOZ A LICE SNMP 32 ALR3l= A2 SNMP v3 22| of=2|#
O|ME S EYE dFY = USLIChH
- Trap address(EJ F&): 22| MHO| IP A b= SAE 0|52 YHGIMAIR
- Trap community(E M HRUED): FX7F e] AlAH- EY HAIXE 29 Of A

- Warm start(2 5El): SNMP A™E HAT [ EY HA|X|E EYL|CH

- Link up(¥3 ) 237} Ct2O|N YYo= HAE 42 EEH“ AKX E "L L

- Authentication failed(21Z Alff]): Q1= AT 7} AI|SIH EZ HA|X| S EWHL|C}
A

SNMP vl 9 v2c ES 7{H QE Axis H|C|Q MIB E240| EAMSIEIL|ICH XFMSH LS

AXIS OS Portal> SNMPES XtZ=8lM Q.

« v3: SNMP v3&= =3t A Efﬁ A E MIsh= ECh HHTE HTEQYLICE SNMP v3S Af stz ™
IARQIETE HTTPSE &3l £ *EIEE HTTPSE 2detst= Z40| S LICH =t #HoH0| gle A
xwr ots st X| e SNMP v1 g U vac EYO| A2t S EXIILCE SNMP V35 AF8dte

2 SNMP v3 2| o E2|A 0| E Solf EMS 8 = UASU L
- Password for the account * |n|t|a ‘(X7]" A" T|ALE): 0|20] ‘initial'@l A ™|

SNMP mjAQIEE BtL|Ct HTTPSE g3isiX| R IYAQJEE MEE 5 9AX ot
HESHA| °**l-IEr SNMP v3 IH A9 E = of H3t AP = UL HTTPS7} %“S?&E_I 42
Ot H8stE A0l E&5LICHL IjAQEE HFYSIH IjAQE EHEVL O O]y BEALX &
SLCH IjfAS E% EMI HESHE FXE 3Y 7|2 4E8e= xH“"*‘HOF S| Ct.

& oF

SN
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o QEIol A

K]
o[
>
rir

HEINM ZXE ASste o MEEUELL O X F 7HA|

« Client/server certificates(Z2t0|HE/MH QIFA)
Satolol /Mt QISAE HA o] IDE ABSI0 AN MBY + o
g2 = ASLIC N MY ASM= Hote 28 HSoiH CA 2

MR MEY = JAF L
A

HXE S =9 Al 72Uz METYSH 2 ASM7E AFME UL APE 2XE CA 2SN
7t BHAl EXE 4T

+

Add certificate(QIS M F7}): QASME F7}8

o
2
mju

n

Ql
I
=l

. More(x7h Y mASALF MEis x5 me= mAjsiLCH

. Secure keystore(EH ot 7| X ZrA): J4Ql 7|E CHHSIA X-|§6}E1 Secure element(&E 9t Q 4)
+ Trusted Platform Module 2.0 MEHSHL|Ct. MEHE HOF 7| XMHZE A0 CHSH XHMSH LIS
E1 ™ help.axis.com/en-us/axis-os#cryptographic-supports % A

+ Key type(7| R¥): QSME EZ5{H EELE SN 7|2 =3t da2|FO0[Lt O

2 oS yasEg MeR o

[

[ ]

L]

g0 X= HFols ch30l = EL L
E

Certificate information(QZ A HE): AX| = CFMO £d2 &L C}
» Delete certlflcate(°|"k| MI1|) OIZME AMX|SIAMAIR2
« Create certificate signing request(21Z A
E 7|20 EY 9= MEH @-HS MM C
Secure keystore(ELOJ 7| MED)

o Trusted Platform Module 2.0(CC EAL4+, FIPS 140-2 gl 2): £E9F 7
S AFgctelB Meigc

CA QISME A8StY mof 2ISME Q2SS o %01 ZX| 7} IEEE 802.1XE H3 k=
HESZ0 AAE 82 25 MH2| IDE A5 UL EXo= ofzf 7Hel AP &X|E CA
S M7 A&t
ANAEl= A2 Chaar 25Ut
. Q=M &AL PEM, CER, PFX
. JHOl 7| HAl: PKCS#1 % PKCS#12
-ES_Q_ A'—‘:‘SI-

+ Secure element(E 9t 2 A)(CC EAL6+): EHOQF 7| ME AN EHOF QAE AlESt2{H MEHSHL|CF
| & &

on

HE{H3I ™2 o o S35t

IEEE 802.1x

a
= L|Ct. IEEE 802.1x= EAP(Extensible Authentication Protocol)E 7|&=2 =2 gL

IEEE 8021XE HSEl= Y EI0| HMASIHE HESI RA|7F XHEO
OlZ MH|, Yt © 2 RADIUS A{E{(0]: FreeRADIUS 9! Microsoft OIE{Hl Ol

IEEE 802.1AE MACsec

of A o] F 0T Lct.
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Ct.
2 QSEO{OF gLt 2152
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IEEE 802.1AE MACsec2 DO|C|0] MM A =8 Z2EZSS 9o HAHZY HolH 7|2d 8 FEES d25t=
ojciof H2 MO{(MAC) 2o+e Sl IEEE E=LIT}

ASM

CA 215 A BlO| +85tE MY 2SM Rud HAZL BlEdsted, K= A2 HERIO A

of XM 2AF5S Al=g LTt
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« Peap version(Peap H{Z): 4 EQ3

I
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He AFEXF IDO| Tf
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ted
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(=13
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+ Allow(s{&):
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@ QIEmolA
+ Add account(AH F7I): M AEE F7tste{™ SESLCH ZOf 100742 AEE F7te = UA&SHCH
Account(A|H): 1R% AF O|l§S2 LHSLCH
New password(M| {ARIE): 77| HALEE UHSLICE DjAQE= 1~64XF ZO[OfOF SFL|CE =X}, =
i FEE 28 7= 5 o 7#%@ ASCII —Er'XHiE 32~126)2F DA =0 Afo; = AFHLCH
Repeat password(T{ 29| E HtE): LSt AQEE CHA| YLt
Privileges(# €h):
« Administrator(22|X}): 2 & SF0| 23| AMAgLCH B2 Xt CHE AFEE =71 YO0
E o HAHE F AsUC
. OPerator(-.v_-oxf) Oh2S Mgt 2= A0 dMag = ASLHCH
- E: System(AIAE‘“) M X‘l
- URE-%
. Vlewer(woi) CHEof cHet ¥ MeH0| UAELICH
HIC|Q AEZIO AhARS BT H&L|CH
- S3E AESt WEHLCH
- W, EE 9l F, PTZ AMEX M 75
[ ]
[ ]
¢ A" ¥ HFoe ChS0l ZehE Lo
Update account(#|d AUHIO|E): AFE £d& HIUSLLC
Delete account(A|’d AH|): HES AHTLICH root AE2 AN = P&LICH
Anonymous access(2/d A A)

Allow anonymous viewing(%} 7| $|8) Y2 2GR YIE RLf B HAO| YA
A% 4 Q=2 MFBLICH

llow anonymous PTZ operating(2/ 92| PTZ %3 5| &) @ . QIO AF2X}7F O|O|X|Of CHSH T, EIE
|

o>

a =
5= & & UAE S4B FGLC

b

SSH accounts(SSH #A|H)

+

Add SSH account(SSH A F71): M SSH AX™E =7t ZElghL|Ct.

« Restrict root access(root M| A X|TH): root WH AT HRSH 7|55 M Stsie{™H ZL|CH
. Enable SSH(SSH £A3}): SSH AMH|AZ AR3sa{® ZL|C}
Account(A|H): 173 A O|ES YL

New password(\| TIAQIE): Mo ASICS U2ABIL|C, HAYCE 1~64% Z0|0{0F BLILL 2%, %
A PEH, UE J|S 5 oiaf st ASCl EAHEE 32~126)% HAISO| AFE R 4 Ut

7
Repeat password(TjAQE HIE): ST IJAQEE CHA| dshL|Ct

=
Comment(€3): 232 LHTLICHSN)

[
[
° J"0 %= Hwo= chE0l ZEELUCH

Update SSH account(SSH A AH0|E): AH #4848 mETHL L

=

Delete SSH account(SSH A8 2tH|): A2 AMTLICL root AHE2 MY = &LCH

Y zAE
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MH O|F: MH 2Ol O|§= YHYLICE =Xt 0-9, EA A-Z & SHO|EZ() T ALE R LICH

Hr

EE: AH7t QZE ZES YBLL
¥ A8Y 915 9ES MHBLCL JIE, CO|IHAE, 2F D FojA Mgyt
:
*oym 2e oRols g0l ZEEUC
+ YH[O|E: J}Y SAEES Yrjo|= Lt
. AHH: Jha sAES AF L
Hggsh M7t s st s

OpenID T4

> =
S8 A
Openllg% r*t%jgoiirlg% |¢ = 4% OpenlDE Fdsto] 201 I ALE%H CHO|MAE £
E7|_ x7—| BOEAO-SAHA

tos

Client ID(Z2t0| Y E ID): OpenID ALEX} 0|52 Y=HTHLICT
Outgoing Proxy(LAl ZEA|): ZZA| MHHE ALR3}2{ T OpenlD HZS 93t T2A| FAES QI2BL|Ct
Admin claim(Z2|X} 24): 22X} I&o| g Lt

Provider URL(Z & Xl URL): APl ICXLOIE QZE st & 23 E AHTILICt  https:/[insert
URL]/.well-known/openid-configuration & 41 0| 0{Of &t

Operator claim(2FX 274): YAt ol s YHLLICH

Require claim(2% ER) E30| I0{0f o= HO|ES LT
Viewer claim(Z+&XI @ &) &KX Aol g8 skt

[e:]

= =
Remote user(#Z AL&X}): A ALEALE AEots S YHEYLICL Ol X o & AHH oA o
W AFBRE BAISHE © 988 LT

Scopes(i¢l): E20| 227t & + A& MM HAYLICh

Client secret(22t0|¢E H|Z): Openl

D
Save(X|&): OpenlD zt2 X &sta{H gLt
A

2|
Enable OpenID(OpenID ZH/d3%}): &% AL cta 22X URLOIA X 9= 8 L2s5t2{® AL Lt

=

O[H E

=

=

E2 duS A7 23 MEBOl il E2AEE =HE oL SE0= S 2 FEE
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S
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o QEIol A

| -

c
ol
[
T
_|
_|
vl
>
T
=2
i
rot
s
|m
(%}
[u
-
>
o
fo
0%
mjo
Py
i)
met
|>
]
]
|m
i
o
1
o
-
il
2
mjn
min
=

http://192.168.254.10/cgi-bin/notify.cgi &} L| C}.
- Username(At2X} O|E): ZQI5I2{H ALEAL O|EE YUEHSIMAIR.
- Password(I{AQE): 20 2{H IfAYEE ASIAIA|
- Proxy(ZEEA|): HTTP MHO| AZBI7| Qs =

deg An gz

URL: HTTPS MH{O] Cist HEYR F4et ¥ S Mg A3 EHEES YHLLLCL O E =

M https://192.168.254.10/cgi-bin/notify.cgi ¢! L| C}.

- Validate server certificate(A{HH QS M =0l). 0| MXE MEHSIO HTTPS MH It MM
st QIZAZ MeEtstLc.

- Username(A}2X} O|E): 2101512 T AIRA} 0|22 Q2SIAAILQ.

- Password(Z|ALE) EZIQ58{H MAYEE AHSIAA 2.

- Proxy(ZEA|): HTTPS Me{o AZs}7| 98] =

YEE ALD gL

Network storage(4|E{3 AEE|X|)
NAS(Network-Attached Storage)?t Z2 U EQI AEZ|XE F7+3}
A8 = UASFLCH mYE2 MKV(Matroska) It Aoz MFYELCH
- Host(SAE): HEQI AEZ|XQ IP FAL SAE O|2E Y&HTL|CT
- Share(3R]) TLAEONM 37 0|52 €

il

Host(SAE): MHQ| IP FALL TAE 0|EE8 YHTLICH TAE 0|52 Y8 4
2, DNS A H{ 7t System > Network > IPv4 and I g
IPv6) Ot2flof X|HE|Of A=K ZelstHA L.

- Port(ZE): SFTP MHJ} AL8dl= ZE Mo E Y L|CL 7|22 22 L L}

- Folder(ZL): mtdg MEtget ol
o] EXstA| gto™, ot

- Username(A}2X} O|E): ==

- Password(IjAQIE). 20152 H IAQEE YHSIHUAL.

- SSH SAE 37| 7] SE(MD5): 24 S AE ZI| 7|(32X2| 16%lx= EXt9)o| X2 ¢
SSHL| Lt SFTP 22}0|H E = RSA, DSA, ECDSA % ED25519 S AE 7| Q&9 SSH-2E A}t
25t= SFTP AHE K|St Ct. ¥4 Al RSAZ} M3 E|= Bt 0|H ECDSA, ED25519 8!
DSAZt 1 £[E MmEL|CH SFTP MHO|M AtE3t= ZHE MD5 S AE F|E 2 g|of
ShL|C}. Axis ZtK|= MD5 9 SHA-256 SlA| 7|2 &% X SHX|F MDSECH Z&8sH &
o2 QI8ll SHA-256E At838t= Z40| =& LIC Axis &HX|2 SFTP MHE FAMSH= gt
o CHSH XFM|SF L2 AXIS OS & ENSHAA 2.

- SSH SAE 371 7| K8(SHA256): 214 S AE ZJ| 7|(43X2| Base64 QAL ZXH)9
X2 Y=L CE SFTP 22}0| M E = RSA, DSA, ECDSA B! ED25519 S AE 7| 9§09
SSH-28 M 8%t= SFTP MHE X|JL|Ch o Al RSAV Mo HH0|M ECDSA,
ED25519 S DSAZ} 1 % E mEL|Ct. SFTP AMHO|AM AF3t= 2HIE MD5 SAE 7|2
Qlasliof BFL|CE Axis ZX|= MD5 @ SHA-256 3i{A| 7|2 25 X|S}X| 2t MDSECH 2+
ot HotZ 2|3 SHA-2568 A&5t= 20| EELICL Axis ZA[2 SFTP MHE F+45t= &
Sof et AFMSH LIRS AXIS OS ZES HIBIAUAIL.

iy
mjo

N

- Use temporary file name(YA| Tt 0|2 AI2): XSO =2 MME AA| Ot O|ESZ I}
A ZCoPH ML Y2CE eRstY I 0|20 Adts 0|02 HELICE
HEE7L SCHE 49, &oF Yol glaLch 2Lt ofMs| UA o2 22 = US
LICt Ol 3t RAdt= O|ES 71T ZE meo| SHEX & = USLICE

SIP or VMS(SIP EE= VMS)
SIP: SIP M3tE Ze{®™ MEHSHL|CH
VMS: VMS X312 Zajpl MEtstL|ct

- From SIP account('&IX} SIP ﬂl’g): 2E20|AM MEHSHL|CF.
- To SIP address(=#lX} SIP F&): SIP TAE QAT
0|u_||°l Test(E|2E): St 20| &Sst=A| HAESIZHH S L
=2
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o QEIol A

- Send email to(O|HY HE CHY): O|H LS HEH O|Y F2E YHELICE FLE
ofg| 7 Y5t E HEE O|H Y F2E FESIYUAIR.

- Send email from(O|H| &) ELf= MHO| O|HY FAE AHG L CL

- Username(AL8X O] 5): O MBSO AIEX O] BHUYLICE OO MHOAM 1SS
QoA = 2% 0| EES HIY 4O

- Password(lj 2 9/ E): EHI°' MEo| AES YUHTLICE o MHOM 2F5S 27
StHA| §f= 8% 0| EES H|9 4T

- Email server (SMTP)(0|D1| 2 MH(SMTP)): G| & =0 smtp.gmail.com, smtp.mail.yahoo.com
o 22 SMTP MH O|E& gL Ch

- Port(iE) 0-65,535 H2|9| ZtS AF83I0] SMTP MHO ZE HTE ¢
s24e 587°t}LIEf.

— HA =

sct. 7]

1

o2t
fl
°

romxne
o I
mjone =2
_|+0+m|0 It

—

ZE o
ronkoq
ok My

- TCP
- Host(gﬁE) MHO IP FALI SAE 0|EE QYHTIL|ILCE TAE
DNS A{H{7} System > Network > IPv4 a IPv6(A| >
va6) ofzfoll X|HEOf A=K SHASHHAR.
- Port(ZE). MH AUMNAO AMEEE ZE HS
Test(E|AE). ™S HAESIEH SE5IAMA L.

mjn

(0]
n
ot
T
I=l

g0 &= H7oe O30l

£
View recipient(: 4%t H7|): ZE A M JEE E24EH SO

Copy recipient(=4IX} ZA): =AXLE SASIEE SESM Q. SAE I M2 +4XE HEY = UGS
Delete recipient(F=AX} AMH|): $£=AXIE FREo=Z AN sta{™ S2ighL|C}.

I

LY HAE E0M ZHCZ ABY £ UAFULH FEO = 740 thet YL o4 oxf MFZof +
dE ZE €80 B2V mAEU D

Add schedule(2 %7h: U EE BAZ Yyste{H SYMAL.

=& EL|7{E ME3I0 E5 322 E2AY 5 ASLILE HE S0 #35 E2HZ HE 2% & 74
ote ¢ duS HIE + AUt
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@ QIE{m o]
MQTT
MQTT(Message Queuing Telemetry Transport)& At CQIEUl(IoT)E ot EE HA|Y Z2EZYLCH Che
Stel IoT £E3H2 Q8 A EQYel = I =27t (smaII code footprint)d} X|a HEQ3A =0z AA
SRE AFsH| {5 oY 3._ AU AFEELICE Axis FA| AT EQ0f2o] QTT =Z0|GEE &3l HX
oM HdE HolH S oHEE %“é! 2| 2T EQOf(VMS)7} OfEl A[AEI0) ZHHSHA Sete = ASFLICH
ZXE MQTT 20| EZ JFetL| Tt MQIT 412 SE20[ER HEFel= F AHEE 7|He = oL
Ct. S2H0[AUE= HAIXE E'—H" 2 = ASLLCL BEEFH= SE0|UE Zto| HAIX] 2teE g I LICHL
AXIS OS Portalo| M MQTTO| CHsH XA Lot= £ Qi&L|ch
ALPN
ALPN2 S2t0[Q1E 3 MH 7+ HZAO| HENO|Z EHAOAM OfEE|AHO|E Z2EZSS MEE = U

St= TLS/SSL é.* S '-IEf. Ol= HTTPR} Z0| CtE Z2EZ0 A8E= 5%t LEE &3 MQIT E

BEg Buess o ALBELIC A0l et MQTT 4 8802 ¥s mest 918 2 AL
Ct. d2jot 222 SZ™ME ALPNS ALEHA usleofM S8 5= BEXE ZEOAN MQITE ojZ2|#

T
m\l

o Z2EZ2 MEUXE Z2¥st= AU

MQTT client(MQTT Z2}0|HE)

Connect(¥Z). MQTT S2}0|HEE F{HL} & L|LCt.

Status(AHE): MQTT Z210|QIE Q| B AEjS HA|SHL|C}.

Broker(H 2#)

Host(3AE): MQTT MB|{O] SAE 0|2 F [P FAZ QBIAAIQ.

Protocol(ZE2EEE) AI2E Z2EES MEHSHL|LC}.

Port(Z£E). T E HSE
- 18832 TCPE E3t MQTTS| 7|
. 88832 SSLE & 9 .
- 802 W AZS E3 MQITO| J[EZFeiLiCY.
- 4432 9 X3

ALPN protocol(ALPN QTT 527 ZIAJ} Hast ALPN Z2E= 0|22 st os
SSLg Eoh MQIT @ @ L7 HoiS Eah MOTTOISr Mag Ut

Username(AH&Xt O] §): S2tO|AEMM AMHO| AN 27| o) AHEE ALEAL O|ES YHH L

AQE: AEX 0|2 WAYES YHTLICH

=l

Client ID(22}0|QIE ID): 2210|QE IDE USIAA|Q. Z2I0|E AlEXI= 20| ETF Mo o

28 I M2 "SE U

Clean session(22 M4). AZ 8 AZ aix Ale| &= Mot M AZ & AZA x|
Al SEf BEIt AHE LT

i

I

HTTP proxy(HTTP ZZA|): [Cf Z0|7} 2580|291 URLYLICE. HTTP Z2A|S ABBIA| %o 2D
o

S R e [

HTTPS proxy(HTTP T EA|): X[CH ZO|7f 255Ht0|E QI URLYL|ICt. HTTPS ZEA|E ALESHA| oM

o Y s & dsUh
Keep alive interval(ZtZd §X|). Sct0|AET}L 71 TCP/IP AlZt XHE 7|CHE EQ Q0] MHE H O
o A8Y F gle AEE XY = AU

Timeout(A|ZH ZX1l): HZO| 2tz k= AlZhH ZhA(X)YL T 7|28 60
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A oF2E XggH L

Connect message(H|A|X| HZ)

Ao ¥E I HAXE ELX| OFE XFELCL

Send message(HA|X| M&): HA|X|E 2L T At MAESIM K.

Use default(7| 27 AIR): XIAQ| 7|2 HA|IXE [ESIHEH INMAL.
Topic(FH)): 7|2 HAIX|el =HE Y LICH

Payload(HO|2E): 7|2 MAIX|S LS YHELICH

Retain(|]X[): O] Topic(FH)OA ZS20|UE LEIE FXAIoI2 T HESHAI2.
QoS: Tzl SZ0| Cf3t QoS AZS HAPBLICH

Last Will and Testament message(O}X|2t S O A| X|)

Send message(HAIX| H&): HAIXS HUj2{B AR MH3IA K.
Use default(Z| 22 AIE): XFAQ| 7|2 HAIXIE YEHSIHEH INAA2.
Topic(FH): 7|2 HAIXIS] FHE YgfL|ch

Payload(HO| 2E): 7|2 HA[Xlo] LH&S YefLct,

Retain(£X]): 0] Topic(FH)OIN 22t0|AE MEIS ST MBI,

QoS: Izl SEOf Lt QoS AES MBI LICH

YA 5 HFAE MQTT S22I0|UE Fo| HZA DfA[X] 8 LWT HA[X|2] F=HOf Cigt 7|24ta MQTT
wal o AAl RN AFSE LI
Reconnect automatically(XIS 22 IAHZ). HZA ojx| = EctO|AHEI} XFs2 =2 CHA| AAS|OF sl=

OF x| 9t %0._1(LWT AfEotH 22f0|AAE7F B2210) AZE [ A= Sdat o RAS M2 + 8l
o} 220l =7} LS50 ol AIHOA HEANO=z aHo| oK B(HY0| BOIRI| HEA % 3
=) B27{7} CIE SEt0|HE HAIXIE HES = ASLICH 0| LWT BiA[X]= et HAIX| b 5 2ot
Sajoin SY BFLSE S8 2L

MQTT publication(MQTT 23l)

7|2 FH HEA AHS: MQTT client(MQTT 2a0|91E) HojA A ZH FEA0| Hols 72 5
M HEAS AbRSie{ o Mgt

FH ol Zgh: MQTT FHHAM =HS 2Fsts FHE Zsta{™ MEf

FH Hd2amol A Zeh: MQTT FH|0f ONVIF =X W JAT 0]

=
= — g
Y Mz =gk MQIT HO|ZE0 KXo YH Mg =Zetdte{®™ MEghL|Cf.

Add condition(ZZd F7}):. =HE F7tota{H =L L}
Retain(FX[): OffH MQTT HAIX|7} ERZ HEE=X FolgLCt

« None(8l8): 2= HAIX[7} HRX| dEjz MSeFLCt
+ Property(£4): ME| =X Jt5 HA|X|TF 2= AMEjE EYL|CH
o Al(RE): MEj =X 7}-— ol MBS XX 0j

H

QoS: MQTT &fsHoj Cfs °Jo+L B2 *J%E.*LIEF.

MRS 25 22t JE2 2YLCh

MQTT subscriptions(MQTT )
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o QEm o]
+ Add subscription(1 5 F7}): M MQTT 1=E& ZF7tsteiH 2oL Ot
Subscription filter(£1E EE): 7+ Edl2{= MQTT FHE YEGMUAIR
Use device topic prefix(&%| &2 MEAL AL®): 15 TEHE MQIT FH 0| HEALZ Z7b8fL|ct
Subscription type( S §¥):
- Stateless(4E| X 2715): MQTT HAXIE SEf X 27ts HAIX|2 Hgtored @ dEfpLICt
o Stateful(XEl F£H 7Is5): MQTT HA|X|E ZHOZ Bztste{H MENSHL|CL HO|Z2=& AMEj
2 AI2E |_||:r
QoS: MQTT F=0f CHsl st 2f&S MEgL|Ct
MQTT 2H{go|
S
MQTT @H2|0] =FXE FIt5t7| Hof MQTT EEH0| HZASHUA L.
+ Add overlay modifier(2 0] =X} F7}): M 2H2||0] =H™XE FItstz{H ZaletL|Ct
Topic filter(FH| HE{): Qu{[0|0] EAIS}2{& HO|E\ 7 EetEl MQTT F=HE Z7h8HL|ct
Data field(H|O|E{ EE): HA|X|7} JSON &A0|2tn 7Hg5t0 H 0|0 EAISHH = HA|X| HO|=
E9| 7|E REgH Lt
Modifier(+8X): Q20|12 TS 1 Zt £HAE ARSIt
© AXMPZ A|Aot= wPA= FHOAM B2 D= HO|HE EASLIC
. #XMDZ A|XtShs 2MAHS GO[E| Teof AIME o[BS mASLIC
AEZX|

Network storage(YE{3 A E2|X|)

Ignore(RAl): L E93 AEEX|S 2Ast2 T ZHL|C

Add network storage({ER3 AEZ|X| F7I) =3}E Y = Y= HEYA 38E F7tslz{H
ZalstL|ct.
=2 -

o Address(FA). SAE MHO IP A EE= SAE 0|22 YHTHLCH UM o 2 NAS(Network
Attached Storage)L|Ct. D™ IP TA(SX IP A= BHAE £ QOO Z DHCP X Q))E At
S E DAEE FGStHLE DNSE ALE3%t= 0] EFLLCE Windows SMB/CIFS OIEO

A # =X &L

+ Network share({{ Ef|3 S§). ZAE A1H'IOi| 37 YKo O] YHELCE 2 FXo=
ot E07F AL E o2 Axis A7t Lot HEYA S/E A8 = USLLCH

. User(AbXh): AH{0j 2100 st %—‘?—, AHEXE 0|22 YELICL EF =02l Muo] 21
olsta{ M EHR\ALS X O|ES YUBGMAIR

o Password(ZAQE): MHO| 21210 ZQst L2 I|AQEE QUHGIAMA 2.

+ SMB version(SMB H{Z): NASO| HZAT SMB AEE|X| Z2EZE HHM S MEISHL|Ct. Auto(X}E)
2 MEHSIH FK|= EOt A SMB £ SILE T AMSE{ D A|ETHL|CH 3.02, 3.0, EE= 2.1, A€
I:HK‘_-I% KSR U= O™ NASO| HZASIHE 10 = 208 MEISHA AR, Axis XPX|0| SMB X
Holl cHsl a7/l M KEA|E] °*0r5 = UFLICH

+ Add share without testing(H|AE ¢i0] 3§ F7I): ¢ HAE 0| @77} LA A0 = 4
EQH 3/E F/tot{H MEiLICE O & S0{, M0 IjAYET HRSHX|E O|F YHSHX|

>|I
9

Qo7 R0 QR Hus =
Remove network storage({|E{A AEE|X| HAH): HWERXZ 570

# Chot HZS OF2E ofd|, BIIE A
X AN ASteH SELICh O|FA ofEH UWEYI SR et 2= 20| MAELICH

46



https://help.axis.com/axis-os#about-cifssmb-support

AXIS Q1615-LE Mk III Network Camera

o QEIol A

Unbind(HIQIg liH]): HELT ZFE HQIY siHstn HZS Bog{H SgL|ct
Bind(HIQIY): HEXI ZRFE HQESD HAZste{H FEgLC
Unmount(OI2 E siH): HERZ S7FE O E oiAste{d SFigL|Ct
Mount(O2E): HERI SRE OI2ESH2{H &Lt
Write protect(227] #X|): HEI S 70 MI|E FX|6tD =320| HAHZX RZF sta{™ HL L
M7 X HESZR 37 EZ0E 5+ &L
Retention time(EE A|Zh): =3t E@ 7|2t @&l =3tol & ot E&= HO|H NN A= nd E4E
MERBILICH WEYT AEEX|7} 7t5 AH MEESE 717H0] X|Lt7| Mo O] =37t &AM E LT
Tools( )

+ Test connection(®Z HAE) HE3 ZR0| Ci3t AZZ HAETLCH

£ EH X|of = L, UWERI SFE =St

Onboard storage(2EE A E2|X|)

T2 A
GOl &A Sl AR =5 Q5. ZX|7F A
FIEE HAH3H7| Ho DF2EE SiHMSHY AlR.

Unmount(Ot2 E s H]): =23} 4

2
wm
w]
N
I
i
rQ
r

C}. M7| BX|E SD FIEL

H
m]
=
of

A = glsHroh
S

Autoformat(X}5 ZEUH): A2 A QB
ZoisL .

Ignore(£A]): SD 7tE0| =3t KNS SIS HAMAR. S
Ol4 QIABIX| RBtLICE Of MY B2IXIB AIBY + A&
Tools( )

« Repair(51): ext4 Ot A|¢!;Zg}6'1
£ =E3slg{H SD FIEE JHUC

47

5 Ae S

Retention time(E = A|ZH: =3} 23 7|7ZF Q& =3}o| & stz = [ O|E A
ZHo| X|Lt2] Ol =327t AW ELCt

o Check(&t9Ql): SD 7IE @FE =ZOIStL|C}. ext4d MY A|AEIO A
H A

SHA MABHH A2

Write protect(227] ®X|): SD 720 7|7t XD =320| MAHL= A2 EF5ie{H o] M2 ALY
!

| .
+ Format(ZSM): 0| S S0f Ut@d A[A"S HBYOF StAL) ZE HO|HE M3 X|2/0F

D 7ZIEE XISC=E Z:olisie{H HMA|Q. Ot A|AHZS extdZE

Mot BHE AY F42

= = g E2
SD 7tEE =ZEHBIL|Cl. VFATQ} extd= F 74Ol O|8C == U&= LY A|lA"”H ZHEYLICH FtE
7t WAL ZX7] MY 320 SX|E 42 Ol £#MZ S/ & JAEE AHAFE = HY
2 ext4QL|Ct. SFX|OF EfAL ext4 EE}O|H == OfEZ|AHO|MES Windows®Of| A I A|AH
of AMAsoF & ZHULICEH
e Encrypt(2ss}): O] T E AF230] SD 7IEE ZOislT ASHE MM AL, Encrypt(P s
3= SD 7tE0| N&E ZE CO|HE AKX ELICE Encrypt(¥=shHE ALESHH SD 7tE0| M
E OOIHE Y=3tE A8 EDELCH
o Decrypt(d=3} sH|): 0| =& ARSI A3} g0 SD 7ZIEE ZUHSIAA|R. Decrypt(Y =3t
iH)= SD 7tE0| NEE ZE= OO|HE A2 LICt Decrypt(2= 3t sjH)E AtESIH SD 7t
Eo M= HOH= L=23tE AESHY E | X| ¥&LCtH
» Change password(TjA Q| HZ): SD 7|EE ASssle O Qo IAQJES HASHL O}
Use tool(E AME): S5t MEISH =1 E ZMotgtL|ct
Wear trigger(Ot2. E2|H): AMZ Eg|Hst{= SD 7tE O2 =F 4t AL CHL OE =& He=
0~200%QL|Ct S HE ALK 22 M SD 7IEQ| OIE =& 0% YUL|Ct 100% Or2 ==& SD 7}
EJF oA 90| 7H2ZCtE A2 LEFYELICE OFRE7F 200%0]| EEst™ SD FIE7F @itE3 2|3 0|
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=&LUCL Ot2 E8|7E 80~90% ALO|2 MASH= 0| Z&LCh O[T 1Y =312 22
SD 7}EJ} BA MO 0t@ g 7| Mo| Hujo| Az A 0
Holm 0tp 270|474 gho] T2oel 2e

—

e
o

+

Description(d@¥): ==t doj Cist 4¥2 FItetLCt
Video codec(H|C|@ HEl): ZZhjA0| M0} sl= H|C|Q FHES MEHSHL|CH

il
Resolution(8fAFE): O] MK 0 st MHS AEZ F0/x 25 S22 AIBIAAL.
o

Frame rate(Z2|Q O|E): O] H7Y0| Ot HY2 2 EZ 7/0/x) 25 & FS FAGYAIL.
Compression(¥%): 0| 270 Ot HY2 2 EZ 5/0/x 25 TS BIASIYAR.
Zipstream @ : O] dFof Chst HY2 AEZ mfo/x 25 YRS HISHHAIR.

Optimize for storage(A E2|X| X|H3}) @ ;0] Ao CHet A
TS A 2.

og
Mo

2EG mjojx 25852 H

Dynamic FPS(S% FPS) @ O] MHO| CHS MHS AEZ HO/A 25 RS HDBIAAL.

—

Dynamic GOP(EX DOP) @ D O] MHO| CHE ML AEZ HOo/X 25 =S HIEHHAIL.
Mirror(0]2{) @ C Ol 2E0 et Y2 2EE 5/0/X 25 5 FAHAL.

GOP length(GOP Z0]) @ 0 O] 280 tiet 282 2EF Lo/A 25 5

Bitrate control(H|E |O|E H|0): O] MM CHst MHYEL AEZ Fo/x] 25 =2

Include overlays(2H|0] E£&): Z&st QH 0] SES MEHSL|CL 2H 0]
Mzt W8E a0 mfo/x] 27 a5 HIUSHHUAIR.

Include audio(2C|2 EEH @ O] MHO| O3t MHE2 AEZ mo/x] 25 T2 E FEIASIAAL.

[

Add stream profile(AEZ T2l F7}1): 2510 M AEE Z2mAg MMSHL|CE
Preview(O|2| B7|). Mot AEZ 2O dFS AFESH0 H|C| AEEZ 0|2 4Lt HO|X|e &3
2 HZs5IH njgle7 |7f YOOI EFLICE. X0 CHE 27| FF0| A= E2 O|0[X|ef == ot A=
EEOROM 27 S9E HEYE = AsHLH
Name(0| &) Z=20jYo| O|FS F7tgLCh

ONVIF
ONVIF #H
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° —
@ QIEmolA
ONVIF(Open Network Video Interface Forum)= %|& AF2X, ESXL, AMEHE L A7 HEQ A HIC 2
JeE E3 JsHE AA BB + YA HFe 229 OIEHO|L BEYULIC, ONVIFE £6) Mz CE 2
M HEF o d42R8d fUd 2, HE B A AILHS DY B¥HE =€ = UsUC
ONVIF AEHE 445t ONVIF S410| At 2 ZdotE LICH FX|2to] 2= ONVIF 410 AFEXE A7 0
o HAQJEE ABELICE XMt LHE2 axiscoml| Axis WA HRLUEIE HZSMAIR

+

Account(A| ). 19 AH o|2e YAF LIt

Add accounts(A|™d E7}): M ONVIF HX™E FII6te{H SEI8rL|CT

New password(A|f T{AL E): A ™HO MAJEE &
i #EHE 248 7= S 24

IEf A9 == 1~64XF 20010 fetLch 2xh =
~126)2t T A =0 *fge T UASLIC

|IOI-
N r

7
Repeat password(Ij A9/ E ¥HE) SUsH HAYEE CHA| YgtLct.
Role(&h):

+ Administrator(22|X}): 2 E M0 TS| HMAFLCE BEXts T2 A™EE =71 YOO
E 9 ®AS & Y&L|CH

. Operator(%%lx}): CheS Melst 25 2730 Mg = ASH L
- E: System(AIAE‘“) M 7(‘|
- OH le.

+ Media account(ﬂIEI01 AE): HIC|2 AE-0T AT = JSLCH
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