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©® N o v oA

ZHO| 2tof = XWI ol M7t glebz ogs TES{™ ChE O|H Y Mo 2QIs0F gFLCt.
ojm Y MEYHol uet Linx| H=E =TI
9. HAE O|HgS ELiATH Test(HIAE)E 2

o
=
10. Save(M &)= 228t}

g 44
11. System > Events > Rules(A|ABl > O|MIE > £)2 0|38l 22 Z=7}sHL|Ct.
12. £0f tfgt O|ES YL
13. 24 5E0| A Video(H|C|2) OI2{O0f A Tampering(BHI )2 MEiSHL|CY.
14. M 2 Z09| Notifications(22) OF2)0| | Send notification to email(O|HY 2 A2 ME)S MEHSE
che, SR XS MY
15. 0|0 Y K23 HAIX|S YeisL|ct.
16. Save(MqEHE Z2|stL|C}.
C|L

=320 L F7t

QL 7|
1. Video > Stream > Audio(H|C|2 > AERZ| > QLC|Q)Z 0|53l0] QC|QLE ZststL|Ct.
2. FAXOf = O|4e Y AATF = H2 Source(AA)0|N SHE &
3. Audio > Device settings(2C|2 > 7|7] A™H)2=Z 0|55l SHE U LAAE FHAMAL.

4. 9% 22F #Z2{0 Apply changes(¥Z AR H8)2 2L

5. System > Stream profiles(A|AHl > AEZ T2ale)Z 0|sst0 AEZ TZOtAs MEHSHL|CE.
6. Include audio(2C|2 Z=&HES MEiSID MAS ZLC|

7. MEE 2L

g
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o QEmol A
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¥ olE|H 0| &

X @ AHLo|A0 HIotAH @ B2t Mo X P FAE YHIHUAIR.

22 gX|orot ohEHCE of @ oo|Z2 27

R of

7|2 & BASIAL s UL
2als RO AN gL

O iz ceo0 oganun
B e waeun

92 HOb E= O{F2 HOIE Z¥YHCH

E B AMEX OiFolE CHE0l = E L

o 20Tt AFEXO CHTH HE.
+ amw Change account(Hd HZ): AX| AZOA ZI0t2stn M AFo 2lgtL|LCt.

_)
BE Log out(210+R): X AH0|A ZI0pLBLICh

o &= HR7oe 30l ZaE L

+ Analytics data(24 H|O|E]): 72l &

« Feedback(m| E8): AIEXAt HAEES 7

. Legal(H&) 7| I 2to|MAof st N

« About(MH): AXIS OS H{A 3 U HS

« Legacy device interface(2| HA| &X| QIE{L
Z BggLct

Status(AHEH)

5O

s KO CHSE HM A SED AFR 50 U5 Z2EE, MYLX| $2 Mo 3|2 o8 E mEA|TL|CH
Aol Chot AEY AbE2 AXIS OS Z&t 710|EE 7[ete & ghL|Ct

Hardening guide(&E 9t Zs} 7}0|E): Axis & X|O| AtO|H Eotut mH Atf|of CHsl XtM|S| ZotE %=

[e]]
A

>

2t 713 HE

= L|C}.

=
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@ QIE{m oA
NTP settings(NTP A7): NTP AHE2 E10 YHO|ETLICt. NTP dHE HZEY %= U= Date and
time(2® 3 AZhH HO|X|Z2 O|=g Lt
X HE
AXIS OS BT U 23 ¥ZE mH A YEE EAFLUC
Upgrade AXIS OS(AXIS OS €1|0|E): Akl AZEQOE A 0|EEtL|Ct YAYO|EE $eE 3
e FAE$ HOIX2 OI%E.”—IEf
HZE S0 E
Az 3 AAE ZEO|HE £E mA|IELIC
View details(H| 5 At H7]): GiZE Sa0|9E 222 21 YHO|ES LT B20)E 2 WHO| P T2,
EEE—-—, ZTE, MEj & PID/& M A7 BEA|E L CE
=3 MY 3
T =0 =3t X|HE MY SUS BALLO
=31 ¥ Foln FHIAE =3tEat Y AAE SLLCL XMT WHEE &3 Z/o/A 33 ¢52 &
DA A| L.
=
= |
=2=0| MEEEs MY 342 BAFLLD
H|C| 2
2t0|E H|C|2 AEEZ IfUsta{ ™ > = g
2tolE H|C|e g2 Xt H " = Sk
HIC|RQ AEZol AL WIS StefH a = SESIHAIR. mU2 HAFHO| 'Downloads’ EH 0| X
ZHEL|Ct. o|olX| mgl O|E& [snapshot_YYYY_MM_DD_HH_MM_SSjpg] &I L|Ct. AEAFS 3 7|= AUHAE
O == E7 & BeteX AdZlo| HEels &x0 M2t GtEEE AHA A7 FX o £dE
AN 2= 4F80 OE = JASFLT
V- /O £38 ZEE HASIHE ZESLLCL O E S0, 2F FXE H2AESHI| s 29
XE M8t ZEQ| 22E FALL B&LICH
(-?R @ R ZEE 522 HAL na{H ST Ct
N0 WMYS $5O02 AL MY SYBUCL
gl
—F ol HEEO AMasHE SEGHUAL
+ Predefined controls(Al™ Eo|El HEE): A& 7tstt 2tH HEES AME5I{E AL CL
+ Custom controls(AIX} ™Mo HEE): Add custom control(AI&X} X|™H HEE =
7h2 250 3tH HEES FISHYAIR.
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=
HYLICE A AEA7 CF ELIE FHH2t2t o[l (X2 SotgLch M7t HZ 8 FdE 8%
of 2 of ofojZo] 2L ct.

« @ QtO|HZ A|EHEHL|C}.
Q

@

Of MEIT C13 Start(AIX)E 2ot JIE SOIE MUBLILL EE
of Ho|x|2 o|Sech

Of gfu L.

Q. s aaszie 2aeu,

-

- Video format(H|C|@ HAl): AAIZH 270N AFRY Q1A HAlS MeistL|ct

Moty H AHYUA2.

+ Client stream information(Z2}0|HE AEZ HMH) 2l0|E H|[|Q AEEZE EA|SE
LXO|A AFESt= HIE|2 AEZO Cist %X—*. HHE ﬁAI6FE1E” ZLUCH HE ™SE
YR AA7OEY| E0| HMAE QW 0|0 BALl= "EQF CHELCH Z2t0[H

2 dHOo| HE g|0/|E& OtX|2 19| H|EZ|0|E0|H JuXIOI IR EBtO|H oM
Ef. EtHEiIOIOI HE 20|E& X 5x9| A HE E1|0|EO|'3H '='EP°7HOH M 7HH
T U 25 Al HEl AEEHD E.:W}D:I UDP/TCP/HTTPE &3l HESYIE Sl ™
MME = 7f C 5t

« Adaptive stream(JH 2l):
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E): DA FI2EZ TAISH7| 98l Q
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Ch. =7t T S 82, MFE = NHS22 OHA| A[FE L

. P Autoplay(XtE xH4d): M MMM FXE E WO S2A4E B 2EEYS XS A

2| EXMS SYstD MESH MAIZ B0 Y TN ZXMOR O|SELC
L Setup(4F)2 22Sto] ZelA mAM HOIXIZ o/SELC)
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L0 O B~ 2|2 FAS FIBAL MALC. B~ 2|2 YAS FI1E f Ji0jet S
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o Refresh(A|2 T &): MA|ZH H7|0|A ®X| O|0|X|E ME DX HH C S Zalst ot
« PTZ controls(PTZ X|0{) © MAZE 2I|0|M PTZ MO|E EA|SI2{H ZL|Ct.

1:1 A =2 AAZE B7]2 HAISIHE SESLCH M sid=7 otH 37|20 2 32 O
O[O|X| & Ar83st0f O|O[X|E BT LT

rA

Xt

rlo

H stioz mASE ¢ 2 ALt 18 OfF ESC MA oH 2

ofet olojx|ol Wako] WY + AL

o o

Mounting position(OI2 E 2| X|) @ c ZH02f EE "
e

[o{x| xjof2
242 x| 7| B0 OB,

=

SSiLich 0|2 X942 25 60HzE AFSHLITE A7ol L
oo MM FM4E B DL 7

Power line frequency(M &M Fms): O[0[X| ZHAS Z[AzSte{H s Ilgigil/\ A&t —’F—ff—’f—% M
o C 5 s =

Capture mode(Z§X R E) UM EE= FHHEL7L O|D[X[E UXSt= LyES Folots =24
TEYULCH N ZEE HESIH HI] F9 L BFY Y HA| XpE(ZEFO|HA| OpAF)eF 22 O E
ale Mxo| gste = 4 &Lt

BT =2 o So=E & T ME

Rotate(8|®). @8} 0[0|X| wate MebeiL|ct
Z. 22l0|HE ARSI & WS mWSLIC

2 97| Qo) 2YVLCL 9 TAHA FoAS HUSK RO 7

Autofocus area(2E EHA FH): QLE ZEHA HBAZ EAISHY| {9 O £ Zgtct o] 99
Ol= 2t Yol = 0joF gLt

Reset focus(ZHA MHHE): ZTHAZE g QX2 =s2HH S CH

F3gn|

o 2t

21




AXIS Q16 Network Camera Series

o QEmol A

Barrel distortion correction(ZEd o= = H)(BDC) @ :
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Si& =7 FXELUCLCH

0P
Ok
ne
HL
oz
+>
P
njo

A =0[et o7t Z0{=2 O|0|X| HB[7} {FAELCL £
=02t jgd =8 AL

i

228 & UAe BUM o 7|5 AEFLICL

AE2s HAo2 o0 S B2 £H27 TFLC 0] 7|
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|

o QEmol A

» Fixed - fluorescent 2(17d - Y& 2): 3000K Hzol M 22 717 ¥a&45 ZTHZ ot 0¥
4 xH 7|5 YL

o Fixed — indoors(1 7™ - AlLY): HAS = Q0| CIE Q&2 =HO| Q= i} 2800K MEZo| bt
Moo ¥ars nF N Y sl

+ Fixed - outdoors 1(7d - A9Q| 1): M 27} 5500K HEQl Bt UMW ZZA0M AlEY = U=
2% M £ 7|SYLITH

+ Fixed — outdoors 2(T ™ - AlQ| 2): 6500K ME M 20| 52 UMW ZHONAM AFRE £ Q=
oy M =3 JlseLc

« Street light - mercury(7l2S - +2) @ JI2EE0AM B9 2 Q= £=259| X}Q|
M gm0l ofst MM THS SFUSLIL

« Street light — sodium(7l25 - LHEE) D FES0NM 23 & = Ue LEE 89
BMZ BHSE 1Y M XY JlSYLC

+ Hold current(®X ’5’8 -.?-II): i 4EE |ASte &Y HEE BEHEK| ESLC

+ Manual(&) D BIM K E ALBSIO] 2l0|E HMEAE NYSLL|CE MAIZE 27| 0|O|X]|
Ol M Ztoi2t7t slMo 2 siMat otst S5 2 2 SLCH Red balance(3 E i A)Qt Blue
balance(E & W A) £2I0|HE AIBSIO 2I0|E HWHAE =522 ZFEYLICH

Day-night mode(F0fZt B E)
IR-cut filter(XQ|M x}gh E]):

« Auto(XIE): MM XGh WHE X502 7{1 N{H MEdstL|Ct 70zt =2 2EY I
= R Aet BHI AN S0{Qes HMS XLHSta, ofZt BEOM = MM K& ZE 7L 7A
M 7t 2tel 7*1*E7f =OrE Lt

« On(#7]): XM Xf Z2HE H{™ MESILICt O|0|X|= ZHO|X[PH A&7 o

Off(JHZ!): IR Xjch TE
Threshold(°'7=||7*) Z20|HE AMR}0]
=X o|-|_| E_l—

« S2l0|HE Bright(8Al) Z22 0|F3t0] IR Xtk THO YA S SYUCH 7toatrt o
® oofzZt BEZ HAEL|C

o OfZt ZE=Z HZAEL|CH
IR light(X Q| M)

Ao =o| LHYEO AX| H2 EP 02 AEES KL= Ads AMMEE AES B0
ot AEY = AU

Allow illumination(ZH 3| &) 7tH2}7F OFZF REOM

Lo
Synchronize illumination(Z¥ S7|3}): &H XY XA S2=E &
HE Auto(XIE) E&= Off(I17|)2 H7Fsliof F7tat ofZte| =

Automatic illumination angle(Xls =¥ Ztx) D Als RE AEE A% H AL =Y
2Eg +502 Myt ® B

E) @ D oE =0, A4EoF FtH2tel Ajopztat
g =

IR wavelength(IR u}%th) @ D MQIMO| CHE| Y= TS MEMsHL|C}

White light(4H M ) @ :

25

OI

+ S2l0|HE Dark(0{EA)Z 2T Mol Xt ZHo YA GOl S7teH. Jtiats LS

Illumination angle(.’-‘.'?éI Z 2ot EEtof st= R S2f0
HE AEStY =8 A5 322 dFeLIC). JtHet AlofZ40] o =8 #EE o FAH(H
2)) 28 + ASLICE W o[OjX|e] 2M2[7} of FHFLICH
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=

QIE{ T o] &

Allow illumination(ZXd 3| &) @ © M| 2H7F OFZF EEQA WIS AIRSie{H 7L C}

Synchronize illumination(Z¥ Z7|3}) @ ;. HHA AL

mjo

=
w8

oK

i A5 2 F7|95te{H HLCH

L3
Ch¥et RO JR0A LYst= A8 dar 20| O|O[X|OfAf WEAH Bistdts =4S 208 S0|HH &
REE dHYo XS =27 2E E= T HEHIY Lo Fo+E AE3= A0l EEUCL

Exposure mode(E R E):
. Automatic(XtE): ZtHEt7t =2|7h, A U MEHE Xf=oz XA C}

« Automatic aperture(X}-5 Z=2|7l)
MEZt 2 gL

D7tdEE =2 S Al E AES2 2 =FY UL

. Automatic shutter(X}E A E) @ . Ittt MEQ AolS XRpEoz xABLCL X2l
7t 0@ &L .
« Hold current(3ixj 4% %Xf): N & dEE HaUCH

* Flicker-free(Z2y e | )  Ztete REJHQ A QIS AES22 RSt Che ME £
=0 AFSELCE ME| £ & 1/50%X(50Hz) U 1/60X(60Hz) Bt AFE3H0] =2|7Het A Q1S Xt
S22 ZPYLCH

* Flicker-free 50 Hz(’#4Ql ¢i= 50Hz) @ D FtHEE MEf S = 1/50X2 8 AFR3slo x|
Het Aels Aso= =¥

» Flicker-free 60 Hz(’4HtQ gl= 60Hz) D ZHHEHOF ME £E 1/60XE AFE5I0] =2
et AQlE AteseE 2P

+ Flicker-reduced(Zr8t 0] 24 %) LY RS ZXIB O e FpiolA Fhojatot
1/100% (50Hz) 9 1/120X(60HZ) Ot W2 MEf 252 A28 = Q& LT}

+ Flicker-reduced 50 Hz(’ZHtelo| ZtA St 50Hz) © Ol= 7ztdrol ol Zinp S USHX| B ZHO 2t
Lo gre MBS 9o /10020 WE NE 52 A8T 4 AUBLIC

« Flicker-reduced 60 Hz(Zdt 0| ZtA 3t 60Hz) : Ol Zere Q= Al S LSHK|EE 7O 2t
SO g FUS Yol /120560 W2 HE S8 A

* Manual(+3) @ oz, A R MEE DEES AS UL

xposure zone(l & &) @ D EE ES MBS o MEE R0 EYE ¥ AN
E T

m

i

ot

=& &2 2 o|0|X|(2 ™ot g2 OfO|X|)et

%
ELUCLCL o& &0 HCR AEZZ 90° 2|M5IH AERQ|
Left(21Z)= Lower(O}2)”7} & L|LC}.

Z2o| 0|F0| Haji o|OjX|of XHE
per(?])= Right(2EZ%)7} &1

e
o
30
0
co

« Center(ZY): O|0|X| SO nHE HYH
AlZE 2219 18 A7(9 (X7t AFLICH

« Full(FH]) DA HAZE BYIE AEYY ES AN
* Upper(#1%) D O|O|X| HEe] NPE A7[et /XE MBI =ES AU
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|

- Lower(0}2} ) @ . o|O|X| sfEte] MHE 37|t YUK ALRSHO LS A LICH
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EH
« Automatic date and time (NTP server using DHCP)(Il-% 2Rt 9 A|ZHDHCPE A23t= NTP

Fallback NTP servers(EHIﬂ NTP AH): SlL} EE= 5 79| CHA| MH{Q| IP F=AE QlETtL|C}
- Max NTP poll time(X|C{f NTP E3 A|ZhH): °*E1|O|EE,_I AlZHE 7| -,-|*H NTP AIHE E2
S LK K7 7|CH2{OF st ACh AjZbS MEBFLICH
- Min NTP poll time(X|2& NTP E3 A|Zh): LIO|EE A|ZHES A7 ] NTP MHE £
S U7X MAIJF 7| Ch2{0F SFE A& A|ZbS MEKEIL O
. Automatlc date and time (manual NTP server)(X}-5 YR % A|ZHES NTP A{H)): MEHSH

& NTP MHj: jLf & & J4o| NTP A-|I:I-|°| IP =AE AHTILCE S JHO| NTP A
MROP“ B2 A= & MHO| LHE WES 7|82 AZtE F7|9t5tn =gt
- Max NTP poII time(Z[CH NTP =2l A[ZH): OIT|O|E& A|7FS 27] O[3 NTP At =
& W7ER] FX[Z7F 7|Cte{OF St Z|Of AlZtS MEHQfL|Ct
- Min NTP poll time(X|2 NTP E3 A[ZH: YHO|EE AlZFS 27| S5 NTP MHE EF
g W7LR| FX[7F 7|Cte{OF St | AlZhE dEHgIL|Ct
« Custom date and time(AI2XF Fo| X U AlZh): =592 IR G AZHES AHTL|CL Get
from system(AMARIO|A ZIMR27|)S 2850 FRE £ ZHY IZAOM E%/ R A2 &
M o X3 JH L,
Time zone(AIZHEH): AP AIZHCHES MEiSHLICH A MOf AjZH U EE AIZHO] 23 AIZHO| XIS

o
AL2"EOME 2E 53, 21 81 A|AE 270 Z/ 81 A7t 2780 ALEE LIL]
R B
A7 A= /XS YHFHEL S B A2—HOM o] BEE A3 YoM FXE HSLICH

Latitude($| £): 2% 212 ME 232 Lepgc
o

* HA L

. Longitude(ZE) %% S EAX QM EZ2 LEEHd L Ch

+ Heading(48): X7t Sets Ligut waks Qizilich 02 Y22 LtetyL T
* Label(2|0|2): FX|0f Ciet 20| ZotEl O[5S YZHeLIC

=
Save(R &) XA 9K M 23Tt
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o QEmol A

|

HEL3A
IPv4

Assign IPv4 automatically(IPv4 XIS &%) L EQ

IP address(IP £4): EX|o| 123} P TAZ
2 HEZA oM FEYE SEE = USLICH
of HEXA XA Z2st= 40| E&LICH

Subnet mask(AM Bl OfAT): AMEU OIAZE
ghLCh LAN Q29| B E FAE EI2HE S0tY

Router(2}2E): CtE HEYI A HEYI HIH
(AIOIEQIO)Q| IP FAE YHTL|CH

S = 7t | 1
O dEELD HRE2 HESI0 tisi XS IP(DHCP)E HE Lt

Fallback to static IP address if DHCP isn't available(DHCPE A
H). DHCPE A% = Qi IP FAE K522 Y £+ gl 4

S 2tRE7 IA O P FAS AHEOE BHHEZ o
SHUAIR. TF P FAL 2t FAJ 183 HS A
552 wXSAY 1F P FAE BHI| H

7tsta{™ MENSELICY.

2o
DHCPE A8 4 g1 BA7 1% F4 (N2 A8SE 29, 18 FoE NEtE ¥z 2
MEIL|C}
o d .

IPv6

O LESEE of{H MEiSL|C

Assign IPv6 automatically(IPv6é XIS &tTl): IPv62 710 HEQZA Et2HII ZX IP FTAE Xt

oln

M 20N 2

oA
>t
=2
fot
[>
[m
o
aju
mjo
%
-
>
i
_>'|_
ofn
|0
Hu
ot
on
_<')_I-
H

DNS AMH

Assign DNS automatically(DNA XI5 %tgt): DHCP
2 St st B MeFLch ofs

Search domains(=H|Ql ZAM): MK A2 =
Hel F7hHe S5t X7t MEds 2AE

DNS servers(DNS A{H): Add DNS server(DNS Aj
o MHE YEANM SAE 0[ES P F22

=2 HEAO Chdf AtS DNS(DHCP)E &

02!
>
2
>
ofn
10

AMEZF AM el S DNS MH FAE
b3
Al ]

HTTP % HTTPS

HTTPSL AL XFO| T|O[X| 9K U 2 AfH]

S
A HTTPSE AtE23%t2{H HTTPS QIS ME AX|

XI-X|
oto] 2SME dg5tn EX gL

(=}
=
[=)
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2
=

QIE{ H O] &
Allow access through(# M2 &|8): AL2X}7F HTTP, HTTPS = HTTP and HTTPS(HTTP %! HTTPS) =2
EZ = OE S X0 HdZSGEST AR MEELIC]
o
HTTPSE S3ll &=ote @ Ho|X|E E& 8% 53] Ho|XE Mg 28 Il 450 N3tE +
NS
HTTP port(HTTP EE). Al HTTP ZEZS QaeL|Ch A= ZE 80 £ 1024-65535 Qo] @
S mE SigRLUL. Helxe 2108 A9 11023 Helol EEE Y2y 2 AHLL 0 Be9
HTEE AIE3IH A7} BEAELCLCH
HTTPS port(HTTPS Z=): A@Y HTTPS ZES oIMBLICh BN EE 443 S 1024-65535 W
of RE ZEE H{EYLL, *FEIXFE 2a0lst Z2 1-1023 #elel ZEZ YHY & AL
Of #ele] ZEE AMEoIE Z17t BAIELL
Certificate(21 S A): ZX|0f HTTPSE E43tsta{® QISME MEBIAA|Q.

HEY3 HM Z2ES

Bonjour®: YEQIOM Ats HMES 51&3t2{H o] &4

Bonjour name(Bonjour O] &): W ER 0| EAIZ 0|52 HTLICL 7[& O|E2 A O|E1t MAC
ZaolL|Ct
T g .

UPnP®: LIEQIZ0IA XS HMS ogotaB o 48 LT

UPnP name(UPnP 0| 8): HEI0| EAZ 0|22 YAFLICL 7|2 0|22 FX 0|21t MAC FAYLICH

Hdg
WS-ZM: YEQIN XS ZMES 5832 of SHE HUCH
LLDP 5! CDP: EQIA0|M XIS HMS 3|8t ® 0 4 HLCL LIDP 9 CDPE 1B PoE H
o B0l XIZo| MY 4 YULLIC PoE e WA B BHE ShZt2{W sH=90f PoE B ¥
¥ HBo= Pok ASI%E TAYLICH

One-Click Cloud Connection

One-click cloud connection(O3C)1} O3C MH|AE= O XMLt 20| Y =3} &= H|C|20 £ otFsH

OIE Yl HNAE HIELICE AtMSH LR L axis.com/end-to-end- 50/uz‘/ons/hosz‘ea’ servicesE EtZ A A|2.I_
Allow 03C(03C & £):
+ One-click(28]): 7|2 @FYUCl AEHUS S8 O3C MH[A0| HASHT FHX O HO HE
= 24 FEULL MO HES FE 2 2 )\|7J O[L{0f O3C MH|A0 FXE SZSHOF &L
Ef JHX| o™ TR 7F 03C MH|A0M AZA SHME L HXE SEEH Always(E4)
7t 2d3tE 2 FA7F O3C MH[A0| HZAE x| 7KL L
« Always(ZH): X7} AEUES S O3C MH|20| Cist HAS XEHOo=z ALt F
X & SE3IH 03C HHliOﬂ AZE M FXELCH ﬂx|°| 7(1|01 HEO0| ZX &= 4% 0O

Host(BAE) TEA| MHO FAZ Q2SI L}
Port(ZE): HMAO AEBEE ZE HTE YEIIUA L.

Login(219l) 3! Password(IjAQ|E). ZQdt 42 ZEA MHO| LSt AFEXH O|F H HAYEE
o124stL|C}.
H g

Authentication method(Q1Z HiHH):

* Basic(7|2): O] A2 HTTPO| CHs 7tE 20| Fojt 215 MA YLCh =t X| G2 A
8} O[S T HAYEE MH=Z M8 20| Dlgest(EPOIXﬂ*E) WO oot 2 LICH
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4l QlE{H oA
+ Digest(CIO|HAE): o] HHEH2 &4 HER/JIE S =2tE WARJEE MESH7| |20
o ottt
« Auto(X}EF): O] M2 ALEStH X|al= SR0 mat ZX| 7t o5 HHS MEts = GL|Ct
M =2l= Dlgest(EEOIIﬂ_E) 2, Basic(7]&) & =L}
Owner authentlcatlon key (OAK)(£ 89X} 21F 7F|(OAK)): 23X}t 21T 7|& 7IH22{H Get key(7| 71 2
7NE SESIHAIR. O|A2 EA|Jt WatHo|L ZEA|GI0| QIEulo] HAAE ZL0oTt 7hsgL
SNMP
SNMP(Simple Network Management Protocol)& O|23%}l0 HEQA MXE Aoz 2T = ASLCH
SNMP: A2 SNMP H{ XS MEHSHL|C}
e vl and v2c(vl 9 v2c):
Read Communlty(‘a’ 7 ARUED: X|&E= 2 SNMP 24%0f Cish &7 & #Hato| QU
= HARLIEl 0§82 YLt 7|22f2 public(37H) JLICt
- erte communlty( 7| 9-|.,'E,'.L|E|) XK= BE SNMP ZHK| O CHel 47| = 7| &t
o Y= HRLIE] 0|22 U{sri|chel7| M8 2H HQ|). 7|27 write(27])QL|Ct
- Activate traps(E®Y Z/Mds}): EHEIE %“}5' 353 FHAMA Q. EX= ETE ARSI
s8ast OIHJIE S ME| M0 CHot HAIX|E el A|AR 2dLcH 2 °|E1ﬂ|0|*01|
A SNMP vl & v2c01| st ExNES M™E 4= Q&L|ICH SNMP v3e =z zgomq SNMP
E INH EZ0| XAI=22 THEL|CE. SNMP v3E Al23t= A2 SNMP v3 22| o Z2| A
OlME S¢ll EFEZ HEY = USLIChH
- Trap address(Ef FA): 22| MHO| IP A E= SAE 0|E8 YHESIAMAIL
- Trap community(E3 FHJLIE|): ZX|7t &2 A[A2H0| EZ HAXE B2 0f ALY
AR LUEE Y¥aEgLct
- Traps(E®):
- Cold start(Z2E HEl): EX|7I AIZHE [ EY HAIXIE 2L CH
- Warm start(gd £8). SNMP dHS HAY If E& HAIX|E 2HLC}
- Link up(d3 ) 237} Ct2O|N Yo = HAE 42 EE‘ AKX E & ® L L
- Authentication failed(21Z Al1Ij): 915 A|Z7} AMIljstH E# HA|IX|E EYHL|CT
p gl
SNMP vl 3l v2c ERE 7{H B E Axis H|C|@ MIB EZO0| SHMHSIEL|CE. XM Lf&L2
AXIS OS Porz‘a/> SNMPE EZSHM 2.
« v3: SNMP v3&= =53} Ol HOt 2t E X S6h= ECH otM ot ™ YLICE SNMP v3Z A5t H
AL ET} HTTPS% Soff &L B2 HTTPSE Z/d3tst= 20| & LICH £k HBH0| gle HA}
A7t =X 982 SNMP vl 9 v2c ERO| M ASHE AS SX|ZL|CE SNMP v3E A%t
4% SNMP v3 2| ofE2|AH oM Sl ERMZS HTY = UASLLCH
- Password for the account |nit|a "‘(CX7]" A" TjALE): O|E0| ‘initial'Q AHH9|
SNMP IfAQEE QsSHL|C. HTTPSE & MH3otX| YnE IjAQEES MET 4 QX ot
HESHA| UL LT SNMP v3 I§AQIEE o MO BT 5= QI HTTPS7} 2*”9-}5 740
Ot Hdste A0l E5LICHL IjAQEE HHSIH IjAQE HEYL I Of4 AiAIEIII
SLCH IAYEE CHA| MYt X E & 7|2 4o = xjdgsiof 2L Ct.
& of
HEX

38
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rir

HEINM ZXE ASste o MEEUELL O X F 7HA|

« Client/server certificates(Z2t0|HE/MH QIFA)
Satolol /Mt QISAE HA o] IDE ABSI0 AN MBY + o
g2 = ASLIC N MY ASM= Hote 28 HSoiH CA 2

MR MEY = JAF L
A

HXE S =9 Al 72Uz METYSH 2 ASM7E AFME UL APE 2XE CA 2SN
7t BHAl EXE 4T

+

Add certificate(QIS M F7}): QASME F7}8

o
2
mju

n

Ql
I
=l

. More(x7h Y mASALF MEis x5 me= mAjsiLCH

. Secure keystore(EH ot 7| X ZrA): J4Ql 7|E CHHSIA X-|§6}E1 Secure element(&E 9t Q 4)
+ Trusted Platform Module 2.0 MEHSHL|Ct. MEHE HOF 7| XMHZE A0 CHSH XHMSH LIS
E1 ™ help.axis.com/en-us/axis-os#cryptographic-supports % A

+ Key type(7| R¥): QSME EZ5{H EELE SN 7|2 =3t da2|FO0[Lt O

2 oS yasEg MeR o

[

[ ]

L]

g0 X= HFols ch30l = EL L
E

Certificate information(QZ A HE): AX| = CFMO £d2 &L C}
» Delete certlflcate(°|"k| MI1|) OIZME AMX|SIAMAIR2
« Create certificate signing request(21Z A
E 7|20 EY 9= MEH @-HS MM C
Secure keystore(ELOJ 7| MED)

o Trusted Platform Module 2.0(CC EAL4+, FIPS 140-2 gl 2): £E9F 7
S AFgctelB Meigc

CA QISME A8StY mof 2ISME Q2SS o %01 ZX| 7} IEEE 802.1XE H3 k=
HESZ0 AAE 82 25 MH2| IDE A5 UL EXo= ofzf 7Hel AP &X|E CA
S M7 A&t
ANAEl= A2 Chaar 25Ut
. Q=M &AL PEM, CER, PFX
. JHOl 7| HAl: PKCS#1 % PKCS#12
-ES_Q_ A'—‘:‘SI-

+ Secure element(E 9t 2 A)(CC EAL6+): EHOQF 7| ME AN EHOF QAE AlESt2{H MEHSHL|CF
| & &

on

HE{H3I ™2 o o S35t

IEEE 802.1x

a
= L|Ct. IEEE 802.1x= EAP(Extensible Authentication Protocol)E 7|&=2 =2 gL

IEEE 8021XE HSEl= Y EI0| HMASIHE HESI RA|7F XHEO
OlZ MH|, Yt © 2 RADIUS A{E{(0]: FreeRADIUS 9! Microsoft OIE{Hl Ol

IEEE 802.1AE MACsec

of A o] F 0T Lct.

39

IEEE 802.1x= &4 A £ HESQD KXo Eots 2Sst= ZE 7|8 HERS 52 HOHE flet [EEE &

Ct.
2 QSEO{OF gLt 2152
S AH)

IEEE 802.1AE MACsec2 DO|C|0] MM A =8 Z2EZSS 9o HAHZY HolH 7|2d 8 FEES d25t=
ojciof H2 MO{(MAC) 2o+e Sl IEEE E=LIT}

ASM

CA 215 A BlO| +85tE MY 2SM Rud HAZL BlEdsted, K= A2 HERIO A

of XM 2AF5S Al=g LTt
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« Peap version(Peap H{Z): 4 EQ3

I

2t

=
=

):

He AFEXF IDO| Tf

.
[¢]

ted

IEEE 802.1ae MACsec(™

(=13

IEEE 802.1x

c.
g3

Label(2{| O]
At

o
I

=
=
0l

o=
.
.

o

H
= AS LI

EAPOL version(EAPOL HHH): HEQ3 ALY KO AIEE
5

EAP identity(EAP ID): 22}0|
IEEE 802.1x AM8:
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qe
Blocking period(X}Et 7|

Blocking condition
FEN K ==
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Address(F 2):

+ Allow(s{&):
Protocol(
Port(®Z E):

* Deny(#£):

| E{ 1] O]

|

Activate(2H/d 3}):
Default Policy(7]
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¥ QlE{m o] A

+

Add account(AId F7h): M AYS FototedB SELICE 2O 100742 AFE 712 = ASHO
Account(A|d): 1R AE O|§S YHLICHL

New password(M| AR E): HFe| WAJAES YHSLICE. I|AQEE= 1~64Xt ZO[O{OF o
A REH, A 7S S Qi Jtsot ASCH 2ANZE 32~126)5F TAS| S0 AFRE & QS L|Ct

ol

Repeat password(T{ 29| E HtE): LSt AQEE CHA| YLt
Privileges(# €h):

+ Administrator(2|X}): 2= M0 2™S| HMATLICE HEXt= CHE AHES F7h 40|
=9 AT S s
. Operator(-,,_- A7 CHS2 Melst B HE0 dMAE = ASL|CH
- B E System(A|AH) AH
- TRE-VIS
. Vlewer(-n-oi) E¥°01| CHot ©2 #to] UELICH

g0 = HFols ch30l = ELCH
Update account(#|8 YEGI0|E): AT Hd2 HUYLCL

Delete account(A|’d AH|): HES AHTLICH root AE2 AN = P&LICH

Anonymous access(2/d A A)

Allow anonymous viewing(2Ql H7| &) AHXMOZ ZIAQISIX| AT E FHALF ZHEXZE ZHX|o HAM

ABH A& Q-2 MESHL L]

Iow anonymous PTZ operating(2QdH2| PTZ %3 3§ &) @ . QIO AF2X}7F O|O|X|Of CHSH T, EIE
L 52 & = ALE St HALULChL

PP

SSH accounts(SSH #A|H)

+ Mo =

Add SSH account(SSH A F71): M SSH AHX™E =75t el Ct

« Restrict root access(root M| A X|TH): root WH AT HRSH 7|55 M Stsie{™H ZL|CH
. Enable SSH(SSH £A3}): SSH AMH|AZ AR3sa{® ZL|C}
Account(A|H): 173 A O|ES YL

New password(A] T{AYE): HH
X 7EE 28 7= & M

o| 4 EE 99 ot
JtSeh ASCI 2AHZL 2 ~126)8F T{~S|Cof AlRS = 915 LT}
Repeat password(TjAQE HIE): ST IJAQEE CHA| dshL|Ct

=
Comment(dH): H4¥2 YHTLICHZM).

Update SSH account(SSH A AH0|E): AH #4848 mETHL L

Delete SSH account(SSH A8 2tH|): A2 AMTLICL root AHE2 MY = &LCH

42
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+

M3} 0| JHAF SAEES ALRSIE T MEIS

M BAE Ik M THY SAES FIRSHEE 2YFLC

fL C

bl

=
MH O|F: MH 2Ol O|§= YHYLICE =Xt 0-9, EA A-Z & SHO|EZ() T ALE R LICH

Hr

EE: AH7t QZE ZES YBLL
¥ A8Y 915 9ES MHBLCL JIE, CO|IHAE, 2F D FojA Mgyt
:
*oym 2e oRols g0l ZEEUC
+ YH[O|E: J}Y SAEES Yrjo|= Lt
. AHH: Jha sAES AF L
Hggsh M7t s st s

OpenID T4

> =
S8 A
Openllg% r*t%jgoiirlg% |¢ = 4% OpenlDE Fdsto] 201 I ALE%H CHO|MAE £
E7|_ x7—| BOEAO-SAHA

tos

Client ID(Z2t0| Y E ID): OpenID ALEX} 0|52 Y=HTHLICT
Outgoing Proxy(LAl ZEA|): ZZA| MHHE ALR3}2{ T OpenlD HZS 93t T2A| FAES QI2BL|Ct
Admin claim(Z2|X} 24): 22X} I&o| g Lt

Provider URL(Z & Xl URL): APl ICXLOIE QZE st & 23 E AHTILICt  https:/[insert
URL]/.well-known/openid-configuration & 41 0| 0{Of &t

Operator claim(2FX 274): YAt ol s YHLLICH

Require claim(2% ER) E30| I0{0f o= HO|ES LT
Viewer claim(Z+&XI @ &) &KX Aol g8 skt

[e:]

= =
Remote user(#Z AL&X}): A ALEALE AEots S YHEYLICL Ol X o & AHH oA o
W AFBRE BAISHE © 988 LT

Scopes(i¢l): E20| 227t & + A& MM HAYLICh

Client secret(22t0|¢E H|Z): Openl

D
Save(X|&): OpenlD zt2 X &sta{H gLt
A

2|
Enable OpenID(OpenID ZH/d3%}): &% AL cta 22X URLOIA X 9= 8 L2s5t2{® AL Lt

=

O[H E

=

=

E2 duS A7 23 MEBOl il E2AEE =HE oL SE0= S 2 FEE
RE 0] AL

S

x|t 2567H0] AN B MY & ABLLH
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Add a rule(

+

o

0
|
Ct= 2f0|

F

L|C}. ol &0
ot
g MEfIF gL

BHE =Xl

(

A Ab
o ©

o

ETRE
s}
0]

‘_

o

e

Use this condition as a trigger(
s
=

)
|
C

tHl 2.

Add a condition(

+

Invert this condition(0|

AXIS Q16 Network Camera Series

21

<

qE

F

o
[9)
—

- BE0E 8o o

b5t

=2 =
= T

ARt
L|C}.

F

4

— 1

A EH-

of A

) =Xl O
): =55
-HP()

]

Add a recipient(3=21 X} FE7}):

-
[=X

+

Name(O|
Type(#

— ———
) =N
._7._.0 HA_H_ — T
- = —. N
2 NE LR
T ol % =
I B mwr <k T
s o a o _._._._o_=._ aoo
ol TE q0la EEx
] 1
ol - O~ —
) oIN nW%Hé%ﬁ
—OF Ty = ol T
Sw Np . Zudats
W Olmrerol Op_otbme
da Moz moES et
M ggzn Z0=° ol %o
Pl=g == W< XS _a =
Lq D= of Pp T oS
T X ue KTy
T2 WwAuLuouAuo_| Sz _—
e TRl T S
& g RO Mg T o T KO
=1 frgn < _._.___”_IH_“__.A mu_._._|m...AI=._._
oo m mo LMo, o
o ® oo™ - Slizp<0
ung o WY R e 7 e = R
Of i 01 0o 41 X 5y 55 5, 7 55
— 2 lmo — o o/ 1
o A N - oF -
=X = o <pUHEr D o

o Wlmgyd-=_ Yl ~_ rok0JH

N LI fot e

S 1 &0y 10 - H 30U =7 . .
-2 dat ol &= 00— T T
DR i B o Tl L
N 00051 gy 1yt o100 T < oD
Kk A 2 22 0TourH T I %05 & Rowolil

GI=<Rogn 1 51 E of &r ol

&€ =N &= A._._L_;rr K-
—GENNENT Y o < A
T HB NS = g 00
HCV.-:..-O:.A.lmE._m_. I.I_L_“._m__u.,_/._.ool*_.n_.M—H_|_.__._._._m
> K fgx%f1l_P%9$

NREHgegog) 20 MBIE - ar
\.).HWF == & 10 udio o__.=_.__|
EHHXHN&WWE%HM@&%
MZzoyesReQgdl ' 8 __U-—
SO0 ~—0 c =& U aem
ZOCSESME 2o oo
Tor& LTS & SausIS TN
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o QEmol A

|

c
ol
[
T
_|
_|
vl
>
T
=2
i
rot
s
|m
(%}
[u
-
>
o
fo
0%
mjo
Py
i)
met
|>
]
]
|m
i
o
1
o
-
il
2
mjn
min
=

http://192.168.254.10/cgi-bin/notify.cgi &} L| C}.
- Username(At2X} O|E): ZQI5I2{H ALEAL O|EE YUEHSIMAIR.
- Password(I{AQE): 20 2{H IfAYEE ASIAIA|
- Proxy(ZEEA|): HTTP MHO| AZBI7| Qs =

deg An gz

URL: HTTPS MH{O] Cist HEYR F4et ¥ S Mg A3 EHEES YHLLLCL O E =

M https://192.168.254.10/cgi-bin/notify.cgi ¢! L| C}.

- Validate server certificate(A{HH QS M =0l). 0| MXE MEHSIO HTTPS MH It MM
st QIZAZ MeEtstLc.

- Username(A}2X} O|E): 2101512 T AIRA} 0|22 Q2SIAAILQ.

- Password(Z|ALE) EZIQ58{H MAYEE AHSIAA 2.

- Proxy(ZEA|): HTTPS Me{o AZs}7| 98] =

YEE ALD gL

Network storage(4|E{3 AEE|X|)
NAS(Network-Attached Storage)?t Z2 U EQI AEZ|XE F7+3}
A8 = UASFLCH mYE2 MKV(Matroska) It Aoz MFYELCH
- Host(SAE): HEQI AEZ|XQ IP FAL SAE O|2E Y&HTL|CT
- Share(3R]) TLAEONM 37 0|52 €

il

Host(SAE): MHQ| IP FALL TAE 0|EE8 YHTLICH TAE 0|52 Y8 4
2, DNS A H{ 7t System > Network > IPv4 and I g
IPv6) Ot2flof X|HE|Of A=K ZelstHA L.

- Port(ZE): SFTP MHJ} AL8dl= ZE Mo E Y L|CL 7|22 22 L L}

- Folder(ZL): mtdg MEtget ol
o] EXstA| gto™, ot

- Username(A}2X} O|E): ==

- Password(IjAQIE). 20152 H IAQEE YHSIHUAL.

- SSH SAE 37| 7] SE(MD5): 24 S AE ZI| 7|(32X2| 16%lx= EXt9)o| X2 ¢
SSHL| Lt SFTP 22}0|H E = RSA, DSA, ECDSA % ED25519 S AE 7| Q&9 SSH-2E A}t
25t= SFTP AHE K|St Ct. ¥4 Al RSAZ} M3 E|= Bt 0|H ECDSA, ED25519 8!
DSAZt 1 £[E MmEL|CH SFTP MHO|M AtE3t= ZHE MD5 S AE F|E 2 g|of
ShL|C}. Axis ZtK|= MD5 9 SHA-256 SlA| 7|2 &% X SHX|F MDSECH Z&8sH &
o2 QI8ll SHA-256E At838t= Z40| =& LIC Axis &HX|2 SFTP MHE FAMSH= gt
o CHSH XFM|SF L2 AXIS OS & ENSHAA 2.

- SSH SAE 371 7| K8(SHA256): 214 S AE ZJ| 7|(43X2| Base64 QAL ZXH)9
X2 Y=L CE SFTP 22}0| M E = RSA, DSA, ECDSA B! ED25519 S AE 7| 9§09
SSH-28 M 8%t= SFTP MHE X|JL|Ch o Al RSAV Mo HH0|M ECDSA,
ED25519 S DSAZ} 1 % E mEL|Ct. SFTP AMHO|AM AF3t= 2HIE MD5 SAE 7|2
Qlasliof BFL|CE Axis ZX|= MD5 @ SHA-256 3i{A| 7|2 25 X|S}X| 2t MDSECH 2+
ot HotZ 2|3 SHA-2568 A&5t= 20| EELICL Axis ZA[2 SFTP MHE F+45t= &
Sof et AFMSH LIRS AXIS OS ZES HIBIAUAIL.

iy
mjo

N

- Use temporary file name(YA| Tt 0|2 AI2): XSO =2 MME AA| Ot O|ESZ I}
A ZCoPH ML Y2CE eRstY I 0|20 Adts 0|02 HELICE
HEE7L SCHE 49, &oF Yol glaLch 2Lt ofMs| UA o2 22 = US
LICt Ol 3t RAdt= O|ES 71T ZE meo| SHEX & = USLICE

SIP or VMS(SIP EE= VMS)
SIP: SIP M3tE Ze{®™ MEHSHL|CH
VMS: VMS X312 Zajpl MEtstL|ct

- From SIP account('&IX} SIP ﬂl’g): 2E20|AM MEHSHL|CF.
- To SIP address(=#lX} SIP F&): SIP TAE QAT
0|u_||°l Test(E|2E): St 20| &Sst=A| HAESIZHH S L
=2
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o QEmol A

o Z22 SMTP MH 0|2 YHefL|Ch
- Port(ZE): 0-65535 H2[0| 242 AFRSI0] SMTP
2710 ssml_m.

— HA =

DNS A{H{7} System > Network > IPv4
vaﬁ) ofzfoll X|HEOf A=K SHASHHAR.
- Port(ZE). MH AUMNAO AMEEE ZE HS
Test(E|AE). ™S HAESIEH SE5IAMA L.

i

g0 &= H7oe O30l

ANHQO ZE

Sk
A5 o|H Y SEAt= OffE O|n| Yt Oof FASH HEHE =4
HE ogds €U 2= AS Metolr| 28 2ot EHE AL8E
ot HHE =QI5t0] oY AFHO| &AL o4& o|H S =X
. TCP

- Host(gﬁE) MHO| IP AL SAE O|E2 YT LCH STAE
a IPVv6(A >

£
View recipient(: 4%t H7|): ZE A M JEE E24EH SO

- Email server (SMTP)(0|D1| 2 MH(SMTP)): G| & =0 smtp.gmail.com, smtp.m

rE
fot
i
ro
i

- Send email to(O|HY HE CHY): O|H LS HEH O|Y F2E YHELICE FLE
ofg| 7 Y5t E HEE O|H Y F2E FESIYUAIR.

- Send email from(O|H| &) ELf= MHO| O|HY FAE AHG L CL

- Username(AL8X O] 5): O MBSO AIEX O] BHUYLICE OO MHOAM 1SS
QoA = 2% 0| EES HIY 4O

- Password(lj 2 9/ E): EHI°' MEo| AES YUHTLICE o MHOM 2F5S 27
StHA| §f= 8% 0| EES H|9 4T

ail.yahoo.com

sct. 7]

Add schedule(U %7h: Y EE BAS MastaiH 2o

Copy recipient(=4IX} ZAN: =AMALE SASIEE S Q. SAE I M2 FMXE #HEY = ASUT
Delete recipient(F=AX} AMH|): $£=AXIE FREo=Z AN sta{™ S2ighL|C}.

I

LY HAE E0M ZHCZ ABY £ UAFULH FEO = 740 thet YL o4 oxf MFZof +
dE ZE €80 B2V mAEU D

+5 E27{2 ABYO §2 £502 E2AY 4 AL oS
She St dug FEE & YsUL

S EZHZ ME

FRETE Y
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¥ QIE{m o]
MQTT
MQTT(Message Queuing Telemetry Transport)& At CQIEUl(IoT)E ot EE HA|Y Z2EZYLCH Che
Stel IoT £E3H2 Q8 A EQYel = I =27t (smaII code footprint)d} X|a HEQ3A =0z AA
SRE AFsH| {5 oY 3._ AU AFEELICE Axis FA| AT EQ0f2o] QTT =Z0|GEE &3l HX
oM HdE HolH S oHEE %“é! 2| 2T EQOf(VMS)7} OfEl A[AEI0) ZHHSHA Sete = ASFLICH
ZXE MQTT 20| EZ JFetL| Tt MQIT 412 SE20[ER HEFel= F AHEE 7|He = oL
Ct. S2H0[AUE= HAIXE E'—H" 2 = ASLLCL BEEFH= SE0|UE Zto| HAIX] 2teE g I LICHL
AXIS OS Portalo| M MQTTO| CHsH XA Lot= £ Qi&L|ch
ALPN
ALPN2 S2t0[Q1E 3 MH 7+ HZAO| HENO|Z EHAOAM OfEE|AHO|E Z2EZSS MEE = U

St= TLS/SSL é.* S '-IEf. Ol= HTTPR} Z0| CtE Z2EZ0 A8E= 5%t LEE &3 MQIT E

BEg Buess o ALBELIC A0l et MQTT 4 8802 ¥s mest 918 2 AL
Ct. d2jot 222 SZ™ME ALPNS ALEHA usleofM S8 5= BEXE ZEOAN MQITE ojZ2|#

T
m\l

o Z2EZ2 MEUXE Z2¥st= AU

MQTT client(MQTT Z2}0|HE)

Connect(¥Z). MQTT S2}0|HEE F{HL} & L|LCt.

Status(AHE): MQTT Z210|QIE Q| B AEjS HA|SHL|C}.

Broker(H 2#)

Host(3AE): MQTT MB|{O] SAE 0|2 F [P FAZ QBIAAIQ.

Protocol(ZE2EEE) AI2E Z2EES MEHSHL|LC}.

Port(Z£E). T E HSE
- 18832 TCPE E3t MQTTS| 7|
. 88832 SSLE & 9 .
- 802 W AZS E3 MQITO| J[EZFeiLiCY.
- 4432 9 X3

ALPN protocol(ALPN QTT 527 ZIAJ} Hast ALPN Z2E= 0|22 st os
SSLg Eoh MQIT @ @ L7 HoiS Eah MOTTOISr Mag Ut

Username(AH&Xt O] §): S2tO|AEMM AMHO| AN 27| o) AHEE ALEAL O|ES YHH L

AQE: AEX 0|2 WAYES YHTLICH

=l

Client ID(22}0|QIE ID): 2210|QE IDE USIAA|Q. Z2I0|E AlEXI= 20| ETF Mo o

28 I M2 "SE U

Clean session(22 M4). AZ 8 AZ aix Ale| &= Mot M AZ & AZA x|
Al SEf BEIt AHE LT

i

I

HTTP proxy(HTTP ZZA|): [Cf Z0|7} 2580|291 URLYLICE. HTTP Z2A|S ABBIA| %o 2D
o

S R e [

HTTPS proxy(HTTP T EA|): X[CH ZO|7f 255Ht0|E QI URLYL|ICt. HTTPS ZEA|E ALESHA| oM

o Y s & dsUh
Keep alive interval(ZtZd §X|). Sct0|AET}L 71 TCP/IP AlZt XHE 7|CHE EQ Q0] MHE H O
o A8Y F gle AEE XY = AU

Timeout(A|ZH ZX1l): HZO| 2tz k= AlZhH ZhA(X)YL T 7|28 60
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A oF2E XggH L

Connect message(H|A|X| HZ)

Ao ¥E I HAXE ELX| OFE XFELCL

Send message(HA|X| M&): HA|X|E 2L T At MAESIM K.

Use default(7| 27 AIR): XIAQ| 7|2 HA|IXE [ESIHEH INMAL.
Topic(FH)): 7|2 HAIX|el =HE Y LICH

Payload(HO|2E): 7|2 MAIX|S LS YHELICH

Retain(|]X[): O] Topic(FH)OA ZS20|UE LEIE FXAIoI2 T HESHAI2.
QoS: Tzl SZ0| Cf3t QoS AZS HAPBLICH

Last Will and Testament message(O}X|2t S O A| X|)

Send message(HAIX| H&): HAIXS HUj2{B AR MH3IA K.
Use default(Z| 22 AIE): XFAQ| 7|2 HAIXIE YEHSIHEH INAA2.
Topic(FH): 7|2 HAIXIS] FHE YgfL|ch

Payload(HO| 2E): 7|2 HA[Xlo] LH&S YefLct,

Retain(£X]): 0] Topic(FH)OIN 22t0|AE MEIS ST MBI,

QoS: Izl SEOf Lt QoS AES MBI LICH

YA 5 HFAE MQTT S22I0|UE Fo| HZA DfA[X] 8 LWT HA[X|2] F=HOf Cigt 7|24ta MQTT
wal o AAl RN AFSE LI
Reconnect automatically(XIS 22 IAHZ). HZA ojx| = EctO|AHEI} XFs2 =2 CHA| AAS|OF sl=

OF x| 9t %0._1(LWT AfEotH 22f0|AAE7F B2210) AZE [ A= Sdat o RAS M2 + 8l
o} 220l =7} LS50 ol AIHOA HEANO=z aHo| oK B(HY0| BOIRI| HEA % 3
=) B27{7} CIE SEt0|HE HAIXIE HES = ASLICH 0| LWT BiA[X]= et HAIX| b 5 2ot
Sajoin SY BFLSE S8 2L

MQTT publication(MQTT 23l)

7|2 FH HEA AHS: MQTT client(MQTT 2a0|91E) HojA A ZH FEA0| Hols 72 5
M HEAS AbRSie{ o Mgt

FH ol Zgh: MQTT FHHAM =HS 2Fsts FHE Zsta{™ MEf

FH Hd2amol A Zeh: MQTT FH|0f ONVIF =X W JAT 0]

=
= — g
Y Mz =gk MQIT HO|ZE0 KXo YH Mg =Zetdte{®™ MEghL|Cf.

Add condition(ZZd F7}):. =HE F7tota{H =L L}
Retain(FX[): OffH MQTT HAIX|7} ERZ HEE=X FolgLCt

« None(8l8): 2= HAIX[7} HRX| dEjz MSeFLCt
+ Property(£4): ME| =X Jt5 HA|X|TF 2= AMEjE EYL|CH
o Al(RE): MEj =X 7}-— ol MBS XX 0j

H

QoS: MQTT &fsHoj Cfs °Jo+L B2 *J%E.*LIEF.

MRS 25 22t JE2 2YLCh

MQTT subscriptions(MQTT )
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o QEH o] X
+ Add subscription(1 5 F7}): M MQTT 1=E& ZF7tsteiH 2oL Ot
Subscription filter(£1E EE): 7+ Edl2{= MQTT FHE YEGMUAIR
Use device topic prefix(&%| &2 MEAL AL®): 15 TEHE MQIT FH 0| HEALZ Z7b8fL|ct
Subscription type( S §¥):
- Stateless(4E| X 2715): MQTT HAXIE SEf X 27ts HAIX|2 Hgtored @ dEfpLICt
o Stateful(XEl F£H 7Is5): MQTT HA|X|E ZHOZ Bztste{H MENSHL|CL HO|Z2=& AMEj
2 AI2E |_||:r
QoS: MQTT F=0f CHsl st 2f&S MEgL|Ct
MQTT 2H{go|
S
MQTT @H2|0] =FXE FIt5t7| Hof MQTT EEH0| HZASHUA L.
+ Add overlay modifier(2 0] =X} F7}): M 2H2||0] =H™XE FItstz{H ZaletL|Ct
Topic filter(FH| HE{): Qu{[0|0] EAIS}2{& HO|E\ 7 EetEl MQTT F=HE Z7h8HL|ct
Data field(H|O|E{ EE): HA|X|7} JSON &A0|2tn 7Hg5t0 H 0|0 EAISHH = HA|X| HO|=
E9| 7|E REgH Lt
Modifier(+8X): Q20|12 TS 1 Zt £HAE ARSIt
© AXMPZ A|Aot= wPA= FHOAM B2 D= HO|HE EASLIC
. #XMDZ A|XtShs 2MAHS GO[E| Teof AIME o[BS mASLIC
AEZX|

Network storage(YE{3 A E2|X|)

Ignore(FA[): HEQI AEZ|X[E FAISIAEH HLICH

Add network storage({ER3 AEZ|X| F7I) =3}E Y = Y= HEYA 38E F7tslz{H
ZalstL|ct.
=2 -

o Address(FA). SAE MHO IP A EE= SAE 0|22 YHTHLCH UM o 2 NAS(Network
Attached Storage)L|Ct. D™ IP TA(SX IP A= BHAE £ QOO Z DHCP X Q))E At
8o E AEE FH5IAHLL DNSE A&3t= 0| &L LCH Windows SMB/CIFS OIEo

A # =X &L

+ Network share({{ Ef|3 S§). ZAE A1H'IOi| 37 YKo O] YHELCE 2 FXo=
st ECi7t 9002 O3 Axs MAJt S8 YEYT SRS A8 + glalct

. User(AL2X}: AMH{O| 210l0] T3t %—‘?—, AHEXE 0|22 YELICL EF =02l Muo] 21
olsta{ M EHR\ALS X O|ES YUBGMAIR

+ Password(TASIE): AB{0| 21010| LRt A2 HYAYEES AABYAL.

+ SMB version(SMB H{Z): NASO| HZAT SMB AEE|X| Z2EZE HHM S MEISHL|Ct. Auto(X}E)
2 MEHSIH FK|= EOt A SMB £ SILE T AMSE{ D A|ETHL|CH 3.02, 3.0, EE= 2.1, A€
I:HK‘_-I% KSR U= O™ NASO| HZASIHE 10 = 208 MEISHA AR, Axis J“X|°| SMB X
Holl cHsl a7/l M KEA|E] °*0f5 = UFLICH

« Add share without testing(H|AE gi0] 38 F7I): 924 HAE 0| @RI LA Z20 L
E95 2R Z7tote B MESLCL 0|5 SOf, A0l HAST BRSKD 0|2 Y2etx]

>|I
9

AU7| W20 57 LS |Cf)
Remove network storage({|E{A AEE|X| HAH): HWERXZ 570

# Chot HZS OF2E ofd|, BIIE A
X AN ASteH SELICh O|FA ofEH UWEYI SR et 2= 20| MAELICH
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Unbind(HIQIg liH]): HELT ZFE HQIY siHstn HZS Bog{H SgL|ct
Bind(HIQIY): HEXI ZRFE HQESD HAZste{H FEgLC
Unmount(OI2 E siH): HERZ S7FE O E oiAste{d SFigL|Ct
Mount(O2E): HERI SRE OI2ESH2{H &Lt
Write protect(227] #X|): HEI S 70 MI|E FX|6tD =320| HAHZX RZF sta{™ HL L
M7 X HESZR 37 EZ0E 5+ &L
Retention time(EE A|Zh): =3t E@ 7|2t @&l =3tol & ot E&= HO|H NN A= nd E4E
MERBILICH WEYT AEEX|7} 7t5 AH MEESE 717H0] X|Lt7| Mo O] =37t &AM E LT
Tools( )

+ Test connection(®Z HAE) HE3 ZR0| Ci3t AZZ HAETLCH

£ EH X|of = L, UWERI SFE =St

Onboard storage(2EE A E2|X|)

T2 A
GOl &A Sl AR =5 Q5. ZX|7F A
FIEE HAH3H7| Ho DF2EE SiHMSHY AlR.

Unmount(Ot2 E s H]): =23} 4

2
wm
w]
N
I
i
rQ
r

C}. M7| BX|E SD FIEL

H
m]
=
of

A = glsHroh
S

Autoformat(X}5 ZEUH): A2 A QB
ZoisL .

Ignore(£A]): SD 7tE0| =3t KNS SIS HAMAR. S
Ol4 QIABIX| RBtLICE Of MY B2IXIB AIBY + A&
Tools( )

« Repair(51): ext4 Ot A|¢!;Zg}6'1
£ =E3slg{H SD FIEE JHUC

50
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Retention time(E = A|ZH: =3} 23 7|7ZF Q& =3}o| & stz = [ O|E A
ZHo| X|Lt2] Ol =327t AW ELCt

o Check(&t9Ql): SD 7IE @FE =ZOIStL|C}. ext4d MY A|AEIO A
H A

SHA MABHH A2

Write protect(227] ®X|): SD 720 7|7t XD =320| MAHL= A2 EF5ie{H o] M2 ALY
!

| .
+ Format(ZSM): 0| S S0f Ut@d A[A"S HBYOF StAL) ZE HO|HE M3 X|2/0F

D 7ZIEE XISC=E Z:olisie{H HMA|Q. Ot A|AHZS extdZE

Mot BHE AY F42

= = g E2
SD 7tEE =ZEHBIL|Cl. VFATQ} extd= F 74Ol O|8C == U&= LY A|lA"”H ZHEYLICH FtE
7t WAL ZX7] MY 320 SX|E 42 Ol £#MZ S/ & JAEE AHAFE = HY
2 ext4QL|Ct. SFX|OF EfAL ext4 EE}O|H == OfEZ|AHO|MES Windows®Of| A I A|AH
of AMAsoF & ZHULICEH
e Encrypt(2ss}): O] T E AF230] SD 7IEE ZOislT ASHE MM AL, Encrypt(P s
3= SD 7tE0| N&E ZE CO|HE AKX ELICE Encrypt(¥=shHE ALESHH SD 7tE0| M
E OOIHE Y=3tE A8 EDELCH
o Decrypt(d=3} sH|): 0| =& ARSI A3} g0 SD 7ZIEE ZUHSIAA|R. Decrypt(Y =3t
iH)= SD 7tE0| NEE ZE= OO|HE A2 LICt Decrypt(2= 3t sjH)E AtESIH SD 7t
Eo M= HOH= L=23tE AESHY E | X| ¥&LCtH
» Change password(TjA Q| HZ): SD 7|EE ASssle O Qo IAQJES HASHL O}
Use tool(E AME): S5t MEISH =1 E ZMotgtL|ct
Wear trigger(Ot2. E2|H): AMZ Eg|Hst{= SD 7tE O2 =F 4t AL CHL OE =& He=
0~200%QL|Ct S HE ALK 22 M SD 7IEQ| OIE =& 0% YUL|Ct 100% Or2 ==& SD 7}
EJF oA 90| 7H2ZCtE A2 LEFYELICE OFRE7F 200%0]| EEst™ SD FIE7F @itE3 2|3 0|
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=&LUCL Ot2 E8|7E 80~90% ALO|2 MASH= 0| Z&LCh O[T 1Y =312 22
SD 7}EJ} BA MO 0t@ g 7| Mo| Hujo| Az A 0
Holm 0tp 270|474 gho] T2oel 2e

—

e
o

+

Description(d@¥): ==t doj Cist 4¥2 FItetLCt
Video codec(H|C|@ HEl): ZZhjA0| M0} sl= H|C|Q FHES MEHSHL|CH

il
Resolution(8fAFE): O] MK 0 st MBS AEZ F0/x 28 S22 HIBIAAL.
o

Frame rate(Z2|Q O|E): 0] H7YOo| Ot HY2 2 EZ 0/ 28 & FS FHASGYAIL.
Compression(¥%): 0| 270 Ot HY2 2 EZ 5/0/x] 28 TS BIUIYAR.
Zipstream @ ;O] dHof Chst HY2 AEZ mjo/x) 28 YRS FISYAIR.

Optimize for storage(A E2|X| X|H3}) @ ;0] Ao CHet A
TS A 2.

og
Mo

2EG mjojx 28 855 H

Dynamic FPS(S% FPS) @ O] MHO| CHS MYS AEZ HO/A 28 RS HIBIAAL.

—

Dynamic GOP(EX DOP) @ . 0] MO CHS M AEZ Ho/x) 28 SRS A DNBAAIQ.
Mirror(0] 2) @ © O] MHEO| CHaH MY AEZ FJojA 28 SRS A NSAAQ.

GOP length(GOP Z0]) @ 0 O] 280 tiet 282 2EF Lo/A 285

Bitrate control(H|E |O|E H|0): O] MM CHSt MHYEL AEZ Fo/x] 28 =

Include overlays(2H|0] E£&): Z&st QH 0] SES MEHSL|CL 2H 0]
Mzt W8E L4u/2/0/ mfo/x] 29 &=5 HIUSHHAIR.

Include audio(2C|2 EEH @ O] MHO| st MHL2 AEZ mo/X] 28 T2 E FASIAHAL.

[

Add stream profile(AEZ T2l F7}1): 2510 M AEE Z2mAg MMSHL|CE
Preview(O|2| B7|). Mot AEZ 2O dFS AFESH0 H|C| AEEZ 0|2 4Lt HO|X|e &3
2 HZs5IH njgle7 |7f YOOI EFLICE. X0 CHE 27| FF0| A= E2 O|0[X|ef == ot A=
EEOROM 27 S9E HEYE = AsHLH
Name(0| &) Z=20jYo| O|FS F7tgLCh

ONVIF
ONVIF #H
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ONVIF(Open Network Video Interface Forum)= %|& AF2X, ESXL, AMEHE L A7 HEQ A HIC 2
JeE E3 JsHE AA BB + YA HFe 229 OIEHO|L BEYULIC, ONVIFE £6) Mz CE 2
M HEF o d42R8d fUd 2, HE B A AILHS DY B¥HE =€ = UsUC
ONVIF AEHE 445t ONVIF S410| At 2 ZdotE LICH FX|2to] 2= ONVIF 410 AFEXE A7 0
o HAQJEE ABELICE XMt LHE2 axiscoml| Axis WA HRLUEIE HZSMAIR
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Account(A| ). 19 AH o|2e YAF LIt

Add accounts(A|™d E7}): M ONVIF HX™E FII6te{H SEI8rL|CT

New password(A|f T{AL E): A ™HO MAJEE &
i #EHE 248 7= S 24

IEf A9 == 1~64XF 20010 fetLch 2xh =
~126)2t T A =0 *fge T UASLIC

|IOI-
N r

7
Repeat password(Ij A9/ E ¥HE) SUsH HAYEE CHA| YgtLct.
Role(&h):

+ Administrator(22|X}): 2 E M0 TS| HMAFLCE BEXts T2 A™EE =71 YOO
E 9 ®AS & Y&L|CH

. Operator(%%lx}): CheS Melst 25 2730 Mg = ASH L
- E: System(AIAE‘“) M 7(‘|
- OH le.

+ Media account(ﬂIEI01 AE): HIC|2 AE-0T AT = JSLCH

[
[ J
¢ gE %= Hwoe ChE0| ZeE L

Update account(#|8 YEGI0|E): AE £d2 HUYLCL

Delete account(A|’d AtH|): AES AHELICE root AFHE2 XY = AUSLLCH

ONVIF 0jC|0| == o}

ONVIF O|C|joj ZE2nYLS O|C|of A
Aralgtol A4 MEZ M Z2O2 44

+

Profile name(Z2mt 0| &) O|C|0| Z2mAUQ| O|FE FItL L Ch

Add media profile(D]C|0] T2 h}Y 27}): A ONVIF O|Cj0] Z2mtAUS =7tsta™ S 23|}

Video source(H|C|2 AA) FTMH0 St= HCQ AAE MEHSHL|CE

. Select conflguratlon(-'r“H MEH): S E0|AM ALEAL Ho| f4d2 MEHGLICH EECOR 82 +4
2 HEl 7§ E7| g9 8l Ity AES E%‘?J 7¢§>**|9| HC|Q x'dof sfjgeL|ct
Video encoder(H|E|2 :?l_E1) —_r“HOH Ste H|C|Q QAL HAS MEHSHL|CE
+ Select configuration(qt/d MEH). 22 0|A ALK Mol 1S MEiSID Q3GE MEE ZHEHL
Ct. ':E':f—or =29 g H|E|2 °.i|4='—|:‘| Tgol AEXt/0lE IS Lt AHEA 0~15
£ MEI50 Xf”mol HEZ2 HEStALL, EF 22T Ao Chsh AAX FolE HEE A
St 15 712 AHEAt B SHLHE MERSHL|CE
g
QLR AA F ore AT FHS MEstE FHE gogidH XN QLE Ed3stdAle
Audio source(2LC|2 AA) @ TMO| Y= 20 YUY AAE MEHSHL|CE
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« Select configuration(
« Select configuration(
« Select configuration(

+ Select configurati
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Audio encoder(2C|2 A IAH)
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X7t 2H 0| EES| AL
=
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Device id(%

]

Driver(E2}0|H):

Device type(

o
[l

o
=

H.
of
Mechanical(7| | &): &

. Digital(C|X|E): C|X| & PT

Lto 7t
.

=
to| Bz

—

ect PTZ mode(PTZ B E JMEH):
£ EBXTHAR.

=3

Shock detection(=ZZ ZtX])
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PTZ S2tO[H{Of CHSH XtA

Sensitivity level(
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o QEmola
Port(£E)
Name(0| &): OlE2 oM HAEE HATLIC
) «< L
Direction(%f): O EEJ} Q3 ZEQZ LtEFAL|CE Q = £ ZTEQUZ LIEIHLICH ZEE 18
= QU= 42 Olo|E22 285t Y=t =3 7to| HAS = AGLICH
./.. N N _ o “—Q-
Normal state(’d 4 AEH): 2 2850 Y 2 2ot Hf 22 E 2 gLt
Current state(SiXl| MEl): ZEO| x| MEfE HAITLICE SR MEf7F Hak MEfot 24X $2 I 28 E£&=
EHO| MtELCE FXQ Y HZO| HO{X|AHLE 1V DC 0|2 MAO0| AUS M 7HE 3|27t g LCt
FSgnl
MAIZSHE SQF £8 2271 WS EILICH AR S OXH 327t B X2 SOotZfL|Ct O] H|Of
XIOM HY2 BHyslH =9 3|2 2 EEIHOﬂ A Q0| el X2 FotgLCt

el g @ D St CIX| " /O FX o = 4Ys &
U=F otE HYAR. YH0| FRE=X| FREX HAStE A 0= F7t7 Y
X|(=, e ALE EFEJEIM._ ) X = AL dZS HAISHHE &

(EOL 2| X| ~B)7t ERetL|C}

E

21
g0 % 23

BN

« View the device server report(&X| MH E2|ZE H7|): HY oA HE ME{O st HEE
ELC WML 2O ANHSCE MY 2|ZEO| ZtELCH

« Download the device server report(&X|] MH E2|ZE CI22E) & H AA|ZF 7] o|O|X|9 A
AR OfL|2} UTF-8 WAlo] Mx Muf 2|BE YAE molo| Zetsl zip 110l HAELITE X2
A1HI*01I Zolg I g My 2IZE zip DS ZESIAAIL.

. Download the crash report(;g HIOM CIR22E): M AEfO| CHSH XIS ME7F Q= 0FFHO|
BE OREEYLL 55 2|ZE0 = XM Ol FEQ MY 2[ZE0 U= HEIF Z
ELCH O EXMO|= MIE%H FHI Z2 et HEZL S = ASLLCL EOME M
dote o 2 & 4= 20F = JA&SYCH

|

+ View the system log(A|AH 21 H7|): HX| A|X, 410 U 53 HA|X|QF 22 A|AH O
HIEO Ciot HEE HAISIHE S2orLC]
« View the access log(dMA 21 H7|): ZE= 210 IjAQEE AtETH 22 & Anfst &KX

HMA AZE DE BASHHEH S2IstL|C}

HEQ3 =X

EE
=8 Atg
HERZ & mMtdo= ABM E= JAERN 22 st WEIF ZEE = JFLLCH

HEXT 9 o2 HEHYI &35S 7IFst0] 2HME diZ2%t= o =82 & + USHCLL
E

Trace time(EH™ A|ZH): =& 7|7K

o

A ANARH 2T
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Syslog= HA|X| 249
HAIXIE 22 S —E—’%*ﬁrf ADEQINE 222 5= ASLICH
o Y2 LIEtLE AlE ZETJI BA|ED MZE 50

BFYULICE SyslogOl A= BIAKIS &
s P

)10, HAIX|E XMFot= AlAH,
1 HAIKE MABE amEY

Server(MB]): Al MHE F71st2{H 22IGHAIL.
Host(EAE). MHQO AE 02
Format(Z9): AL2% syslog HA|X| HAlS MEHSHL|CE
« Axis
- RFC 3164

« RFC 5424
Protocol( T2 EE). AI2Y Z2ZEE MEH:

>
m
==

« UDP(7|2 HF ZE: 514)
« TCP(7|2 M ZE: 601)
o TLIS(Z|E2 M ZE: 6514)

Severity(MZtE): E2|7Y 0 M&E KAIXIS Meysti|ct

Port(ZE) CIZ TEZ A2l ZE HSZ= HESHL|C}

CA certificate set(CA Q1FM M) Mol EHE &QISIHLL QABME FIISHU A L.

me
-4

Aut AL Axs BE T AO| Qb DF ALBXIE Slek 2 YULCh of HOIXIOA CheLol oj
Hrg S¥en Hyy £ Asddh.

o AL

XA Ey

Restart(A|ZH): &A|S MAIZHELICE Ol &7 Mol gate Fx ¥&UT 48 59 of=2|Ho|
Mol 5oz A LT,

Restore(S57t): [fZ29 MEEZ 3% £ Al
(o]

o Subnet mask(ME4l OrA3R)
« 8021X MH

- 03C A%

« DNS MH IP FTA

Factory default(3% &6l Al 7|27} 25 8™ 3% =&
of WMAT = JALE WSSk o
kS ani

—_— (=]
Al SHH Axis FX|Q THEE QI XA AtO|H HQF £=F
axis.comOj| A| B4 A "Axis Edge Vault"E ZEESIMA|L.
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AXIS OS upgrade(AXIS OS YU1#0|E): Af AXIS OS H{EOZ I O|=EL|CE Aj | A0 SHALE 7]
s HI1 =3 A M5 MELR 7|50 ZeE L|C g4 Z4 AXIS OS EE|=E A8%t= A0o| E&5Y
Ct. x4 22|=E CIRELESEH axvis.com/support2 0|2 L Lt
FagolEg mf Ch2 M 7tX] SN S0 MEfg 5= USL(CH
+ Standard upgrade(E2= YH0|E): A} AXIS OS HHE S Z Y7 0|=EgtL|LC}.
+ Factory default(S® &3} A| 7|22): Y2 0|=Estn BE EYE SF Fo Al 7|2URE &
ZLCH O M2 MEiGH Oy 0|E =0f O™ AXIS OS ez E|Z3 £ gi&L L
+ Autorollback(XtE ). HFE AlZH LHO| ¥ O0|=5t0 YA O|EE =l Tt =QI5HA|
Qo™ ZEX|7F O™ AXIS OS HE o ZE E|=0pZL .
AXIS OS rollback(AXIS OS EtH): O|FO0| MX|= AXIS OS HHF o2 K|=Z/L|C}
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