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https://www.axis.com/learning/web-articles/reducing-the-bit-rate-with-axis-zipstream
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ol 7§ m|0|X|Z O|= E L|Ct.Allow unsigned apps(AHE|X|] 22 A 5 E) DN YHE|X] U2 M M|
£ 5|85t H ZL|CtAllow root-privileged apps(root #eH0| U= A 5 &) . root O] U= WOl
X0 Ciot ®HM HotE s E5t{H L L Q AXIS OS & ACAP 9| Hot ALO|EE RISt AIR
H| 1
SAO o] HS HASHH X2l 450 F&S 0/E = UFLICH
A Ol o U A/AKXE MBSO WS A|ZSHAL SXSLCLET]: ¥l o A LICH AL
[ ]
[ ]
& Jtset A2 ofE2|AOo| Mo et HetE L Y8 ofE2|AHojM0= HFO| L
g0 %= HFrol=s Cfe S8 5 StLt O|40| ZohE £ UASL(CH

« Open-source license(2LE LA BIO[MA): HOA AIEE= LE A4 2io|MAQ Cist HE
= 21|}

« App log(¥ 21): ¥ O/HESl 205 FLCt 21+ X MH[200| ol If R8¢L(Ct

+ Activate license with a key(7| 2 ZtO|MA Zd35}): 40| 2Oo|MAT st AL EM3leof &
LICE EX|7 U0 dZ8e = gle 2% 0 M2 AH8EL Lt
2to| Ml A F|7F QICHH axis.com/products/analytics2 O|sgtL|CE 2O|MA 7|& MMdsie{™ 2to| M
A AEQ Axis ME €3 H I sk O}

» Activate license automatically(2l0|MIAE XtSo 2 EMSl): Mo 2lo|MAT ZQst AL 24
otefoF ofL|Ch ZX|7t °._|E1';1'01I Adg = e 82 0 %*._% Ar&gtLCt 2to|MAE
gdotste{ M 2o|dMA FETF oLt

« 2to|dA H|EE3L o E S0 HI@‘T‘J 2to[ A0 M FA 2lO|MAR HASE FP, 2O[MAE
H2gdztsto] CHE 2lo|MAZ WXLt 2to|MAE H|ZMdetstH X oME XN AHE LT

. Settings(4 &) Oj7j#S FHSLICE.

o AMH XM WS %‘-_r”‘ o= AXNSHAIR. HA ZiO|MAE HZ/EIISHA| G W =y
SEf2 |XlELCH

Al A

ELREUEL
Azt e @ Hete ol elof MFo w2t ChgL ot
H| 3
Yo GRS ATt NTP MH{9L S7|3fete %0l ST
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Synchronization(S7|3}): X X|Q IR 8l A|ZF S7|3 §MS MEiSHL T}

DHCP AMHOf SHZAE =t NTP 7| A7 MH et S7|3tgtL

Im
n
>

r

==

- Max NTP poll time(X|C NTP Z& A|Z}H): QC

olX o
Ll
o
I~
n

NTP MH 2} =7|stgtL|LCt.

of ®Z ol Lojof BiLiLt,
. Manual($5). SECt2 220|M AlZHHES Mgt

g WM7LX] FH X7} 7|Cte{OF St= Z|C AlZtS MEASEL|CE
- Min NTP poll time(x|& NTP Zg A|ZH: AGO|EEl A7t
& WM7EX] FHX[7F 7|Che{OoF St= Z 4 AlZh2 MEAgEL|CE
« Automatic date and time (manual NTP server)(X}S & % A|ZH

& NTS KE MH: 3Lt L= &= JH2| NTP Mo IP FAE
£ ME%= 4% A= & MHO| Y& LHES 7|dto=z

- Max NTP poll time(X|Cf NTP Z& A|ZH: YHO|E = AlZt
o W7FX] FX|7F Z7|Ch2{oF Sh= Z|Cf AlZtS MEHQEL|C

- Min NTP poll time(X|2& NTP E7 A|Zh): AGHIO|EE A|ZtES A
o W7FR] FX|ZF 7|ChE{OF Sh= X4 AlZtS MEHSEL|CH

« Automatic date and time (NTP server using DHCP)(X}.3 &
MH)): DHCP MH{O0| HZAE NTP MH el F7|otetLCt.
- Fallback NTP servers(CHX| NTP A{H{): S}L} E= = 7

1o
2
é
x
T
1o
<
1
>

7bS 47| 98 NT

—_= =

« Automatic date and time (manual NTS KE servers)(X}-5 2& 9 AlZH=ES NTS K

7] |38 NTP

W 9 A|ZHDHCPE At23t= NTP

g 7| g3 NTP

(3 NTP AMH)): MEfsH

+35 NTP MH: StLt = 5 71Q| NTP MHQ| IP FAE A=THLCE £ 749
AMESHE 42 TA & F MHO| Y=HE WES 7|HtezE A7HE S7|ststd 2 L|CH
- Max NTP poll time(ZX|CH NTP E3& A|Zl): YGHIO|EE A|ZtS ¥7| 8 NTP
gt W7EX] F X7t 7|Che{OfF St= ZOf A7t MEiShL|Ct
- Min NTP poll time(%|4& NTP Z3 A|Zh): YOO|EE A|ZFS 7| 8 NTP MHE =
ot W7EX] X7t 7|Cte{OF Sh= X[ A|ZHS MEHBEL|CE
+ Custom date and time(AF2X} X|7d YR 9 A|Zt): =502 IR U A|7HS METLICL Get
from system(A|ARIOINM 7t 27])2 S25t0] ZFEH £ ZHY TXOAM SR 3 A2t A
dE ot X 7hNF L
MZICH: AL8g A|ZICHE MEigtL|Ch & "ok A2t A BFE AZHY 3 A|Zt0] Xps22 RFE LICE
¢ DHCP: DHCP AMH{O| A|ZICHE X{EHSILICH O] M2 MEHSIZ{H WX ZX[7F DHCP MH

MHE 28

A

iy

H| 3
ALEoIME BE =3 21 U AAH 4Pl 2R I AlZH 470 ASEUCH

A 9%

TA7E U XIS YBLICHL YA B2 AAHON O RS ALGSHO] RN FHS FELCH
- Latitude($IE): ¥+ 22 XM B2 LpepYLCH
+ Longitude(FE) Y4 P2 SAXON SZ2 LEEMLIC
+ Heading(W8): T X|7} St Lpgut weke aziglch 02 ¥88 Lt ch
+ Label(2}) & K[0| Cfst Hoyo] matEl 0|28 ATt
- Save(HF): HA PIXIS MEetaiet Lt

HEY3

IPv4
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Assign IPv4 automatically(IPv4 s goh): HEA 2t2H7F X IP TAE ASO2 SAHIEE &Y
M MEHSHL|C}. CHEEO HEQ A0 T 6H If% IP(DHCP)E HZXSIL|CHIP FA: TX|o 1L IP FTAE ¢
HolAlQ. N P FAL 2t FA0f 193 AL HelH HEST Loy 2x9e ggd = gl
555 WX SHE DN P FAE SY| MO| HEHD Balxjo| A _solete 20l SEUCLAEL 012
3. MEd OA3E 23510 LAN(Local Area Network) L0 Q= FAE HOL|CL. LAN 2E9| B &
Fae ofREHE S L ChRouter(2}2E): CHE HERI Sl HEI MIME AZE YXE AHS=
O AFREE= 7|12 SI2HMAHOIEY 0D IP =AE e Ef Fallback to static IP address if DHCP isn't
available(DHCPE A28 4 Q= AL 1™ IP FTAZ EH). DHCPE MY £ Q1 IP FTAE X502
siohst & gis 29 OiME AR n¥ P F4E5 Folor® MeEL
H|
DHCPE AF8T 4 @1 BX7 1F F4 [IXE A8 3L, 18 FoL NoE ¥z 3
MEIL|C}
=
IPv6

Assign IPv6 automatically(IPv6 X} &) IPv62 HD HESQZA 2t2H7F X0 IP FAE K5
oz gtz e sfaf® Mg

SAE 0|22 XAHSOE ¥ YENI ALET KO SAE OS2 P FAE NHEOE RIYGHES o
o MBI SAE 05 FAI| SMASe CJ2 HUOE ASHED SAE 028 4502 Ui
LT Mol 834 3 NAE 215 SAE 0158 AL, 38EE 21 A~Z a~z 0<9, -@Lich

DNS AMH

Assign DNS automatically(DNA X} &%) DHCP MB{Z} AM =iQl S DNS M FAE FX|0of Xt

=
SO ZEotA otA® dEetLICh CHREE2| HEI0 s XS DNS(DHCP)E 2 etL|Ct.Search
k=3

= L—od
domains(= 0| 2! 7-IA||) x-l%}ngIXI oS BSAE 0|22 AI23l= ZS Add search domain(ZA 0ol
Xyl_)g E‘Elol'_l_ lel. Al__g_ol_l_ §AE O|%2

=
==
AMgr 012 U BL|CI.DNS servers(DNS A{H):

—= =
Add DNS server(DNS MH F7HE &5l DNS MHO| IP FTAE =TL|CE O] M= HELIANA
SAE O|E2 P AR BESHY 1I-S-§. LI C}.

HTTP 5! HTTPS

HTTPS= ALEXLS| HO[X| 2F 5 @ MB{ofAf BtetE I O X| of 2
otEl Y& weh2 MH ol M2ldEs 2Fote HTTPS ASME AHESHO]

S
X0 HTTPSE At23t2{H HTTPS QIEAME MX|s{of &L|Ct. ASME MMt MX|5E{H System >
Security(A| 28 > HONZ 0| FTL|LCt.

Allow access through(d M2 5{&): Afﬂxpl- HTTP, HTTPS == HTTP and HTTPS(HTTP 5! HTTPS) = =
EZ & OE S X0 AA5t=F SE8LX| MeigL|C}
H| D
HTTPS% of A= otE YW HOIXE E= 4% 53] HOXE NS ¥ I 450 MtE =
)AH L—l El-
HTTP port(HTTP ZE): A% HTTP ZEE UL Lt XK= ZE 80 L& 1024-65535 H Qo
S 22 sjguly Bexe 219 olet F2 11023 elo] ZES oag 2= pis L EECE
ZTEE AMNESH A7t BA|ELCEHTTPS port(HTTPS ZE): At2% HTTP EE% ol shL|Ct. 7“DYI
= EE 443 &= 1024-65535 tHO|°| DE ZTEE 388 L|Ct ZEXE 2905 AL 1-1023 HQ|9|
ZEE Q8g =L QUESLCH o Heel ZEE ALESIH Z 17t HA|E L L Certificate(AF A): 7“?tl
Of HTTPSE Z-datste{™ ASME MEHGIL|CE
HER AM =Z2EF
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2
=

QIE{ T o] &

ZL|Ct.Bonjour O|&: L EA0 BEAIR O|&
P®: HEQIOAM XtEs HAMS {8tz H O
LICt. 7|2 0|52 ZX| O|E1 MAC =L

2
=
2
=

. = == —_
CLWS-ZiA: WEYA0M AHE ZMS 5|B3l2{0 0] M2 ZL|CHLLDP & CDP: EQI 0N AHS 244
= 51835t o] S4S FLC. LLDP 8! CDPE I PoE M HYO| X|F0| ¥ == RASLICE. PoE M
o 2He ENE SHZSHHH SIEQ 0 PoE M gd 822 PoE AX|E FdeLC}

Http proxy(Http TEA|): /85 HAl0| W2} 22 TEA SAE £ P F2E X HE L ChHttps
proxy(Https TEX|): 3|25 HAlof e} 229 Z=A SAE T P XAS XFYLICH
HTTP @ HTTPS ZmEA|0| &&= SHAL

+ http(s)://host:port
http(s)://user@host:port
http(s)://user:pass@host:port

H| 2

HRE MAIZESI0 2 2Y ZEA 28 M8
No proxy(ZEA| g13) 22Y ZEAS 22|5l2{H No proxy(ZEA| §Z)E AFEELICL S50 A= &
M T SILE YHSHAL HEE FESY o HE YL CH

« HIYF7|

o IP =& XH

« CIDR HAlIO| IP =4 XX

« OO o2 XIH™E(0: www.<EHQ O]E>.com).

« E3 EOelel 2E 5% =0 el XH(O: <=0l 0] &>.com).

One-Click Cloud Connection

One-click cloud connection(O3C)1} O3C AMH|AE 0= XA L AAIZE S =35 A0 €l oFFSE ol Ul
HMAE KMBELICE XM LI axis.com/end-to-end-solutions/hosted-servicesS

o -

Allow 03C(03C 3| 8):
- 88! ojAo| 7| 4EYL|Ct
= 44 FEuUrch A
Cf. O"X o™ &
7t 24ste| 0 FX|7F 03C
o T4 EX|TF QHUHUE Sl
03C AMH|A0f AZE X &7
o OfL|R: O3C MH|AE H|Z
.- Al Me{of Az
StAAl.29 8
= Authentication method(
| FIOt 915 HALLCH 2otk X ¥
igest(CIO|HAE) S =t OHMSHR| ¥LL|CH
| =t jAQQEE MESHY| IE0| O QtMBtL(CE
et X7t 21E5 HHZ MElsh &= JFLLCHL 24+

El
="

€[>

&2re
rlooly > for
oz

O o
_|

ofm
= ok

' e o 5 8L CF.
27X AF 7|(OAK): £J7 X Q15 7|15 7t 2| Get key(7| 7tX 7)) S=LICL O] A2 EX|
7t St o|LE ZEAIQI0] AHUO AHAE FR0T JtseL
SNMP
SNMP(Simple Network Management Protocol)& O|83%l0 HEQT TKE Aoz 2T 4= JSL|CH
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SNMP: At23% SNMP H™ S MEiSHL|CL.
« vl 89 v2c
- Read community(2}7| HRLIE]): X|El= ZE SNMP X0 CHsljf 47| M ATHO|

A= HARUE 0§82 ¥ 7242 SHYLICH

- Write communlty(M7| 9-|.,'E,'.L|E|): XNE = T E SNMP X0 CHsH A7| = M7 HSE
O A= HRLIE| 0|52 YUHYLICHS 7| ©& AH Hel). 7[242 27| YL|Ct

- Activate traps(E3H &/d3}) ERME IS HS5IHE HAYUAR. X = EYS ALESHY
Saot O|HE = SE| HFO| CHSE HAIX|E 22| A[AE0 2HLCh @ QLB I O] 20
X SNMP vl B! v2cOf Cist EHE HM™T = QUAESL|CH SNMP v3e 2 HZASIH L SNMP
£ N EMO| AHEC 2 AT L|CE SNMP v3E A3t A2 SNMP v3 2| ofZz|#
ojdg S EBMS 48 = ASLICH

- Trap address(E3 FA): 22| MHO| IP TA £ SAE 0|28 USAAIL.

- Trap community(E HFLE|): ZX|7t el A|AH E- HAIXE 29 I AtEE

HRLUES Yagch

- Traps(E®):

- Cold start(EE HH): XX|7t A|7<F5| M E HAIXIE &
- Warm start(g 2ELE). SNMP A% | A
- Link up(23 &) Z37f ChRof L L M AKE Bt
- Authentication failed(21Z Alff]): 1= A|Z 7} AMI|SIH EZ LA|X|E EWMHL|C}

= =
H| 2
SNMP vl 3 v2c EWS 7B ZE Axis H/C|Q MIB E0| ZMSIELICH XM L{8S
AXIS OS Portal> SNMP= Hx3IA Q.
+ v3: SNMP v3= ool 8l HOI oS HEot= HCp Qo M Y L|CH SNMP v3E ArEdte{H
Otz 7} HTTPSS E3) MEEo2 HITPSE BASlsle 20| S5 LICH Tot Hoto| gis SAlRis}
ol S8l gx| 942 SNMP v1 3 v2c EO AN ABLE HS YA|SLICE SNMP V3E ALBSIE A2
SNMP v3 22| OfZ2|#0|M2 Sof EMS MY & US|
Password for the account “initial"('X7|" Aol AL E) 0|20 'initial'@l A9
SNMP IHAQIEES UHSL|CE HTTPSE &d3idtX| e MAQES &L = UK T
ARSIK| FELICE SNMP v3 HAQE = o Hiok MES & Qa0 HTTPS7| HABIE 42
oot MFSE 20| ZEL|CL MAYCE AP HAYC Lot of o[ EAEX| &
SLICH HAYEES CHA| B E HXE 3 7|12 HY2= WHEYsoF Lt
Hot
ASAM

AZME HEJIHS HKE QFsts O AHBELICE O X F 7HX fE9 ASME XA LLCt
« Client/server certificates(22}0|AHE/AMH QS A|)
SE0|AHE/MH ASZ M= &KX 2 IDE 7*56FU1 XA MEE = o CAQE
2 = JASHCL XA MY AE M= HoE EZE HI35HH 2l

—_

=
« CA 2EA
CA ISME A8 mof ASME ASYUCL OE S0, X7 IEEE 8021X2 HI & =
HEQIO AZE B2 AT MHe IDE HTHH. X o2 742 A EX[E CA
S M7 Ag L.
A= g42 L2 25U
- OIZ M HAl: PEM, .CER, .PFX
o JfQI 7| HAl: PKCS#1 Sl PKCS#12
T2 A
HXE Y £ AI Jl=ez MEFstH R ASA L ANELCE APE 2X[E CA ASA

v
* More(E| E7|) D gLt ME Y F=7t BEE BEAIYLCH
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|

« Secure keystore(&H o 7| XZEA): Jjo 7| E
£ Trusted Platform Module 2.02 MEHSHL|

2 oset guelEe MBI

o= [

o420 %= Hwoles CHZ0| ZotE Lo
. Certlflcate information(QISAM HE): HX|=
» Delete certificate(ol"kl AFH|): QIS AME AL

Secure keystore(sl?_f 7| MEa) ©
« Secure element(E.QF 2 A)(CC EAL6+): H Ot

S AFgstE B MegLc

OF

or

Ct. dEe 2ot 7]

a

2 ¥ help.axis.com/en-us/axis-os#cryptographic-supports & =5}
« Key type(7| &) QIEME EZ5IHH EECHR F50A 7|

Al M&SH2{ ™ Secure element(EQF 2 &

CC

) =
Mol st AMS LHES £

MAIR.
= Y3 FN2[FO0[Lt Of

2t

[=) (a1} .
+ Create certificate signing request(Q/SA AH @& MAM): C|X|E ID AISME MHEI| Q8 S
E 7|20 B8 ASM MY QFS ddgLth

7l ME20 =ot 242 rr%g}ratﬂ MEfSrLIC.

» Trusted Platform Module 2.0(CC EAL4+, FIPS 140-2 gt 2):

TECER-ER TR

ME A8 I Axis 721 Al 77| 81 21T MH =

rero->mure otpe
e
> Ul
0o
0|
il
'}
=)
Q
mJ
I'Q
|>|
FT

|m ol
=2

CtEAP |dent|ty(EAP
251 4] A| © EAPOL version(EAPOL H{F): i £

EAP-TLS(ZHZE 7ts @

2 AEME KNHEoZ QIFeL|ChEX 7} °"‘A1% & of

£ Z X0 4X|s{0F g L|CtAuthe

lient ertificate(—Z-E}0|°1§ ?_Iokl): IEEE 802.1xE Al2% Z2}0|

&= = OIZME AIR3I0] 22/0[0IEC] DS 2HolSHL|CHCA ASA:
H1°| IDE =olgtL|ct QIZME MEISHK

L ID): E20|HE ¢l

A K[0| M ALE &=

IEEE 802.1xIEEE 802.1x= M 9 BEM HEY A X EO =S HIst= ZE 7|8t HEKA £9Q K|
O E @It IEEE &= QI L|Ct. IEEE 802.1x= EAP(Extensible Authentication Protocol)& 7|—’.._‘—9§ ot L|C}HIEEE
8021XE H3kl= HERA0 °"*1|*0PE1”4 HERI X7t AtMH 22 QS 0oF L CH 252 2F
MHOAN Sz, YEI™ o 2 RADIUS A H(0]: FreeRADIUS 3! Microsoft Internet Authentlcatlon Server) ¢!
L|C}IEEE 802.1AE MACsecIEEE 802.1AE MACsec2 0O|C|¢ °"A1|ﬁ EZ TD2EZES %t HEZAH HOo|H 7]
9 DANS Ho|ste IEEES] MAC(D|L|Of HAA 7HE =) sof E-’.-_‘-%I L|CEQISMCA ._oM glol +4
MH IBM FaH AAZL HiZ etz X AZ4E HEYZ

F71I°*0I XA 1E5E AlE=g L Ch
oz TZER - Xdo AL Heoh)
BEoEE HELRIAO AMAg
ntication method(21Z ).

b

EAPO M EHS!
IEEE 802.1x(IEEE 802.1x A}-&): IEEE 802.1x #EEE‘E—% AtE2dte{H MEHSHL|CH OIS dHhH o 2 JEEE 802.1x
PEAP-MSCHAPV2E Al23t= 42208t O]8st M™ME o|8¢ &= /JSL|C
« HAQE: T Af%ﬂ IDo| IfAQES YHPLIC
* Peap version(Peap H{H): HEI AQX|0M AL &= Peap H{HS ME4BILICE
« Label(Z}l): 22}0|HE EAP USIE AIRSIE{H 12 MEISD, 2210|HE PEAP U 3HE AHE]
2{® 25 MESIL|C} Peap '2*17‘1 12 A83tE d% WER/I A9KI7) AE5tE 2 AS MEdgtL|Ct
IEEE 802.1ae MACsec(8X CAK/AIH 7 7|)E 2T YEH= A8st= 4202 o2t 288 0|8
g = AFHLH
« 7| ¥X| HZE R J| 0|F: AZ TE O|E(CKN)S YL 2 ~ 64XQ22 & 7t5) 16
Fl40{0f SfLICH CKN2 @i pialofM <= o= As|of 310, X 20| MACsecS & Asi3f
o 230 FZ oM LX|SHOF o LICE
o 7| €X| AFE B F| AZ A J|(CANE YHLLICE. 32X} E= 64Xt2| 16%I=0{0f gL
C}. CAKE QI B0 =502 7Afof 310f, XS0 MACsece EAIsl2{® 229 &
5 BO0A LX|BHOF LT

SXE oY 2 WX

Blocking(xt'th B): A2 el SA4 S XEot2{H AYUA L, FAE e
FE E= g=23 7|5 FEYLCLAE 7|2 2XE Y SHS AE
zd: SS0I AIHE7] WO 585l = £ 25 dijf A+E YHTUC
FOM 8= O 8 Y 5+ ASLICH

I
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- W, ZE Y F PTZ AW AN mE

* ™o ¥E oRoE CHS I Z ot E L Ch.Update account(A AHO|E): AE £42 HEULLH
C}.Delete account(71lJH AMH): AEE AMELCH root AEE AAE = P&LLCH

HA =

SEE

LTES

Allow anonymous viewing(2/® H7| &) A™MC=E ZIQISIK| YNE FRLF BHAXIE ZHX|0| HAMA

g £ A E ML CtAllow anonymous PTZ operating(2EO| PTZ 29 3 8) : QHO| ALE
Xt7} ofof x| of EH sf M, 2HE 8l 52 & = ULE St HLCh
SSH A8

+ Add SSH account(SSH A Z=71): M SSH HHEE =7ste{d S2lghL| .
« Restrict root access(root M| A X|oh): root WH AL RSt 7|52 Hotsie{®H ZL|CH
« Enable SSH(SSH 2tM3}): SSH MH|AZ A28} ® ZL|C}
Account(A|™): 183t HH 0|22 =TI C}.New password(AH IJALQE): AXE
HAQYEE 1~ 64Xf ZO|ofoF BtL|Ct. ZXA, =X}, &, Y& 7|2 5

d ol o
T 32~126)8F A QE0| AFRY %= Q& L|CtRepeat password(Ij A E HHE). =AU IHAQJYEE [}

-

[

[ ]
Al YEEIHAIQ MY d¥S QHgUHEN). ° d¥o 2= Hols ChS0| X gL L. Update
SSH account(SSH H/& & h[o]| T 73t L| CtDelete SSH account(SSH #|% AMR[): 7
2 AFEtLICh root AFES ARE & giELiCh

7

_—

N BAE

+

Add virtual host(7}4 SAE 7). M 7tA SAEE FI6i8{H 2oL CLEMEEE 0] 714 SAE
E M85t MENSILICEMB O|F: MH{Q| O|F 2 Y= StLICE =Xt 0-9, At A-Z 8 SIO|E(-)TH AtEE
LICLEE: MHIt AZE ZEE AHYLICLType(RE): ALY Q15 RS MEGLCE 7|2, CHO|HAE,
[ ]
[ ]
[ ]

QE ID F0)A Mgt Argho] ghe
- “Update(YHI0|E). 7t4 SXEE gigoleerL|ct
- AH: JbM SAEE A

HIE S ME{7H B AR S

AN

OpenID 7
2 A

OpenlDE ALZ8t0] 2I0I% + gl 22 OpenlDE TAo0] 210U j AHGH CHO[FAE
EE IR AHH 33S AlgHL

Client ID(Z2}0| 2 E ID): OpenlD At2X} O|ES U =THL|CH.Outgoing Proxy('dl ZEA|): TEA| AHE
Ar25t2{™ OpenlD HZZ2 2ot ZEA =AE YT L|CLAdmin claim(2| X} -9.’21) e|At Aol ig
o124k L| Ct.Provider URL(Z23 X} URL): APl IEXZQIE OI=E -.-IOP Y 23 E YHSHL|Ct. https:;//[insert

URL]/.weII—known/openid—conﬂguratlon S Al0|0{OF THOp rator m(-?- A @A) LR Qsto) 72 oA
2L Cf.Require claim(2" Q). EZ0| A0{0F St= C|O|HE %E4°“—I C}.Viewer claim(Ex} 9¥): &
X 9ol gf2 2oL Cl.Remote user(Z ALEX}): %7—1 AF%XFE AMUHStE g2 2L ol X
°I A IHIO|A0 HIf AHEAE BEA|ISH=E O R&8% L LC}.Scopes I) EE'-OI LTI E = e HEH
He |°.:II_| Ct.Client secret(aE}O|°1E H|): OpenlD IfAQE A= Save(X-le') OpenID e MEsyH 22l
2tL|C}.Enable OpenID(OpenID £/d3}): dxf AZ2 B SZX URLOIA EX| Q152 518st2{H HLCL
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AXIS Q16 Network Camera Series

o QEmol A

- Username(At2X} 0|&): ZQI5I2{H ALEAL O|EE YUEHSIMAIR.

- E|AQE: 2Ioldte{M mMAQEE Q

- Proxy(ZFA|): HTTP MH0| AHZSL7| 9
783% 7;‘—| 0IE40I-|_||:|»

M https://192.168.254.10/cgi-bin/notify.cgi ¢! L| C}.

o OlZA S MEHStL|Ct
- Username(AF2X} 0|2): 2101812{ 3 AFRX} 0|28 QABIAAIQ.
- mAQIE: 2a0lg T HAYEE YHFHAIS.

¥EE D YEHPLC

- HES3 A2EZX|
NAS(Network-Attached Storage)?t Z2 HEQI AEZ|X|E F76t0] Ot g HEHSt= 4
A8 = UFLLCH o2 MKV(Matroska) I @Alo2 XMFE L L

- BSAE: HEQZA AEZKXQ IP FALI SAE O|E2 YHBHL|LC

- Share(38) TAEQM 37 0|E2 YHLICL

- Folder(80): m¥Ys M&EE C

- Username(AlX} 0|8). 219!
A

- ll!-I*°J'= EQI5e{ ™ Ij
. SFTP

X7} System > Network > IPv4 an
K™ 0 Y=X| SHOISHAAIL.
- XE: SFTP MHJI At%t= ZE Bio 5 et} J[24t2 22 LT
- Folder(EH): mYe Xze ClHEE| Q|
O ZIHSHA| o™, M Y=g I F HAIX|ZF HA|EL|CH
- Username(A}RI} 0|E) E20I5t8H Al O|ES UHSIAAIL.
- MAQJE: 2005t B HASICS YAGAAL.

gLIch SFTP 22tojoi= L RSA, DSA ECDSA ! ED25519 SAE 7| Q&09| SSH-2
251= SFTP A[HZ X|QBHL|C). BAF A| RSAJ} MBS &= 8'e0|0{ ECDSA, ED25519

BHL|CH Axis AHX|= MD5 2! SHA-256 3iA| 7|2 2= X|2&HK|OF MD5&CF 22

SO Chsh XHMISH LIRS AXS OS ZES MISIAAIR.
- SSH 3AE 37| 7| SE(SHA256). A2

QA OF BFLICE Axis & X|= MD5 % SHA-256 S{{A| 7| € 25 X|SIX|2F MD5ECH

t“Oﬂ Cigt AtMISE LH82 AXIS OS ZEZ HISHHAR.

- Use temporary file name(QA| ot 0|E AlR): Rz o=z MM
aAs ﬂgco}ﬂfﬂl MEHSHL|CE Y2E 2=z 5tH ot O|DO| d|
HUEETL SCHEl 242, £&4F ool Siﬁl—llif. JgjLt o ™35 A

e SIP or VMS(SIP EE= VMS) :
SIP: SIP X3t2 Za{® Metg Lot
VMS: VMS ®3E ZAa{®™ MEisHL|C}.
- From SIP account(%“.k_lx} SIP A|H): SEE20|A MEHTHL|LC}.
- To SIP address(**l X} SIP -.-_+_) SIP =AE Qs C}
- Test(HAE) &3t 480 &S5t=X HAESZHH 22
. O
- Send email to(O|H|Y MZ& C
o] 7| Y=stdd 252 oY
- Send email from(O|H{|Q ZAl): HLj= AHQ

41

- SSH Z2AE Z7) 7] RYMD5): 214 SAE S 7|(324t2| 16T+ ZAE) X2 &
=
=

24
24
S HOFS O[3l SHA-2562 AFR Sl 70| Z&LICH Axis HK|2 SFTP AHE LAsis ot

URL: HTTPS AH{0j| CHSt HERI "*S’-f Rx*o Melgd A3 EES YHYUCLL oE =

- Validate server certificate(MH QI=A| &Ql): O] AXIE MEHNSIO HTTPS MHZ} AM

- Proxy(ZEA[): HTTPS MEO| HZSLY| 2o ZFA| MHE Satol0F ot= B2 st

SAE: MHO|IP FaL SAE O|F d% %Iaé.”-llif =AE O|F2 Y™t 8% DNS
[=]

=]
d2E QUEHSIMA Q. CIHEZ|7} SFTP A HO0f| O]

At

al
x

DSAZ} 1 S|Z W2LICE SFTP ME{O|M AIR3tE SHIZ MD5 SAE 7|2 9l2isfof

=]

ot2 2|38 SHA-256& Afﬁ'—of'— A0 £ELLICE Axis X2 SFTP A\HE 7M=&

AH TAE ZI| 7|(43K}2| Base6d Q1AL EX}H)9|
X288 YHetL|Ct. SFTP E2I0|AEE 'RSA, DSA, ECDSA % ED25519 SAE 7| 89|
SSH-22 A23t= SFTP MHE X|QBHL|CH BAF A] RSAZ} MSE|= Hh0|0 ECDSA,
ED25519 S DSA7} 1 E|E mhEL|Ct. SFTP MHO|AM Al3%t= 2HIE MD5 SAE 7|2

A

o

———
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AXIS Q16 Network Camera Series

o QEmol A

|

- Username(AlX} 0| E):
2otk = 22 0 EE% H| % E'—IEL

o mlo
>
0o
Of
2
(7]
<
—
v}
>
=S
10
He
rE
fot
i
o
J.."i

- iE 0 65535 2ol Zk
o 587OI[_||:|.

- Encryptlon(°*29_}) oSS E Af Stg{™, SSL IE= TLSE MEHSIAMA|.

x

gLk 712t

. TCP
X &0 Y=X| SOISHAAIL.
- Por(ZE) A AN ASEE ZE MB2 YL

Test(E|2E): 23S HAES2EH S oL g0 X= W7ol g0l ZeE L T View

2 AMHO| AEX 0|52 YHYLICE Ol MHOUAM 2SS

com

- mAQE: O A1H1°| A5 LT olH Y MHOAN 2SS QFSHA| &
= 4% o] 2EEE H[Q s L}

- Email server (SMTP)(0|IJ||°I MB(SMTP)): 0| & =0{ smtp.gmail.com, smtp.mail.yahoo.
of 22 SMTP MH O|E& YLt

- Validate server certificate(MH QIS A 2Ql): AUSTIE AIESt= AR AKX o IDE =Qls}
EE MERGEL|CE Of °|"A1" CA( °._% 71200 M KA MYSEALE Lae = &L T
- POP authentication(POP Q1Z): POP AMH O|E S UG H HMAI2(0: pop.gmail.com).
H|
AR oY SEAt= Of4E O|H Y O FALSE HERE FASHHM ALZXIZL 20| 2
HE o2 AL BE= A2 Nosty| @i 2ot EHE AtEgLCh olH Y MaYgHel &
ot FHME =Q15t0] oMY AHO| F7|IZLE o4 O|HYES sX= YOl YEF StHA .

BAE: MHol P Bl BAE 0|82 AW, SLE OES A F2, DNS
A H 7} System > Network > IPv4 and IPV6(A|AH > HELA > IPv4 5! IPv6) Ofzf 0

recipient($ IIl- 517|) DE £AMX MR HEE 2l ot L| C}.Copy recipient(=Xl S AL): =4l
A2 AR 22sH Q. EA#% I M2 F=MIE HEY 5= UASL|ChDelete recipient(s= 24X} 4
H): =MXE -_r”‘*SE AtASte ™ S Lo

oy

AYT WAE BOM ZUOR AT + YsLICH BZols P (e Fuet B #X B0l 2L
Sf 9nn BAN BAEUL T Add scheduleaAE A7D: 9 i HAE Anse 2uec

=& EZ[HE MBS0 ES =328 Eg|AHY = JUSFLICHL OE E0 =5 E2[HE HE &4 & +4
St &2 NS ATE = USFLICH

MQTT

MQTT(Message Queuing Telemetry Transport)= AIE QU (oS st EF HAIN Z2EZQL|CH G
Stel IoT ESHE o ALY 22 AE FZZH(small code footprint)dt XA HEQA (HEZ0ZE 1A
A E AAGHY| ol CrYot Ao AFEELICH Axis X ~AZEQ|0{o] MQTT 22I0|HEE Fof A
OlM HdE GOl S OfHEE Ay 2| AZEQO{(VMS)7t OFHl A|ARI0)| ZHHSHA S8te = UASLICH
7|7IE MQTT EEPOI"*EE Ayt MQTT SH2 EEfOI"*ES’-f BE7ete F AHEIE 7|22 oy
Ct. 2E0|HEE= HAIXIE EUWd &S Ct BE27{s S20[HE 7to| HiA[X] 2t E S HIEE

|l L|
L|CHAXIS OS Portalo| A MQTTO| CH3H RFA| | topE £ 9J& LT},

ALPN

ALPNZ2 Z2t0|HE S MH 7t A9l AHENO|I ':+71I01IM OfEE|AHO|M Z2EEESS MEE = YA
St TLS/SSL SHEFQILICH O|= HTTPS} 20| C}2 ZEE=0| AREHLE =28t EE =38 MQTT £
S 2 Matst= o AFEELULCH Z20 ek MQTT E*' HMEoR JfHE ZEJ g8 =& AZY
Cf. a2t d2o| JAM2 ALPNS ALESiN H*S&PE”OHH 5 8El= EFE ZEOM MQTTE OfEZ|A
Ol —EEEE MEB8YUXE ZHst= AYLICH

42
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MQTT E2j0|HE

Connect(@d): MQTT ZEI0|HEE AL} T L|CLStatus(MER): MQTT S2t0|AEQ| HA MEHE HAITL
CLEHRHSAE: MQTT MHO| SAE 0|2 L IP TAE QAL Q. Protocol(TREE): AIRS Z2E
2 MHTLULLEE: ZE HS E L}

. 18832 MQTT over TCP(TCPE E3 MQTT)S| 7|27+l L|C}.

+ 88832 SSLE E3 MQTTSO 7|27+ L|LC}.

802 ¥l AZS ot MQTTS| 7|2t YL|C
o 4432 $-J| A7 HOIES ESI M 7|27t
ALPN protocol(ALPN Z2eZ) MQIT 527 Zox7F B2 ALPN Z2E2 0f
SSLE £t MQTT & &l A3l HEotS E3t MQTTO1|'3._P X 2 ElL|C}.Username(AL X}
ME{ O] UM AT -rIOH Af9°* ALEAL O|EE2 ?:!E*E.“—IEF H*°4': AHEXL Ol 229 llHi J
C}.Client ID(Z2}0|1E ID): S2t0|HE IDE YHSIMA|R. SEtO|YUE MHX= 20| 0f
g I MHEZE 7‘*"5' L|CtClean session(221 A[M): 912 % AZA 7 Al SAS 7(1|01E.“—|'1f A e
448 A4 HX1| A| ~Ef "HEZF AKX E LI CHHTTP proxy(HTTP EEA|): Z[CH Z 0|7} 255HI0|E QI URL,:,I
Ch. HTTP ZEA|E AIESIHA| Yo HEE HIY = UAELICLHTTPS proxy(HTTPS =& A[). Z([C§ ZO|
7F 255HIO|E QI URLRYL|CE. HTTPS mEA|E AIESIX| Yo{H HWCEE H|Q = 5= UEL|CHKeep alive
interval(ZtZd §X|): S2I0|HET}L 721 TCP/IP A|ZF ZHE 7|CHE ZQ Q0] MHE O Ol AtEE = Q=
ANEE ZXE = ASL ChTimeout(A|ZH X=1}): HZ0| AEE|E AlZE ZHA(EZ)Y¥ Lt 7|22k 60’“*I
g5 FA: MQTT S20|AE §o] AZ MAIX| S LWT GA[X[2| =X 0f CHSt 7|2 Zfat MQTT R
ROl AAl =HO|M AFEE L|CH.Reconnect automatically(XIS2 2 MHAZA). AZH SiK = +0|°1€7r
S22 CHA| HZAG|OF St=X 01—‘?'—% XI@C’“—IEF Ilillklxl dAAZ0l dEE W HAIXIE ELE“XI o2
£ X|deL|Ct.Send message(HA|X] ME): HA|X|E 2L H A2 HAHSIM 2.Use default(7| 27 At
) AtAol 7|2 HAIXE YHStHH Jl*'AIQ TOPIC(-’F-HI) 712 |31|/\|7<|°| FH £ Y=gl Ct.Payload(H|
O|2E): 7|2 HAX|Q] &S T L|CtRetain(FX]): O] Topic(FH[)o|N Z2t0 I°._1
M MEiSHL|CEQoS: I{Zl S &0 Ch3t QoS AES wAgL CLorx|et g ¥
AfROP SEO|HET ER 10” ClZE M Xt S =27 RS Mad = %‘ﬁ'—l
Y | ZBO|R7] HEY A
|

=
—|
|_o

59-|>

Pl
I'

ﬂJ

_J

(]
£ Scf0lAE0 BiAIK|S HES & S ch Of LWT BjA
. m

default(7|E7F ALE): XAl
L| Ct.Payload(H|O| 2 E): 7|% Al X| 2|
EHE |Xlste{™ MEiSL|CHQoS: Ii3l &

>
>
lo
4
2
i
Im L2

of Hé QoS A% %

74 St L|C]

MQTT ual

718 FH HEA AS: MQTT client(MQTT S 20| AE) HOIM YA =H FFAM0|_FOIE 7]=
AHE AHE5teH *JE"E LChEH 0|5 Zg: MQTT F=XojM =5 dF5H= =X
ChEFH HdAmo]A =g MQTT =X ONVIF =X HJAHO[AS =

g MQTT Ho|2E0f HX|of 28 Mo S Zolote M MESL|C] Add condition(Z=d F7I): =S
F7rote ELE'°“—I':fR tain(fX[): OffH MQTT HA[X|2 E%E HEE =X FolgL

-

o
T Q8 HAXE 2F E2E JE=Z EYLCh

MQTT 75

+ - o =%

Add subscription(t5 F7}): A MQTT tE2 F7I5t8{H Z&/3tL|Ct
E): 7 E5t2{= MQTT FHE Q=5 A2.Use device topic prefix(ZX| &
£ MQTT FH 0| EFALZ F7t2L| Ct.Subscription type(-'rL od):

Sub crlptlon filter(2 5 ¥
a5 BFA AE): = EH

- Stateless(E| 5 B7b5) MOTT BAXIS JE| =5 2ots oAx= dasielst deguict
. Stateful(ME £ J15) MQTT HAX|Z ZACZ Heisia{0l MeksL|Ch moj2Ci A

= ArgELL
QoS: MQIT T-=0f Chsf ste 2fwe Meqstu|ct

43



AXIS Q16 Network Camera Series

o QEmol A

|

~NE

HE{3 A2EZX|

Ignore(RA]): HERA AEZ|XE ZA|IStHH ZLICHAdd network storage(H|EQ|a AEE|X| F7}): =3}
£ H¥E = Ae HUEYR 3]E FIsta{d 2Lt
o Address(FA) TAE MHO|IP A L= SAE 0|22 DL CH L™ O 2 NAS(Network
Attached Storage)YL|Ct. D™ IP FTA(SH IP FTAE BHAE £ A2 O Z DHCP X Q)E At
BOEE AES P57 LE DNSE AH&83t= A0 [
X ElX| &L Lt

OH
>
ul
fiml
5
o
@]
=
wm
wn
<
s}
S~
(@)
;
(V2]
iel
o
rlo

* Network share(J|EQ|3 &]). 2AE MBI 37 X2 O|§2 YHLICL 2 KXo 21H
st ZE07L Ao 2 02 Axis FX[7t LT HEYT IRE ALBY = JAsLCH
« User(AF2X}): MO 2010 ERst 22, AHEX 0|52 YHTLICH §F =0 Mo 22

A
olsle{ M THRN\ALSA O|lFE YHSIMUAIR.
« DJ2ARIE: MHo| 21010 HRdt & i

of

= .

. SMB version(SMB H{X): NASO| ®Z% SMB AEZ|X| T2EEZE B{XNE MENSIL|Cl. Auto(X}E)
= MENSIO] RHK|= HOF H{A SMB = S[LIZ 3lAsla{ T A|EStL|CE 3.02, 30, = 21. ALY
HMES X|SHX| b= O™ NASO| ¢Zsta{™ 10 & 208 MESIMA|2. Axis ZX[Q] SMB X|
ol tisf o/ 7/olM XEMS| ZOotE = UASLICH

« Add share without testing(H|2E gi0] &8 F71): ¥9Z H2E F(

EQA S/E F7I5t2{H HENSHL

A7 W20 L7V Sl = A

HEHI 2E8X| HA: HEHI 570 Chst AA
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46




MEH

ol Ef 5| Of

—

b2

t

o
[¢)

o
(¢}

L|C}.

=3
Ol Ef
L|C}.

[

Lt
()

O 2ff of|

2

ol
=
2 Lt
=
=

H

=

C
o

Bl

t

Ll

O
=

A

A o Efo o] E
W EFH| O] Ef X}
k=2

| E{ 1] O]

|

L|C}.

()

=

=1

HEH Ol & ~E2[Ydte

(o)
| = f
Fho| 2t o

=
L

AXIS Q16 Network Camera Series

21

NSES

AS
QEX|, Y
x| g2 x| gelstl

7to|2t7F 10 O] e FZXO|X|
gl

21X Trigger delay(E2|H X|H)

.
k=3

HE HX| 7

EH
[}
of gl= FEE 7t2[7|2

Al Z7HATF

S
ct.
§ olO|X|of M Mm-S HKXISH7| 3 H

B It 2ol ZAHATE S EF | Of

NG = 3T
NOTRI T W),
._M OF X030l & o
ROROGIRO T 7z
T

mopE Ve
EITHWO_EET_._.H
TOR0OF T3 .
T NOUTEIS .
™ < oMK O

2 Qe
Ct.Trigger on

|ZF

.AHL:N.V._._._

rliki|
w_ﬁ_.mhm_.me
Hn_v.al___o_aa_._ﬂ
o momMWw_n
S I0HK| —
H RS
—ojune gL
104 ._.__._._“_m_ul.ldo
o™ i N

O oK x._W
— KooK =

wl snm
_ O |
o ][
on

= oo
M%W%7

=2 A
— O

A st olg| x| o

Trigger delay(E 2|7 X
g:_l

0l
dark images(0] 0| X| 7}

X7} O] &N Cf
of 2 ofg@gLct o

=K =
= Lumnx._[m_mﬂl

— {0
Ww_nm_/ _.__uMO
.*_AQW:_ENV.MMM"O

gl —_
WREA_.WO_E
[RNRSE Al
[NCAEES F=Ra
Eﬁﬂ?oﬁ
<A
uOKE S F1RKO
oo S A_uuuu
otk &

LEoF

Uk

9loni o]n|x| 7t of
PSS

H| D

2C| ZX|

b 4Zo0l0f 1002
W Olg2=2 =&t

L|C}.Sound level(At2
<]

7t
[
O|E2 MEJtHAL. O

243
L|Ct

U~
oo < Ul
<A
O_E_./ mmlA <
0B RT 1t
T .00 =

Mo EL W
— =y

—<n. o3>
mmA._oE ru
fr O go<-wl
O“_”_A_IM_._._Hm_.:o__._._
O oo oo 5T
O ROKH KT
NCMH Uj ol 3o

[

Lto
=
ol Bz

L] c}.

F

=

3

o
=t

E3<)S

t2{® ZL|Cl.Sensitivity
X|7¢

47

Al M| M 2
PTZ




AXIS Q16 Network Camera Series

o QEmol A

|

Select PTZ mode(PTZ R E MEH): HX| {0 St= PTZ ZEE MEAGILICH Of2fO| M ALE ZtsTt
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