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+ No(OtL| 8): O3C MH|AE H| g datetL Tt .
Proxy settings(ZEA| A7) ot 4@ ZEA 2H 2 2350 ZEA| Mo AZAS LTt
Host(SAE) ZTEA| AHO| Z=AZ QlaistL|r}
Port(ZE). AN A0 AHBE[= ZE HSE LHGMUAIL
Login(21¢l) X Password( 2 E): 2Rt A2 ZEA M 0f CHot AHEXL O|F X THAQEES YL T
Authentication method(2! S )
+ Basic(7|2): O] &'#2 HTTPO| CH3l 7t =2t 0| F Ot 215 M A Y LICH A=ote|X| 2 AHEXL
O|ENt HAYEE MHZ HMS58L7| If- 20| Digest(CIO|HAE) & #H =Lt QM SHX| Y& LICt
- Digest(CIO|H|2E): O] Y2 SY HEJAI S Sl Y=otel YAYEES TS| W20 ©f ¢
gL o
+ Auto(XIE): O] M S ALESIH X| A= WHO| w2 X7t o5 S-S MEde = &L *
M =2 = Digest(CIO|HAE) B Basic(7| &) &8 = L|Ct
Owner authentication key (OAK)(2 R%} 21 F 7|(0AK)): 2R At 215 7|E 7t 22{H Get key(?| 7t 27)E
SESHYA|2. 0| A2 A7t LatHo|Lt ZEA[QIO] QIEUlo] AZE A0 7S L
SNMP

i

SNMP(Simple Network Management Protocol)E O|&3510] LIEQ3 FX|E Ao = 2a|g = Y& LT}

SNMP: A28 SNMP H{ ™2 MEiSHL|Ct

« v1 and v2c(vl ¥ v2¢):
- Read communit¥(';'=_’-l7| HELIED: X 5= 25 SNMP 2K 0f CHS 47| M2 AHSHO| e 7
FLIE| O|E2 L=HTLICt 7| 24f2 public(37H) & LI Ct.
- Write community(227] HR{LIE[): X[ AL 25 SNMP 2K[0f CHsl &1 7| EE& M7
SHLCHQI 7| M8 A H Q). 7|22t write(227]) A L|Ct
E

1]

U= AwLIE| 0|

[=] H g .

- Activate traps(E™ &/d2}) EYE NS 2o}t H H YA A= EYS AHESHY
80t O|HE = MEf HAO CHot HAIX|E 22| A|A-O| EEL{Ch 3 QI I o] A0
M SNMP v1 3 v2col| Cist EEZ MY = ASLICE SNMP V3R E HASI7LE SNMPE
N EMO| X522 JHZLICE SNMP v3E AF&5t= 4% SNMP v3 22| of ZE2|AH 0| M2
S ERS A48 = AS L

- Trap address(E® F24): 22| MHO| IP FTA EE TAE 0|E2 YEHSIMAL.

- Trap community(E HFJL E[): ZX|7} 22| A[AHO E HAIXE 22 I AL

Ml

7R LIEIE &=Lt
- Traps(E™):
- Cold start(BE £8). ZX|7} A ZE [If E HAIXE E”LICE
- Warm start(g2 5 &) SNMP 88 HAS [ EX ES
- Linkup(33 €): 37 CH20|A RO HEE 42 EY HAIXE EHL|CH
= - Authentication failed(21 5 A Ij|): 215 A|=7t MIisH EH HAIX|E E-L|CH
S|

for
0x
ot
oo
-
_l"l_
Pl
=
rot
=
o
rlo

SNMP vl S v2c EZ 7{H ZE Axis H|C|2 MIB E-O
AXIS OS Portal> SNMPE EZ8tM .

« v3: SNMP v3= &= 3t 8l
AQETFHTTPSE Sl |
ALK A2 SNMP vl H v
SNMP v3 2| 0
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# QIE{H oA

AO_IEE oladol-|_||:|- HTTPS% %gg‘gf
S LT SNMP v3 Tf A Q| E = of HEF Aot
O Z5LCt A9 =S dF5HH

7

=
Al Bt E IXE B

[ i |
FX] 83*15 EHﬁ% ce 7.‘1%'5-'% # %lﬂl'?_r FaPSEION

=

M S 9l HTTPS T FA2E FQ 0B Mt
HAS Beo o Oy EACIX BoLich HARSE &

HL
re

re
ol¥
R

ASM = HERINM HXIE 21Sst= O AAEELILL o EX=

-

+ Client/server certificates(Z 2} 0| 21 E/kll:l-i QU= M)

M
Rl
m 0
ot
ru

PIatform Module 2. OE MEfSHL| T M

_._ -/ T
st %*_T'_EI’.:.‘Q dEfghL o

g0 &= H7ol=s th30l 2 EL L

- Certificate information( ZAM HE): EX| =l AF N £
« Delete certificate(Q S A At AFR H):
« Create certificate signing reques (

7|20 2 QIBM MB ES M
Hot 7| MEA @

« HOF QA(CCEAL6+): HOt 7| A0 2Ot @AF ALESHH
« Trusted Platform Module 2.0(CC EAL4+, FIPS 140-2 2| 2):
St H MESHL T

— "1 -d

o E EARLYLCH
{™ Secure eIement(EL°* i) EEt Trusted
) HOb 7| M40 Cigh XpMeH LIS 2
help.axis. com/en us/axis-os#cryptographic-support= OIEOH;! A2,

* Key type(?| #3). ASME E=25H EFLE SF0A 7|2 Y=ot Z0

—

E20|UE/MH AZ M= HX[2 IDE ABoIH AtM MBS = A2 CAQIS 7|2HoM LFE 5= A
SLICE AHA MY QIS A= KiSHE Eéé NSotH CA Yg QABME 7| MK AFEY = JASLCH
« CAQYUSAM
CA QIS ME AHESI0] mOf QAFME QB TLICt OE S0, X7t IEEE 802.1XE EZ &&= HERA
o] HA= B 2F MO IDE BB LICE TXol= o] 4o AFH HX| =l CA AT M7 A& L L
g = gda2 o8t 25Ut
o QAZ A HA: PEM, .CER, .PFX
« JH0 7| "HAl pKCS#1 U PKCS#12
38 At
HAE SH SO Al 7| 2402 MEHSIH R E QAS M7+ ALK ElL|Ct AP AX|El CA 9IS M7t Tt
Al M X|E L C,

1n2|E0[Lt CHE

IEEE 802.1x
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Lo HAAE 2K

Use filter(2 E| AI8): ZX[0 AT 5= QY
FA: ZK[Of ofe ™ 20| S EE[AHLE A

A2 Xt H9| Signed Firmware Q15 A

Accounts(Ald)
Accounts(A| &)
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o UEH o] A

+ Add account(A™E FE7h: M AEE F7tstz{™ S2/EtL|Ct X i 100702 A™¥ S F7te = JELICH
Account(A|I™E): 113t AY 0|52 LHEL|C}
New password(M {2 9{E): A 7Ho| I AAES LHBLICE IAAE= 1~64XF ZO|O{OF BHLICH 2X}, SR}
FEH LR J|T 5 QM Jt5S ASCI 2AHTE 32~126)FH THAQE0f| AFR2E 4= UG LICH
Repeat password(H{ A9 E BH5). LS WAQEE CHA| LHE L}
Privileges(H &):
« Administrator(B2|X}): Z & 2F0| 2™ BMATLICH HE|Xt= CHE AZS F7+ Lol
E gl x-||7-|'6|- 2 OIA|_||:|.
. Operator(-.-_- oxl') ChS2 Helst 2E 2F0f AMAE = ASLLCH
- = System(AI AE{I) pS| X—i.
) oH EYY
. Vlewer(-rr°1) Ct2of chet &2 Aol Y&LCh
- HCQ AEZO AMAS B HEL|CH
- S3E AIFSD LHEHL|CH
- M EE QL F PTZ ALEXA HMA 7|5,
[ ]
¢ Mzl wE oRoE Cheo| ZeE Lt
Update account(A|%d AHHIOIE): AE £d& HEULLICL
Delete account(A’8 4HH|): A ™S AX T LICE root AIE2 AFHE 4= i&LICH
Anonymous access(2E M 2)
Allow anonymous viewing(2d 27| 5] 8): AH2Z ZIQISIX| YnE FHLL HO{2 HX| 0 AT
= A= E 2™t
Allow anonymous PTZ operating(2 82| PTZ & 5 &): 2 F 2| A& X7} O[O X|of CHsh ™, EE 8l 5=
St Ol C 2 Bl H HAAQ.
SSH accounts(SSH Al )
T Add SSH account(SSH AR 71 A SSH A E7st2im 2L
« Restrict root access(root HM A HBH: root N AT HLSH 7|52 Hotste{ ™ ZLCH
« Enable SSH(SSH =M 3}): SSH ME|AE Arﬂoram 4 I-I ct.
Account(AI®): T93F AN o| =S ofa{stL|C}.
New password (M ”H—-?- E) AZo AAEES LHBLCE HAAE = 1~64AF ZO|O{OF SFL|CE 2Xf, =AL,
TEE LR 7|5 5 M 75T ASCI BAHEE 32~126)2 THA 0 AME S &= UGLICE
Repeat password(I{ A9 E HH8). S At INAQYES ChA| Y ErL|Ct
Comment(d ). A3 YT LICHSM).
.
* %0 %e 0o 5ol= CH20| ZEE LI
Update SSH account(SSH A8 YHIO|E). AH 88 HETLICH
Delete SSH account(SSH A8 AtH|): A ™2 A LICH root A™E2 AT = A& LICE

OpenlID Configuration(OpenID %)
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=
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FLICE. https://[insert
Xt
- O

=
—

245
=

as g
Lict. of

FLCt.
=

s
=
4 5t

t2{™ OpenID
_?_
&
Ol
[=]

o

o
HOolHE

2
S

At
0] 0f of

[

=

=
] Al
S

-
O

A

R0 ChAl =22

| E{ 1| Of
st

| -
a A

Client ID(22}0| Y E ID): OpenID A& X} O
Outgoing Proxy(H 4 ZEA|): TEA| MH

Admin claim(Z2| X} 2H): 22| Xt g&o

Provider URL(3 & X} URL): API I EZQIE QOIF =2
URL]/.well-known/openid-configuration

Operator claim(2YXt 2H): YA+ g&o
Require claim(2X" E Q). EZ0| U0 5}

Viewer claim(Z&x}

Scopes(

(o)

mar

4 X

—

o
O

Client secret(Z 20| A E H|Y): OpenlD THA Y E &
Enable OpenID(OpenID &/43}):

Save(X%&): OpenlD

AXIS Q16 Network Camera Series

2

ujd

L]

= HEZ M 7+

gLt 550

=g 389

—
[

of tish E2| A

I
=

21 1o A

40

FL Ct.
7
(i

=

E

t

7

o
=
e

)(\:I’l)\-l'é'

na
=
[

L|Ct. O]

(

n
|

3

Add a condition(Z=Z F7}):

%|CH 2567H 2| @
Add a rule(8 F7}): €2

+

Name(0| &):

+

Invert this condition(0] =

Use this conditio
FX|etCHE oo YL|ct o

Conditio
2 =0
O/ E 7

o1 e
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¥ QIE{H 0] A

| -

Action(¥ M) SE 0| A =

Recipients(3= 21 XI)

O E O Chah =X A 22|t DS EHES X & 28 + ASLILE S50 740 tist d=2ef =
Hed MEo 8 2 U7 AL

Sl

Z| o 20702 +=AUAE g & USLICH

+

Add a recipient(= Xt F£7}). =AMXE FItste{™ 2 2gHL C}
Name(0| &): =4IXt9| O|E2 = TtL|LCt,

Type(F8): SS0|A MEH:

. FTP

- Host(ZAE): {HO| |p FALI ZAE 0|F2 YHTLICH AE 0|52 Y= E2,
DNS A H 7} System > Network > IPv4 and IPv6(A| 28 > HIEL|3 > IPv4 U IPv6) Of2f
of XI'ZE[of A=K &St 2.

- Port(ZE): FTP MH{ 7t AtESI= ZE HSE AL 7|22k 2 21 L Lt

- Folder(E0). S MY CIHEZQ Z2E YHSIMA|R, CIHEZ|7} FTP A0 0|0 &
MotR| gto™ mU2 Y2 ES I 27 HA|X|7F EA|E LICH

- Username(Al8X} 0| 8). 2E0QI5I2{M ALEX} 0|52 YEHSIMAIR

- Password(W|AQE). 20152 H I|AQEE AHSIMUAL.

- Use temporary file name(YA| It O| & ALE8). XI5 2 ME AA IY O| S 2 MU S
U2 CSte{™ MESL|CH AEEE 226t H LY 0| 50| Yot= O|EC 2 HHEL|CH P§EE
7t SEHE A 4= oHUo| QELICEH Lt XS] LA U2 F S = ASLICH O|FA
St RSt= 0|52 7H%l & mHYo| SHHEX| & 5= JASL|CH

- Use passive FTP(=S FTP AI8): M A X Ol MA=0|AM XN E2 Thed| CHA FTP A{B{Of OJO|Ef &
42 EE XS LICH EX|7F A Mu{of CHet FTP A O R GO HZE2 2 F MIXNo=2
A|ZESL|CEH Ol LB O 2 FX|QF A FTP AMH ALO|Of &3tE 0| Qe ZL20| 2L Tt

« HTTP

- URL HTTP MH O CHot HERR A4 ™2 Mgt ATEHEE YHSLICH O|E EH
http://192.168.254.10/cgi-bin/notify.cgi & L| C}.

- Username(A2X} 0| &) 20152 H AL X 0|2 YHSIMAIL

- Password(W|AQE). 20152 H I|AEE LHSIMUAIL.

- Proxy(EEA|): HTTP MH 0] HZSI7| 2 ZEA| MHE S0t6lj0F St= 2% 2% HE
£ 7110 gL,

URL: HTTPS ME{0] CHot HIESQIS FA0 QFE Me|g 23 EEE YL L
https://192.168.254.10/cgi-bin/notify.cgi & LI C}.
- Validate server certificate(AH QS A &Ql): 0| AXE MEHSIO] H
SME MdEfS LT
- Username(At€X} 0| F): 2701512 H ALEX} 0| 52 YHSIH AR,
- Password(I| 29 E) ZQsl2{H A QJEE
- Proxy(ESA]): HTTPS MH 0| HASH7| sl =
YEE ALD et
+ Network storage(HIE$|3 A E2|X])
NAS(Network-Attached Storage)2t 22 HERXI AEE[X|E F715610 I Y2 HYSt= FLXE A
8¢ 4 AL CH T2 MKV(Matroska) T WA O =2 X FE L|CH

1l

| )
- Username(A2X} 0| &) 2QI5t2{H ALEX 0| E2 YHSIMA L.
Password(I{ A E). 2012 H IHAQEE YAHSIMUAIL.
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¥ QIE{H 0] A

| -

SIP:

it
fl

Test(E| A E): )

VMS: VMS M3t2 Za{H M
-]

. oy

Host(SAE). MHO| P FALI SAE 0|52 LHTLCH SAE 0|52 Q8= 42,
DNS A H 7} System > Network > IPv4 and IPv6(Al A% > HEL|3 > IPv4 U IPv6) OF2f
of XI™E O YEX SQASIMUAIL.

Port(ZE): SFTP M7} At8StE ZE BT E A=BtL|Ct 7| 27r2 22 L|Ct
Folder(EL): Tt 2 MY CIHEZ|Q 25 YHSIMA|L. CIMEZ| T SFTP A{H{0f 0|0O|
EXSIA| o™ mAZ AZET W @ F HA|X[7F BA|E L|CE

Username(AFE2 X} O] &): 2ZQ15I2{H ALEX 2
Password(I{ A QI E): 2101512 H IjAQE
SSH $AE 27 7| 8" (MD5): 92 SAE & |

SHL|CL. SFTP 22}0| X E = RSA, DSA, ECDSA % ED25519 SAE 7| RUO| SSH-2E ALE
St SFTP MHE K| L|CH @4 A| RSAZF M= = B 0|0 ECDSA, ED25519 3 DSA

o

e =}
Axis ZX[= MD5 3 SHA-256 SliA| 7| & 25 X|&SHX| 2 MD5ECE Z ot HotZ ¢
SHA-256E At&3tE= 20| £&LICE Axis & X[ = SFTP b
ot LI 2 AXIS OS ZES O 2.
SSH S2E Z7 7| R (SHA256): A SAE FIl| 7|(43XI2| Base64 Q12
S YATIL|CE SFTP 20| ¢ E = RSA, DSA, ECDSA Bl ED25519 S A E 7|
AtE3HE SFTP MHE X[ &I2L| Tt S A A] RSAZ} MBS E[&= B 0| ECDS
DSAZt 1 % & WELCtH SFTP MHO|A AFESHE 2HIE MD5 2AE 7|8 29
Cf. Axis ZX[&= MD5 % SHA-256 S A| 7|& 25 X| S| 2 MD5ECH 2435 2 OHS 2|5
SHA-2565 At83t= Z{0| E&LICH Axis X2 SFTP MHE 7 HSI= g0 C

Use temporary file name(% Al 2 B YA DY O|EC R mYUS
YEESIH M MENSIL|CH Y=EE 2tR5H It 0| 50| Adt= O|E 22 HHEL|CH Y=E
7t STHE Z%, &4E Do ST 2L TS| YA IMUS S = USLICE oA
St 25t= 0|52 7t% B & HhU0| SHHEX| & = AS LT

SIP MalE Za{o MElsL|Ct

=
From SIP account('& 4!
To SIP address($=4 X} : = 2!
Test(HAE): S5t 80| & &55t=X| HAES2{™ S&lBtL[C}

Send email to(O|H| ¥ ™M& CH&): O|H Y2 T
sl 2l HZ oY F=AE
Send email from(0|H|Y L4l &
Username(AH2X} 0| ). O &

TOHK| Y= 2% 0l EEE H|Y SLCH
Password(Tf 22| E): | Y A
%= 482 0l EEE Hl-?ji =

2ol FAE YL =28 o2 7

g 42 Qe
ULICE o[ Y ME{OfM AZ2

(SMTP)): 0| & = 0f smtp.gmail.com, smtp.mail.yahoo.com}

Z2 SMTP MH 0|28 .

Port(ZE): 0-65,535 2|2 7t ALE5I0 SMTP MH Q| ZE H

2 587 LICt.

Encryption(¥=23l): A2 35tE AME5I2{H, SSL &= TLSE MESIHUAIL,

Validate server certificate(AMH QS A 20l): 2SI E AI2SI= 4R K| Q| IDE &QI5tE
JTEE

mjo
>
fot
]

(o)
i

gL 712

£ MEgtLCh O] RIE M= CARIS 7| 2holl M REX| M HSEALE halst 4= QlE LIt

POP authentication(POP 215): POP MH O|E2 Y&t XA 2(0: pop.gmail.com).
AE 0|0 Y SZAtE O 2=l O YLt Ot FAISH HEf S = MSIHAM AFEXIIF 20| 2 HE
oS EAL HE A2 M| fo) 22 2HE AMESILICH O|H Y NS YA e 2ot M S
2OI50f O|H Y A FO| Z7|HLE o & O] Y2 X &= O] YEE St AL.

n

Host(Z22E): MH Q| IP FALI ZAE 0|52 YHYLICH 2AE 0|2 YHst= 87,

DNS MH 7} System > Network > IPv4 an

of XIF™E|o A=K SQISHUAI2,

Port(ZE): Mt HN A0 AHEE= ZE H & YHLCL
HEE HAESHHE S2SYA L.

0

o
3
<
=1
[>L
oz
A\
=
m
do
]
A"
<
A
#
3
<
o
o
)
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Connect(dZ): MQTT E2t0|HEE HAHLI &L|LCH

AXIS OS Porta/l | MQTTO|| CHal XtAlS] LotE & AELICE
Status(AEl): MQTT 220
Host(SAE): MQTT MBS SAE 0|2

ALPN2 S2I0|HE 3 AH
Broker(E 2 #)

=
Protocol(

MQTT client(MQTT 2&I0|AHE)

ALPN
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Password(T{ A9 E): AtEX} O| S| IHAYEE L HTHLILC

Client ID(22}0|HE ID): 22I0|E IDE LHSMA|L. SEI0|YHE A HEX
o M2 MSE L L

Clean session(Z 2! Ml4): 22 8l A2 s{H| Ale| %S MO{gLICH HEsH AZ 5L AZ oA
B §E27F A M E Ut

ey

4 {X|: S2HO|AETL ZI TCP/IP AlZH ZTHE 7ICHE 22 80| MHE H ol¢ Ar8d &+ Sl= Al
Rjg & s,

Timeout(AZh Z3}): HZO| JRE|= Al ZhH (=) Y LIE 7|22k 60

2
| g2 HE AL MQTT client(MQTT 20| U E) &

Send message(HIAIX| &) HAIXE 2T ALE 275N .
Use default(Z| 22t AFE): Atdl2] 7|2 TIAIX| & YHSHT OYA L.
Topic(FH): 7|2 HAIX|2] F=HE Y=L T

Payload(H| 0| 2E): 7|2 HA|X| Q| LH&S LHTL L}

Retain(RX|): O| Topic(FH)0o|A 20|
QoS: I 7l S &0 CiTt QoS AlE S WAL T
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ALPN ZE2EEZ: MQTT 227 Z2XA7F &2t ALPN Z2EZ 0|22 &gt} 0= SSLE 3t MQTT ¥

Username(AH8X} O] §): S2t0[AEO|M MEOf AN 27| S AHE S ALEA O 52 YEHELICH

= SCHO|HET Mufof FZ

Al &

N2 7t
o= O

ol A O AIX] U LWT DI A[ XS] F=H|of Chst 7|22kt
MQTT publlcatlon(MQTT 2A) Bl AA =Ho|M ArEE LIt
Reconnect automatically(XtS 22 MHH). AZ oiX| = S20|HET} ApS 22 CHA| AZ G OF St =X| O
2 E XEgUrt
Connect message(H A| X] & &)
Aol 4EE I HAIXIE X 2 E X[FL Lt
Send message(H A X| T &): HAX|E ELj2{H ALE HESHM K.
Use default(Z| 22} AF): At Q| 7|2 AKX E YT DU,
Topic(FH): 7|2 HAIX|S] =N E Y=Lt
Payload(H|O| 2 E): 7|2 HA|X|Q| LH&S Y=L LCL.
Retain(fX|): O| Topic(FH)0| M S2I0|UE HEHE F XISt H MEASHH AR
QoS: I{ 2 SE0f T3 QoS AZS HAG LI
Last Will and Testament message(0tX| 2} 91 A X])
OFX| 2 FA(LWT)2 AtE5tH 220|EZ HE270f AZE I} X4 SHu &) RAS M3 += A&
ct. 53f0|°157f '—fxoﬂ O AFOM HESE o2 A0l BOX|HTHRAO| BOR7 2L £+ A =
27{7} C}2 SEt0|HE HAIXIE MEE = JASLICH O] LWT HA[X] & L HAIX| 2t SLst FA 0|0
< 2ot 0 7 I—|§9 soff et YLt

MQTT publication(MQTT & 3)
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712 FH FEFAL AL: MQTT client(MQTT S2t0[HE) B0 M &KX FH ZFALO Fol&l 7|2 FH HBF
ME AtESHe T eS| T

FH ol & =g THOAM =ds 20l FHE Zeste T dE L
FH dYamolA ZE: MQTT FH 0l ONVIF FH| Y LAT0|AE Zatstai MEiSL|Ct.

Qlag]

2= =

Zgh MQIT HO|ZE0 FX|o L HS S Zetsta{H HEffLCt.

fot

t Add condition(Z7 27l TS Xolsr® 2L
Retain(fX|): O MQTT HA|X|7t EQE ®&E =X FolgtL|Ct

« None(812): & & HA|X|7} H|RX| AE

. Property(-’—'.‘-%‘): SEf F=X Jts HAX]| A

o All(RE): AEf =X 7fo S MEE F=HE = Ql8
El

QoS: MQTT =2hsiof CH3| °Jo+L ol

o]

e B2 2L

EpEg
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>
Ral
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MQTT subscriptions(MQTT T 5)

T Add subscription(75 £7h: M| MQTT 52 Z7ks1ae 22gLct
Subscription filter(T5 2 E): £ 535l2{= MQTT FHE YU AIL.
Use device topic prefix(ZX| &5 HFAL AL8): 715 EHE MQTT
Subscription type(* 5 #9):

+ Stateless(¥E =X E7ls ) MQTT A X E &

- Stateful(JEi F£H 715): MQTT HAIX| & x40

2 AL gL
QoS: MQTT T-=0i| Lo &5te 2| &S e L C

MQTT 22 0|

Pl
(LS
MQTT @LH 20| +=-XE F7t8t7| o MQTT E2H0| 2SI A 2.

+ Add overlay modifier(2H2]|0] =X} F71): M| @B 20| =HXE F7t5t2{H S8 Lt
Topic filter(FH 2E). 22 0|0 EA|St2{= HO|E 7t ZTHEl MQTT FHE F7tetL| L}

Data field(H[O|E{ EE): B A|X|7} JSON Z4{0[2t 1 7HF5t 0 22| 0|0f EA|S2= HA|X| T 0|2 =2
7|1& XIEgLCt.

Modifier($=8X}): @B 0|E Q+E 1 ZAD} 4

~

o =
o #XMPE AXSt= +FAHE FHOAM 22 2= HOIHE BA L L
« #XMDE A|%oteE =FAE HOlH EEO X|FE HOIHE HEAIRLICH

AEX|

Network storage(H EH 3 A E2|X|)
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Ignore(FAl): HEYI AEZ[XE FAISHHEH L L
Add network storage(M|E9{3 AEZ|X| F7): 538 MY = A= WERI SFE F7I6t2{H SelgL ot
o Address(F&) SAE MHO| P FA LT SAE O|EE QHTL|CH LEIN © 2 NAS(Network
Attached Storage) 2 LICH D™ IP FA(EH Ip FA= HAE 4= QOO0 Z DHCP H2)E AIRSIEE
SAEES 80t L DNSE AHE5tE A0| F5LILE Windows SMB/CIFS O| &2 X| & &| X| G5 LIt
« Network share(HIES|3 3 7). TAE MHO| 37 X2 0|2 EHetL|Ct Z KXol 033t
E07I A2EE oY Axis X7t 5L HEYT SFE AEE = JASLIL
+ User(AHZh: MHO| 20010 22t A2, AHEX O|§2 LHLICH £ =0 Mo 219
StE{H THONAFS A 0|2 YEHSMAIR
+ Password(I{ AR E). MHO| 21010] HQdt AR IHAYEE YAHSHUAL,
+ SMB version(SMB H{F): NASO| HZ%E SMB AEZ|X| Z2EEE HFH S MEITILIC} Auto(XHE)
£ MESIH ¥X|= 2o BT SMB & SHLHE @astain A|=2tLC} 3,02, 3.0, £= 2.1, &2 H
Mg K| SHX| = O|F NASO| HZASIEH M 10 E= 202 MEHSIM A2, Axis ZHX|2| SMB X[ €
o CHsll &/7/0l M RtM|S| LotE == AEL|CH N N
« Add share even if connection test fails(HZ HIAE7} AIsiC{ate 3G E FIISIMAIR): 94 ||
2E F0| LRV LA ZR0|E HESD SFE FIH5I2H MESIHAIR, O|E S0, MHOf IjA
UEI7L ZQTX|Tt O| & UK LUT| 20| L7 7 Llg &= S LIt
Remove network storage(M|E9{3 2 E2|X| HAH): HER I 370 Ciot HAS O E oA, HHQlE SiA| X
Motz ™ S2/2tLCH O|EA ot WERKA 3:0 tist =& AF0| M AHE Lo
Unbind(HIQIH 8liH]): HERXAT S/ E HIQIY si{Mstn AA2 #o{H Z2/atL|C}
Bind(HIQIE): HERZ SFE Hl Y5t HZst2{H S Tt
Unmount(Ot2 E 3iH|): LIE?3 S7E OH2E siMsta B S Tt
Mount(OI 2 E): HEYI 3FE OIREStZH &L Ch
Write protect(227| EX|): U EI S70| 27| SX|otL =52t=0] MAL X E=5 ot ® FLICE 27| &
A HEQI S/ =Z0E 5= &L L
Retention time(2 & A|Zh): =3t 28 7|7t Q2 &l 5310 & ot = HO|H & 2HHE 8 E+8 M
SHL|CH WEYI AER|X|7F 7S XHEH MEISH 7| 2H0] X|LH2| MO O] =3k7F ALK & LI Lt
Tools(= )
+ Test connection(AZ B|AE): Y ET S70| Lot AAS HAERLC N
« Format(Z9): 0| S0 &= H|O|HE WEH X|Q0F Stz d2, HERI SFE ZogL|CH
CIFSE At8 7tsot It A|AHE Z ML O
Use tool(Z= 7 AH8): 225t MEIGH =& 2 M 5tatL|Ct

Onboard storage(2&.E AE2|X])

T2 AL
Ol &4 8l &4 & =3t o[, X7} &
o |

= 51 A= A= SDIIEE &
ZtEE HMAsE7| Hof OF2 ES oMot Al

Unmount(Ot2 E 3 Hl): 2 =/5t0] SD 7t=& A5 M AHSHU Al L.

LICE M| BX|El SD 7tE= ZOigh o= QI& LTt
Autoformat(XtS =) |2 & QSHSD

Ignore(SAl): SD 0] =8 HES EX|3}2H HYA .,
S8l x| ZSILICt O] MAES BAIAITH ALRE 4 Q& LLF.
5

Retention time(EZE A|Zh): =3} 232 7|2t @2j O| & ot = [O|E XMZEut
gtL|Ct SD 7tE7t 7t5 XtEH MEiSE 7|1740| X|Lt7| MOofl Ol ™ =37t AFA|E L Lt

Tools(E= )
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Write protect(227] &X|): SD 7}E0f| A7|7F SX| &1 =5t50] HAL= AS E=5t2{H 0| 8= B
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Add stream profile(
oM 271
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Preview(0O|

Dynamic FPS(S X FPS) @ (O] 2F0f ChiSt 2¥2 2EF H0/A 274 5E AL

Resolution(Si & £): O] 7F0f CHot HH 2 AEZ Bfo/X) 278 =S HRSHUAIL.
Compression(¥%): 0| 0| CiTt Y2 AEZ Ho/x/ 2785 S BISHHUA L.

Zipstream @ ;O] 270l tiot @2 2EZ Ljo/X 272 5SS EAXRSIHAR.
Optimize for storage(2 E 2| X| | X3} @ SOl B™Of TH®

Dynamic GOP(S % DOP) @ :

Description(d ). =21}
Video codec(H|C| 2 A H):

Frame rate(
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Mirror(0] 2{) @ 0] 2F0 it HY2 2EG mojx 27ed=S ®

— o

ZESHYAI2.

GOP length(GOP Z0]) @ ;O 20| Chot BY2 AEZ LJojX] 272 =S
Bitrate control(H| E 2||0| E H|0{): 0| A 0| C{s

—

>
og
ro
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mo o3
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£
to

=
& 2AEE mo/X 278 =
Include overlays(2H2{|0] =) Zotd 2H2|0] RS HEHTLICH 282|0|S F7tot= G E

Include audio(2LC|2 E&h @ (Ol H™0 ot B2 AEZ Bjo/x) 278 =

a = (R =] gy 0” I:H_én__l' Xl'k”_én__l'
S S doin) 2o BB S HRdtirS, -

St =2 HRSIMAR
ONVIF
ONVIF A H
ONVIF(OFen Network Video Interface Forum)= |5 AFEA, S8 M|, ZEHE U M =AU EQ S HC|L 7|
=22 E 7tsdS EH 2EE £ UA diFE =2Y QA HLOo|A EFEQLICH ONVIFE Sdll M2 CHE S5 K
HE 2o 4528, add 4 HE HZ S A|AHO| Ol AMHE =2 £ S L
ONVIF A 82 4 g™ ONVIF §M0| AtS 2= 2t LICH FX|te| ZE ONVIF S0 AFEXL 7| F 0| 51t
AJAEE AL2THLCH XHMEH 82 axis.com®l Axis WL Xt H R LIE|E £

+

Add accounts(A™ E=7h: A ONVIF A/ ™S F7tsle{H S|},

— =

Account(AlH): 1R A™ O|ES Y HTtLC}.

New password (M o A ¢ ? A™e| of

o= 2 QlaistL| r mAQYEL 1~ 64Xr Zo|ofof BtL|Ct At =
TEE LR IS 5 o4 7 Xt

= Hd
TE 32~126)2t AR 0] ALE S = A LT
Repeat password(T{ A 9| E Ht8). S USH I AQEE CHA| & HBtL|Ct

Role(¥ &):

« Administrator(2t2|Xl): 2= HHO 2™ 5| MM ATHLCH Z2[XH= CHE A™E F7t 40

E 9 A & O'A'—l':f

. Operator(-.-_-oI}) ChE2 Melet BE A0 AMae = AL T
_ = System(*l*“') M x-l
_ OH .7:7

« Media account(ﬂ|C|°1 HE). HIC| 2 AE 0Tt AN AT

—

g0 &= H7ols thaol = E L

Update account(AlId ¥ GI0|E). A8 £d2 HESLIC}

Delete account(Al1%d AHH|): A E 2 AKBLICE root A™2 AXE &= l&LICH

=

At

ONVIF O|C|0| Z2n}

ONVIF O|T|Of Z2h2 O|Cjof 2ER H7YS BHEPst= o AEY
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¥ QIE{H 0] A

| -

HA

D HAIZEET| O|0| X[ AEHAEE OFL|2} UTF-8 HA 2
BlEE E-*l*E THI0| Z3HEl zip TYO| A A ELICE X[ A 20 20/ f
zip It YS ZSHA|L.

« Download the crash report(ZE HI1A Ct2 2 E): M AE{Of CHSH Xt HE 7}
ECREEYLICL 5= 2| ZE0= XpASH O P2t M| 2[ZE0 s BT
UAELCH EOME

21

oF MEZ mA[StAD S|

_,_
N
L

=
BAISIHE S EHAIL.

- BX MH EIEE Ho|: Y oM MZ JEHO Ot YEE SO AL 2O=E S22

+ View the system log(AM A8 21 H7[): X A2 Z1D Sl S0t HAX|QFZ2 A|AR O

. MA B HI| NEE 200 IAYCE AFRS A S ATjS B HMA ATE BE

HEYI =5

T A

HESD N A0S AFN T& HAYS O 22 UL Yt 23T 4 ASLC

HERI =X o2 HEHYI &35S 7ISst0] 2XME sidst= d &

o
=)
Trace time(FH A|Zl): =X 7|7H(X E& &)2 M =51 Download(CHR2 R E)

27 Aag 21

SyslogE MAIX| 249 #EYLIC} SyslogWlAl= HAIXE EG5ts 2ZEL O, HAX|E M=
XNEED W REMSE ATEQNE 22| = USLICE 4 HAXEHE O HAIXE 445t 2AZE
LIEFLH= A|d BETJF HA|E| D MZte 50| ZEHE Lo

Server(MH): Af MHE =715t H S EIGHYU AL,
Host(E2AE): MHO| SAE 0|2 E& P FAE HEL L
Format(Z ). AHES syslog O A|X| EBHES MERBHL|CE

o Axis
« RFC 3164
« RFC 5424
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