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o W7HX] FX|7F 7|CH2{0F Sh= XA A[ZHS MEdSEL|CE
. mj_;onqatlt_:c I-daEte lar;d}tilm? (manual NTP server)(XI5 Y& S A|ZHES NTP AlH)): MEHSH
MHQ} =7|8}8kL|C}.
- =5 NTP AMH: S} = = 749 NTP MH Q| IP FTAE UHETIL|CE. = 742 NTP MHE
A8StE 42 FXle & MBI YUHE HES 7|8z AZtE 57|25t mFES LT
- Max NTP poll time(X|C] NTP Z2& A|Z}H): YHO|EE A|Z+S 27| Q3 NTP MHE Z2
o W7HX] FX|7F 7|C2{OoF St= E|Cf A|ZHS MEHSEL|CE.
- Min NTP poll time(%|2 NTP Z& A|Zh): QHO|EE A|ZS 27| Q8 NTP MHE Z2
o W7HX] FX|7F 7|CH2{0F St= XA A|7HS JEHSEL|CE
« Custom date and time(AI2XF X|™H Y& U A|Zh): =502 YR 9 AZHS Y™HBIL|C Get
from system(M 2NN 127G S0l ZRE EE 20ty YHAN I U A
NS s Aba 7bAH =L
A ZHCH: A8 A[ZICHE MERSEL|CE & FoF AlZH A H#FE A|ZH| & AZt0] At o2 ZYEL
. aIngP:ﬁDT&POqum% ?I?iH% MESLCE O @M MEHS[a{Y DX TX|7} DHCP A
— EE AN O _6:_1 L‘ E .
- Manual(+5); EECF2 S=20IA AIZHHE MeyBrL|ct
H| 3
AM2EME ZE =3, 21 2 A" 270 R & Az @80| AR E LT
A /1%
X7t A= /IXE YHYULE S 2| A|LH-HNM o] YEE ALY X 20N FXE HSLCH
+ Latitude(flE): Y=+ U2 B SF= LIEFHLICH
- Longitude(ZE). U4 e EAXQM EZ2 LLEpHLICH
+ Heading(#8): &X|7} Sists LIAEE @8iS QeistLich 02 HEg LiEYLT
- Label(81): XX Cf3F MBo| wetel 0|28 YetLct
. Save(ME): A QK= Ml E s}
HEHZA
IPv4
Assign IPv4 automatically(IPv4 XIS &%) HEQA 2t22E7 X0 IP FTAE K502 SHSIZE 82
O MEfStL|CH CHE 2| WERIZO Cfs{ Ats IP(DHCP)E #ESLICLIP FA: FX|o| NJGHIP FAE ¢
HSMAlQ. DM P Fak 2 4 ngst AL HoH YEYD Ljojq Ratg2 setE £ Q&L
S5 YRGB DH P F22 Sety| MO| HEAS H2IXo)A 2ofsts H0| TSLICLAEE OpA
3: M4 OpA3E 2510] LAN(Local Area Network) LHE0| A= FAE HolgtL|Ct LAN 2|59 2 &
Fas 2tRHE S0 LCLRouter(2}2E): CHE HERYI L HERJI MIOAHEO AZAE HXE HZASI=
O Ar2Es 7|2 2t2E(HOIER0))e IP TAE 3Tt Ct.Fallback to static IP address if DHCP isn't
available(DHCPE Al2% = Qe A2 1™ IP FA R EH): DHCPE A2 £ Q0 IP FTAE X502
ZEE S G 3P GNR 8T DY P Fag Foletaet depLc:
Hl
DHCPE M8 % G WA7H D F4 GAE NBSE 39 1Y Tk MEE ¥R 7
MEL|IC
IPv6
Assign IPv6 automatically(IPv6 X}-3 ). IPv6Z AL HEQZA 2t2H7F &Ko IP FAE Xts
o2 UGt E St MEdSL|CL

SAE 0]
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SAE 0|28 AFOR BE YT 26T HA|0| SAE 0SS P FAS E5O2 VIS o
20l MESIL|CLSAE O[S A0 AMASE 2 WHOoR ASsleH SAE 022 4522 92
LICl. M E0A Y A|AEH 2= STAE O|E2 AETELLH 8= EX= A~Z a~z, 0~9, -QL|C}.
£ DNS YH0|=EE BAMSIRLICE Ix|o P x40} HHE wjoict X7 Sojel o/F HHONS)
7|22 x50 YH0[ESt=2 S{SHLILLDNS 0|8 S2: X9 P FAE 743|7|= 188 cof
ol 0|28 QastL|Cl. 3RE L= EA= A~Z a~z 0~9, - L|CLTTL: TTL(Time to Live)2 DNS & 3L
Jh fHOlER7] Hol REg Sej2 gxisE Ae BFTLUL.

DNS AMH

Assign DNS automatically(DNA X}-3 &2): DHCP MH 7} AM =09 S DNS MY FAE ZX|O Xt
S22 St St MEHSIL|CE CHEE2 HESI EHOH Xt& DNS(DHCP)E 3% efL|Ct.Search
domains(H|Q M), MASIEX| RS TAE O|EE A2t 42 Add search domain(ZA =09l
A7he Zastn &X| 7} Af%é}é SAE 0|52 HMY EEHI&I% 'EAE.“-I CH.DNS servers(DNS AMH):
Add DNS server(DNS MY FIHE

SAE O|IEE IP A2 54%5}01 H&gct
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£
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UHYLCL O] MH= HESQIMAN

HTTP % HTTPS

HTTPS= AEALS| HO[X] 23 & & MEO|AM Hretzl b
SEl 2 mE2 Mol M2[HE BEFEE HTTP

S
K| 0| A HTTPSE AM23}E{™ HTTPS QIS AME A X|8OF TtL|CH QS AME
Security(A|AEl > HQHZE 0| 5L LCt.

Allow access through(¥N|A & &): AtEXt7F HTTP, HTTPS == HTTP and HTTPS(HTTP % HTTPS) = £
E2 5 2 Sof SA0 AZSIES S|FTA| MeBiLICE
il
HTTPSES Sof 2=atel @ HO|XIE B Z9 So| HoXE NS 8% 0 450 Hotg +
OIA|_| |:|-
HTTP port(HTTP ZE). A% HTTP ZEE UsigL|Ct MK EZE 80 tt= 1024-65535 HR|ol &
S EEE o|BuLl meke 208 49 11023 Helo BEE U 2 USLITL 0 Hol
HEE ARSHE Z117} EAIELICLHTTPS port(HTTPS EE). Al2% HTTPS EEE Qaistlch &K
= X E 443 £ = 1024-65535 l=H°|0| DE ZEE 2L CH AAZXER 201 A2 1-1023 H[9|
HES Q2% S YLt 0| #9o| TES ASSHE Z 17} HAIE L|Ch Certificate( S M): |
of HTTPSE By3tsteiel ASME Mefgch

Bonjour®: L|EQI0|A X5 HMS 5{85t2% 0| 242 ZHL|CtBonjour O|: LESIT0| EAZ 0|
QZBILICL 7|2 0|22 &K 0|21 MAC ZAULCLUPKPY: UEST0|N X5 HM2S s{8stefoi O]
52 HLICLUPNP O/E: WE9I30| EAIZ 0122 3Lt 7|2 0|52 &X| 0|21 MAC FxeL
CHWS-Z4): LESISOM A5 AMS o/geteis o] S48 HLITHLLDP & CDP: HEAION S
g 525128 o] S4E HLICL 1D o COPE et Pot Tl waol XT0| 4 > Y Lich Pot H
By eid 2xE SZstei® St=glo] Pof Mg WA HEOZ PoE ARXE FILLH
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Http proxy(Http ZEA|): o/ SE HA0| Ma} 22 ZEA SAE EE P FAS XML ChHttps
proxy(Https TEA|): 5|25 WA M2t 32 T2 SAE E= P 745 AP
HTTP Sl HTTPS mEA|0 S8 = YA
« http(s)://host:port
 http(s)://user@host:port
« http(s)://user:pass@host:port
H
HXE MAIESIY 228 ZEA 282 HEL LM

o
S
2
30
rr
mo

REEERIE

coel o8 XHE: www.<=HQl 0] &>.com).
S8 =Moo 2E 5t =0 XF(O: .<ZHQl 0] &>.com).

. CIDR A9 IP =& X|H

One-Click Cloud Connection

One-click cloud connection(O3C)1} O3C AMH|AL= Ol QXA L AAIZE X =351 A
HMNAE HMBTLICE XM LI 22 axis.com/end-to-end-solutions/hosted-servicesE

Allow 03C(03C & &):
« A28 0|AOo| 7|2 HEYLICE AHUES Fof O3C MH|A0f HASIHH FX[Q| HOl HE
S Z4H SFELICE HO HES $2 Z 2442t O|Lfjoff O3C MH|A0 ZXE SE0F T
Ch. O"X o™ FX|7F O3C MHAON AA X ELCH FXE SEL|H Always(g4t)
7b 2 MotE|n FX|7F O3C MH|[A0] AZE X FX| &Lt
o 4 FX|TF QEUUEZ Sof O3C MH[AO TSt HAZ XEHE ALPLICH EXE SESIH
03C MH|A0f HZAE X FX|ELCH X Q MO HEO X e 42 0 282 AT UL
« OfL|Q: 03C MH|AE H|gdatgtL|Ct
Proxy settings (ZEA| M) Tgsl 42 Z=A| M2 Q80 TEA| MH0| AAL|CLSAE: T2
Al MBS FAE USHTILCLEE: WA ABEl= ZE HDE YHSGMUAIQ2OQ X HAE: Ee
St AL TEA| MO CHEH AFEAF 0|2 Y IAYEE QHTHL| CF Authentication method(Q1Z5 HiHH):
o 7|&: O] HERH2 HTTPO| CHol 71 =2hdo| Hojtt 215 HAYLCH Lzobe|X| A2 AHEX} O
£ IHAYEE MHE MESH7| I Z 0] Digest(CIO|MAE) BFHELCH QHMSHX| YUSL|CH
o CIO|HAE: O] HH2 T4 HELIE S L=atEl WAJEE MESHY| IIE0 o t™THL|CH
o XF: O] SMEZ AL X E= YR met BX7t o5 S MeElg = Q&L LCH Me
2= CIO|HIAE HHE, 7|2 9E =M2 dFeL(Ch
28X 215 7|(0AK): 234t OIF JF|1E 71 e{H Get key(7| 71X 27[)E =L Ct O|H2 ZX|
7t eEtEHO|L ZEAIQO] QU HARE ZL0T JhsLCh
SNMP

SNMP(Simple Network Management Protocol)E O|23}0 HEZ XX E ddo=z &

SNMP: At2% SNMP H{A S MEISHL|C}.
« vl 8! v2c
- Read community(2{7| ZJFLIE|): X|&El= 2= SNMP X0 CHal 27| & #HTHO|
A= HRLUE O|F2 2T Ch 7|22 MLt
- Write community(*A7| #B2L|E[): X|LE|= D= SNMP Z4R|0f CHsf 7| E= M7 s
O] A= HRLUEl O|§2 2 721 ©& A HMel). 7|22 27|t
- Activate traps(E®™ Mo} ERETE 2M31512{H HMUA. XK= EHE ARSI
8%t O|ME = ME| WA CHSE HAIXIE 2] A2 EHLCH & QNI o] A0
X SNMP vl 9 v2cOf LCf b

=
OlMZ E¢ll ERZ 47F
- Trap address(Ef F&
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SRLIE|S et
- Traps(E®):

- Warm start(g AEE). SNMP A X

- Link up(Z3 ¢): 37 T20A

- Authentication failed(21Z Al1Ij): OIF A|Z7
H| O

AXIS OS Portal> SNMPE &Z3l4 Q.

* v3: SNMP v3&= ¢33}
St 71 HTTPSE S ©
oS TE| K| %2 SNMP vl & v2c E
SNMP v3 ZUHZ| OfZZ|AHO|NME E9 M

- Password for the account “initial"("xX 7|’
SNMP THAQEE Q&ASHL|C} HTTPSE &
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SNMP vl % v2c EME HE RE Axis H|C|Q MIB E0| 2AM3}EL|C}

QIL|Ct. SNMP v3E
LICH ot @oto] g

L|C}. SNMP V32 A}
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> 11 lﬂ:LOUNU
o
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Client/server certificates(22}0|HE/MH Q1= A)
Eo0|HE/MH 2B ME HXO IDE HBSIH A AHHE 5
Zg = JASULCHL XM MY ASME Mo 25 E X S5HH
Y USIPNE=3=1; &L C}.

ASME UEAIY XS ASots O ALSELICE O X[= F 7HK|
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M &Al: PEM, .CER, .PFX

7| &AL PKCS#1 2 PKCS#12

oI
Oos:
E
s
oy
C
o

| Add certificate(AS M F71) : ASME F7t5t24H S L O

« Secure keystore(HQ 7| X&) 7

[

=
= Trusted Platform Module 2.0S AEHBHL|C}. AMEH
2™ help.axis.com/en-us/axis-os#cryptographic-supports x5}
+ Key type(7| Rd). ASME E5H EFOR 7|
g Yoot ¢ud|Es UELLL

* dgo %= oiFols Ch30| EehE L
o Delete certificate(QUS M AMH|): S ME AMX|SIAA 2.

.I
E 7|20 B 2SM M FS

Secure keystore(® 9t 7| MZ&A) @
o Secure element(EQt 2 A)(CC EAL6+): EHOI 7| HZEAOQ EHO @
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- More(t{ 7]) . REMSIALL MENS X7} TEZ mA|SfLCH
| 7|2 o |

>
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A2.

=
« Certificate information(QUS M ™MH): X = QAFSAo| £M4HE FLC}

o =
« Create certificate signing request(?_lgHA MH QX MM): CIX|E ID ASME AMHSHY
Al
o

HKE Y = ?I JlZ2ate 2 MEEotH RE ASM7F AMELC A 2X[E CA 2ASA
K

, RX|7} IEEE 802.1X2 HZ g+
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« Trusted Platform Module 2.0(CC EAL4+, FIPS 140-2 gj|®#l 2): 20t 7| HZE A0 TPM 2.0
= At8%ta{® MEfStL

HEHYD M2 Ho| X AB

IEEE 802.1xIEEE 802.1x= M Gl 2M | EQ3 EX|9 HO =S XISt E

sS= E 7|8t HESR &2 |
£ 2|t IEEE &= Q| L|C}. IEEE 802.1x= EAP(Extensible Authentication Protocol)E 7|&9 2 ¥tL|LC}HIEEE
802.1XE2 H3 &&= HELIA0 HHASHH HERI X7t AMHHZ QSE 00 FLCH AF5E2 24F

MHO|A E|H, YEIH o2 RADIUS ME{(0: FreeRADIUS 3! Microsoft Internet Authentication Server)g

(=]

L|CHIEEE 802.1AE MACseclEEE 802.1AFE MACsecS O|C|0f MM A 2 T2EZS 9ot H|UZHY G§O|E 7]
= 99|5l= IEEEQ| MAC(O|C|0] HMA HEE) Hot BEL|ICLABSMCA 215 gio] 7
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SYULCLEX| 7L AIBSME Sl E2 k= HERIO Hh2E
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" oI5 MHE QISANE ALZo}0l S2H0[9IE0] DS SOIBHLICHCA ASA:
01 MHlo| IDS EOlstiict AISAE MEiSHR| %ow YA oAE
2l A| =8t L|CLEAP identity(EAP ID): 2210|HE OIS A
254 A| 2 .EAPOL version(EAPOL HHH): HEQA AQX|O|M AL = EAPO
IEEE 802.1x(IEEE 802.1x A}&): IEEE 802.1x T2 EZ S Al2Ste{H MEISHL
PEAP-MSCHAPv2E AL83= AR0C o|2{st 4™ &S 0| 8¢ =+
o IjALQIE: SHE AIEX} IDO| IjAL b
« Peap version(Peap H{F): L EQI A
o Label(2}¥): S2}0|HE EAP US3E
M 25 MEHGIL|CE Peap H{F 12 A
IEEE 802.1ae MACsec(®MX CAK/AI® 28§ 7])E
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Blocking(\tEt 5): A+ CfQl 322 XICISI2i® AMAQ. X [fol 3242 Y %S S5 219
B EL U3 7|8 RZBILICHAT Z|Zk SAE Y BAS AT AZCRS AHSLCLAE
Z: 220 A%ey| Moj S185ls 2T 03 A 235 dHPUCL HOX +EM FA +F 2
SolM SBEE AN £8 2FT 3 A&

Activate(Z/d3}): B3t S ZHL|C}
Default Policy(7| & ). qigtEio| 7|2 MENE MEHSL|C}.

| o o |
« Allow(3]8): gX29 2= HZAS HLICE. 0] FH2 7|2 HFEO ASUC
« Deny(H¥%): XX|2o BE AHZAZS HEBHL|CH
712 HHo| o|QE HEsHH EY T4, I2EE 9 ZEOA X0 st AHS 8L AR
= ES d4g = YL

(e = .
HI2 o8 =& ARd ZE WSS YHBLICL 1-65535 Afo|9] ZE MBS F7}
Sk A OIﬁL_lEI.
= T Mg o .
- FM: 2o M2 MugU
e gg wasee 2apyn
Add rules(E F7h): Folst 22 Fvtotele 2L
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+ Time in seconds(x THele| AlZt): & HAEO| CHS A2t HotS gLt 7|2 A2t Hoh2
3002 HEFE0 JUSLICHL ES2 FSA| oo™ AZHS 0x2 G-t
+ Confirm rules(§ 2tQl): St AlZF MotS =QlgtL . 1% 0|42 A2t Xots HFot B2 O] Al
7t 5S¢t E0| ZdBtELICE AlZt2 092 MY E0| HE ZgstE Lo}
Pending rules(2F Z¢l &) Ot =HQIL|X| G2 Z[4 HAE E0f Cfet QHF YL
H|
AlZt Jgte & §2 HAE EIO|7F ELALE AFEXIIL =2holgh Wi7tX| & 1% ofzfo| HAIE LY
Ch. 2tQI5HA| o™ Efo|M7t 2 = HR Sl § ofgfof EA|Z|D, YatH2 o|Fo| Folot 4F2
2 L SOotgLICt Ol =HolstH oixf g e &2 tiME L

Confirm rules(g &Ql): 2F& S £ 243st{B S LI ChActive rules(§ &/83}): A TX[0f
N 28 S0 E0f et 2B F AL ¥y 22 MW 2. O B8R 5
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M2 o3t 7|2 we3[n gooz AdstHo| AFBAN A MEE AXIS OS OIS AE AMAMSt = QL
Chinstall(%]): QIS ME MX|sf2{m 22BtLct +ZEYOE K87 Hof AZME H|sfof ofLct

° d=o S oFoles CHEO0| ZghE LCh
+ Delete certificate(21S A AtH|): 9l

Ad

A¥

ChAccount(A|™): 1823t AN 0|22 ULt New password(M DAL E):. 7Ho| IAYEES ¢
SLCH IHAQIEE 1~64KF ZO|0{OF BHL|CE BX}, %A, 1FH, Y2 J|s § ol 7%? ASCIL 2
AHAE 32~126)0F A QIS0 AFBSH &= UL L|ChRepeat password({A9|E ). SU! =
£ CtA| YEBHA Al 2 Privileges(H $H):
« Administrator(Z2|X}): D E AXO| &FS| WMASHL|CL DIX= CHE A™LS =71, 00|
E % HAY = ASLICHL
+ Operator(24¥X%}): Ct2S Mgt ZE AH
- B E System(A|AH) MH
+ Viewer(50{): Ct30] CHsH X )
- HC|R AEEol AWARS HT WEL|C
- S3E AHStD e ™ML
- W, 2HE 9 F; PTZ AW WA A ZE
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.
© o dE0 %= HEols o

=3 |Ct.Update account(#|d HIO|E): AF £dg HEL
C}.Delete account(H|™ AtH|): A X

= ) — =
AH LT root A¥2 MHE 5+ YSLICH
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Allow anonymous viewing(2ld H7| 3|&) AXMOZE ZIAQISK| Lk FHLF BEXZE EX| 0 AMA
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g £ JA-E ML CtAllow anonymous PTZ operating(2E2| PTZ 249 3 8) : Qo] AR

I
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—I_ Add SSH account(SSH A Z=7}): M SSH AEE F718ta{H S2ighL|C}

+ Restrict root access(root WM A H[SH): root HMAT HRSH 7|52 Motste{™ ZL L

- Enable SSH(SSH 2t MSh): SSH MH|AE Alg%HE{E ZAL|C}
Account(AH|d): 183t AH OIEE Q2L C}.New password(AH AL E): HHol I|AQEE st
Ch. AQEE 1~ 647(} ZO|0jOF BtL|Ct. ZAL A, #5H, €5 7|2 S QM JhsTh ASCI 2XH(ZR
E 32~126)2t THAQIEO AFEE = UASLILCH Repeat password(l A E HH5): Lot AYES Cf
A SlESHUAS M MBS ATUCKSH). © AkmO| B ojhols C120| ZHEU Tt Update
SSH account(SSH A AGIO|E): AHE £M48& HEISHLIC} Delete SSH account(SSH A AbH|): AH
= MHEUYLE root AF2 AMY = S
It ZSAE
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Add virtual host(7}4t
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UohEe: Aui7t 92E ZE2 g3UChType(S8) A8 915 S8e MeLTL 7|2 Clo|HXE,

2E ID SO0|M dEBtLICE o Xe
* Update(YEH|0|E): 7t SAES YO O|EG LT
c AN VY ZAEZS AR ELCH
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Hl g3k MH7F 2 gstE e

OpenID T/
S8 Atg

OpenlDE AtE30] 20 =+ Q= B2 OpenlDE T30 2a0g If ALt CHO[HAE
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=t U XH 332 ASHUch

Client ID(22}0| 9 E ID): OpenID Al2X} 0|22 Q! 243tL|C}.Outgoing Proxy(‘hdl TEA|): TEA| MHE
ALE5t2{H OpenlD HZAZS 2ot E%AI FA2E YL CHADmIn claim(2| Xt @) 22X} Ao ¢S
Q25| C}t.Provider URL(Z3&X} URL): APl ICZOIE QZS 2ot & 23 E UAHSIL|Ct https://[insert
URL]/.WeII-known/openid-configuration oW”OIO-IOI: atOperator cIalm(-S-%'I} X)) QX dEto| 7S o
¢fL|Ct.Require claim(2% &) E30| A0{Of = HO|HE YATIL|CtViewer claim(Z2HEX} M) &
A Ao gf2 YL CHRemote user(2Z ALEX): A Af%ﬂ% AEStE 22 YEPLLCH ol FX|
o o OIEIO|A0| HX NEXE HASIE Bl 288 LCtScopes(Pl): 20| Axt € 2 9t MEAH
E' |°.=IL| C}.Client secret(EE}0|°1E H|&): OpenlD IjAQE = Save(XZ): OpenID e MEsieid &l
otL|Ct.Enable OpenID(OpenID Z/3s}): ¢ HZS T ZZ A URLOIA ZX| 215 & S{2sa{H ALt
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¥ QIE{H 0] &

|

- URL HTTPS AMH{Of CHS HEQ A FAet 8*4‘3 Mg A3 EE HBLLCL o E
M https://192.168.254.10/cgi- bln/notlfycgl JL|Ct.

- Validate server certificate(MH QUZSA| =tol): 0] MALE MEHSIO HTTPS A7 MM
oh QIZAE MeEtstLct.

- Username(A}Q-X} 0|E) ZIQI5l2{H Ar2X}t 0|ES YUHBIMAIL.

- EAYE: 2080 WAYC S AL

- Proxy(ZZA|): HTTPS AB{of o1Z3t7| Qo) Z2A MHE SDHeof ot B Tas
Hes An gl

+ HEQ3 2EZX|

z
>
u
prd
D
@
=
2
=t
>
—
E,*
0O
>
D
o
%)
o
>
(o)
0]
o
N

0
=

m
i)
[

>
Hn
o
A
njn
ok
N

— ot
ie)
1=
ne
mjo
A
02
Kely
rir
e
r>=
Pal
Hu

o
- 9_*5 L1IE°Jﬂ AEE|X|O| IP =ALL SAE 0|28 o‘:;aqaur_“:r_
-  Share(Z8) TAEQAM 35 0|52 et

- Folder(E0): TS M&s ClHERZ|Q ZEE AUHSIAMAIL.

- Username(Al2X} 0|8): 21Q1512{H
: u?*°1= 230182 WAES YAASUAIL]

. SFTP

nlru
rulo

2o
J
el;
rir
oy
Ho
O
pd
wn

SAE: MHO|IP FALL SAE 0§ YHTYLICH ZAE 0 2

X H 7} System > Network > IPv4 and IPv6(A|AHl > HEQ|T > IPv4 9 IPv6) OfZfof

X HE O YK SOIsIAA L.

- XE: SFTP MHJI AL8%te ZE Bl g Lot J7[27H2 229 L}

- Folder(Z0): mYe XA ClUEZ|Q 704;% QUBBIAA|Q. C|HMER|7} SFTP AH{ 0| O]
O EXstX| o™, oAS %EE 2 O A|X|7} EA|E L|CH

- Username(A}Rx} 0|E) 292513 H 0|22 AUHSIAMAIL.

- EAQIE: 2I00% D HAYES 2

- SSH SAE ZJf 7| SE(MD5): &Z SAE T 7|(32Kt2| 1674 2XA)o| X|2L 9
2{8kL|Ct. SFTP 20| E = RSA, DSA, ECDSA 9 ED25519 A E 9| 93 0| SSH-22 A}
235 SFTP AMHE X|BHL|CE &HA Al RSAZ} Mga: 4t 0| ECDSA, ED25519 3
DSAZ} 1 % & MELICt. SFTP A1H101IA1 Ar&3t= ZHE MD5 S AE 7|5 50 F
ST Axis ZA|= MDS 9l SHA-256 SfA| 71§ B& X|2IS}X|2F MDSECH 2%} &
o2 Q|8 SHA-2562 Argaf 40| &L CE Axis X2 SFTP MHE FMst= gt
HO CHSt XM SE LJS 2 AXS OS ZES HISHIAIS.

- SSH SAE 2| 7| 8H(SHA256): A7 SAE ZJ| 7|(43Xt2| Base64 QAL ZXtY)9|

X2 U2gtL|Ct. SFTP 22t0|Q1E= RSA, DSA, ECDSA 9 ED25519 BAE 7| 939

SSH-22 At238}= SFTP MHE X|YSHLICt 3AF A| RSA7} MSE|= dii0|0{ ECDSA,

ED25519 4l DSA7Z} 1 S E WMEL|C. SFTP ME{OAM AI23l= 2HIE MD5 SAE 7|2

QlEsfiot s+|_|q Axis ZtX|= MD5 9 SHA-256 3{A| 7|2 RS X|stX| Ot MD5ECH 23

3l HOMS Q|8 SHA-256E At83t= 74o| ZAUIC Axis B2 SFTP MBE TLAsle ot

ol chet XMIOP W& AXIS OS ZEE HIASIHAR.

- Use temporary file name(YA| Tt 0|5 AlR): Atzo=Z MME Al Ot o222 1}
2S gECoteE MEStLCh gRES 2Aaotd It 0|S0] Adl= 0|5 22 HHELICH
Q2 oot BehEl 2o, AaE 0ol gELTh dafLf o{Hs| AA TUS A2 & Ay
L ct. 0I%é71l ol #ot= O|F2 71 2E LtEo| SHEX € & USLLCh
« SIP or VMS(SIP EE= VMS) :
SIP: SIP HM3tE Ze{™ MEigtL|Ct.
VMS: VMS M3}= Zaf@ MEtgLch.
- From SIP account(‘é’ﬂX} SIP AE): SE0A MEfBL|CE
- To SIP address(**l Xt SIP FA): SIP 2E °.=IE_4.§,FLI Ct.
- Test(|AE): S8} SHO| HES[LR HASsHE S2stLic)
- oM
- Send email to(O|HY HE CHY): O|H LS HEH Ol Y F2E YHLILE FLE
oz 7§ sl H 2AEE O|HY FTAS LESMAIL.
- Send email from(0O|H| & &) ELj= MHO| O|HY FAE AHGLC
- Username(AtEXL O|F): HE MHC| AMEX O|FS YHYLICE O|HE MHOA 2SS
a7oiX| = B2 0f EES H|9 YL
- TAYE: Y MNbo| HAEE AHELich oHY MMM U5 RTHK %

= 8% o 2= H9 st
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- Email server (SMTP)(O|H|Y MH
o oz
o = =]
- EE: 0-65535 H2|o| {I&
2 587¢L|LCt
- Encryption(233}): 2Z3IE ALESIE{H, SSL &= TLISE MEiSHM A2,
X

. TCP

SAE: MHO P FALl SAE 0|22 YL

XNHE O REX 2OASHHAL.
- Port(ZE). MH HMAO AE2E]

rr
H
m
rE
fot
i
o

i

9'1
-
il

Test(H|2E) 282 HAESHE S L
recipient(F=41Xt H7|): ZE AKX A

RS SASHE B SR, BA I
H): =MAE FHoz AFSiE{H S L

g0 X= Hw7ols 80| ZeE L T View

_,_
o

- Validate server certificate(MH QIS A 2Ql): USTIE AIESt= AR AKX o IDE =HQls}
EE MENSIL|CE O] 21ZMeE CA(RIS 7|2h0ilM XpM| MESHALE walsh = Q&L T}
- POP authentication(POP Q1Z): POP AMH{ O|E S UG H HMAI2(0: pop.gmail.com).
H| o
AR O|H Y SEAt= OfE O|H Y O FASH HERE FASHHM ALZXIZL 20| 2
HE otdgs 2AL BE= AS Hotsty| Qs 2ot DHE AFERLCE O|H Y MMl &2
ot HHMES =QI5t0] oY AHO| F7|ZLE o4 O|lnYES sX= YOl YEF StHA .

= C}.
A H 7t System > Network > IPv4 and IPv6(A| AR > Y EQA > IPv4 3 IPv6) Of2[of

° o
£ w20 22ECr.Copy recipient( A Xt A 4l
MZ $=AMXE HATY = UESL|Ct.Delete recipient(4=41 X} At

SE UFI A BEAFUC | Add schedule(AAIZ 7h: YF £t BAES WysteE Y

+5 E2|78 ABY0 £2 £502 E2AHY 4 USLICL 08 50| £5 E2H2 NE 24X L 7Y
St SOt AMS HEY & YSLICE

MQTT

MQTT(Message Queuing Telemetry Transport)= AFE QEUl(oT S {Iet EF A T2 EEQL|C tha
Stel IoT ESH2 Qo ALY 22 A E ZZH(small code footprint)dt XA HEQA (HEZ0= 1A
SRE AASH| 2o crYot YoM AL ELICE Axis X AZEQO{O| MQTT 220|PIEE &3l FX|
oM & GOJE X OJHES A 22| AZEQO(VMS)Zt OFLl A|AB0| 7HHSHA Saie = ASLICH
7172 MQTT S2to|HE=E HdHESL|CE. MQTT 412 2E20|QUELQ} BEE7Et= F AHEIE 7|22 oL
Ct S20|AE &= HAIXIE ELfn 23 £ JZLICL BEE2H = S20|UE 7ho| HAIX| 2t*E S HEE
LICHAXIS OS Portaloil M MQTTO|| CHSH AtMIS| 2Ot 5= U&LICH

ALPN

ALPNZ Z20|HE Sl M 2t AZO| HEMO|Z THAO|AM OfE2|AH O Z2ESS MEIE = U
Sh= TLS/SSL =& QILICH O|& HTTPet Z0| CHE Z2EZ0 ME8EE YT ZEE E MQTT E
gE S 2435t= O AFEELCH ZL0 o2 MQTT 84 M2 = JfWE ZEJ gl £ ASL|

Cf. Jd2{ot 429 sfZM2 ALPNZS ALESHA HalHo|M S8 = HE ZEON A MQTTE OfEE
Ol ZREEE MNBEXE ZAHste AYLICH

MQTT Zato|ele
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Connect(¥Z): MQTT 20|
CLEHEHSAE: MQTT AHZQ|
2 MHMTLCLEE: mE H 2!
« 18832 MQTT over TCP(TCP
+ 88832 SSLE Eot M o
- 802 ¥l AUEZ EB 7|2
. 4432 W L3 Hob2 E3 MQITY 7|27t
ALPN protocol(ALPN T2 E=2): MQTT 527 ZZXf7 M2 ALPN Z2EZ 0|28 923t
SSLe 3t MQTT G 2] A%l HotS =8 MQTTO|RF & 25 1| Username(A 2% 0| =) =22}
M B O] UM ASET| -r|°H *fgj* AL AL O &2 Otlaé.”-l':f 1_lll’“ $E: ALEX O|E2| THAYEE
Ct.Client ID(22I0|HE ID): 22}0|HE IDE QUESIAUAI2. S2I0|YE AMEHXI= ZE0|HETI A
g M MHE X*AE' LIErCIean session(S 2 MM): AZA U AHZ A Al &S HojgtL|Ch ME
48 o HHI AI AEf HEIt AX ELICLHTTP proxy(HTTP ZEA|): jtIEH 7'0|7f 255Hf0|EOI URL
Ct. HTTP ZEAIE AFESHX| Yod{H ZEE HIY & = U
7} 255H10]E 01 URLQIL|CE HTTPS TEA|S AFR3fX Yos® TLEES HY = & 9A§LIEF~KeeP a'
interval(ZtZ | X|): S2I0|AET} 71 TCP/IP A|Zt 355'—}% 7Icte 2o glo| )\1H'|§ o old ALE™ = Qe
AI HE #Xe %l’.:."—l':lemeout(*I’* xmh): AZo| eEEl+= AI’* ZHA(XZ)YLCH 7|24k 60%K]
’é.*-'f—*f MQTT Z2|0|¢E &9 A I3"||)\|7(| ' LWT EI1|)\|7(|°| ZFHof EH?J 7|22t MQTT &3
ﬂgl HA =HOAM AFEE|L|Cl.Reconnect automatlcally(I|- o=z IH0'17=') oz SN = ZS2to|HET}
OS2 CHA| AZBYOF St=X| 04—'?'-2 XYoL ChHAIX] AAAZO| MEE [[H HAIXIE EHX| &

FAHLL S L|ChStatus(&Ef): MQTT S2I0|HEQ| HiX| HEHE HA|THL
2 L [P FAE UHEAA| L Protocol(ZEEEE): AI2S T2E
5

| >
oM w
o

E
=
=}

=
£3 MQTT)2| 7|2ZteLct.
= Y LICE

25
-

—>.'-0-.-

o
£ X|™GgL|Ct.Send message(HIAX| HE): HAIX|E ELf2{EH AE *E”SOWIR Use default(7| 23t A}
) X9l 7|2 HAIXE L™ H Jl*'AIQ Topic(FH[): 7|2 HAIX|S] =HE %IEJ.%“-IEf Payload (|
O|2E): 7|2 HAIX|S &S YSL|CH Retam(%xl) 0| Topic(FH[)0|AM S2t0|HE MEHE F X5}
2™ MEISHL|CEQoS: THZl S &0 Cigt QoS AES HAeL Chopx|et g IJ1I)\I7<IDH<I'1.* SAHLWD S
ArE3tH Z20|HEV HE270| AZAE Of X} %%‘ﬂr S RUS M3 = ASLLCHL EE0|AHE
7t LSO o= AEOIA HIFEANMOZ HAZO| BOX|HTAO0| BOFMT| HEY = AZ) BE27It .t
£ ZE20|HE HAIXE MEE = JASLICE O LWT I31)\I7<IE Lt HAIX| 2t SYsH FAlol &L
ot jAHLIZES Sl 2t E LICkSend message(ﬂilklxl HE): Ij1I)\I7<|% ELH M AL HE5HM 2.Use
=

default(7| 22} AL8): XHIQl 7

I__
lo >
A
i
o
qn
m O
I
re
I::
i
z
510
)
'9
-I)I
—_>-"-
N
HI
E
>
A
1o
44
pa

=
I:I = d
s %aa.“—lq Retai (-.‘-?-II)I o Topic(FEH) 0| A Sato[AlE A
= oL e

9l =
ES SA|5te{ P MENSILCHQoS: Tzl SE0| Thet QoS AZS WAL

MQTT %3

712 FH HSFA AL MQTT client(MQTT ZEL0|HE) R0 A HX| =X HEA0 Fol& 7|2 FX
ME ArEste{® MEiStLICEER O|F Zgh MQTT =X oM =5 dFSt= FX|
ChEH H2mol2 Zg: MQTT FH|0f ONVIF =X U JAHOAE =

g MQTT HO|ZE0| &X|9 dH HS f2{ ™ MEHSHL|CE. Add condition(Z=
Fotote® 2=t o Retaln(%xl) Off HAIXZ7t BER2 dEE=X ZofgL ot
+ None(218): Z= HAIX[7} HI%XI é!EHE &gt
. Property(-’-‘-*") MEH =X 7}0

rx
4
1
P
!
mjo

o = .
BE HAIXE 25 E2tE JE=Z 2YLCh

MQTT 75
_I_ Add subscription(t= F7}): M MQTT =58 F7t5t2{H Z2lgtL|Ct. Subscription filter(F = “E
E): TES}2= MQIT ZHE Y2{otA|2 Use device topic prefix(RA| &2 FEA AH): 7=

£ MQTT FHo| HFAZ F=7+2L|Ct.Subscription type(t S £ 3):
o Stateless(ME] =X £715): MQTT HA|X|E ME| =X E7t5 MA|XZE BHsste{dH M
. Stateful(MEi =X 7H5): MQTT HA|X|E ZACRZ HEsl2{H MHFLICL HOZE
2 AF2E Lo},
QoS: MQTT F+=0i CHs{ st= 2iHS MEfgL|Ct.

MQTT 2H{zjo|
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H|

MQTT 2B 20| +FAE F7t5t7| Ho| MQTT E27{0f HZSIYAIR.

| Add overlay modifier(2H{2|0] £=™X} F7}): A 2H 0| =™EXE FItste{H 226t L|Ct.Topic
filter(FH| ZE]): 21|00 EAISIZ{ &= OO|E{7} EgtEl MQTT X E F7tgtL|Ch.Data field(H[0|E| ZE):
O A|X| 7t JSON @A0|2tn 745t @u{2f 0|0 ®AISHE= BIAIX] HO|Z2EQ| 7| X|FELICH
Modifier(ZXMX}): QH I O|Z OIS W A1} £XXIE AFRSHL T}

oz

—

=

=
« #XMPZ A|XNtE =FA= FHOM B2 2E HOHE HEAIGLIC
« #XMDZ A%t +=FA= HIOJE ZE0| X|FE HOHE HEAILICH

Mg

HE{3 A2EZX|

Ignore(2A]): HEQA AEZ|XE EAISt2H ZL|CH.Add network storage({|E Q{3 AEE|X| F7}): =3}
£ M¥Y = Ue HEYR 3]E F75t3{H S8t
o Address(FA). SAE MHO IP A EE= SAE 0|22 YHTHLCH UM o 2 NAS(Network
Attached Storage)L|Ct. D™ IP TA(SX IP A= BHAE £ QOO Z DHCP X Q))E At
8o E 2AEE FH5IAHLE DNSE At&3t= 0| &L LCH Windows SMB/CIFS 0| &2
X=X ¥&LCh
+ Network share(HEQ|3 3]). 2AE MHO| 57 X2 O Fo2 EX0le 17
o ECi7t Qloo= of2f Axis BA7t SUS YEYS 298 Cf.
« User(AF&X}): MB{O| 27010 East 242, AHEX 0|S& YHTLICH 7 =0 Mo 22

olste{H THICNASA 0l§S YUHBIAUAIR.
o M2QE: MHO| 2I010] Hest A2 WAJEES YASIHAL.
« SMB version(SMB H{H): NASO| ®Z& SMB AEZ|X| Z2EZ M MEEL|Cl Auto(X}E)
L A

= MERSH RK|= 2O A SMB = & . 302, 30, £ 21, AS
A2 K| USHA| %= O[X NASO| QIS T 10 = 202 MEASIAIA|Q. Axis &X|O| SMB X|
ol Chsf o 7/ol M XM SotE 4= AZLICH

« Add share without testing(H|AE gi0] 3§ F7I): ¢ HAE 0| @77} LA A0 = 4
ER3 S9E F7tote{H METILICH OE S0, MHO| IHAYET HLSHX|PE O|E Y EHSIXK|
QT 2O 2F It LMe = AGSL|CH
HES3 AESX| HAH: HER/I 330 Cist AAS O E SN, QY oA U MAHste{™ S=gtL
O|EA otH HERZ S/0 izt 2= E780| MAELCHUnbind(HFQIY 8iH|): HERI SFE H2Y
SiMstn HEE Hoed®d L L
Bind(HIQIT): HERZI Z3FE HQYstn AASIHEH 2T L|CLUnmount(OI2E 8iH): HEYI S/E
O E siAste{® SeLCt
Mount(OI2E): HEQ3 S3RFE OI2ESI2{H 22 2L|CHWrite protect(#7] WX|): HEZI S {0 2
7|18 BCetn =3tE0| MALKX REE sta{H HLUCH M7 BHX] HEY/T S/ ZUE = Q5L
C}.Retention time(EE A|Zh): =3 22 7|7t QeEl =39 & 3t E& HO|H A&t HHE AH E
£ MEigtL|Ch HEXI AE2X|7t 7t5 X MEISE 7|7H0] X|Lp7| MO O|™ =37t AN EL|CH =
« Test connection(dZ EHAE) HERZI 370 Cist AZZ HAESHLCE
« Format(Z9): O|E =0 ZE HO|HE WEH X|0f st= AL, HERKNT 332 =Lt
CIFS= A8 7t obY A& SMALCt
Use tool(E4 At8): eI MEISH S5 dztetLC}

2HCE AEE|X|
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