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7| Sket Lt
Fb s = 4Ol ChA MOl Ip FAE
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=

H])): DHCP A H O A Z =l NTP A{H{ 2t

NTP A{Eq)): MEHSE NTP A
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« Automatic date and time (manual NTP server)(X} 5 25 & A]Zk(
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« Custom date and time(A}
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=
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2|30 ETiﬁHEXr% IP(DHCP)E &
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E

Assign IPv4 automatically(IPv4 X}

MEfetL|Ch tHRZ22f Y

Subnet mask(A{
Ct. LAN 2|5 9|
Router (2t E):

(IO ERH0l)

—

HEH3I

1Pv4

DHCP
FL Ct.
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Fallback to static IP address if DHCP i
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=
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ToE

At

DHCP

IPv6

-

AL HERI 22HZ X 1P F2E NHS22

=X
=

Assign IPv6 automatically(IPvé XI5 &2h): IPv6
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o

St & ot MEfgL ot
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DNS A{H

Assign DNS automaticall (DNA 7(I' geh): DH AM 02l Bl DNS M FAE XY Xtz T

Ot St MERSHLICH THREE2C HER Ao sy X H et

Search domains(=H| ¢l ZM). 3L X| Y2 SAE O]
E e

= E 8 Ar2%l= 42 Add search domain(Z 4 = 2l
F7hE st EX| 7t A8 TAE O|E2 AME & 2 t

DNS servers(DNS A{H]): Add DNS server(DNS Mt F7hHE S 2l5t10 DNS AH{ Q| IP =AE L HTHL| L} O]
MHE HEYIA SAE O|ES IP FTAZ HESIO M ST L CH

HTTP % HTTPS

HTTPS= A& AFS| HO[X| 27 S B AH{0l|A| EratE 0| X|of CHo &= o}
S ne2 Mo Melds 2Est= H L

r

Ct. = ote

Il

2 HBete z2EEY
C

X
=35

Ol A HTTPSE AF%OFE“” HTTPS Q1B ME M XISl OF B L|Ct System > Security(Al A& > EOHZ O]
tof IBSME Hdstn XL Ct.

HTTPSE Sdll Y= otEl @ HOX|E E= E% 53| HOIXE M5 28 W 450 MotE = AFLICH

T
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)
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. X = ZLE 80 £ 1024-65535 H (O HE X
o ZEE Y8 = ASLCL O Hele ZEE

2 |m
otomjn
Ot

HTTPS port(HTTPS ZE): At8Y HTTPS ZES LA L|CH FA|= ZE 443 L= 1
EESZELICH BAXIE 21018 49 11023 WY EEE A 45 ASLITE 0] Ho9| EE%
AHEBHE B 17h EA|E L

Certificate(Q1 ZAl): & X|0] HTTPSE &M 3}st2{H AT A E MEHSIMA| 2.

HE{3I M Z2EZF

Bonjour®: WEI0M Xt& HMS 51 &3te{H O] g5 FLIL

mjo
K}

v
ot
-
i
N

tr
o
aln
rlo
02
>t
o
oju
=
<
>
(@)
ol
>
e
-
I

Bonjour name(Bonjour 0| &): HEQ 30| EA|E 0|5

UPnP®: HESIOM Xt& AMS &5t 0| EM8& HLICL

J

UPnP name(UPnP 0| §): LIEQIZ 0| EA|E O|F2 YEHHYLILL 7|= 0|2 X 0|51t MAC =2 LILH

WS-Discovery(WS-ZM): HEQI0A XI5 HAM2 5{85te{H Ol M2 ALICH

One-Click Cloud Connection

One-click cloud connection(O3C)3F O3C MH|AE= 0= ¢
Sl ANAE HSTLCEH O| A‘IHIAOH oS REAISH L
_._o|-*|A|E,

|01|A1 Lt EPol_ el —"'—2} £l HlC| @0 &1 o -;f_p
=
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 QlEmolA
Allow 03C(03C 5| £):
+ One-click(28]): 7|2 Y YULICL 2NE{LIS Sl O3C AMH| 20 AZBI2H FK| 2| Mol HES
2 FELCL MO HES FE = 24A|2E O|L{O]| O3C MH|A0| HX| S SE3HOF Lt O
X o™ HX[7F03C MH|A0M AZA shMELCH ZXAE SSEH Always(S )7t g3tz
K7L 03C MH| 20 HZE X /X ELC
+ Always(24h): ZX[7t QIHUlS S3lf O3C MH| A0 Cist HAS XEKHOZ A LRLLCHL HXE S5
St O3C MH| 20| AZAE X FX|ELCH X2 MO HEO| THA| fie= B2 0| SHS AHEELIC
+ No(OtL| 8): O3C MH|AE H| g datetL Tt .
Proxy settings(ZEA| A7) ot 4@ ZEA 2H 2 2350 ZEA| Mo AZAS LTt
Host(SAE) ZTEA| AHO| Z=AZ QlaistL|r}
Port(ZE). AN A0 AHBE[= ZE HSE LHGMUAIL
Login(21¢l) X Password( 2 E): 2Rt A2 ZEA M 0f CHot AHEXL O|F X THAQEES YL T
Authentication method(2! S )
+ Basic(7|2): O] &'#2 HTTPO| CH3l 7t =2t 0| F Ot 215 M A Y LICH A=ote|X| 2 AHEXL
O|ENt HAYEE MHZ HMS58L7| If- 20| Digest(CIO|HAE) & #H =Lt QM SHX| Y& LICt
- Digest(CIO|H|2E): O] Y2 SY HEJAI S Sl Y=otel YAYEES TS| W20 ©f ¢
gL o
+ Auto(XIE): O] M S ALESIH X| A= WHO| w2 X7t o5 S-S MEde = &L *
M =2 = Digest(CIO|HAE) B Basic(7| &) &8 = L|Ct
Owner authentication key (OAK)(2 R%} 21 F 7|(0AK)): 2R At 215 7|E 7t 22{H Get key(?| 7t 27)E
SESHYA|2. 0| A2 A7t LatHo|Lt ZEA[QIO] QIEUlo] AZE A0 7S L
SNMP

i

SNMP(Simple Network Management Protocol)E O|&3510] LIEQ3 FX|E Ao = 2a|g = Y& LT}

SNMP: A28 SNMP H{ ™2 MEiSHL|Ct

« v1 and v2c(vl ¥ v2¢):
- Read communit¥(';'=_’-l7| HELIED: X 5= 25 SNMP 2K 0f CHS 47| M2 AHSHO| e 7
FLIE| O|E2 L=HTLICt 7| 24f2 public(37H) & LI Ct.
- Write community(227] HR{LIE[): X[ AL 25 SNMP 2K[0f CHsl &1 7| EE& M7
SHLCHQI 7| M8 A H Q). 7|22t write(227]) A L|Ct
E

1]

U= AwLIE| 0|

[=] H g .

- Activate traps(E™ &/d2}) EYE NS 2o}t H H YA A= EYS AHESHY
80t O|HE = MEf HAO CHot HAIX|E 22| A|A-O| EEL{Ch 3 QI I o] A0
M SNMP v1 3 v2col| Cist EEZ MY = ASLICE SNMP V3R E HASI7LE SNMPE
N EMO| X522 JHZLICE SNMP v3E AF&5t= 4% SNMP v3 22| of ZE2|AH 0| M2
S ERS A48 = AS L

- Trap address(E® F24): 22| MHO| IP FTA EE TAE 0|E2 YEHSIMAL.

- Trap community(E HFJL E[): ZX|7} 22| A[AHO E HAIXE 22 I AL

Ml

7R LIEIE &=Lt
- Traps(E™):
- Cold start(BE £8). ZX|7} A ZE [If E HAIXE E”LICE
- Warm start(g2 5 &) SNMP 88 HAS [ EX ES
- Linkup(33 €): 37 CH20|A RO HEE 42 EY HAIXE EHL|CH
= - Authentication failed(21 5 A Ij|): 215 A|=7t MIisH EH HAIX|E E-L|CH
S|

for
0x
ot
oo
-
_l"l_
Pl
=
rot
=
o
rlo

SNMP vl S v2c EZ 7{H ZE Axis H|C|2 MIB E-O
AXIS OS Portal> SNMPE EZ8tM .

« v3: SNMP v3= &= 3t 8l
AQETFHTTPSE Sl |
ALK A2 SNMP vl H v
SNMP v3 2| 0
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g elEmol &

AO_IEE oladol-|_||:|- HTTPS% %gg‘gf
S LT SNMP v3 Tf A Q| E = of HEF Aot
O Z5LCt A9 =S dF5HH

7

=
Al Bt E IXE B

[ i |
FX] %*I'_E EHﬁ% ce 7.‘1%'% # %XIF_* FaPSEION

=

M S 9l HTTPS T FA2E FQ 0B Mt
HAS Beo o Oy EACIX BoLich HARSE &

HL
re

re
ol¥
R

ASM = HERINM HXIE 21Sst= O AAEELILL o EX=

-

+ Client/server certificates(Z 2} 0| 21 E/kll:l-i QU= M)

M
Rl
m 0
ot
ru

PIatform Module 2. OE MEfSHL| T M

_._ -/ T
st %*_T'_EI’.:.‘Q dEfghL o

g0 &= H7ol=s th30l 2 EL L

+ Certificate information(2 A HE): X[ & 2AS MO £
« Delete certificate(Q S A At AFR H):
« Create certificate signing reques (

7|20 2 QIBM MB ES M
Hot 7| MEA @

« HOF QA(CCEAL6+): HOt 7| A0 2Ot @AF ALESHH
« Trusted Platform Module 2.0(CC EAL4+, FIPS 140-2 2| 2):
St H MESHL T

— "1 -d

o E EARLYLCH
{™ Secure eIement(EL°* i) EEt Trusted
) HOb 7| M40 Cigh XpMeH LIS 2
help.axis. com/en us/axis-os#cryptographic-support= OIEOH;! A2,

* Key type(?| #3). ASME E=25H EFLE SF0A 7|2 Y=ot Z0

—

E20|UE/MH AZ M= HX[2 IDE ABoIH AtM MBS = A2 CAQIS 7|2HoM LFE 5= A
SLICE AHA MY QIS A= KiSHE Eéé NSotH CA Yg QABME 7| MK AFEY = JASLCH
« CAQYUSAM
CA QIS ME AHESI0] mOf QAFME QB TLICt OE S0, X7t IEEE 802.1XE EZ &&= HERA
o] HA= B 2F MO IDE BB LICE TXol= o] 4o AFH HX| =l CA AT M7 A& L L
g = gda2 o8t 25Ut
o QAZ A HA: PEM, .CER, .PFX
« JH0 7| "HAl pKCS#1 U PKCS#12
38 At
HAE SH SO Al 7| 2402 MEHSIH R E QAS M7+ ALK ElL|Ct AP AX|El CA 9IS M7t Tt
Al M X|E L C,

1n2|E0[Lt CHE

IEEE 802.1x
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LICt HeofE 2X]

Use filter(2 E| AI8): ZX[0 AT 5= QY
FA: ZK[Of ofe ™ 20| S EE[AHLE A

A2 Xt H9| Signed Firmware Q15 A

Accounts(Ald)
Accounts(A| &)
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g elEmol &

+ Add account(A™E FE7h: M AEE F7tstz{™ S2/EtL|Ct X i 100702 A™¥ S F7te = JELICH
Account(A|I™E): 113t AY 0|52 LHEL|C}
New password(M {2 9{E): A 7Ho| I AAES LHBLICE IAAE= 1~64XF ZO|O{OF BHLICH 2X}, SR}
FEH LR J|T 5 QM Jt5S ASCI 2AHTE 32~126)FH THAQE0f| AFR2E 4= UG LICH
Repeat password(H{ A9 E BH5). LS WAQEE CHA| LHE L}
Privileges(H &):
« Administrator(B2|X}): Z & 2F0| 2™ BMATLICH HE|Xt= CHE AZS F7+ Lol
E gl x-||7-|'6|- 2 OIA|_||:|.
. Operator(-.-_- oxl') ChS2 Helst 2E 2F0f AMAE = ASLLCH
- = System(AI AE{I) pS| X—i.
) oH EYY
. Vlewer(-rr°1) Ct2of chet &2 Aol Y&LCh
- HCQ AEZO AMAS B HEL|CH
- S3E AIFSD LHEHL|CH
- M EE QL F PTZ ALEXA HMA 7|5,
[ ]
¢ Mzl wE oRoE Cheo| ZeE Lt
Update account(A|%d AHHIOIE): AE £d& HEULLICL
Delete account(A’8 4HH|): A ™S AX T LICE root AIE2 AFHE 4= i&LICH
Anonymous access(2E M 2)
Allow anonymous viewing(2d 27| 5] 8): AH2Z ZIQISIX| YnE FHLL HO{2 HX| 0 AT
= A= E 2™t
Allow anonymous PTZ operating(2 82| PTZ & 5 &): 2 F 2| A& X7} O[O X|of CHsh ™, EE 8l 5=
St Ol C 2 Bl H HAAQ.
SSH accounts(SSH Al )
T Add SSH account(SSH AR 71 A SSH A E7st2im 2L
« Restrict root access(root HM A HBH: root N AT HLSH 7|52 Hotste{ ™ ZLCH
« Enable SSH(SSH =M 3}): SSH ME|AE Arﬂoram 4 I-I ct.
Account(AI®): T93F AN o| =S ofa{stL|C}.
New password (M ”H—-?- E) AZo AAEES LHBLCE HAAE = 1~64AF ZO|O{OF SFL|CE 2Xf, =AL,
TEE LR 7|5 5 M 75T ASCI BAHEE 32~126)2 THA 0 AME S &= UGLICE
Repeat password(I{ A9 E HH8). S At INAQYES ChA| Y ErL|Ct
Comment(d ). A3 YT LICHSM).
.
* %0 %e 0o 5ol= CH20| ZEE LI
Update SSH account(SSH A8 YHIO|E). AH 88 HETLICH
Delete SSH account(SSH A8 AtH|): A ™2 A LICH root A™E2 AT = A& LICE

OpenlID Configuration(OpenID %)
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FLCt.
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t2{™ OpenID
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Ol
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o
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HOolHE
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S

At
0] 0f of

[

=

=

] Al
S

-
O

A

E{ | O]
Q A|-'6I-
X0 ChAl 230

Client ID(22}0| Y E ID): OpenID A& X} O
Outgoing Proxy(H 4 ZEA|): TEA| MH

Admin claim(Z2| X} 2H): 22| Xt g&o

Provider URL(3 & X} URL): API I EZQIE QOIF =2
URL]/.well-known/openid-configuration

Operator claim(2YXt 2H): YA+ g&o
Require claim(2X" E Q). EZ0| U0 5}

Viewer claim(Z&x}

Scopes(

mar

4 X

—

o
O

Client secret(Z 20| A E H|Y): OpenlD THA Y E &
Enable OpenID(OpenID &/43}):

Save(X%&): OpenlD

AXIS Q1656-LE Box Camera

<l
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= HEZ M 7+

gLt 550

=g 389

—
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of tish E2| A

I
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21 1o A
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FL Ct.
7
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E

t

7

o
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e

)(\:I’l)\-l'é'

na
=
[

L|Ct. O]

(

n
|

3

Add a condition(Z=Z F7}):

%|CH 2567H 2| @
Add a rule(8 F7}): €2

+

Name(0| &):

+

Invert this condition(0] =

Use this conditio
FX|etCHE oo YL|ct o

Conditio
2 =0
O/ E 7

o1 e
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# olE|H o A

L

Action(¥ M) SE 0| A =

Recipients(3= 21 XI)

O E O Chah =X A 22|t DS EHES X & 28 + ASLILE S50 740 tist d=2ef =
Hed MEo 8 2 U7 AL

Sl

Z| o 20702 +=AUAE g & USLICH

+

Add a recipient(= Xt F£7}). =AMXE FItste{™ 2 2gHL C}
Name(0| &): =4IXt9| O|E2 = TtL|LCt,

Type(F8): SS0|A MEH:

. FTP

- Host(ZAE): {HO| |p FALI ZAE 0|F2 YHTLICH AE 0|52 Y= E2,
DNS A H 7} System > Network > IPv4 and IPv6(A| 28 > HIEL|3 > IPv4 U IPv6) Of2f
of XI'ZE[of A=K &St 2.

- Port(ZE): FTP MH{ 7t AtESI= ZE HSE AL 7|22k 2 21 L Lt

- Folder(E0). S MY CIHEZQ Z2E YHSIMA|R, CIHEZ|7} FTP A0 0|0 &
MotR| gto™ mU2 Y2 ES I 27 HA|X|7F EA|E LICH

- Username(Al8X} 0| 8). 2E0QI5I2{M ALEX} 0|52 YEHSIMAIR

- Password(W|AQE). 20152 H I|AQEE AHSIMUAL.

- Use temporary file name(YA| It O| & ALE8). XI5 2 ME AA IY O| S 2 MU S
U2 CSte{™ MESL|CH AEEE 226t H LY 0| 50| Yot= O|EC 2 HHEL|CH P§EE
7t SEHE A 4= oHUo| QELICEH Lt XS] LA U2 F S = ASLICH O|FA
St RSt= 0|52 7H%l & mHYo| SHHEX| & 5= JASL|CH

- Use passive FTP(=S FTP AI8): M A X Ol MA=0|AM XN E2 Thed| CHA FTP A{B{Of OJO|Ef &
42 EE XS LICH EX|7F A Mu{of CHet FTP A O R GO HZE2 2 F MIXNo=2
A|ZESL|CEH Ol LB O 2 FX|QF A FTP AMH ALO|Of &3tE 0| Qe ZL20| 2L Tt

« HTTP

- URL HTTP MH O CHot HERR A4 ™2 Mgt ATEHEE YHSLICH O|E EH
http://192.168.254.10/cgi-bin/notify.cgi & L| C}.

- Username(A2X} 0| &) 20152 H AL X 0|2 YHSIMAIL

- Password(W|AQE). 20152 H I|AEE LHSIMUAIL.

- Proxy(EEA|): HTTP MH 0] HZSI7| 2 ZEA| MHE S0t6lj0F St= 2% 2% HE
£ 7110 gL,

URL: HTTPS MH{Of| CHSH HIERIS FAL @¥ S XMe|g A3 HEE LT
https://192.168.254.10/cgi-bin/notify.cgi & LI C}.
- Validate server certificate(AH QS A &Ql): 0| AXE MEHSIO] H
SME MdEfS LT
- Username(At€X} 0| F): 2701512 H ALEX} 0| 52 YHSIH AR,
- Password(I| 29 E) ZQsl2{H A QJEE
- Proxy(ESA]): HTTPS MH 0| HASH7| sl =
YEE ALD et
+ Network storage(HIE$|3 A E2|X])
NAS(Network-Attached Storage)2t 22 HERXI AEE[X|E F715610 I Y2 HYSt= FLXE A
83 £ UG LICEH MY MKV(Matroska) It Y HACZ XA E L|C}

1l

| )
- Username(A2X} 0| &) 2QI5t2{H ALEX 0| E2 YHSIMA L.
Password(I{ A E). 2012 H IHAQEE YAHSIMUAIL.
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# olE|H o A

L

Host(E2E). HO| IP FALL SAE 0|28 YHTLCH SAE 0|22 Yl 42,
DNS A H 7} System > Network > IPv4 and IPv6(Al A% > HEL|3 > IPv4 U IPv6) OF2f
of XI™E O YEX SQASIMUAIL.

Port(ZE): SFTP M7} At8StE ZE BT E A=BtL|Ct 7| 27r2 22 L|Ct
Folder(EL): Tt 2 MY CIHEZ|Q 25 YHSIMA|L. CIMEZ| T SFTP A{H{0f 0|0O|
EXSIA| o™ mAZ AZET W @ F HA|X[7F BA|E L|CE

Username(AH2 X} 0| &) 20152 H AFEX
Password(I{ A QI E): 2101512 H IjAQE
SSH $AE 27 7| 8" (MD5): 92 SAE & | =
otL|C}. SFTP 22t0|¢ E = RSA, DSA, ECDSA % ED25519 SAE 7| §3 9

St= SFTP MH E K|l BFL|CE &t Al RSAZI M B | = B 0|0 ECDSA, ED25519 % DSA

o
o
168
1
Ot

>
Rl
to

—_—— =}
Axis ZX[= MD5 3 SHA-256 SliA| 7| & 25 X|&SHX| 2 MD5ECE Z ot HotZ ¢
SHA-256E At&3tE= 20| £&LICE Axis & X[ = SFTP b
ot LI 2 AXIS OS ZES O 2.
SSH S2E Z7 7| R (SHA256): A SAE FIl| 7|(43XI2| Base64 Q12
S YATIL|CE SFTP 20| ¢ E = RSA, DSA, ECDSA Bl ED25519 S A E 7|
AtE3HE SFTP MHE X[ &I2L| Tt S A A] RSAZ} MBS E[&= B 0| ECDS
DSAZt 1 % & WELCtH SFTP MHO|A AFESHE 2HIE MD5 2AE 7|8 29
Cf. Axis ZX[&= MD5 % SHA-256 S A| 7|& 25 X| S| 2 MD5ECH 2435 2 OHS 2|5
SHA-2565 At83t= Z{0| E&LICH Axis X2 SFTP MHE 7 HSI= g0 C

- Use temporary file name( A 2 B YA DY O|EC R mYUS
U2 LCota{™ MEiSL|CH A2 EE &M Lt 0| 50| Yot= O|E2 2 HHELCHL PEE
7t SEHEl 2R, 4= Oho| YELICH Lt OS] LA LAS B2 5= USLICEH O|ZA
SIH AStE= O|E2 7HEl 2 & IbYO| SHEX| & == ASFLICH

+ SIP or VMS(SIP EE= VMS) :
SIP: SIP M3 E Ze{ M MEigL| Tt
VMS: VMS T 3tE Zde{™ MEtgtL|Ct

- From SIP account('Z M Xl SIP A ™). SZ 0 A MEHSFL|C}

- To SIP address(= 2%t SIP F&): SIP FAE 4HBtL|Ct

- Test(HI2E): &5t 40| 25=X| H|AESt2{™ 2 2gtL|C}.

. oY

- Send email to(O|HIY H& CH4h): O|H LS MES O|H Y FAE LHTLICH FAE o2 7)
Yl 2 HE O|H Y FAE FLESIMAIL.

- Send email from(O|H| ¥ LAl ELi= MHO O|H Y FAE AL Y

- Username(AF8XL 0| B). 0| Y ME{ 2| ALEXL 0|2 YHELICL o0 Y MHO|N 2ES
TOHK| Y= 2% 0l EEE H|Y SLCH

- Password(MA9E): HY MO IfAEE AU=TIL|CL O|H Y MEON TS 2FSHK|
%= 42 0l EEE HY sULCL

- Email server (SMTP)(O|H & M (SMTP)): 0| £ =0 smtp.gmail.com, smtp.mail.yahoo.com 1
&2 SMTP AMH 0|52 2L HTLLCT

- Port(£E): 0-65535 H|9| 2t2 AMESI0 SMTP MH Q| ZE M E AHTL|CH 7|2k
2 587 LICt.

- Encryption(2232}): Y235 AI8SIE{H, SSL = TISE MEHSIHYA| 2.

- Validate server certificate(AH QS A 20l): AS I E AI2SI= AR X Q| IDE &QI5t:
£ MEgtLCh O] RIE M= CARIS 7| 2holl M REX| M HSEALE halst 4= QlE LIt

— POP authentication(POP 215): POP AMH O[22 st M HMA2(0: pop.gmail.com).
A
LE O|H Y SSAtE o= OO Yot 0o FASH HEfE =ASIHAM AMEXIIF 80| 2 HE
oS HAL H= A2 MTsh7| fs) 20 ZHEHE AFERLICH O|H Y M-S XS 2ot HHS
2HQI5t0f | Y AH'HO| 7| ALt o & o] Y2 X = Yol YEE SHHAL.
« TCP

n

Host(Z22E): MH Q| IP FALI ZAE 0|52 YHYLICH 2AE 0|2 YHst= 87,
DNS MH 7} System > Network > IPv4 an
of XIF™E|o A=K SQISHUAI2,

Port(ZE): Mt HN A0 AHEE= ZE H & YHLCL

0

o
3
<
>
[>L
oz
A\
=
m
do
]
A"
<
A
#
3
<
o
o
)

Test(HI2E): 282 H2AESIHE SHIUAL.
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AXIS Q1656-LE Box Camera

<l

=
[

SC2t0|ELt H2 e}
Hie SEH0[AE ZHe| KAl

45

ot MQTT2| 7|22t L|Ct
MQTTO| 7|27t L|LC},
MQTTS| 7|22t & LIC},

7
=

HTTPR}

—

EEE) M

i

gLt ol
SgLCh 20 M2t MQTT

A8 M ot oM 58 &
Connect(dZ): MQTT E2t0|HEE HAHLI &L|LCH

Status(AEl): MQTT 220

AXIS OS Portalo| M MQTTOI| CHSH XHAM S| YOtE = USLICH
Broker(E 2 #)

Host(SAE): MQTT MH{ Q| SAE 0|2

ALPN2 S2t0|HE 5! A H

=
Protocol(

MQTT client(MQTT 2&I0|AHE)

ALPN
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AXIS Q1656-LE Box Camera

g elEmol &

o 4432 ¥l A3 Botg E% MQTTS| 7|24 Lt
ALPN Z2EE: MQTT E27 S2At7t §| &8t ALPN Z2EE 0|52 L™ TL|LCt O|&= SSL2

|0

Password(T{ A9 E): AtEX} O| S| IHAYEE L HTHLILC

Client ID(22}0|HE ID): 22I0|E IDE LHSMA|L. SEI0|YHE A HEX
o M2 MSE L L

ey

A 4= AL

Timeout(AZh Z3}): HZO| JRE|= Al ZhH (=) Y LIE 7|22k 60

2
| g2 HE AL MQTT client(MQTT 20| U E) &
MQTT publlcatlon(MQTT 2d) Bl AA =HofM

[AIR] S LWT HIA| X 2] 2= K| of

lo
nre
N
=2

2E XEg o

Connect message(H A| X] & &)

AZo| HEE W HA|X|E ELX| O£ E X|FgLICt

Send message(HIAIX| &) HAIXE 2B ALE 275N .

Use default(7| 22t AFE): Atdl2] 7|2 HAIX| S YHHT DY L.
Topic(FH): 7|2 HAIX|S] FHE AL T

Payload(H|O|2E): 7|2 HA|X| 9 LHES LT T}

Retain(X|): O| Topic(FH)o| A = z2}0|
QoS: I 7l S 50| Lt QoS AlE5 S WL L.

Last Will and Testament message(0tX| 2} 91 A X])

rQ “‘
i
mjn
o)
Pal
el;
v
rg
r)—
Jm
s
>
>
to

OrX| 9 FALWT)E AFESHH SEf0|AET BE270| AZE I Xt S o) gols S
Cr. 22to[A =} Chof of= Ao M HEARo= 0| 13 Of K| H (30| BOIA7| [
Z27{7t CHE SEH0|HEO| HAIX S TEE = AS LT O] LWT HIAIX| = 28 HAIX|2t S
sYs 7 5e S5 2P LI

Send message(HIAIX| &) HAIXE 2T ALE 275N .
Use default(Z| 22t AFE): Atdl2] 7|2 TIAIX| & YHSHT OYA L.
Topic(FH): 7|2 HAIX|2] F=HE Y=L T

Payload(H| 0| 2E): 7|2 HA|X| Q| LH&S LHTL L}

Retain(RX|): O| Topic(FH)0o|A 20|
QoS: I 7l S &0 CiTt QoS AlE S WAL T

r_<2 u
[m
0%
m
mj
qo
Rl
ot
i
re
|'>
m
Ot
=
>
to

£33t MQTT &

Username(AH8X} O] §): S2t0[AEO|M MEOf AN 27| S AHE S ALEA O 52 YEHELICH

= SCHO|HET Mufof FZ

Clean session(2 2! M|4): HZ 8l A2 SiA Ale] %S MO{gLICh MESIEH A2 U AZ SHH Al &
B §E27F A M E Ut
A {X|: S2HO|AETL ZI TCP/IP AlZH ZTHE 7ICHE 22 80| MHE H o|¢ Ar8d & Sle AIFE ¢

chet 7| = gtat

Reconnect automatically(XtS 22 MHH). AZ oiX| = S20|HET} ApS 22 CHA| AZ G OF St =X| O

MQTT publication(MQTT & 3)
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# olE{E 0] &

712 FH FEFAL AL: MQTT client(MQTT S2t0[HE) B0 M &KX FH ZFALO Fol&l 7|2 FH HBF
ME AtESHe T eS| T

FH ol & =g THOAM =ds 20l FHE Zeste T dE L
FH dYamolA ZE: MQTT FH 0l ONVIF FH| Y LAT0|AE Zatstai MEiSL|Ct.

Qlag]

2= =

Zgh MQIT HO|ZE0 FX|o L HS S Zetsta{H HEffLCt.

fot

t Add condition(Z7 27l TS Xolsr® 2L
Retain(fX|): O MQTT HA|X|7t EQE ®&E =X FolgtL|Ct

« None(812): & & HA|X|7} H|RX| AE

. Property(-’—'.‘-%‘): SEf F=X Jts HAX]| A

o All(RE): AEf =X 7fo S MEE F=HE = Ql8
El

QoS: MQTT =2hsiof CH3| °Jo+L ol

o]

e B2 2L

EpEg

2 m
>
Ral

ﬂJE
njo
rx

r

MQTT subscriptions(MQTT T 5)

T Add subscription(75 £7h: M| MQTT 52 Z7ks1ae 22gLct
Subscription filter(T5 2 E): £ 535l2{= MQTT FHE YU AIL.
Use device topic prefix(ZX| &5 HFAL AL8): 715 EHE MQTT
Subscription type(* 5 #9):

+ Stateless(¥E =X E7ls ) MQTT A X E &

- Stateful(JEi F£H 715): MQTT HAIX| & x40

2 AL gL
QoS: MQTT T-=0i| Lo &5te 2| &S e L C

MQTT 22 0|

Pl
(LS
MQTT @LH 20| +=-XE F7t8t7| o MQTT E2H0| 2SI A 2.

T Add overlay modifier(2HEI0] 2B} £71y: Al 2oa|0] 2HXE H7fsteie 228 ch
Topic filter(EH| ZE{); @ 2]0]0 BA|3}2{= HO|E{ 7} BeHEl MQTT FH S Z7h8fLch,

Data field(H[O|E{ EE): B A|X|7} JSON Z4{0[2t 1 7HF5t 0 22| 0|0f EA|S2= HA|X| T 0|2 =2
7|1& XIEgLCt.

Modifier($=8X}): @B 0|E Q+E 1 ZAD} 4

=~

o =
. #XMPE A|ZISHs &It ZHOIM 2 @ HO[E{E BAIELICH
- #XMDZ A|R8s +HAHE Glo|E Zoof A HE HO|HE BAFLICH

AEX|

Network storage(H EH 3 A E2|X|)
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# olE|H o A

L

Ignore(SLAl): ESZ AE2|X2 RA[SF2{ D Lt

Add network storage({IE¥ 3 2EZ|X| F7}): 532 NI 5 A= HEYR SFE F715t4H S LICH
)

« Address(FA) SAE MHO| P FTA L= SAE 0|22 YaTL|CH AWtE o 2 NAS(Network
Attached Storage) LTt 18- IP FA(SH IP FAs HAE = Y202 DHCP H2))E AHESIE S
DAEE LSt HLE DNSE AFESHE 20| £&LICH Windows SMB/CIFS O| &2 X| &l E|X| & L|LCt

+ Network share(H|IE93 S ]): 2AE MHO| 37 (X2 O|§2 Y&HeL|Ct 2 &K= 173t
E07I A2EE oY Axis X7t 5L HEYT SFE AEE = JASLIL

+ User(AHZh: MHO| 20010 22t A2, AHEX O|§2 LHLICH £ =0 Mo 219
Ste{™ THICNWALSA 0|2 YHSIHAIL

« Password(T{AQ{E) A/HO| 2010 Rt AL IJAQYEES QHSIAUAL.

« SMB version(SMB H{X): NASO|| AT SMB AEE|X| ZEEE KT S MENSHL|CI Auto(X}S)
£ MESIH ¥X|= 2o BT SMB & SHLHE @astain A|=2tLC} 3,02, 3.0, £= 2.1, &2 H
ME X8R %= O] F NASO| HASIH ™M 10 L= 202 MEISIMAI2. Axis 2|2 SMB X| &

o CHsll &/7/0l M RtM|S| LotE == AEL|CH

« Add share even if connection test fails(HZ HIAE7} AIsiC{ate 3G E FIISIMAIR): 94 ||
2E B0 LB UAE HR0E HEYT SRE FIste{H MESIHUAIR, O & S0, MHO DA
QEJt Z QX T O] YUHSIK| AUV E0| 2B} e = A& L L
Remove network storage(M|E9{3 2 E2|X| HAH): HER I 370 Ciot HAS O E oA, HHQlE SiA| X
H7{ste{H S2L|CH O|HA oM HERA S0 Cthst 2E &AF0| AMAHELLCE
Unbind(HIQIS 8 X): HERI SRS Htold sfAsta ¢AdS Zoai™ St
Bind(HIQIT): HIEYA SRS vtelgstn Azt SalstL|Ct
Unmount(OI2 E o H|). HEI 57 E O E siA|sta{™ S2gtL Ct
Mount(O}2E): U EQI SKE Ot Esta{H S8/stL|Ct
Write protect(227]| 2X|): HEYI S R0 27| E X5t 53S0 NAHEKX| R=F ste{H ZL|Ct 27| &
AHEYI SR =iz = l&Lct
Retention time(2 & A|Zh): =3t 28 7|7t Q2 &l 5310 & ot = HO|H & 2HHE 8 E+8 M
ghLICt HEYI AE2|X|7t 7t5 AtH MEHSE 7] 7H0] X|Lt7| Hof O| ™ =3k7F AFA|E L L},
Tools(= )
« Test connection(¥Z& HIAE): HERI S50 Cigt Z2 HAET L N
« Format(Z%): O£ 50 ZE HO|HE W= X|0f sl= A2, HERYT /S ZUEL|Ct
CIFSE A8 7t5%h ot A" MLt
Use tool(= AHE): 223t MEISH =& 2 M5tahL| Tt

Onboard storage(2&.E AE2|X])

T2 AL
Ol &4 8l &4 & =3t o[, X7} &
o |

= 51 A= A= SDIIEE &
ZtEE HMAsE7| Hof OF2 ES oMot Al

Unmount(Ot2 E 3 Hl): 2 =/5t0] SD 7t=& A5 M AHSHU Al L.

LICE M| BX|El SD 7tE= ZOigh o= QI& LTt
Autoformat(XtS =) |2 & QSHSD

Ignore(SAl): SD 0] =8 HES EX|3}2H HYA .,
S8l x| ZSILICt O] MAES BAIAITH ALRE 4 Q& LLF.
=

Retention time(EZE A|Zh): =3} 232 7|2t @2j O| & ot = [O|E XMZEut
gtL|Ct SD 7tE7t 7t5 XtEH MEiSE 7|1740| X|Lt7| MOofl Ol ™ =37t AFA|E L Lt

Tools(E= )
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FX| O A2, SD

Write protect(227] &X|): SD 7}E0f| A7|7F SX| &1 =5t50] HAL= AS E=5t2{H 0| 8= B
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# olE|H o A

L

Wear trigger(Ot2. E
0~200% Y LICt. of HI
ol & =3O 7tZCte A2
Ot2 E2|7HE 80~90% AIO|2 M HS
F

ot
-

[

-
[¢]
x

s
=1

ANkl
lomjom
org
>3
— \d
Qo—T
[
x
o
o>

LHEN]
rk

rx
rlo

—_

O

o

rjn K1
-1
mjn
>
oo
Ot
2

=

'C‘)'II
in}e
g
=l

o

« Check(Z?Ql). SD 7tE 25 & =9l
+ Repair(3T): ext4 Tt A|AHOf
=752 H SD 7tE S AW A
+ Format(Z): 0| & 0] ot Al
EE ZOHSL|Ct vFATR} extd= &
X7 d@ 320 SXE 2<% o
Al ext4 E2}O|H E&= O Z2[H 0|
+ Encrypt(¥32}): 0| £ E AI8S
3h=SDtEO| MTYE ZE O
E HOlH= 2235 ALY B
« Decrypt(Z =3} sl H|): O
H)e SD 7tE0| MYE =2
EOOIHE 2235 AHESHY &
+ Change password(I{ A 9| E HZ):
Use tool(=T AlE): 22510 MEfsH =

b=
Moz O e|7| Mo Mo mae 4 ¢l
O 27 ¢tol =E&ot® ¢S &a = A5

t4 O} 2 A|AR0) A 2F &S LI
= T oo

|EI S
8 = A= Y A|LE FMAYLCH FFETF BR AL 2
= GA2 ext4 & LIt SFX| 2 Ef
2 Of| M| A8 0F 2 Z4LICt.
EE ZOHSt D Yoz E S M35 A2, Encrypt(

U Encrypt(@F=22hHE AHESHE SD 7+E0 K
t

AEY ZE20HY
AEY D201AL HIC|Q AEHO| Y§S O
S HS0 2o CHys Ao AER 2T

Preview(0| 2] ©7|): MEiSI AEZ T2}
ZSIH 0|2 2771 Y 0|EE )
oM 27| 992 HAS = USLILCH

Zipstream @ ;O 2o ot 22

Name(0| &) =200l 0|§S F7tE Lt
Description(d¥): T2 ut2of cist dH S F7t
Video codec(H|C|@ AH) T2 IA0| ML

Resolution(s &) O] B7H0| CHot HH2
Frame rate(Z 2|2 20| E): O] A7H0j C{st

Compression(&%): O] 70| Cigt M2

nx

Dynamic FPS(S X FPS) @ : o] o ch

Dynamic GOP(-Z % DOP) @ ;0] @750 Cf

ohof b|C|2 AEES 0]2] ZL|ch. H0|X|o
%0| 9l B 00X TZ ShEro| Yk =

AEZ EO/X 29 =S TRSIUAIL.
Optimize for storage(2 E 2| X| *| X3} @ : O] MO CHSt MU AEZ BJo/X) 29822 KXS
Y2 AEZ LO[X] 29 FE BERSHHAIR.

Y2 2EG Bo/x] 298 TS HEJHAIL.
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<l
=

QI E{H| O] &

Mirror(D| 2]) @ 0] 280 et Y2 2EE B0/x 29 =S BESIL

— o == =

>
fo

GOP length(GOP Z0]) @ O 20| Chot HY2 AEZ Lf0/X] 292 =S HERSIHA 2.
A

o = a
Bitrate control(H| E 2|0| E H|0{): O] 2°J0f gt @2 2 EF 50/x/ 29855 FZoHYAIL.
Include overlays(2H{2[0] Zg}): Zofst Q20| RS WEELICH H{ 0| S F715t= Y- Of CHSH RhA g
&2 4]0/ Ho/X 31 &5S FESIUAIL.

Include audio(2LC|2 E&h @ Ol H-0 st EH2 AEZ BO/X 29852 HASIMAIL.

[ o

ONVIF

ONVIF A H

ONVIF(OFen Network Video Interface Forum)= |5 AFEA, S8 M|, ZEHE U M =AU EQ S HC|L 7|
=22 E 7tsdS EH 2EE £ UA diFE =2Y QA HLOo|A EFEQLICH ONVIFE Sdll M2 CHE S5 K
ME o M 28M, a9 a4t HE BZ W A|AHO D ZYHE = = ASLICH

ONVIF A8 2 ‘4 M45I™ ONVIF §410| A5 2 M L|CH & X|2te] 2E ONVIF S4 0| AFEXH A8 o] &t

A EZ AFREHL L XEM|SH LIS axis.com?| Axis WAL H R LIE|2 A XSIAAIL

+

Add accounts(A™ E=7h: A ONVIF A/ ™S F7tsle{H S|},

Account(Al™): 1% AH 0|E2 LHTL LY
=
=

Q2B L|C ASE = 1~64K ZO[Of0f Ll 2R, &7,
(RE 32-126)% A E0[ A8 4+ YL L,
o

n

New password(M I AL E): A H O IjA
TFY, €7 7= S A Jhset AsCll 2

Repeat password(l{ 29| E BH5). Z A DAL
Role(2&):

« Administrator(Z2|Xt): ZE HF0| M5 MM ATL|ICH B2|Xt= CHE AFS F7t ol
E QU HAE = A& UL
« Operator(28%}): CHS2 M ZE A0 WM AT = JASLICH
- EE system(AMAH) HF
OH .7:7

H T .
« Media account(O|C| 0] A7) H|C|2 AEE 0T HAAT = JQEL|LCE

—

g0 &= H7ols thaol = E L

Update account(AlId ¥ GI0|E). A8 £d2 HESLIC}

Delete account(Al1%d AHH|): A E 2 AKBLICE root A™2 AXE &= l&LICH

ONVIF O|C|0| Z2n}

ONVIF O|C|Of Z2mY2 O|L[0f 2ER H7YS BHPst= O ALY £ A 78 W22 0RO X JAFLICE

+

profile x(ZE2 Ot x): HEE =20t &gt}

Add media profile(D|C|0{ Z 2T} F7h): Af ONVIF O|C|0 Z20t S F71staH S 2L ot
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Camera tampering(7}H| 2} 5 &)
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AXIS Q1656-LE Box Camera
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