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AXIS Q.17 Block Camera Series
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AXIS Q.17 Block Camera Series
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- Annotation symbol(FM 7| ). 7tH| 2} 7 M HE = 2| O|LHOf| YX| L2 HR 2
Hef o CHAl HA|E 7|2 & MEigtL T}

Streaming indicator(A E2| Y ji)k|7|)® HIC|@ AE

AlSteH MERSELICE Of LT 0|42 T HO| ZMO| Zatg|

O| 2to|=2 S LIEr- LT

- Appearance(2 QF): Of L|Of| O] M AH bt HY Z MiabS MERGHL|CHOY: &S Hi-Z 2
HWZHA oL o[ o| M (7| = 27)).

- Size(A7]): Yot= =& 27| MEEL|CL

= P0 ZXT oL o] M S &
A @2 B8R0 = HH AEF

- b o|O|X|of| A @u{2f|0|2] YX|E MEHSIAHLE, HAIZH E7|0|M 2H{2[0|E 28
st1 S2fasto] o] ).

Widget: Linegraph(%{3!: HJEHE)®: Z7YEl 20| AlZHol| et oA HE R =X 20
FE = XIES EA|SLCL
- Title(H2): §/& o =S QadstL|Ct.

= Overlay modifier(2B{2]|0] =X}): GO AA 2 AtES QB 20| +=HXIE &Y
2L MQTT 22| 0] £ Y dot 2 52| 2 &2 0f ?|X[5HA & LT

- b, O|O|X|of| A @u{2f|0|2] YX|E MEHSIAHLE, HAIZH E7|0|M 2H{2[0|E 28
st1 S2fasto] o| =SS ).

—  Size(A7]): QH{H 0|9 A7|= MESL|CH,

- Visible on all channels(Z | X2 oj] EA]): XY MEHSE X DO M T EA| | 22 S}
20 BLCHL B E 24 A L0| BAT £ = 5[40 2

ALt
- Update interval(¢H|0| E 7). G|O|E & I:1|O|E A S MERSHL|CT.
- Transparency(EHE): MK Q0|0 EHEZ S MASHL|LC}

- Background transparency(8 122 £ -'.E-EgE): QHP 0| BiOelE EH O}
2Lt

~  Points(&S): G[O|E|7} YH|O|E 1 Nafm Mo HE Evksla® ALt

- X=
- Label(2H'): XZ0f CHSH A E 2tH-Z Q1= BHL|Ct.
- Time window(A|ZH &H): H|O|E A|Zts} 7|7t &S L
- Time unit(A| ZF EHR]): XE 0] CHsH A|ZF EHQIE Q&S| C}
_ Y=
~ Label(2p): YZ0f Cf3t B AE apHS Q2B
- Dynamic scale(&X B &): 0| 7|52 7{TH H{=0| E1I0I = ﬁtoﬂ EE}EP a2
EHSELULCLO 7|s2 LW 0@ g 4f2 A g8e = JAELCH
- Min alarm threshold(*| & &2t 21 A|Z}) 5! Max alarm threshold(*l CH <zt
UAAZ): O Zh=2 e =of =38 HZMS 71510 L|O|Ef g0 HE = i
U} S LOIRj = 2 el HEs 4 A siFL
Widget: Meter (2| 3: £7d7]) S A2 SEEHOIH U2 E0F= U XNEE R
AL

- Te(®) el HSE gy L| ct
- Overlay modifier(2H2j|0]
SHLICE MQTT SHielol & 4 Mo Ao Ba) 2

- b, O|O|X|Of| A RE{2{0]2| {X|E MEHSIAHLE HAIZH EI|0|M 2B{2{0|E 2 &
st0 S2fasto] o| =SS ).




- Size(37|): @H{gj0|Q| 27| & MEHTIL|LCY.

- Update interval (Y H|0| E ZZ): G|O|Ef ¥ G| O] 4
- Transparency(F8 ) TH 202 FHEE 2L LICL
- Background transparency(8iJ2}2CE EHE): @H 0| 8Ot E EFH Lt

S|
- Points(H&): H|O|E{7} HHO|EE [ J2= Mof| S =715t HL o
—_ Y=

~  Label(2}): Y0 C§3t A E BHHS Q2B Ct.

| T Hi= 0| H|O|E o et Xf52

z O|ﬁ|_| |:|.'

AN H

—_

- Dynamic scale(SX Hf&): 0
2 HSELICE 0] 7|

Lo d

L

o

- Min alarm threshold(
AL Ol eh=2 & I

=ML HE YOotX|= 8% &4 H=g = UA siEL

i=3
=

1

=
threshold(*|Cl =t
CENEHUEEE!

[
bt

o o 14
- 280 HM 27| 28 27] SH= SRS L
O|F: 27| G2 0|55 LAY LIC Z|CH 20| = 64Xt I LILCH.
PTZ: 27| 0| M H, HE X & 7|5S At8ot2{H ZL|tt

mZ3}0|HA| OjAT

—l_ M58 S Al AHEH(Z 20| Al OFA3)

39 4 d-g5te{H SO

Privacy masks x/32(Z2}0|HA| O}A 3 x/32) EE = Privacy masks x/100(Z 20| EHA| OfA 3 x/
100): 2 & Z2O[HA| DtASFO| M-S HASIAHL BE Z2[O|HA| OtAA S SFH 2 2 AMH|St
o™ O| M= B#AlES 2ELCL

-

=
=

=
[

= JEoIH =8 Y ZA| A EH(ZEI0|HA| BtA3)7t
AotEl o 2 LIEHH L CE S2t0|E & AMESI0 B2 3 7] HE0H AL
® OpA3 x: 7) 8 Ot~ 0| F/H= & S E510] sl OtA3 2] 0| F& HE o ALY, B2 d=lotA

Lt 822 4HE 5+ ASLICH

Sll/5a 8 AFE: 0| £78 A ZA| A EHZELO|HA| DA T)7) B El 2/H2 +=F0| =
AE W A =5 27802 H AUA| . O[O X|Of| M 2hCh/=0HH OpA3 7 EHA| s AT L

C}.

37




=4 o ZEl7Ao] M

AXIS Object Analytics
Al E}: AXIS Object AnalyticsE A|%tSte{ T S BlofL|Ct S22 E0f M Of Z2| 70|90 2l =|H
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AXIS Live Privacy Shield
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Meul oA Meu OpA3 E 2510 LAN(Local Area Network) LI 0| = FAE Ho|ghL
Ch LAN 2| B & FA & EH’—H% SatetL|

Router(2}E): CH2 L | 9rJEl L HERI M2 | HAE X E HE5l= O AH8 &= 7|2
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SO LS F St MEigrL|C}

45



SAE 0|22 AHEOE BE: U EYT 2HRE 7 YA SAE 0|22 P FAE AFSOR B
== oh2{ B Mg C.
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<
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Https proxy(Https ZEA|): 518 & A A|0f W2t =
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One-click cloud connection(O3C)1} O3C AMH| A= = QXK AL AAIZE S =351 FAY| £ 1 oF
HSEOIE Ul M AE H-EEL Lt XM T Li8 2 axis.com/end-to-end-solutions/hosted-services
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=

IjAQE:

No(OtL] 2): O3C MH|AE AHZA i K|
=x

Proxy settings (Z & A|

m]

(o]
—

a

Allow O3C(03C 5| &):
Port(ZE): UM A0 AFR L
Authentication method(2l

2

o~

MA LY

s
t7] = 0il Digest(C}O|H~E
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L|C}.

SNMP(Simple Network Management Protocol)E 0| 83}0] H EQA

SNMP

A
=]



SNMP: At82 SNMP ™ 2 MEHSHL|C}.

« vl%v2c

- Read community(2{7| #{L|E|):
o] A= AHRLIE| 0|55 §E

- Write community(227]| #
7| 20| U= HRLIE| O
L|C}.

H . A o
AL El): X RE|= 2= SNMP K| off CHol 817] EE& A
E= YEHYLICHEY| TE AA M 2l). 7|2 a2 27| Y

— HA'— —

~  Activate traps(E Z48h): EHE TS S|SB AHAA|Q. BA|= EAS A}
2510 520t O|HE = AEf HA0 Ciot A X|F 22| A|A=0f 2-L|CH &l
QIE{H O] A0f| A SNMP v1 3 v2coj Ciot ERS A = QEL|CL SNMP V32
HASI7{LF SNMPE 11 EZHO| A SO 2 JHEIL|CE. SNMP v3E AIE5t= 42
SNMPv3 2| O Z2|H 0|2 Sl ER 2 B = JASLICH

- Trap address(Efl FA): 22| MHO|IPFA L= SAE 0|52 QUHEGIMAIL

- Trap community(E34 H-JL|E[): X7} 22| A|AEO| E-Y HA|X[E 2 O Af

8 HmLUEE YLt

- Traps(E#):

- Cold start(Z2E F8): YX[7} A2t E [ E® HAIX|E 2Lt

~ Linkup(Z3 &) 237 CHSOIN QO2 MAT HS E HIAIXZ 2L
C}.

~  Linkdown(ZA C}2): A7} YoM CHE o2 HAE HS EH DIAIX|2
YL

- Authentication failed(21Z AMil): Q1= A| =7} AMI|SIH E AKX E & 'H
L|C}.

H| 2

« Vv3:SNMPV3= ¥=3} Ol Hot 4SS K35t Bt oHHo A L|CE SNMP V3E AL
St 227 HTTPSE S3l| TEE| B2 HTTPSE &doldt= A0| E&LICH o MTHO|
U= GARZL 2ot X| 942 SNMP vl 8l v2c ERH0)| dM|ASH= A2 2R gL Ct.
SNMP v3E At&%t= 42 SNMPv3 2| O E2(AH 0| M2 Sl ERS 248 &= ASLICH
- HUHE B3 SNMP HO|E{E 250t O AL S YD ot WAS MESHAAIR
- Password for the account “initial”’ (‘X 7|' A|™Ho| T AL E): O|= 0| 'initial' @l AHH

O SNMP If A E & A SIL|CE HTTPSE 2 ototX| i IAQIEE MEY
= UX| 2t HESHX| G LICE SNMP v3 T A9 E = of HEF A- g 4= QI3 HTTPS
7t A3l F20| 8t Aot 20| S&LICL A ES Y0 A E TE
7O O] HA|E|X| QL CH IHAYEE CHA| 278512 X E S 7|2 23

o2 TSl oF gL Ct.

HL
re

re
ol
x
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SME HERIYS X E Sote Ol AFEE UL O] EX|= & 7HX| 2| ASME |-
Ct

« Client/server certificates(Z2}0|H E/A{H QI
a3

=210/¢1. E/HH'I ISM= X2 IDE 4 = A2 CAQF 7|20 M
Srael = S CE XA M B ASME AetEl RS2 K20l CA 23 JENE &7 A

MR AL S % QU LIL

. CAOZA

CAQIZEME A} 810] M| Of QIS MZ QIS BIL|CE 6|2 S0f, ZX| 7} IEEE 802.1X2 E S &
S YEYT0| GZE 42 oI5 MH{o| DS ASELICH ZX|0fE 0f2] o] ALK HX|E
CA 0I£A‘|7|- §L| C}.

. QIZ A HAl: PEM, .CER, .PFX
749l 7| Al PKCS#1 I PKCS#12
S8 A

ZHE BT SG A |22 HUBH RE AFNZH AHELICL AL X CA 1B A
Jh CEA MR LT

_I_ Add certificate(QIS A F7}1) : QIS M E F7}5{H S| CL EHA| Y 7}0| E7F D&l L

+ More(t| 27|) 7 ZtASIALL MEiE 27} WES BA|LCH

« Secure keystore(E.Qt 7| K& LA): 7|9l 7| E 9t SHA X ZESHE{ H Trusted Execution
Environment (SoC TEE), Secure element(EQt @ 4) Tt = Trusted Platform Module 2.0
= MERGILICEH el H ot 7] XMZA0f CHSE XtAM 2 =2 2 2™ help.axis.com/axis-
os#cryptographic-support% RS A 2.

=
Ol

+  Keytype(7| & OI"ME H35HH EE0L 220|A 7|2 Y53 Y| S0|Lt ot
2 ors st o, EI S MENSHL|CY.
¢ Alglof OHe O 0f = TS 0| ZBhEIL|C)

« Certificate information(@1Z A HH): dX| =l QIS A9 £H &= &L|LC}
« Delete certificate( S A AHA)): 2l

y .
+ Create certlflcate signing request(QUSM A|H @ MMH): C|X|EH ID QIS ME AHSEHY|
o S5 7|20 22 SM ME ¥ S ddeL T}

Secure keystore(H QF 7| X{EA)®:

« Trusted Execution Environment (SoC TEE): 20t 7| & A2 SoCTEEE AI252{H MEH
stLCt.

Secure element(&H 9t 2 4)(CC EAL6+, FIPS 140-3 Level 3)®: E0t 7| K& A0 29t 2
AE ALEote{ T MEiSEL|C

« Trusted Platform Module 2.0(CC EAL4+, FIPS 140-2 g|'el 2)®: £t 7| X & A 0| TPM
202 A5t ™ MEdSEL|CE.

A=l M2 HOIH B2 S ?I3 F22tE ArE5te WS FalgLth.
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Active(Z-g2l): ZA0| HEY Pzt YA S MEHSLCH
« Default — OpenSSL(7| 274} — OpenSSL): LEtX Ol A2 2 2ot 7 &ol 2
.l

— (=] OI_I-
«  FIPS — Policy to comply with FIPS 140-2(FIPS — FIPS 140-22 Z=48}= M) 75| Cf
A AFRIS Q|31 FIPS 140-22 T4t 25 3QILC

HESI E2 Mo A =3}
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IEEE 802.1x
IEEE 802. 1= R4 8 4 L E9IT Ix|0| £t 152 NSt ZE J|8t Y =93

Ef

Internet Authentication Server) 2! L| Ef.

IEEE 802.1AE MACsec

Authentication method (9= ). 0| =0 AR L=

S MHE ASME AE3HY EEH0[HUES| IDE 22

Ol
CA QS M:CA IS M E MEISHY] 2
GIZEl L =9 o] A glo| AHH| o

o L|C

EAP identity(EAP ID): 22[0|HE QFS X2} AEtEl ALZAHIDE R ESIHA|L.
EAPOL version(EAPOL HHZ): | E Q|3 AQ|X|0|AM A ol
Use IEEE 802.1x(IEEE 802.1x A}2): IEEE 802.1x T2 EZ S AIE25I2{ ™ MEHSHL|C}

OIZ ute O 2 IEEE 802.1x PEAP-MSCHAPV2E AL 3t Z-20) 0t 0|2{8t AN S 0|2

+ THAQIE: ST AL RHDO| THAYEE
+ Peap version(Peap HH): H EQ|3 A&
o Label(2}t): 22|0|HE EAP U312 Afﬂ6}E1 012 MEHSID, 2
£ A5t ™ 25 MEfSL|C} Peap H 7 °
TR E S
IEEE 802.1ae MACsec(®™ CAK/AIE ZS 7[)= Q1= o 2 AL SH= H 200t 0|23
= 0[28g = UAS LI

ﬁO
o I_
2|SHIEEE & -’.f—%l L|C}. IEEE 802.1x= EAP(ExtenS|bIe Authentlcatlon Protocol)& 7| =2 2 Tt

[EEE 802.1X2 E3 E|= HEQ A0 UM ASIHH HEQA EX| 7} AN RO 2 QIS E|0{Of &L
Ct 2152 QS MHOAM =L, Y™ © 2 RADIUS A1H-|(01| FreeRADIUS & Microsoft

IEEE 802.1AF MACsec2 D|C|0] MM A S8 T2 EZ2 QB H|AZAH Hlo|E| 7| LN A THNS
0| 5= IEEEQ| MAC(O|C|Of M A HEE) £ Ot EEQILICH

A A

CA OIS 81O - gotH M QSN F=2d AAL HIZGtED X = A= HESAo 2
A SLO| Rt 1SS Al =g LICY.

QIS A S ABY 1) Axis 28 A| 717] 8 01 Aol EAP-TLS(HE 7hs 915 ZRES - & 2
S 2ehE ME0t0 CIX| 8 AS M= A {22 QS eL LY.

X7t SN E Soll E=k|= HEAIO HMAT = AT ot H M BE SEH0|AE 2ASA
= KXo X5 OF gL Ct.

EA

o

Client Certificate(22}0|H E 21Z A): [EEE 802.1xE ﬁtgg S2l0|9E QS ME MEiSEL|CT. QI
[s)
=

» 7| EX AE £ 7| O] A Z HE O] S(CKN)S RIHBILICE 2 ~ 6AXI(2E £ 7Hs) 16
7150{0F SLITE CKNS 917 B210J M 25 0 2 2 A8|0F 3, 420 MACsecS
ot P9 A B0 M LKXIBHOF 2L Tt

- 71X A S 7L A E o 7(CAKS BRI CH 32X S = 64X19] 1681010
C}. CAKE GiZ gh2iof M =5 0 2 A 3]of 8[0, §-8 0| MACsecS EH4data} 2y o
S 20| A LK[SHOF L T
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Firewall(2ts}): iS5l S 2t 5}6le{ ™ ZL|C
o_l_

no
]
o
Q
c
-
)
S
a
=
N
re
o
2
M
=2
x
i}
u
A
51’
rir
e
Y
FO
ot
mjo
0L

SHHO| Of A M ex| dEigtY
Ct.

+ ACCEPT($:): TX|0f [t R E (A & 8ELICL 0] M 7|2 MHE|of YL LC
- DROP(H&): BX|0f (3t 2E ¢i2 st|C

=
OF

=
+ New rule(\] & F7}): £ 451248 S =T LICH

Rule type(£& §%): o
« FILTER(EHE): 20| Zol& 7|= 0t LX[St= FX| 2| AZ S 5{ESHHLE ALEStE & e et
L|c}.
- M eholH S0f L) Accept($=2) == Drop(H&)S MEfBL|C.

- IP range(IP M Q|): 5{ &5t HLE X EHet =4 HR|E X|HSI & MENSHLICE Start(A|
=H 2 End(&)0| M IPv4/IPv6E AFRSHL|C}

- IP =4 5|28} 7L} AEHStE{= =AZ QI 243HL|C}. IPv4/IPv6 I = CIDR HAIS A
.9.ol-|_| |:|-

- Protocol(Z2 E&): 5{ S} Lt Kpthed
El

MBSt Z2E 22 Mot 2

— o
- MAC: 5| 25| AL} XSt = X[ 9

HEQAIA Z2EZ(TCPUDP == E CHE
JmE & X|H80} LT,

S AC TS AL CH
- Port range(Z £ U 9]): o{ 3}7{Lf Attt L E HR S X GO E e gL ot

Start(A|Z}) 2 End(8)0] 7L Ct

- Port(ZE). 5| &5t AHLI A CHSte{= L E HS 5 Y L|CH ZE HS = 10 M
65535 AF0| 0fOF &FL|C}.

- Traffictype(E2T 93): 58317 Lt XTHlel s 2T S MegLIC
~  UNICAST(SLIFHAE): THY SHAIX{7} THY S AIXFOI A R L EjmielL|

C}.

- BROADCAST(EZEI|AE): Ct EhMXI7 HEQFo B E X2 ELf=
Egfj=eiL|Ct

- MULTICAST(HE|F| A E): StLt O] &f 2| = AIXE7} SfLt O] & 2] =4I KO A 2
L= EciE & LCh
«  LIMIT(Hgh: 20 Fol& 7| =1 LX|o= HX| 2 AZS +&HoX| 2 Mot EAfH S =

0|7 ?iell Mets MH-8oteH MEgtL|C.

- IPrange(IP 'H?|): 5| o[ HLf XTI =4 HRZ XYoL F MEGI LI Start(4]
) & End(8)0f| M IPv4/IPv6 E AHERFLCY.

- IPFA S ESIL e FAS Q2{3HLICE IPV4/IPV6 = CIDR HAIS A
23t C}.

_ Protocol(ZE2 E E): 5| 25} HL} X}
MEHSIL|CH T2 E22 MEY PE’

- MAC: 5| &3} 7{Lt At EHSEA = F K| 2

- Port range(EE H2): 1%6}7{ L} XpChst
Start(A| %) S End(8)0f Z=7tetL|Ct.

- Port(£E): 5{ 85| AL X}CHota{= ZE Ho E QHSIL|LEL ZE Mo = 101N
65535 A}O|Of OF ©+L|LC}.

Y EXQI Z2EZS(TCRUDP E&= E CHE
S 2E E X|d sl OfF tL|LCt.

~ Unit(EHS): 3183} LE AHEHS o] Rue ekt
~ Period(7]Zh): Amount(R1)2} B El A|ZH 7|7k MeEdgtL|ct
~ Amount(3l%): A4 5| Period(7|Z) L0 BX|7t QS 4 QU AT S4E M

2 LI 2|0 242 65535 L LY.




- Burst(tH{A E): 27 =l Period(7]|Zh) =0t of H A
A= AE slE =
HAEE A0S EELCH

- Traffic type(E2i T |): S 5L X HSH= E
- UNICAST(RFLZHAE): THY ZAUR7F B =LA A EU= EfEH Y
C}.

- BROADCAST(HEEIF|AE): CtQ EIAXI7 HER TS RE AKX 2 E&=
=3 ZQ Lt

~ MULTICAST(HE|FA E): 8} Lt O] Abo] SAIX}7} SHLE O ko] 2= A RLO A &
e ezl

Test rules(& E|AE): Ho|st EE HAESIZH SEIgHL|CH
« Test timein seconds(X EtQ| H|AE A|Z
* Rollback(E%H): E2 HI2ESI7| T2l O|F ME{Z Yot

o
= =]
. Apply rules(8 ®8): HlAE3X %0 22 TS M S2ALLICE 0|2 H e e
ol K| LTt

MEXt X MHE AXIS OS QIS5 M

0

ZX[0f AxisO| HIAE AT EQO| EE= J[EF AFEAL X|H 2T EQIO|E AX|S2{H ALEA X[ A
FE AXISOS Q1S M7t HaetL|Ch QIS = AT EQO| 7F THA| AF KRt Axis H 50| 2[sH 5¢I

LI A=X OIS CEL AZELI0j= 3ot A Ho o A IDE AlHL[= E7d TX|0f| A2 Alis
T ASLICH Axis7} MHES @[t 7| & ERotD AL B =2 AxisTHO| ALE A X|H A& AXIS OS 2l
= 4 2L|C}
o (=]

—

>
i
>

o
Install(4%]): QIS AIS AX|5t2f P S2YLICL AZEQI0{Z MX|5}7| Fof ASM S Ux|8Ho}

A

A
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+Add account(AH8 F71): Mf A S 7ot S LT X0 100712 A& =7t =
OIA|_| |:|-

Account(H|H): 133t A 0|52 Y L|CL

New password(M| 2 E): Ao A E S g St Ch T 29 == 1~64Xt HO| O OF Bt L
O} X}, 2K, L&, AH 7|3 S 0laf 7H53F ASCI 2XHAE 32~126)8 A0 AFRE &

QLT
Repeat password(Ij A Q| E HHE): S AUSH DA EE CHA| LEGIAMA| L.
Privileges(#oh):

« Administrator(&2|X}): 2= 70| 25| MM AL O 2E[XH= CHE AEE =71 ©
HOIE S MAHLE = AS LT

« Operator(2gX}): Ct22 M elot 2 A-O| AMAT 5= ASL T
- EE System(AIAE'“) M I‘|

. Vlewer(Tr01) CtZ0 CHer ™2 Hoto] LS Lt
HIC|@ AEZIO| AHAFS H ] R L|C}

s
_ _L.—_g|. A|7<‘|o|-_l LHE"HL|E|'

- W UE U PIZAN N2 T3,
P AE0| 2 ol ol Chgo| ZRELIC
Update account(#1 2IH|0|E): 7% 248 B LICH
Delete account(Z| AHI): 752 ARIE LIk root A ARIE 4 gl&LiTh

LIRS

Allow anonymous viewing(2H H7| 5| &) AN Z ZOQISHX| Q1= =L 2HEXE THK|
of HMAe == A= T G- Ch

Allow anonymous PTZ operatlng Q|HO| PTZ 29Y 5| 8) @ O AFR X}7} 0| O] X| Of] CHBH
o ElE QI =SS A QL2 53H 5(:1 L|C}.
SSH A%
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T Add ssH account(SSH #| ™ 227}): M SSH A S £718t2{H 2 2I8tLC}.
- Enable SSH(SSH £A43}): SSH A{H| A2 AL 8}2{H ZL|C
Account(H): 193 A|H 0|22 YHLICt

New password(M T§ 29| E): 7|

c-; I i‘I' =2 -Hd |
Ch X}, <AL 158, Y8 7|2 § 212 7tset ASCI 2AHZ E 32~126)2H I A

Q&L q‘

M-
Repeat password(T| 29| E BHE): 5 Lot AAES CHA| YESYAL.
2% 232 Y8 HHEY).

© Mg 2 ool Cho| gLt

—

c
©
o
Q
-~
(]
wn
wn
T
Q
0
0
o
c
-
=4
wn
wn
I
)
o
2
§
l@
X
ox
Jp
0x
mjo
e
A
o

LIk T 2 9/ £ £ 1~64%} 200|010f 311
18

=]
23t

HEO A

A
=2 T

— H =
de%%t&%%ﬂ%%@%tﬁéﬂﬁtl ,CIO|H|AE, @ Z ID S0 A MEABL|C}.
¢ Ao OHe 050 CHS 0| ZBHEIL|Ch
. Update(YO|0|E): 7t SAEE QM O|EBHL|LC}
o AH|: 7HAF SAEES AME|EHL|CH

H|Z g3t MH 7t HIZ Gt AS LT

Z2H0|UE X4

0|)|

% Hof 7

Admin claim(22| X} 8 H): 22| Xt Igo| ¢fS YL o}
Verification URI(Z{Z URI): API QIC ZOIE Q=2 QI3 ¥l 2132 Qa4stL|ct

Operator claim(2Y9Xxt 2H). 29

|- = =2 —I| HA Hdg
Require claim(2 % T R): £:20] 21010} 3= H0|E|S Y istct
Viewer claim(Z&XI @ H): 2H&HX} dato| Zr2 Ql&shL| .

—
Save(M#E): 4f2 M &stei™ S2gtL|Ct.

OpenID 74

SN

OpenlDE AtE0t0] 2018 4= §li= F? OpenlDE Fdot0] 200 [ ALE
HS
o=

EE |2 R 5
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otL|C}. https://[insert

t2{™ OpenID

.
o

=2

o
HO[HE YHE LI

At

—

—

=

=

1% AFE Xt

—

L|C}.

I

=]
e
O

e
o

24
2
o

Require claim(2 2 Q). E20] Q/0{0f 5}

Viewer claim(2t& Xl 2
Client secret(22}0| 2 E H|2): OpenlD Ijf

Client ID(£2}0| ¥ E ID): OpenID AL X} Of
Outgoing Proxy(Z 4l TEA|): ZTEA| A H
Admin claim(&2| X} 2 H): 22| X}
URL]/.well-known/openid-configurati
Save(X{%&): OpenID

Provider URL(Z2& X} URL): API ¢l
Remote user(@Z A}

Operator claim(

) X0 H_lH " %0
RI - oumo  prl  KTKIKO i
& = aK &g olllis —
pv) 5l £ oll s o S
o0 = 5 g w9 N
Hio <ol ur - w=g X 1
10 = =40 kjo™. o < Kl
= N —_— ﬂﬂ@A._mD o —
oju 1 <o U od o <
Klo = gqou N XEOL g RT
od < —_— Kq 1ol o Mol =l Mk
K r ke B ok El |
s . = ™ w {0 o .
$ o R = TR &
= I SoF.. gk Blgx g = o
- ol BROL (0 Rl @ g 2
> mﬁ_u ﬂ_w_mﬂ% oo S Kzl Ki m =
- K Lo 107 sod _. ==0[T jol
K o |._.ogo e AR 1 8l
D l SN0 K Mms T g o
Mo ] Ml . X~ B
Kd <= S TRANEE ©
H 1 BT o |
U 4 oiol L &oml Hol & KF o
LH O=n o~ o= el ol K
o oS o gl U< yiis Y T <
R o T | - oA JRzn DX0oT g o
n - L Mk = =X ol = K "M
& L] {0 T oo PI=do LRI @ m
= = ot | = Ul U M o x4
= o o jol [ N ._l._E_ur _A._ = 7o)
0 <k 0 = Mo Tt =TT o
= = = z U iy vjum Sk K 2 7o
o1 S foll = T DEL T Toorkm om0 N O
o] J =0 _/L ~N e) H
2 = - i {0 w0 Ki° 35 gLI=.__=__/ 1 w3l
il R < Lo ol = e~ il 2
o © . ofn |_./\U ol mmea:.: WﬁoM p H_u.AroMo > K4 xﬂO
o WW @__ KF ol Siiuo) WrRr @ =r20%0 £ & Wo
S Nm 2 owm W oEEg WOTE cmame 2 E g
) 2= o | ¥ 2 SoW XU EmEic T2 g
= 1o = ol s P! Swupm OFl Byl o o ..
o oo O © —_ 3 7ol /ﬂ\_.A._ QOUHL © X
< it & B2 FIW T Ny £ Z T
v 2 — < M Sz ETH = ukET = S t
o) 11]] 3rujl ] .. t._4mH_|J| Ta = = = O
.| = o H® I_I o SEH ST epom $ 5
—r I — — —t— -
w S I o T S SolE gl SUTIKr & _ &

58



https://help.axis.com/get-started-with-rules-for-events#conditions
https://help.axis.com/get-started-with-rules-for-events

AXIS Q.17 Block Camera Series

O|HMEOf Csll =& XHOf A LE|AL TS EHES

=] i

o

ROzf
Bl
<o
fo] o%
g
<o
T 4o
< pal
O_umlr;
AR

=]

FTP £ = SFTP

AL} HAHBHA|
SE0= g0 Chet Y22t

H| 1

| @S S AIXp7L EAIE LIC

g

AT M=ol 7

2Rl

Z|CH 2074 2] $=AAHE E e = ASLICE
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_|_

Type(Rd): S0

Add a recipient(4-AIX} £ 7)): S AIXIE X718t @ S 2Bt Ct
4AIXto| 0|2 Btk
A

A EH-

— ~1-

FTP @

SAE MHO|IP FALI SAE 0|52 YHYLICL SAE 0|52 YHSH= 32,
DNS A|H{ 7} System > Network > IPv4 and IPv6(A| Al > HEL|3 > IPv4 Y

IPv6) Of2j{ Of 7<|7é*>5|01 US| 2RISR

~ Port(EmE):FIP HH{JL B EE WS E YT 722 218
- Folder(ZL): mOIO x xrcg Cl2E2|o) AZE QUASIAA|Q. CIAEZ| 7} FTP AH

S
|AIX|ZF Al E L CH

|2
of ojo] ZXSHA| 2 H, E
o H ALE AL O| & YHSAL.
|

iy
- Username(AIX} 0| E): 219018
- IjAQE: 20182 I

=

| >
i)
[
ujr
o
1
Of
>
>
fo

- Use temporary file name(QA| T} 0| B AI). A5 02 MM El AA| Ot 0|22
EOYS 2Lt MEiSL|CL F2EE tEstH O 0| 50| )Ist= 0|2
E HELCL H=E7I STHE 42 &4 F 0| gLt 2Lt O[S YA| o}
AdS P2 = USLICEL O|E A StH Rt= 0|2 717 2= mHO| SHEX| & =+
AS L

~ Use passive FTP(:5 FTP AL8): T AX O ASI0| M K| Z 2 Ehad| ThAF FTP A1
O HIOJE HZE S & QLT FX| 7} T4 MH O Ciot FTP X 0f & 4| O] H
HEE 25 XHF —19% A2t L|CE Ol = YRt o 2 K| QF T &f FTP A{H{ ALO|0f
53} {0] 9l F Lol Bagc

- URLHTTP AB{O) Chot | =913 a0t 282 Ha|st ASREE YL
£ = http://192.168.254.10/cgi- bln/notlfycg| IL|C}

- Username(AI2X} 0| E): 21252{H AIE X 0| 2 QUESHAUAI 2.
- IARIE: 20083 HAEE YL,

~ Proxy(ZEA|): HTTP NH{0| Q1Z3}7| QI8 T2 A| MH{S STfsl0} 51 A T
ECER I ENaY

HTTPS
- URL: HTTPS MHE{Of| CHSE U ES{E F=4% QHE I1EI3* A EHEE YgetL ot of
£ =T https://192.168.254.10/cgi- b|n/not|fy cgi L}

- Validate server certificate(AMH Q1S A 2H0l): O] AXIE MEHSIO] HTTPS A{EH 7} A
M3 OIZ M2 MENSHL|C}.

- Username(AI2X} 0| £): 2 Q15I2{H AR X 0|2 S QAUSIAA| Q.
- HAYE R0 HAYEE ¢

- Proxy(Z S A|): HTTPS ME{ 0 AZSH7| ol Z=A| MHE SIHH0F ot= 87 &
st JSEE 7110 QB C}

[0)

HEL3I A2EZX| @

NAS(Network-Attached Storage)2t Z 2 W EQ3 AEE|X| & F7t510 LY S MY st=
AR AL S 4 QU LICH 01 S MKV(Matroska) If 34|02 X &HE L|TH

- SAE: L1|E 9|3 AER|X|Q|IP AL SAE 0|22 Q&S| C}

— Share(28): SAEQAM 28 0|2EE st Ct.

- Folder(=é=|:-|): OIS MEsHC|HERZ|o) GEE QLESIAMAL.

-~ Username(AL&Xt O|2): 2 19152{ M ALR R} 0| 22 YUBBHIAI2.
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L=

TAQE: 2101502 H A

it
i

TEETNES

SFTP @

SAE MHOIIP FALIZAE 0|2 YHSL|CEL SAE 0|52 YEHSt= B2,
DNS M B{7} System > Network > IPv4 and IPv6(A|AHEl > Y EQ|3 > IPv4 YU

IPv6) OF2{ Of JQI’SEICH USR] QIS A 2.
Port(£E): SFTP MH{ 7t AtE3tE ZE Mo S Y e = A2
| &

Folder(ZC): I U2 M & C|AER|0 FES UBIAA|IR. C|HE2|7} SFTP A
{0 0|0 ZX}SHX| $O B, MAUS A= ot ] Q= MA|X| 7} EA|ELICH

Username(AF8X} 0| 8): 21015121 H ALEX} 0| §& YHIMUAIR.
AQE: 20052 H LAY ES YHSMAL.

SSH SAE 27| 7| SE(MD5): Y2 SAE 27| 7|(32X}2| 16%I4 2XFY)o| K| 2
2 QI24StL|C}. SFTP 22}0| 91 E= RSA, DSA, ECDSA 3! ED25519 SAE 7| & 9]
SSH-2E AH85H= SFTP AH E K| 2L CF & &F Al RSA7H19_EI B 0|
ECDSA, ED25519 81 DSAZ} -1 £ S [ & LIC}. SFTP A{H{ O A] AFR 3} = S HF-2 MDS
SAE 7|2 OlZH|0F BHLICT Axis ZHX| = MD5 I SHA-256 3jA] 7| = B= x| o}
X|OF MD5SIC] Z+2i3H 510k O[3 SHA 2562 AFRSH= 740] Z& LI L. Axis &Hk| 2
SFTP MHE +4 ==y EHOF REM| S Lj 22 AXIS OS5 Z ES & n8HAIAIQ.
(o]

Sl o

SSHSAE 27 7| S8 (SHA256): QZ1 S AE 27| 7|(43X}2| Base64 Q1A E 2
Xtg)e| K| 2e gaq L|C}. SFTPEEfolo.jE'.: RSA, DSA, ECDSA 3! ED25519 & A
E 7| S8 0| SSH-2E A238}= SFTP B2 X|KITHL|CE HAF A RSA7f Mz :
HEEH 0| ECDSA, ED25519 2 DSAZ} 1 5| £ &L C}. SFTP A-|I:|-|O1|A-| ARSI 2
Hr% MD5 S AE 7| & C;:Eqanor SHL|CH. Axis & X|= MD5 9 SHA-256 oHA| HEE
T K| 2SHA[ 2t MDSECH 435t HOotS 2|5 SHA-256E fﬂﬂ“ 20| E5LLCL
Axis AHK| 2 SFTP AH{Z A1 at ol TS XHM|3H LI2-S AXIS OS ZES &1
SHAUA|Q.

e

|} 72 ghe 229iLct

S 120 rir

fll|ﬂJ

SIP or VMS(SIP &£ = VMS) @:
SIP: SIP M3l=2 &4 am MEHSHL|C}.
VMS: VMS x'|2|'E Ze{™ MEistL|Ct.

O] | &

From SIP account(2 A X} SIP A|H): S Z0f| A MEHSHL|C
To SIP address(5=£4IX} SIP 4 ): SIP =A & &5t C}
Test(E|AE): S3} 4740| &5=X| HAESIZH S=/gL|CL

Send email to(0| |2 H& CH4): 0|0 28 HEE Ol L F4E QB F2
E 02 7 Lo F 2R O|H Y FAE FESHUAIL.

Send email from(0| | Al): B L= AH{o| O|H|Y ZAS QgL
Username(*fﬂﬂ OIE ): O 2 MEH 2| AtEXt O] S5 I eL|Ct O[O & A H{Of| A
25 Q70X = 4% 0| 2EE H|H SLICH

WASIE: 02 Aiol HASICE AL LIC O|H 2 Mol AFE 27K ¥
@S0 TESH|Y S

Email server (SMTP)(O|H| ¥ MB{(SMTP)): 0 & =0 smtp.gmail.com, smtp.mail.
yahoo.comi} Z2 SMTP A|H 0| E&2 ¢ _|3,=,H_| C}

Port(Z E): 0-65535 B2 0| 7S AF2310] SMTP A{H{O| ILE BB = ol24atL|C},

7|2 at2 587 YLICt

T HA T
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- Encryption(Z = 3}): &S 5tE A2 5|5 = 1=
- Validate server certificate(A{H QIZ A 2401): A SBIE AL S}
A(RIE M

OlF 7| 2hH0f| A XHA| 2ot =
AU LICE
- POP authentication(POP 91Z): POP A{H{ 0| £ Q& st2{H H A A|2(0]: pop.
gmail.com).
i)
UL O|H| Y SSA= o=l oo Lt 19 FASH HENE +ASHHAM AMEXI7F 20 2 M
SOt s BL 2= A S Motolr| o) 2oF LB S AFS R L|C O|H 2 M X el 2ot 7Y
MZ =OI5HN] OO Y AHHO| &7|AHLH O &f O|H Y2 &X|= 20| Y= S A 2.
. TCP

- SAE AHO|IP FALISAE 0|28 QETHL|ICH SAE O]
DNS M B{7} System > Network > IPv4 and IPv6(A| AEl > I
IPv6) Of2fjOff X|HE|Of U=X| ZQISHYA| 2.

Port(ZE): Mt MM 20| AL L= ZE S S YT LT
Test(H|2E): 23S HAES2H ST LICL

. Abstof| Ot oj|

oo =

ar
=2
rir
i
0jo
o
Hl
oot
il
r
i

View recipient(=4 X} H7|):

2
Copy recipient(=4I X} SAN): =4IXE SASHY T S E[5HH . SAFE [l M2 =AXE HEY
A OlAL|C}
T Mg

Delete recipient(4=AIX} AHH): &-AIKHS @R 0 2 AbK|8}2{ @ S2jetL|Ct

=

U
UHI BAS S0|M FHOE ABE 4+ USLICL S20|= 0| fet HEot $ $T) M2
of FHE BE UY T BATL EAIELIC

| Add schedule(AFA|S £7}): YN E HAZS A M0 S 23| Cf

L5 E3|HS 80 22 502 E2|{3 4+ USLICEOIE S0 5 E2|H2 HE 4K
U TNoHe O NS B & ALt
MQTT

MQTT(Message Queuing Telemetry Transport)= AtE CIEUI(IoT) S ISt EZ HA|H Z2ES
QILIC ChaotEl IoT S8S 2lo) 24 = A2 &2 AE FZHsmall code footprint) it Z| & H E
A OY=ECc = Y4 YA E HESHY| s CHor A YoM AL ELICH Axis X 2Z E Q09
MQTT 220|HEZ S8 FX|0M 4G E HO|H X O|HEE B4 2| AZEQ|0{(VMS)Z} Of
L A|ABIO| 2HESHA S = USLICH

71712 MQTT S2I0|HEE AHSL|CE MQTT S412 S2I0|AER EEFH 2=
Ho 2 L CE 220 EE= I

A2t ES BERLL

AXIS OS X[ 4] H]0] 201 M MQTTO|l T3 XbA|3| 2Lob2 4 &L ch
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AXIS Q.17 Block Camera Series

ALPN @

=
EZ
ols

2ok

et = E

ke o

=)
HTTPQt ZIO| L2 Z2EE0| AL &= &
& LICt B0 et MQTT S HE2 2 7

<
Q
_|
i
2
][5
i)
)
o
rz
I=
HU
HM
mWH
HU
>
o
et
Ral
mjn
I
ox
Ot
rir
Pl
ro
-
|

MQTT E2j0|AUE
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Connect(@Z): MQTT 22}0|HEE HAHL} HFL|C}.
Status(AFEH): MQTT 22101 E 0| S AFEfS FA|SFLIC.
2027

SAE MQIT MHO SAE O|E E=IP FAE QSR
Protocol(ZE2EZ): A2t T2 EZ S MENSHL|LC}.

Port(ZE). T E H$ 5 Q&gtL|Ct

« 18832 MQTTover TCP(TCPE £t MQTT)°| 7|24t L|LC}.

- 88832 SSLE E3HMQTTO| 7|=Z+QL|C}

« 802 ¥ 23S STHMQTTL| 7|22 U LIC

o 4432 ¥l A HOkZ B3 MQTTO| 7|2t L|Ct
ALPN protocol(ALPN Z2 E&): MQTT £ 2 1 g-axm HSctALPN T2 EE 0|22 st
Ct. O]= SSL2 &% MQTT & & A7 Hotg S5t MQTTO| 2t &8 & L Ct.
Username(A}-8X} 0| &): 2 20| AE 0| M A0 BMASHY| s AHE S A X} 0|52 LT
Ct.
AR ALEXL OB AR EE YT
Client ID(22}0|Q1E ID): 22}0| M E IDZ Q28| A|Q. 2210 E AlHXt= Z2210|AE T} A

Ho| HZ I NE{2 MEELCH

Clean session(2 2 M|M): 32 & AZE SiH| A2 S22 MO{ghL(Ct HESHH HZ B AZE S|
Al SEN ZE7F AH E LIC.

HTTP proxy(HTTP ZEA|): £|C{f Z10|7} 255H}0| £ 0l URLQIL|C} HTTP T2 A|Z AR SHX| O
HH ZEEHY = 5+ JASLICH

HTTPS proxy(HTTPS ZEA|):

II:I

N~

Z|CH Z 0|7t 255H0[ E @I URLYLIL. HTTPS ZEA|E AFESHA| B

=
osm W2 H|Y & %+ AsL|CH

Keep alive interval(Zt2 SX]): S2/0|9 =7} 71 TCP/IP A|ZH [SHE 7|0t T e 910| MHE
O|AF AL % 9l A S ZA|2 & S L

O

Timeout(A|ZH X|shH: A4

A = HEAL MQTT ctO|AE §RHo| AHZA MA[X] B LWT HAIX[2] Z=H|of Chet 7|2 gt
MQTT %4l € 0| Al ZZI01 A ALS S L|CF.

Reconnect automatically(X}S 2 2 T HZA): A2 oljx| = S2I0|AHE 7} At5 2 2 CHA| HZAGHOE
Ste=Xl R E X dgL L.

HIA|X] HZ

AZ0| 2 E M HAIXIE 2EX| HFE XZHLIC.

Send message(H|A| X| HE): HA[X|E 22 A& 2F5HM L.

Use default(7| 27} AF2): X}AIQ| 7| £ HA|X|E Y HSI2{H IIMA| L.
Topic(FH): 7|= HAIX[2] =X E YH LT

Payload(H[0| 2E): 7|2 A|X|2| &S YHTLIC,

Retain(fX): 0| Topic(FH) | M S2t0|AE HEHE X[t T =L LIC
QoS: izl S F0f Liet QoS A5 S HBE LI

Opx| 9t 5 A HA[X]

| 2t2 = AlZE ZhA (=) LB 7] 2 2L 60
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ObX|9h 721 (LWT)S AFEStH SEI0[UEZF E270f HZAE [ XA SF e RS M
7 UG LIL E‘Efolo1 E7t LSO o= AIFoM B S X2 HAZO| BO{A| B AO| F0{ 57|
e = 2Us) 277t THE 20| HAEOf HAIX| S M =e = QL& LT Of LWT HA[X|= gt
HiAIX| 2t & 2ot YA0|H St HFHLIS F =

Send message(H|A| X] HE): HA|X|E EL{2{H A}
Use default(7| 272} AI): X1A19] 7| &2 HA| X E Q& sle
Topic(FA): 7|2 B AIX|Q| =H S eist|ct,
Payload(H[O| 2E): 7|2 HA|X|2| &S YHTLIC
Retain(X]): 0| T0piC(-’F-I1I)01IA1 %em OlE AE|Z QX|8}2{ B MEtSHLC

QoS: I 7l S E0f gt QoS AlE FL|CF.

S|
=
= -
S E3| 2t EIE|L|C},
2
o
=]

2°EoHM 2.
1

[[OF

MQTT &t

72 R HEA ALS: MQTT client(MQTT 22t0| 91 ) B0 A ZHX| 7 HEARO| ol el 7| =
A HEATE AtgSfeip Metstc

Include condition(Z=ZA Z&H): MQTT FH|OM ZHS M=
O

Include namespaces(4| 2 A H 0] A ZEEH): MQTT FH| 0

MERSHL|C},
YH M T MQTTHO|2ZE0] X[ YH HS E motdta{H MENSIL|CE

_|_ Add condition(ZZA F7}): ZHE F7t5t2{H S &/t C}
Retain(SX|): 0|t MQTT MA|X|7} 22 M&E|=X| & oSt C}.
«  None(Zl3): 2= MHA[X|7t B|FX| B2 HSSLICH
 Property(£d): Bl =8 7t HAIX[ZH E2HE SEfZ 2L O
o AN(RF): YE =8 7ts L HEE FHY = QS HAIXE 25 E2HE HEi2 HYL|Ch
QoS: MQTT & off CHs| RSt= 2l &S e Tt

-
m

MQTT 75

+ Add subscription(1= F=71): A MQTT =& F7ts6t8{™H S 2IghL| L}
Subscription filter(11 5 EE): 1 =35l2{= MQTT =X & YHSIAA| L.
Use device topic prefix(&X| &5 HFALALR): 1= ZHE MQTT X0 ©FALZ F7tgtL CL.

Subscription type(11 & £ ¥):

o Stateless(ME =X £715): MQTT HA|X| 2 ME| =X 2715 HA|X| 2 HSSt{ T MEH
2 LIC.
o Stateful(¥Ej FH 7}5): MQTT HA|X| & ZHOZE HalstZ{ ™ MENSHL|CL 0| 2E = A
Ef 2 AFEE LIC.
QoS: MQTT -5 0f Chsf Y3HE 282 HestL|ct

MQTT 20|
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H| 2

MQTT 82| 0] ="FXtE F2t517| o MQTT E27{0f| A ZSHUA| 2.
_I_ Add overlay modifier(2 H{2{|0] =2 X} F7}): A} LB g)|0] ="HXtE F7tsle{™H S2lgtL|CL.
Topic filter(=H| ZE{): Qu{3|0|0f| EA|S2{= H|0|E{7} ZHE MQTT FH|S 2743 L|Ch

Data field (K| 0| E{ & £): B A|X| 7} JSON & A{0|2}m 7HEstn @ H2i|0|of EA|SH2l = HA|X| H
olz 0| 7|2 X|IH BT,
Modifier(+=8X}: Q20| S BS I A1} £MALS AR SHL|C}.

. #XMPZ A|RISIE £HAE FRO|M We D= Glo|E S mAIL|CH

. #XMDZ A|f3}= 2FAHs HlO|E Leof A E Hlo|E S EAIGLICH

on Initiation Protocol)= AF2 X} ZtO| CHSIAl EA M MO AP EL|CE MMOf| 2C|2et Y
o2 2y = ASLLCH
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= [ — "1
Allow incoming calls(4=4! & 3{8): CI2 SIP &0 N S0j2& 22 5]8312{ T 0| M2 Me
stict
= .
ERE

Calling timeout(Z A|ZF X|gh): O} R = SEISIX| A S AL EF A| Q| X|CH AIZHS A™T
L|C}.

+ Incoming call duration(& =4I 7|Zh: =4 M3 E X|&5T
CHEZE|CH 102).

« Endcalls after(0| 2 & E&8): 2 X| CH )
o} AlZH2 H|BHSHA] 2o 2= 42 Infinite call duration(F2H| gt 3} A|ZH S MEISHL|CT.

=E
ZLE HS = 1024 ~ 655350{0F SHL|C}.
«  SIP port(SIP ZE): SIP EA0| AFRE|= HEQA ZTEQL|CL O ZEE E3F AlS E|m
2 L2 X| ASL|CL 7|2 ZE Ho = 5060 L|CHL 2ot AR CHE ZE HS E AUH
gL Ct.
« TLS port(TLS ZE): 245 2}E SIP SO ALE L= HERI ZEQL|CLO| ZEE &% 4
o EfEHS TLS(HE A S E0HE At8510] Y=t L|Ct 7|2 ZE Hz = 5061 L|C}.
QS S 2 HE WSS AHFLCE
« RTPA|E ZE:SIP Z0|A A SR RTP O|C|0| AEZI0] CisH At E[= HERT ZE YL
Ch 7|2 A& ZE $Ho = 4000 L|Ct Y2 HotHES EH X E HD 0| M RTP EfEZ X}
chetL|C}
NAT £1} 7|5

INATSH Z2EZS JHEHOZ MESHALL HERA SHg0f W2t LHE =g oz A8
Ol L|CF.

=

« ICE: ICE(Interactive Connectivity Establishment) T2 EZ22 AIESIH I|Of &X| Zt0] 2=t
ot SAO| O|ROXEE 71E 28Xl Z2E 37| £ E L CH STUN 2 TURNS &g}
e ICEZ2EZM 7Y 28X d2E &2 = Ue 7|27t e E L o

« STUN: STUN(Session Traversal Utilities for NAT)2 X|Z 0| NAT L= g5 L0 Q! =X| =t
oI5t OH AR I LE SEIPFAJEE HS E M Z 5= YA ST = SE0|AE-A
B HES Zee QLD IP £4 22 STUN AH| F25 geiaiLict

«  TURN: TURN(Traversal Using Relays around NAT)2 NAT 2t E EE= 8ol S0 Q=&
X|7TCP = UDPE S CHE S AEON M S0{= HO|HE A = AL E HF= =
EEZYLICLTURN M FA T2 FEE L Ot

Qrje W HC|e

« Audio codec priority(2C|2 T E M +=2|): SIP 20| L} |dl= 2L BE=2 7H%l 6

Lt O|&fo| @C|e AH S MEHSILICEL @M =2 =M E W52 BOM s5LICH

H|1
=
=

2 433 0 £ A% DEO| ZHE DR MY

kU
in
o
Ha

I
=
=
>
-l

3 Hap X[oof gLt

=
mjn

x

]

ot [
-
i

« Audio direction(2C|2 W) 5|22 24 ©Q
H.264 packetization mode(H.264 j{ 7! 3}
- s (EEEK =AY WA 2L
- None(2&): I3} ZEJ} MM E|X| UUSL

C}.

r-l-

n M
}._
oo T
mot
=t=| E
N
for -
H
[
i
g
ju
o
-
finl

mn n
Ny
2
of
-




- 0: H|QIE2|E B E.
- LCoIANALGR R E.

Video direction(H|C| @ d}gh): 3| 2%l H|C|Q ZA7|E MENSHL| LY.

to-TCP switching(UDP2} TCP 7+ T #H: UDP(AF2 A} T 0| E{ 13 = 2 £ 2)0f| A| TCP
(% HO| ZRER)E N4 D222 YNNOR MESIE ST o Bofe{ ™ MeBhL
Ct. ©2t5t= 0| 7= 200HIO| E O|Lf EE= 1300HI0|E =1 MTU(X|CH & THe|) 2 HO|
= C

Allow via rewrite(CIA| 27| & Eof| 6| 2): 2IR2HO 32 IPFA AN ZHIP FAE ELY
2 O e oL Tt

Allow contact rewrite(H2tX| CIA| 27| 5| 8): 2} 2EO| ZEIP A [HA ZHIPFTAE
Hije{® dEgLCt

Register with server every(& & AH 0| §8): ZX|Z 7|E SIP A0l Cict SIP MH 0| 5
EgdizE gt

DTMF payload type(DTMF H{|O| 2E §&): DTMFO| 7|2 Ij|0|2E S S HZATIL|Ct
Max retransmissions(ZX|CH ZHHZE): 2 X|7F A|EE SX|517| A SIP AHO|| HAS A=

ot 20 5 2™

Seconds until failback(Z0f 57t X| Y2 X): 22X SIP MHZ MO ZX|ot = ZX| 7t 7|
= SIP MHOf| CtA| GIE S A= W{7HX[ 2] AlZHE)E E- gL Ct

0

A%
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rr

2.E # x| SIP A% 0] SIP accounts(SIP A7) O} 20l LIQE L} S2 & H Ko 22 AALo| 9
Qo= AEJE 2 4 Ql&LCh

® HFo|SIP Mo AEXoR S25 UL L|CL

[ ]

71I"*01| ﬂ—X1I7f AG L L S0 HIHSEAHLE AE Xt4 SEHO| ZXE| AL, SIP AH O A A
M RS 2 97| [0 '

= T HA
peer to peer(I| O] & 1] 0f, 7|2 BH) A TS A5 = S & AYLULIC ofLt O] S| LHE AS
= USDHS AZYS 7| =422 40t 42 0| AP S HHY = ASLICE =S AIEE SIP A
HS X HBHA] 011 VAPIX API(OF S 2| A[0| M =2 13| QIHH|0|X) 2S 435t A< 3t 7| =

Ago| A LIt

_I_Add account(A|™ F=7}): M| SIP A H S Mdste{™H Sl C}.

. Active(ZHAISH): A|H S Atgsi2{l MetgtL|T
+ Make default(7| 23t 2 X|5): 0| AB 2 7|2 ABo2 XHsI2Y HAZLICE 7| 2
0| 2L0{0f 50, 7| 2 AHE BfLipt £ & UBLITF.

« Answer automatically(X}S2 2 &) =4 Moo X522 SESHE{ H MEHSHL|CT.

« Prioritize IPv6 over IPv4(IPv4ELC} IPv6E LMo & ) @ IPv6 over IPv4 =4 9|
M =2E X|-ole{H MEISHL|CE O|=IPv4 S IPv6 =4 2 =0 A =@l E|= P2P A& 0|

200l 0|20 AT I S8 BtL|CH IPv6 A0 YT E =09l 0|2 0f T3 A IPV6
ol oM 292 XNFS F Ax T
. 0|2 43O ZeE 0|22 YALICL OIS SOf I} 0|2, At T XY 2 UL
c}. o|20] Z= g A Lct
+  User ID(AFSX} ID): 4|0 S 2tEl DQeh LI i Hat HS 2 laishi|ct
= =Y 23 o AFREL

« Peer-to-peer(m|{ £ u|0]): 2Z HE XA A CtE SIP HX|
C}.

+ Registered(SS): SIP MH{Z Sof 22 L E9/3 9|2 0| SIP XS Bt O AL EY
C}.

- ENQLAE VST E? 58 = 0|52 YHYUCL EHO 0|2 HHE AZE =5
S} SIP =40 QE

« TARIE:SIP A0 Cheh 2155H7| U3 SIP AHI HAE YAYCSE YBILICE
= ID
o

+ QIS ID:SIP A0 CY3 2155}7] 7t ARt
D%} 22 3% A3 D2 YE Wart gL

« Caller-ID('& X} ID): Axis & X|Of| A £ LK
+ Registrar(SEX}): SEXIQIPFAE

b

oo OF % o
b C
In 11

« Transport mode(M& B E): AHOl SIPH £ MEHSHL|CHUPD, TCP EE&= TLS).
« TLSversion(TLS HH)(H& D E TLSOH): AFES TLS M S MEHSHL|CH H{ M v1.2 2 vl.3
O] 7t Ot gL T Automatic(X}&)2 A|AR0M K EI%F = Ues 7t st HE S M

LI

* Media encryption(D|C|0] ¥S2h(TE 2 TLSEH: SIP S0 A O|C|0f(2L2 & S&)o
CHot Yoot mds MEfgtLIC.

« Certificate(only with transport mode TLS)(Q/ZM (M & 2= TLSPH): QIS ME MEISHL|C

« Verify server certificate(only with transport mode TLS)(M B C1Z A 2tol(M& 2 E TLS
oh): M QS M E =Qlste{ ™ MEdSEL| T}

« Secondary SIP server(E2 Zx SIP AH{): 7| & SIP A|H 0| 5E0| At 4 &X| 7} 2= SIP
MH 0| 52 A|=5tE= St2{ ™ F L Ct

« SIP secure(SIP K 9F): SIPS(Secure Session Initiation Protocol) & A58 ™ MEHSHL|C}.
SIPSE TLS & REE AHESI0 EfE 2 Y= otetL Lt
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SAIE Fototi® 228t
: Mmmm@ﬁ%ﬂ B): ) Oluel ZRAIE F718 20| ZRAS 4 &

oIS lNsta{n 228

):SIP ZEA| MHO|IP FTA
- Username (Al X} 0| &): %ROP HRSIP ZEA| MHO| AFEX
- TAYE LR FQ SIP TEA MU HAYEE UL

=
« H|C|2®

- View area(H 7| H9H): o4t 210 AHES E7| LS MEATHLICE None(Bl2)2
MENSE ZL /& E7|7F AL &L C}

- M E: oHA S0 At2S SHA = E MEISLICE S == ZRd HEE0 eSS
ELICt.

- ZH Y YO|E: otAt SO 2T = 8 METL|CL =8 0| EE EHast
Q=0 g2 FLCH

- H.264 profile(H.264 =2 h}Y): PA E3}0j| AtRE T2 QS MESHL|C}

DTMF

_|_ Add sequence(A| 3 A ;
SHLCH HX| E0f ofsl 2dotkl= ES

Sequence(A|E2A). ES
D%mmbmgﬂkﬁ_E_ﬂﬂaﬁﬁwtﬁﬂ%%ﬂﬁﬂuq

=
Accounts(H|H): DTMF A|HAE ALB S AHEH S M EHSIL|C}. peer-to-peer(L| 0] £ I|0)E 14
Ste 29 ZE OO0 £ OO AE2 SLst DTMF A|AAE 3 RELICH

i
0x
m kot
mot
Ho
>
ujn
zo
1
E&*
to
m
rir
Hn
r|r
T
L
>
o
) *
o
-
il

Z2EEE
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Use RTP (RFC2833)(RTP(RFC2833) AF&): RTP Tf| 71 0 A{ DTMF(Dual-Tone Multifrequency) A1 &
CHE & A= 3 Fol O|HEE 5 &ota{H ZLICH

Use SIP INFO (RFC2976)(SIP INFO(RFC2976) Al-): SIP T2 £ 20 INFO MM EZE ZstHs}e{ ™
HUICEINFO B A S YutH o2 HlMIL Bisl Metx ofZal7olH A% B s SreLch

HAE S
SIP account(SIP A| ). H|AE NM3E 4 ANHS MEHSHL|C}
SIP address(SIP Z=A): SIP =AE olaist 1 a2 Z2I510] HAE M3IE ZHO| A HO| ZHESH=

x| SHOISHL|C}.
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Use access list(H M2 55 ALE): ZX[0| HM2tE 2 &= U= AR S HoHsta{ ™ HL(Ch
i XH-
o
*  Allow(3{8): HM 2 S =01 R
«  Block(X}Th: dM A ZZE0 QU

+ Add source(AA F71): AN A 220 M SH2

SIP source(SIP &2 A): AAO| HFAIK}

HE|IF|I2E HEET

User multicast controller(A X} HE|FHAE HEEE]): HE[F|AE HEEYHE S4sI5t2{H &
L|C}.

Audio codec(2C|2 AH): QC|Q FH S MEASHL|C}.

_l_ Source(AA): M| HE|FNAE HEER AAE F7tetL|CL
+ Label(2H#): 2200 Af OFX| ALSSIX| Q42 20| 0|52 QBiLICH
« Source(&A): AAE USTHL|LCE
« Port(ZE). ZEE Q3gtL|Ct
+ Priority(@d &¢)): 24 29|12 MeisiL|Ch
«  Profile(Z2n}jY): T2t S MEISHL|C}.
. SRTP key(SRTP 7|): SRTP 7|2 Q| & tL|C}.
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HESYA AE|X|
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Add network storage(H| E I AE2|X| F7}): =3 E XMEL = A= HERJI SFE F718t
o™ S2igL ot
 Address(FA). D AE MHO|IPFA
(Network Attached Storage) I L|C}. 07
He)E A8 E I AEE T4
CIFS O| &2 K| & & X| k& LTt

* Network share(HES|3 & ]): 22 E MHO| 557 /X2 O|F S YetL|CL ZF FX[0f

L M

S DQU BC D2 oo Ads BX7H ST HEHUR SHE MSY + UBLICE
|22 QadstL|Ct EXN 00 MH

«  User(AM&Xh): A0 21010 HRdt 3%, AF&X} O
O 21915}24™ DOMAIN\usernames QU SHL|C}.

o DARE:MHO| 21010] B2 B2 IARES YA
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« Add share without testing(E| AE 10| 38 F7I): ¥4 HAE S0 2FI7I HHE ZBLR
O HERA SFE F7Iot{ T HENSIL|CE O| & S0, MO If A E7F H QK| T O
C

=
N
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-

Unbind(H}Q1S SiA]): LI EXS
Bind(H[QIQ): HEQA S/RE

Unmount(OI2E Sl|H|): HEQA 38E O
Mount(O}2 E): L|E 3 57 & Or2 Edt
[=He)

Retention time(HE A|ZhH: =35 22t 7|2t Qe =l =3}19| F St tt= O|O| B A&t Df 2t&H =

H EE ML CL HEYI AEE|X|7t 7H5 AHH MERSE 7| ZHO] X|Lt7| F0Of| O™ =317t 4
M|E LT

=

+ Test connection(®Z HAE): HEQA 370 st HES HAE

+ Format(Z%): 02 SO| 2E T 0|E{S w2 7| X| Y0} sh= A2, U
L|C}. CIFSE AFR 7H5 3 IFe Al A8 ML Ch
=

=
Use tool(E 7 AFR): 22I610] MEHSE = 12 2 51t Ct.
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72


https://help.axis.com/axis-os#about-cifssmb-support

= [=13

3-9- A|'o
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Unmount(EI}-.._-_ oHI1|): 2&

t0] SD 7tE & QtTSHA JHIHOP"/\IE
Write protect(22 7| 8tX|): SD 7}E0f| A 7|7} ZX|&| 1 =32 0| MHE = AS ESHE{EH 0| S
M-S GLUICHL 27| SX|E SD FtE= ZoE 5= QgL o
Autoformat(X}E EM): 2 A QS SDIICE AFEO 2 LONSIA M HAA| Q. I}Y A|AHIS
ext42 EONSHL|C}
Ignore(fA|): SD 7tE0f| 3t M-S SA|otHH HUAL.SD 7IES RFA[SHH 7IE7H A2 &
X7t H Ol QUASHA| ZEFLICE O] @72 22| K2 AtE Y 4= UG L|TH
Retention time(& & A|Zh): @2lj &l =310 &= H|otst AL BIOJE ME 82 £517| ?I5k =
oI5 Hatet 7| 2hE MBSt LT SD 7EETL 7FS X B 7| ZH0| X|LE7| FOof| e E Sot=2 4
Mg ct.
£+

Use tool(= 7 AI8): 28510 MEiTl
Wear trigger(l:l|-E EQ|AH): ¥ME E|

Check(&Ql): SD 7t= 2 R 2 QI3 A A| 2.

Repair(2): It A|AHIO =L ‘

Format(ZoH): SD 7} E £ ZOS}0] I} A|AHIS HZAS D 2 E 0| E X|
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Encrypt(2&3}): 0| 22 AR
7| SF SD F =0 MAE 2= H|O|E{ 7} ALK
O|Ef = Q= afELict.

Decrypt(2 &3} 8H): O] =22 AFR8}0] B3} 9I0| SDIIEE =
31 SD 7} 0 X&E @S B|0|E 7h ALK E LT SD FHEoff ME =
ot = 3| K| & LICH

Change password(Tj A E HZA):SD 7IEE A So}dt= O LRTHIIAQYES HASHL
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tE

1? SD 7tE OfE & g %*?E'—IEP Op&2 =~

SD 30 018 A2 S 0%9lLict 100% 015 4
—’.-_‘—8 SD 9|-E7|— 01|M 0| 7P4CH= Z % LIEFEHLICE OF2 &= 7F 200%0| =2 61H SD 7HE7H @
AES 9|310| S5 LITE 0L2 E2|71E 80~90% AfO| 2 AL 20| & LICk 0| 2| 51 &
3} S Che = C6ta SD 7o 7k BAYA O 2 opR 7| Zof FTo| mHZ 2 ALt O0tm E2| 7y
£ X80lP oM ES HFoLT 013 £30| M 70| =rolnl 22S g2+ ASUC
AEY Z2OHY
AEP Z2OYUC HICIQ AR Y2 OjX S AY IEYLICL O/ ES Mot £ ALBSH
of =3kots Z 90t 20| et MO AR Z2 AL A2 4+ YELICH

73



2I5I0 M| AE 2| T20AUS AMAISHL| O}

od

£ L|ct. 10|
A< ojo/x|2)

Video codec(H|E|2 ).
Si&e: O] 47F0f Ciot HH=2 ¢

o
=YY 20| E: o] ¥ CHot A

el A
Compression(%): 0| 2730 Ot 2H2 252 H SR
Zipstream @ Ol 2780f Cict 2= =2 H5HHA| 2.
Optimize for storage(A E 2| X| & %| X3} (O] ™o ot EH2 ot g2 EASHAIL.
Dynamic FPS(EX FPS) ®I O] 270i Ciot 22 E XA,
Dynamic GOP(SX GOP) @ O] d7dof Cist 42 E &R AIL.
Mirror(D|2{) @: O] 270j Ciot dH2 oS HOSHHAL.

GOP length(GOP 7'O|)® Ol ddof st M2 &
Bitrate control(H| E 2{|0| E H|0{): 0| 270 Ciot 2

Include overlays(9_l:l-|21|0| =1y @ ESHS Q0] S8 S MEHSHL|CH QBB 0|2 X=7}5t=
Q.

YOl Chet A LIE2 55 TSt Al

include audio(ecie 22 D). o w0 oot yz2 w=2 yasUAL.

ONVIF

ONVIF A H

ONVIF(Open Network Video Interface Forum)= %|& AFE X}, EStAL AMEEHE G M| ZAHEHE
= HI Ce 7les 82 7tsd S HA 28 = UA siF= =22 Y QHHO|A HFE Y LICE ONVIF

=
Sof N2 CI2HE NS 2ol 452 8%, QA4 84, 88 B2 Y A2 | 07} 3RS &

ONVIF 7| 52 45t H ONVIF S410| X522 2ot LIt ZHX| 90| @& ONVIF SA10f AL Xt
A 0| ST HAY S S MBI AN S LB 2 axis.come| Axis WLt 7 B LIE|S AZSHIA
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—I_ Add accounts(A|d F7}): Af ONVIF A™ S F7t6t8{H S 2IgHL| L.

Account(#): 198 7 H 0|22 Y LIC
.l

New password (Al 29 E): 72| A= S S BLICk 129 S £ 1~64% Z0]0{o} L)
Ch BX}, £k 158, Q5 7|3 £ 04 7Hs3F ASCH 2XHZE 32~126)8 T|AQ S0 AFR S 2
A& L CE
Repeat password (T A9 E BI=). S Aot AL EF CHA| | ESHYA| 2.
Privileges(# ¢h):
+ Administrator(#2|Xp): RS MH 0| 2R S| WM ASHLICH BE|XHe CH2 AR E 7, ¢
HIOlE R HAL = A& I-I 53
« Operator(2FX}): Ct22 A 2ot Z& S0 AM AT = ASLCH
- e System(A|ﬁ"}§!) =p
— OH ;tjl_

*  Media account(D|C| O] #|%): H|C| 2 AEZOf| T YAk = JUSLC.
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—I_ Add media profile(O|C|0{ Z2n}Y 3=71): A ONVIF O|C|0] =20t S F7t5l2{H 2
L|C}.
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« Select configuration(1td MEl): S E 0| A AFR X} X|H 74
of +d2 HE| 7 BV Y A 7t k€8 =atot X[l H

o
Video encoder(H|C| @ A E): /40| = H|C|Q QI FE HAS MEHSHL|

« Select configuration(t/d 41&H): N AAS MEHSID QIFAE ANS X
SYHCL ES02 S50 72 H|E| R AIAH 79| YEX/O0|F A& S YLCH ALE
bS58 2 A0 s AP o=l &

H| D

oH2 24 U 902 AAH THE HESHE BHE VoM BAN 20128 SHIL
AlL.

Audio source(2C|2 A A) @: TH0| StE QC|Q 3 AAE MEH

oh= MEADHL|CH
« Select configuration(td MEH): 220 A AFRAL X|H 1S MEHISID QO MHE X
FeLCL EECRR 252l 42 TXQ 2|2 Y0 s FetL|Ch & X[0f 5tLte| 202
20| U= A2 userOYL|CE EX|0f 012] 7§ 2L Q20| U= HLR 220 £ AR

X7 EA| =L L}

—
g2 YL EEOR S8 782 QU AAH 7o HEX/O0|§ des YL
C}.

Audio decoder(2LC|2 C|AGH) @: TN 2= @0 I

|
« Select configuration(2/d MEH): S E 0| M AFEX}L X H
Ch EECH2 220| B4 2|2 70| AlEX/0|S A FLCH

Audio output(2C| 2 E&) @: TN Qe QO =3 Al S MEHSHL| LY.

+ Select configuration(qt/d MEH): S 20| M AR AL X|H LS MEHSI D MY E ZHSHL
Ch SECHe S20 B2 OC|9 X0 AR5 HBHS FLC
Metadata(H|EFE] 0| Ef): A 0fl Z 38 B EFG|0|E{ S MEdgtL|Ch
+ Select configuration(qL/d MEH): S 20| A AR AL X|H /S MEHSI D B EFG| O] H A
=
—
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= ZFYUCL EELR 582 #92 202 HEIHOIH 42| A EX}/0[5 dgs &
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- Select configuration(7+4g M=) SE0| M ALEX X S MDA PTZ 4H S =F
SLICH EELH2 552 42 PTZE X|/St= FX(Q H|C| 2 x{'Eof s Ch
Create(MM): A NS NAstD T2OUS MM S H S 2/5HL|C}
Cancel(F4): 742 FAstn 25 F 2 X2 S 2LCL

profile x(Z2TY x): T2 0SS SO AN THE TEMUS I0 HEE
C}.
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2|01 24K 0F0| 27t AT HO|M QLS matshs AL BH= ZHX| S mlgt 4 QU LICk

220 X2 Hoj2 s} | g 22gc}

Select pairing type(H|0{ 93 MEH): C2Cte 2 20]A Medsi|ct

Speaker pairing(A |3 H0}2): | £/ 3 AL S Hoj2s}2{ @ MefetL|ct.
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I|AQIE: AKX INAY E
Close(E7|): 2 & ZEE X|2H

o 22y
Connect(§1Z): H0{ 23t & K|0f G ZS HAs2{ B S2FL|C

Generic pairing(2 2 H O] ) S ALE5IH = 8l AMO[3 7| 50| A= A B = AS LT

SE0|M ZXIE HolZotH | = ZELICh
Select pairing type(H|0{ 2 §& MEH). CECIR S E 0| A MEASHL|CE.
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+ View the device server report(ZX| M H1 A B 7[): TH Z0|A X2 AE[Of et HE
E ELCLAMA ZOE AM5C 2 M 2 MO ZeHE Lt

« Download the device server report(ZX| A{H{ 211 A{ C}2 ): &4 XY 'A|7P H7|0|O|
Ko AHAFE OfL|2t UTF-8 FAIO] TA| M EM HIAE ﬂfoe'ol ZotEl zip A Of 24
FELUCH X MH[A0 2o )] g4 M 2 10M zip T Y-S ZESHYA| .

« Download the crash report( = BEOMLCI2E2E): A MENO| CHSH XHA| St
OH’}OIEE EF%EEE“—l ':f- E...H Ol = AtAM| St Ol 1 HEQF MH E A0 QU

21

* View the system log(A|AEl 273 H7|): &
O|HIEN] ot MEE EA|SI{ M S2/sH|

e View the access log(WMA 2 H7|): H2= 200 I ALY EE AR 4R & Al
k| WA A TS B E BAJS 20 22

. View the audit log(ZHA} 211 H7|): 22/} 3 M-I = ATj|s 01 9l 2T 2+ AL
AP 9 A|AE SHE0f| CYSH M E 7} EA|E L}

Syslog= DI AIX] 2 29| £ &LILT. Syslogd M= KA X| S dddh= 22 E90], I31|*|7(|—§ g5t
AAH HAIXS 220 8 2M5l= 2T EQNE Z2lg 5= 2
o
SL
=

+ Server(MH): N At 2 Z7}15t2{ @ 223t
BAE: MHO| SAE 0|2 EL P =AZ QlaistL|C}

Format(Z34): ArE 2 syslog M A|X| ZBS dEfgtL|Ct

o« Axis
« RFC3164
« RFC5424

Protocol(ZE2 EE). ATt T2 EZ MEH:

« UDP(UZ|2 A ZE:514)

« TCP(Z|2 MF ZE:601)
- TLS(Z|E 47 ZE:6514)
Port(ZE): CtE ZES AI8ole{H ZE Ho 5 HYYLIC

Severitymaz):éam o 1 M HAIX|S Mejst ot

Type(R¥): d&d5t= 20 A2 MEGLCH
TestserversetUP(MH HH2E) 4™ MESH7| Mo ZE MB{0] HAE HAIXE 2L
C}.
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CA certificate set(CA QI Z A A7) siXjol AN ISEHLF QIS E =7}t
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Restart(X} A|Z}H): ZHX| = XY A|RFSHL|CF O] = 34X AR 0 WSS K| LSL|CH A S0l of =g
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AXIS Q.17 Block Camera Series

X MH

e

s
=

7 UG LCEL SE MEH L ObM =2t

L|C}.

St
=1

P

bS|
S|

MOJLt D20 A Al

b

0

At

Kl

HMASHL Al 2.

R=2
=

oto] Ao M BRIt =2t F

RS H|OLE S o2 XS AZAZ|HAIL.

=5

ot
LS

O 47|X|

iy
3N

97



Ok
()]
M
Ot
>
N
ri
nx
o
o
Hu
=
nx
o

z=q AbStH
32—%‘;}%3} A 7|22 MHE2 Fo|s M AFESHOF SHLICE S& Zot Al 7| 2422 A5t
HIPFAE H RS ZE AHO| ST £t A| 7| 2422 1A ™ & LICH
HMES 3H ESHA| 7|2 Ao 2 A H OIS S HSIMA|IL
1. XMEe MES EELCL
2. MO HES F£E HE{0AM M S CHA| HZTL|CE 2 #XRSHAIL
3. MEfLED HEA|Z7|7} FgMo = Zer [Mi77kX| 15-30F &2 Mo HES +21 & LICH
4. MOl HES S5 LICH HE LED HA|S0| 520 = HH ™ 00| t= E LICE HEXI 0N
DHCP MH E 0| 8¢ == Ql= 4% HXQ IP FA= O3 T otLE 7|2 d™E L CL
- AXIS 05 12.0 0| 40| HA| & F: YA-2Z F4 MU (169.254.00/16)04 72
ESPN
- AXIS OS 11.11 0|8} 7} A X| =l XHX|: 192.168.0.90/24
5. MAX| Y A AZELO =4 E AMESIHH IP FAE S, AR EE -5, FX|0f

AN gL Tt
AKX & 22| AT EQ =& axis.com/support2| X| &l I{|O| X| 0| A X|-= &l L|C}.

=
ot KXo E QIO AE Sl I/ HF-E ST &5t Al 7|22 M- = A5 LT
Maintenance(§X| 2 4) >Factory default(Z% &3} A| 7|2 ™) Z 0| 5311 Default(Z|2)E 2

2tk

AXIS OS =M
Axis g 2 L TS| 2| ) E 20| ufat x| AZE90| #a|S KB 2 =
UCHE ZHS B E AN HE 7|50 XS E o2 HAASHHE ol0jom, TS E2le 2 {1 +H
WEQHAMIOIEN ZSEE F= F718 Eel=et e 1™ EHES NS
Z[ A 7150 HMASEe{ D SEALE Axis A E F A E A|AEI K FEZ ALESH= 89 & EMO| AXIS
OSE AHESt= A0| ZEELCE %[4 2 E=H0| Cisl X|SH o2 AT K| = EtAL S 2 ARG
= 87 LTS EAS A&ot= A0| F5LICE LTSS AL8olE HE0| 2t 7|5 HE Al S = ¢
StALE 7| E S0 geks FX| 0 AO|H HotS 7XA| 2e|d = JAS L CH Axis X A E Q0]
20| LBt XpM| B L§ 22 axis.com/support/device-softwareS T ZSHMA| L
S{X AXIS OS A =19l
AXIS OS= HALEX| Q| 7|52 AL LCE 22X E 2 = HXY AXIS OS B H 2 24Q1510] AlE
St= A0 ZEELICH 2[4 HEO| £ 8 E sl Adt= =78 A0 2|0 JE 5= US|}
S| AXIS OS H T2 240152 M Ct2 2 =l gL ot

1 ZXol ¥ QAIH M| O|A > Status(&Ef) = O| s gLt

2. Device info(ZHX| M &)0|| A AXIS OS B{A S =kolstL|Ct

AXIS OS ¢ 1zo| =

S8 At
« Axis Communications ABO|| A O| & EESIK| = QU X|THA AXIS OSO| A 7| s S AtEE 4= 9
= 42) X AZEQIVE O o|EL I AFH =10 AR X HE H7EO0| HEE L
Ct.

- YOY0|E Z2MA F0 X7 TR HZL 0 A=A =gl

—


https://www.axis.com/support
https://www.axis.com/support/device-software

H|
2 ESO| XM AXISOS e = FX|E 0| =E5IH M F0| AFE 7tsot 2|4l 7|52
gLk g0 IEOWI Hof et Af 22|00 M Sk = 2= FJEe 40| X|HE 3
G AI . XA AXIS OS A1 2| = HE E & o 2 axis.com/support/device-softwareZ
OlsgLct
1. axis.com/support/device-softwareO| N 22 E N &&= AXISOS OIS AREHQ CIREE

gL Ct.
Ao 22Xz 2208

3. Maintenance > AXIS OS upgrade(fX| 2 > AXIS OS ¢ 18|0| E)Z 0|55}0 Upgrade
(dazo|E)E St

A2 O|EV} AZRE|H K EZO| A5 2 2 K| A|ZHEIL|LCL.

oL ALE Y = U=AXIS TX| 22| Xh= SAI0| o FX|E 20| =L T axis.com/
products/axis-device-managerOi| M XtM|st LI 28 E05IAMA| .

Jle™ EX A 7tsctoli B2

AXIS OS 2ol E &HX|

AXIS OS H13|o| = AMj
A0l =0 MufstH T X7} 0| ™ H

TS ChA| EEGLCH 7hY LEE Ol 21012 R El AXIS
OS ItU0| H=EE 29l LTk ZX|0f 3 &Stz AXIS OS It O| 52 2QISHL CHA| A| =5t A
Q.
AXISOS ¢ 1go|lE 5 2X|
O+:13|0| = X7t 245t H Maintenance(|X| 2 =) I| O[ X| O M O| M Of| EX|E H{TE = &
HH SEALA| Q.
P2 4% 2H
IPFAS MY + ot
o X0 2785t = 1P FAQ X0 M ASHE O ALESH= AFEQIIP FAJME CHE
MEUO A= B IPFAE AEY = YSHLCL HEHT 2[R0 A 225t IP F4
Z HIOAIA|Q
=2 C—-d .
« WP IPFAE CHE FX|7FAESHD 2 5= UASLICH 2ol 2.
1. HES A0 Axis ZX|E (LTt
2. Command/DOS &OIM, ping@ QB S BA|0| P FAS AZBLICH
3. Reply from <IP address>: b tes=32; time=10...0|2}= %S = F 2,
O 3§ IP =27} 0|0 HEY A 0| CF2 XM AFR Y + 9SS o|0j3tL]
Ch. U ER = 22| XpOi| A A IP -’F— = 2ot oxl £ CHA] 2X[5HH A 2.
4, Request timed out2 £AMS=E 42 0| = Axis & X|0| [P FAE AIES £ A2E
o[ojgLct B& A 0|2 Hf M-S =I5t FX[E CHA| **Xlot*'AIE
o St MEHO| U= CHE TP FA S50| 2dle = AS L CH DHCP M B 0| A CHO
8 $28 H5op] Hl0] Ads Ixiol 18P 2501 NEeldsLie 3, £t 1=
NP R4S C2 MAOIME ARSI S 29, )T A0 Sk Aot O BRI LME 5
ol |Ct
A H

99


https://www.axis.com/support/device-software
https://www.axis.com/support/device-software
https://www.axis.com/products/axis-device-manager
https://www.axis.com/products/axis-device-manager

Het XM E Ao dMa2g o 20T =S
HTTPS7| 2t 3t=l 42, 2101 A| 2HI2 T2 E Z(HTTP tE= HTTPS)2 A2 3HOfF SHLICE H2te
X FABO htp £ < he ttpsE AT Y OF & = USLICH
root Y| AQES 2HTH B3R, UXE ST 27|t 422 fEESHOF LT X[ Hof T
M= =2 HERSHHAIR.
IP A7} DHCPOj| 2|5 tH A =
DHCP MH{ 7t StEotIP FA = RSP FA0| B2 HAE = JUSLICLIP FATL HAE FR0|=
AXIS IP Utility T S AXIS Device Manager2 At2310] LI EQ I 0| A K| 2 AH5 L|CH 8l & 2 EO|
Lt 2 H = DNS O|§2 08310 X E AHSLICHO[S0| F+HE E2).
2R3 AP P FALE =522 2P = ASLCH KT TSt XEMSH i &2 axis.com/
supportz 0| 550 = QIS Al L.
IEEE 802.1XE Al26l= SO M=o o=
P150| MH2 2F5t2{H Axis ZX| 2| M & A|ZHO| NTP MH 2t 5 7|2} 0]OfF g L|C}. System
> Date and tlme()k|*'5*I > YR8 A|ZHho 2 0| 58tL|C

Het X7} X| || X| $3
HY B2t X FE2 oM SQISHHAIR

Q| 5Lof| A Fx[of| M2

QL0 M FHX|Of AN At H Windows®& ChHZ 0 Z2|#|0|d & SHLHE A8 St= 40| E5U
Ct.
« AXIS Camera Station Edge: £ 20|, 7|2 ZA|7t 2Q3t A2 A|AHIO| HatatL|Cf.
e AXIS Camera Station 5: 30 22 TIIEO|H, S 2 A|AEIQ| AEHskL|CF
« AXIS Camera Station Pro: 90¥ £ & HIIEO|H, T2 A|AEO Aottt Ct.
X| % 9 CH 2 E = axis.com/vmsE 0|58t C},
2EZ|Y A
27 2210/ A0 TE|FAE H.2647 AN AT = QHLICE
ctRE7F EFHA TS | ASt=X] L= S2t0[AEQ FX| ZH0f 2t &S 48l OF 5t=X|
SIOISHA A 2. TTL(Time To Live) & =2{0F & =& Q&L CH
ECto|HE EAE HE|FHAE H.2647} §
Axis X0 M ArE &l ZE|FHAE 2T} L1IE Jﬂoﬂ TR HER A 22| Xtet 215t Al 2.
27| 5 AHEShs Lot ol A=A HEHR 22X A 225t Al L.

H.264 o|O|X|2| |2
:I_EHJ.L' 9}:7} 7c|)k

O Z N ZALS| EALO|EO| A X

100



https://www.axis.com/support
https://www.axis.com/support
https://www.axis.com/vms

ot

H.264 3! Motion JPEGO||A{ X}0|7}

M=

A
N

Old2ct =2 =Y 0| E

AlR.

2tO| 2 E HFE A

O|MA| 2.

mn

SHAA| 2.

ol
Joll

N

jod
I
Klo

IHr
ar

14
o3

A
T

i AHE

E -t
£ 856

22| X}

HE3
ofaf x| sH

AlR.

<1
KF
K

F

EE

L

<0

AlA|ZF B 7|0j| A H.265 Q13 &

Xl &Lt H265 C|2E S K|

o5

HEA

I

=

MQTT

L|c}.

b

xpErY

Hf
=]

MQTT

=
—

B0 et MH/E 27
HTTP/HTTPS EZ|Z0f HE AL &

=
ZE SUH|

|-

SE Ry

A=

FAA| 2.

OIS

—

WS/WSS(WebSocket/WebSocket Secure)
3

CHAI AFRBHAIA| 2. WS/WSST} X|

MH/E27 22 R0

gle A2 0l
SHX| =
= —

=
HAE AHE

MNB/EZ2HO|M T2 ZE 4430 2 K| N
74
~ x|

ZEZ0| X|
O| AT

i MQTT A
| | ALP

| EAMAQ.

-
0|5

= UE0| 07|10 gle ER0 = axis.com/supportd| Al 2| sfZ2 MM Z =0

Jjo
Z0

D 2{sHof & 7t

| il = o) @gte Ze fofE 7} B0l =3

GUIO A O|O[X| & 2|5t X &F2| CPU

ot i

A

F= SLICH

s
sk

0] 2 Motion JPEG 22}0| I EL} QL|F|A E H.264/H.265/AV1 S 20|91 E 2 O A
ofl

=
==

= o
E
o
ar HI
gr i
= U
= Al
o -
w o
o |
iR
on %0
= <
Hl o
g1 Ul
B Ul
- K]
S
=< ._Io_LL
o olliy
o
OE JJa<lm
m.:. ._.AlmM
ol =<+
W HKen
<0 Jjdojo
¥ 1<
ml oo
w 344
A Ko
a7 OFKO
& auH™
nH wl ofr
w ot
ST Wl
S Joull
Ko ol
M o|py H ol
T j000]JLHO
T B0 HHO|d

I[N
e

<o

101


https://www.axis.com/support
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