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COMMUNICATIONS

AXIS Q17 Series

AXIS Q1785-LE Network Camera

AXIS Q1786-LE Network Camera

ExCam XF Q1785 Explosion-protected Camera
F101-A XF Q1785 Explosion-protected Camera
XP40-Q1785 Explosion-protected Camera
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AXIS Q.17 Series
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AXIS Q.17 Series
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«  Client/server certificates(Z2}0| MY QIS A)
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IEEE 802.1x

IEEE 802.1x= 74 S &M HEQA K|l EOt 2152 NSt ZE 7|8 HESRIA
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+ Peap version(Peap H{T): | EQ|3 A X|0| M AL E|= Peap H{H S MEHSIL|CE
« Label(2t'dl): 22}0|Q1E EAP A5 3tE A8 ME f
E Ar8ot2{ ™ 28 MENSIL|C} Peap H{T 13 ALESt= 4R HES
2t S MENSHL T}
IEEE 802.1ae MACsec(H X CAK/AIM 28 7|)2 015

= 0|82 &+ AsH Lt

+ 7| YA AT R 7| 0| F: A A O|S(CKN)S BBILICE 2 ~ 6AXHQE 23 I}5) 16
ZI4-010F BHLITE CKN2 01 BHR10j A 2502 TA810f 50, K20 MACsec2 &2}
st2{l 20| YZ BOIAT AXISIOF BiLICE

© 7| YAl HT B 7| 617 TR 7|(CAKS QR{BHLICE 3%} £ 64Xf0| 16FI010F B
C} CAKE 917 BRA0Af 5.0 2 7145 0f 5{0, H 30| MACsec2 Zjatetai B 23 o)
oFZ 2O A AAISIOF BHLICE

2P 1Y 379X
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Address(FA): H2 S o
ZEEE)ED
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Deny(H%F): §X|22| 2ZE AES HE

Allow(3{
Protocol(

Activate(Z
Default Policy(

ol
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- C

LICt 7] = A[ZEA|

Time in seconds
52 300X 2 A%
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XM 2l S S0i| et 2 7L C
L Ct.
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28=h:

Confirm rules(
Active rules(&

ALEXE X8 MBE AXIS OS 1SN



K| Of AxisQ| E|AE AmEQ O] i J|EF ALRAF A AT EQO|S MX|S}2 T AL AR A|H A
G =] AXIS OS OIS A7t LR BHL|CH OB A= 23 E9 07} &K 2 S XHe} Axis B =0f /3] =9l
Q=] SHOISHL|CE AT EYoj= 1S3 SR HB ol & D2 AlE|s S5 KX of Mot At
2 QB Ch AXis7t T2 QI3 7|2 B 981 OB 2 AxisZHo| AL A X H MY El AXIS OS
SHE M 2 &L

Install(A%]): QIS ME Mx|32{ B SUSLICH AT EY S MX|317| Hoj ASME HX|3{0}
S,

« Delete certificate(QA =X

AE

A

T Add account (I8 71 M AR S Foks12{® 228U Ch 20h 100742] AR FoHe 4
OI¢|_| E|-,
M-

Account(H%): 173t AE 0|52 2L T

=
'8 AAES LHBL|CE T AYE = 1~64Xt ZO| O OF BhL|

New password(A] T A Q| E): A ™ =
E S Q4 753 ASCII 2XHZE 32~126) T THA QY E 0| AFR S ==

%
Ct. 24 AL #58, €7 7=
ULt

In
re
Ji
o
no
Ot
£
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Y
[m
i
|
>
I
A
Of
>
>
to

Repeat password(Zj A |
Privileges(# ¢h):

+ Administrator(2H2| Xp): B.E 20| 23| YMABILICE Ba|Ks CHE AN S %71, ¢
ol £ A 72 4 LTt

- Operator(2YX}): CHS 2 H /3t BE MHO| AMAT 4 UgsLich

- B E System(AlA®) 27

o 0| ok A

Allow anonymous viewing( 8 27| §|8): A F2 2 205K F1E L 2EXE TX|
of AMLT = A=E SFEL L

Allow anonymous PTZ operating(2/ d2| PTZ 24 5| &) @: ol§ o| AFX}7} OO X| o CHH
WEENZSE + ACE 5t H HL ot

SSH A8
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+ Add SSH account(SSH A7 3=7}): Al SSH A|H & F718l2{H S 2lgtL|Ct.

|
« Restrict root access(root M| A H|8H): root HA| A7} QB 7| 52 H|SHst2{™ A L|C}

. Enable SSH(SSH EA13}): SSH A{H|AZ AFR3}2{H ZL|C}
Account(AHH): 173t AE 0|52 L T

New password (A I{ 2| E): A7 = YL Ch Ij AR E = 1~64XF ZO[O0]OF BtL
Ch X}, =X 58, €5 7|2 § 24 7hs3 ASCI —E—XH:'E 32~126) ”* INAEO AL S =
QI L|C}

M-

Yl
1o
H
[>
)
I

I

9

5
s
ot

Repeat password(T| 2| E BHE): 5 Lot A ES CHA| YESIYAL.
2% 232 g8 HEY).

© Mg 9 o R0l Ch 0| EEHE L O
Update SSH account(SSH #|”d YHI0|E): AN £ 42 HAT

L
Delete SSH account(SSH A|7d AHH|): A8 S AT KL Ch root A1 2 ATK| e &= Sl&LICH

7 5AE

_|_ Add virtual host(7} 4t

BAE TP M M SAES FTbot2 B 2t
BB 0| THY SAES ABSIR B MEyRLICE

M O|Z: AE{0] 0|22 YR{BLICH %7 0-9, 2XtA-Z I 50| Z()F ALBRILILH
EE MU GIZE ZES AL

=
= =
Type(Rd): ALEE 218 RS WELICE 7|2, CHO|HIAE,  E 1D S0 Af ME{gtL{CY.

—— |

18

ZrE
+  Update(YH|0|E): 7}4 SAE S QG0 EgL| .
. Al-x-“ |.AI-2A EM‘X-||'<'>,;,H_|

—= "
H|gdat MH 7} B 2d ot e RS LICH

OpenID 74
Ta A

OpenIDE AFR3}0 21013 %= g A2 OpenlDE A8} 21013 [ AFRSH CLO|HAE
wE |2 A ZHS A

51



A

0]

Ol I
X 8

off

=
frar
=

2l
|

—
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—
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Lict. 220
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o
HO[HE YHE LI
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=

=
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O
of ChHell E2|A L= =S 82

IT

=

t71 I3l A
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1% AFE Xt

—

L|C}.
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e
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e
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—I_ Add a rule(

24
=]

Require claim(2 2 Q). E20] Q/0{0f 5}

Viewer claim(2t& Xl 2
Client secret(22}0| 2 E H|2): OpenlD Ijf

Client ID(£2}0| ¥ E ID): OpenID AL X} Of
Outgoing Proxy(Z 4l ZEA|): ZEA| MH
Admin claim(&2| X} 2H): 22| X}
Provider URL(& & X} URL): API ¢l
URL]/.well-known/openid-configuratio
Save(X{%&): OpenID

Enable OpenID(OpenID &H/d43}):

Operator claim(
Remote user(

off

ojngo
K
goll
E KM
T

R

z

ctions
LICt. 20| O E

s

s
=
Bt 25 =X

Wait between a

o2

n
dE=0

b

Ch o2l =A

Conditio
o

KT K4 Klo
ol
H "
RNTLS
[Ewyli[N
Yoo
Kl &35
<TO0|
S sk

Tlo7<d
rHoju
= Kz
(@]
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-
o
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L=
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Use this co
[
Aol 5E5
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=

7 A ZF817]0)

SN 8.
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—I_ Add a condition(ZZH F7}):

Invert this condition(O|
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AXIS Q.17 Series

O|HMEOf Csll =& XHOf A LE|AL TS EHES

S

o

ROy
Bl
<o
fo] o%
g
<o
T 4o
< pal
O_umlr;
AR

=]

FTP £ = SFTP

AL} HAHBHA|
SE0= g0 Chet Y22t

| @S S AIXp7L EAIE LIC

AT MZof =

2Rl
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_|_

Add a recipient(=MX} F£7t): = AXE FIt5te{H S/ oL C
O|&: =4Xto| O|E 2 Y=t Ct
Type(58): S S0 A ME:

. FTP@

-SAE MBS/ P FALF SAE 0|2 YRELICL SAE 0|52 QS B2, DNS

= =
MHE{ 7} System > Network > IPv4 and IPv6(A| AEl > | EQ|3 > 1Pv4 2 IPv6) O}
2ol XIS &|0f U=X| ZASHAIR.

- EEFTP MHJL ABOHE EE M E Yy

J
[
-
|
ﬁ
r|o
N
|_l
IS
-
inl

= T A

Folder(Br) T2 KT CIAER|0| A2E YA 2. CIE217HFTP o]
O] ZX45HX| E’JEE, o2 dEES I 2F HAIX|7} EA|E LICH

—Username(AIE2X} 0| ) 20I512{H A2 X} 0| 22 QLS| 2.

- TAQIE: 201512 B HAYES YR{SHAIR.

— Use temporary file name(YA| I} 0| & AI): At5 o2 MMEl QA Ot 0|22 2 If
US YEESt{H MEISIL|CE Q2 EE & RS It 0| 50| Y}dt= 0|E2E Ht
B Lt °*§'27P3Ef5_| 4% & E ool glELch de{L o TS| Al oL S
A= = USLICL O|"HA StH A}tz 0|2 71T & IHO| SHEX & = A&

L|c}.

— Use passive FTP($=S FTP AF8): H A QI Abstof
B OZS 92 @X o} AHK| of
E—'|:— 73" &'OE *|”°”—|Ef Ol= gt o2 X2 O &f FTP AME{ ALO|0f 2ot

o
$0
rr
oxH
—|o
2|

Mk
Fo

9_
rth
_IT'_

- HTTP
—URL: HTTP MB{0|| CH3H | EQY T A QS Na|gt AFZEE UHSLICLOE
™ http://192.168.254.10/cgi- bln/notlfy cgi @ L|C}.

—Username(AF2 X} 0| £): 2 Q15I2{ ™ A2 X} 0| E S QHSAA| L.
~TAYE 208U A ES YA,

— Proxy(ZEA|): HTTP AH{0f| A ZB}7| QI3 ZEA| AH S SteHof ot Z2 TBash
HE 9:|—| QledskL|C}.

«  HTTPS
—URL: HTTPS M HOf| St L EQT A Q™S M| A TEE YHSLICLWE &
™ https://192.168.254.10/cgi-bin/notify.cgi 2 L| C}.

— Validate server certificate(AH Q1S A €0l): 0| AXIE MEHSIO] HTTPS A H{ 7} A A5t
OIS ME MEHTHL|CE.

—Username (AL X} 0| ) 20151 2{H AR X} 0| ES QUHGIAA| 2.
~TAQE: RIQISAB HAYES ¢

=
= =] .
— Proxy(Z & A|): HTTPS MHOf| S ZSI7| Il ZEA| MHE E1t5|0F o= E2 2ast
EEE 9:‘ n OIE#oFL_||:|-

r
J

- YHE3 AELX| @
NAS(Network-Attached Storage)EEf e HE/YI AEE
FAXE AL = JAS L L oY % KV(Matroska) It & &
TSNS YENA ASaxol b FAL SAE OB gaEl
(o]

‘ﬁ
*Lrulru
-|>+
E
Ke]
=]
o
mo
Ral
oA
Ot
rr

—_— 4

- Share(Z]): 2 2E0 M S/ 0|55 YHFLICL

2
- Folder(BL): THYS MES [l |0 RS YBBIAAIL.
—Username(AI2X} 0| ). 21915} 2{H AtEX
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~IfAQE: 2SI H I AQE

. SFTP @

~SAE IO P FALL SAE 0|22 YHBILICL SAE 0|52 YsHs A2, DNS
A H{ 7} System > Network > IPv4 and IPv6(A| A8l > | EQ|3 > IPv4 9 IPv6) O}
efofl XIFEY UK 2RI5HY Al 2.

ﬂJlﬂl

2SI AL

- X E:SFTP MH 7} At8St= ZE W & Y=HTIL|CE 7| 23f2 22Y L CL

- Folder(BCi): 21 S MNT CIE2]0| Z2E Q2{SLHAIQ. C|E2|7} SFTP Auiof
Of0] ZXotX| o™ mUS A2 I 2F HA|X| 7t HA|E LT

—Username(AF2 X} 0| E): 2 01512{ ™M A2 X} 0|22 QESIMUAIR

- TAYE: 2 0I5B HAYEE AHBAIR.

~SSHSAE 27| 7| SE(MD5): Y2 SAE Z7Y 7|(32Xt2| 16Xl4 EX1Y)9| X 22 ¢

= RSA, DSA, ECDSA % ED25519 A E 7| 39| SSH-
22 AFRSHS SFTP AHZ X[ 3HL|T} 1AL A| RSATF A S 5| 51 0|0 ECDSA,
ED25519 gl DSA7} $|§ 2 L|C}. SFTP A E{ Ol M AF23HS S HFZ MD5 S A E
= MD5 @ SHA-256 3jjA| 7|2 ©.& x| 25 X|of
MDSEEf el EOP% IoH SHA-256Z AL S} 20| Z&LICH Axis & X| 2 SFTP
MEIE A3 B0 Cfsh REAISH L 2 AXIS OS ZEE A ndtilAl 2.

A | S8 (SHA256): 22 SAE Z7J|f 7|(43Xt2| Base64 Q1A E 2 XtY)
O| X| 22 ATt SFTP 2210|4 E = RSA, DSA, ECDSA 9 ED25519 S A E 7|
2 80| SSH-22 ALZSF= SFTP MHE K28t L|C). $14F A| RSATF M2 5| argo]
0§ ECDSA, ED25519 9! DSA7} 1 |§ Lt SFTP A H{ O M At o= SHI2
MD5 SAE 7|2 2{8}i0f &L|C}. Axis X X|-= MD5 9 SHA-256 {{A| 7| & 25 X|
SHA| 2 MD5SEC Z 2o Hots $|6H SHA-2565 Arﬂ*ﬁ A0| gau Ch. Axis &
X| 2 SFTP MHE 4 5t= -0l Chet XtA|el
Q.

%*%—’F—‘BAQ'—IEF OIE* | ot &

« SIPor VMS(SIP EE= VMS) @
SIP: SIP M3l2 A E1D4 MENDEL|CY.
VMS: VMS Iﬁg}a 74E4EI _EﬂJI—IEr

14
—To SIP address(TﬂI} SIP F2): SIP FAE YL ct
~Test(H| AE): £3} HHO| AES}X| HAES W 22ASL|C}
- olm

- Send email to(0|{|Y &
2 7 Y5 EH '
i

— Username(AL2 X} 0| £): Oj|
QAKX U= HL 0

-~ AQE: O Y AH{ Q| Hi EE g=™etLc
2 0| ZEE H|9 sLCt

— Email server (SMTP)(O|H{| & M
comit Z-2 SMTP A H 0]
g

— X E:0-65535 #H{|o| 2t2 At
olL|C}.

— Encryption(253}): & SH2 AFR 12T, SSL = TLSE MENSIAIA|Q.

mn ¢
1o
0 >
o
Pal
o
Ol
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1
o
-
_IT'_
E
ne
x
T
=2
_>._
0|>|
mjo
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— Validate server certificate(AH QS A &0l): AU ST E AIESI= 42 X9 IDE =0l
St & MEHSILICE O] QIZ M= CA(RIE 7| 2holl M AtM| MBSHALE ealiet = &
L|C}.
— POP authentication(POP 21Z): POP M| O|E& Y H5t2{H H M A 2(0: pop.gmail.
com).
ol
25 O|H Y SGAt= O &l Ot Lup I o FAtot HEYE LIS HAM MEX7F 0| 2
T oes AL 2= AS Hotsr| o) 2ot LE S ALERL|CE O|H & NS Ao ot g
M2 21510 OO Y AZO| F7| AL Of|&f O|H Y S SX[= LO| PEF SHUAIL
. TCP

~BAE MBI P RALFSAE 0|22 AHBLICE SAE 0|22 YRS} FL, DNS
At 7} System > Network > IPv4 and IPV6(A| 28 > | EL|3 > IPv4 5! IPv6) Of
2fofl XIFEO [=X| 225 AI2.
~ Port(ZE): AH| M A0 AHBEIE EE BB S YT
Test(E|2E). 472 HAESI2H S/ L(Ct

m=|

A0 2= B0 Ch2o| mEHE Lt
View recipient($AIX} B 7]): R E AR M2 HEE 820 228}
Copy recipient(4-A1Xt ZAD: +AIXLE 2AISI{ 0 2281 M Q. SALE Of M2 SAIXIE HHY

7 AS LI

Delete recipient(s= X} AH|): = 4AHE SAH 22 Mot H S EHELIC

U
UM WAS SN ZUOR NS & YELICH 20 IO T3t HEot 3 ST K2
of FAE BE QM BATL BAIE

+5 £2[72 AL8S10{ 22 £502 E2|A Y + YBLICL OIS S0 5 E2HZ X E 4K
U BYoHe ot Mg ASE £ st

MQTT

MQTT(Message Queuing Telemetry Transport)= Al= ClE L
QUL|Ch. Er22tEl ToT £812 9fef AA|E|Qon e A 27
YA AEC= YA YK E AASHY| @[3l CHot A A
MQTT S2f0|QI= S S8l X0 M M A Co[E] & O HIES

IoT) 2 ®Iot BEZ HA|Y Z2EZ
(small code footprint)dt £[A | E
2 =L Ct Axis X AT EQ|0{9
& 2| 2Z EQO{(VMS)Zt Of

o o O —
ol A|AEIOf ZHESHA Sete = ASLICH
717]5 MQTT 220|HE 2 AFetL|CL MQTT S412 SEI0[HEL ER2AEt= & AEHE|IS 7|
gto = gfL|C. 22I0[AE &= HAX[E EHDL &S 5 AGUH LT E27= S2H0|UE 7| T A|

Al eteds YU

AXIS OS Portalo| A MQTTO|| CH&H KFM|3] LOpE 2 9l L|Ct

ALPN
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=
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AF-E5H A
2735}

ALPN S
=
=

O|= HTTPQ} Z0| CtE T2 EZ0f A
o
AEZX|

AL E LICE Z20f mat MQTT

o1719| .2 K|0| 3L £ 0f Af o
o 28

o)
N1 07 ol o
F T 110k py
<ol RO
mxuxrfo:uﬂﬁ
M)
A=
odwn A%
-0 . —_—
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i Ay 418
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MQTT EZj0|AHE
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Connect(¥Z): MQTT 220|HEE H 7L}t BL|LCL
Status(%E}): MQTT S2}0|HE Q| SR MENE HEA|SHL|LC
22
BAE:MQTIT AMH{O| SAE Q|2 EEL [P =AEZ QHBIAA|Q.
Protocol(Z2EZ): AI2E T2 EZ S AENSHL|CF
EE ZE HSE ULt
« 18832 MQTTover TCP(TCPE £t MQTT)°| 7|24t L|LC}.
« 88832 SSLE E%tMQTTS| 7|27/ AL|Ct.
© 802 € AU S MQTTO| 7|2 HYLch
© 4432 9 A% HOHS E3 MQTTC| 7|22t LC

ALPN protocol(ALPN Z2 E 2): MQTT 527 gaxm HEstALPN Z2EZ 0|28 Qa3
Ct. 0] = SSLE &3t MQTT & &l

a7l
Username(A&%} 0| F): 20| A E O M HEH of HMABE7| ABH AHE R AHEAL O] 55 Y& T L

Ct.

THAQIE: AR 0|50 HASS Y2igriict

Client ID(22}0| Y E ID): 22}0| G E IDE Q| 2{3}AIA| Q. 2 2}0| M E Al Xt= 2210| A E T} A
H O Azt ij HEHE 7c1".:.'—I'if

Clean session(Z &l MM): 12 U AZA Six| A2 S22 MO{L|CH MEiSIH A A AZA ofiA|
Al Bl HEI ALK E LI

HTTP proxy(HTTP T2 A|): £|CH Z00| 7} 255H}0| £ 01 URLQIL|C} HTTP T2 A| 2 ALRSHX| %O

AR UESH|Y &+ Ys UL

HTTPS proxy(HTTPS TEA
o

Oo{H IZEEHR &+ M'ﬁl—llif
Keep alive interval(ZtZ §X|): S2}0|AHETJL ZI TCP/IP A|Zt =10HE 7|CHE 28 QIO AHE [
0|4 AFZ T 4 Q= AIHE AR = 8

Timeout(A|ZF X 1}):

o
K| $2 HE AL MQIT 220|Q1E 40| G

A|ZF ZHZ(X)QIL|CE 7|22} 60
| 4
MQTT 2l o] Al 22401 A AR ELIT

Ol AL RIS LWT B A| X[ 2] Z=R|off CHet 7] = Zf 1t

ofn
lo
hu
2
Y
e
N
o
|
fo

Reconnect automatically (X}
Ste=Xl R E X gL L.

HIA|X] A Z

AHZ0| 2 E M HAIXIE 2EX| HEE XFHLIC.

Send message(H|A| X| HE): HAIX|E 22T A& 2F5HM L.
Use default(7| 2 2t At8): A4l 7] = BIAIX| S 25t H DYA2.

Topic(FH): 7|= HAIX[2] =X E YHE LT

SEtO|AET XAtS2 2 CHA| 1 AG| OF

Payload(B|0| 2 £): 7| 2 B A|X| 0| LI 8S @l2{3tL]ct.

Retain(£X|): 0| Topic(FH)OI A 22}0| 1 E AFEHS S X|3}2{ P MedstL|ct
QoS: Tl S20f Ch3t QoS AE S HASHLICH

ORX| 2} 201 0| A|X]
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Send message(H|A|X| H&): HAIX|S 2 L}2{ 0 AR SN Q.
Use default(7] 232t AL8): AHAI2| 7|2 BIA|X| S i3} 2

Topic(F=H): 7| 2 HAIX| o] =X & Y2{eiL|ct

Payload(H|0| 2 £): 7|2 B A|X| o] L 8L @l2{3fL]ct

Retain(£X]): 0| Topic(FH)OI A S210|o1E AIEHS S X|8}2{ B MefstL|ct

QoS: T % SZ0f T QoS AZ S HASHLICH

MQTT &t

7|12 FH FFAAHE: MQTT client(MQTT 2 2t0| A E) RO A FX| =X HFA0 2l 7| =
TH HFAE Aot H dEEL

FHl o] F =& MQTT F=H| 0| =S 2F5t=
FH dYAH 0| A =g MQTT =X 0f ONVIF =X U AT 0| A5 =etote] M =S LT

Y HS 23 MQITHO|ZE0| FX|o| 23 H=E Zatote{H ML},

=+ Add condition(=Z =7}): =S =7}8e
Retain(8X|): 0| MQTT HA|X|7} ER 2 &L=
« None(8l3): & & HA|X|7} HFX| &Ef= ASTLICL
« Property(£d): &Ei =X 7ts HAIX
o AIRF): HEf =8 7ts W HHE FHY = Q8 HAIXE B5F E2tE JEj2 2HLCh
QoS: MQTT 'l 0f| CHS ASH= 223 MEdRFLCt.

)
|u
u
9'1-
I
=]

=
Hr
rk
Q
0z
i
b
HT
T
-
Inl

MQTT 75

+ Add subscription(1= F7}): A MQTT =2 F7t6t8{™H S 2L L}

Subscription filter(T S ZE{): TE=312= MQTT M2 QSHAA| Q.

Use device topic prefix(&%| 22 HE AL AL): 75 TE(Z MQTT 1|0 HEALZ E7b8tLC
Subscription type(1 = §):

. Stateless(AlE % £7}H5): MQTT HA|X| S AlEH 2% 27 BAX| 2 w2hsta{ ol Ae
St
=

. Stateful(AE] 35 7h5): MQTT HA[X|S ZHO 2 wsksl2{o MetgL|ch Ho|z =& A
Fh2 ALS El LIt

QoS: MQTT =0 L3l RSt= 2 &S MEfgtLCt.

MQTT 22| 0]
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X

[}

< H

QTT 2 0] =FAHE F7t5H7| o MQTT E27{0f] HZJHUA2.

_I_ Add overlay modifier(2 2| 0] =" X} F7}): A} @B 0] =HXIE FItst2{H SaletL|CL.
Topic filter(=H| ZE{): Qu{3|0|0f| EA|S2{= H|0|E{7} ZHE MQTT FH|S 2743 L|Ch

Data field(H| 0| E{ & E): | A|X| 7} JSON H A 0|2t 7hF 5t QH 2| 0] 0| EA[SE2 & HA|X| H

O|ZE9| 7|5 A FELIL.

Modifier(gX}): QH'I o0& 2= Ijf 21
«  #XMPZE A|K3}= 78 A= TR0 A
«  #XMDZ A|%ot= =g A= HIO|H EE0f X2

o

le.

SN=
oNMNE
o
w22

X

HEA AERX|

60




Ignore(RAl): HER A 2EZ|X| S FAIot2{H AL Lt

Add network storage({| E I AEE|X| F71): 3£ XYY = A= HE/]T 3L E F715t
o S8 ot

+ Address(FA). SAE MHO|IPFA L= SAE O|ES Q&L
(Network Attached Storage) 2 L|Ct D IP FA(SHIP A= HEE
He)E MEOIES S AES G057 L DNSS = A0l &

CIFS 0| 52 X[ & = X| E&LIL,.

* Network share(HES|3 & ]): 22 E MHO| 557 /X2 O|F S YetL|CL ZF FX[0f

Qo o= DHCP
ZL|Ct Windows SMB/

S Qs EC7t Yoz o] Axs BA| 75U HEYT 29 E AFBE 4 U LTt
« User(Ab8XH: {0 219I0] TRt A2, 0|22 YTL|Ct £ Tl MK

A

o] 210l THNAEA 0|2 ¢S

o H2QE MHO| 20010 Heot 4R IIARIES YEHMA|2.

« SMB version(SMB H7): NASOf| &Zdat SMB = EH

(X}&)E HEISHH X = EQt {7 SMB & StLTE & &5te{ 0 A|=gfL|C}. 3.
2.1 & HEZ X| §SHX| @f= O™ NASO| 4

ZX[2| SMB X| 20 Cis of 7[0f| A XtEM[S] LOtE 5= U

« Add share without testing(E| 2 E 2i0| 3§ F7h):

Ol HEHI SFE F75te{ ™ MEitL|C} O E S0, MHO| Il AL =7 HQSHX| T Of

=
S YO BV ME0 77 2 = ASH L
HEHI 2EC|X| HAH: HERT 70| Cict HZES 02 E SiA|, BtelE ofA| 8L A5t 2
SLICE O|EA ot E HERIR S0 et 2= 2F0| MAE LT
S5 HlE SiA =

Unbind(H}Q1E SH]): LI EXS
Bind(H[IQ): HEQA S/RE

Unmount(DL2 £ 8jH)): 3 ZQE 0r2 E sfF|312{ B S2etL|ct
ETEE

Mount(OI2E): H E3 3FE OIRES
E O

Write protect(227]| &X|): HIER3 S 70| 27| S SEHSID 55420 MAZK =5 5t2{H G

2to| Y ot = Of|O| B A&t 2 E
7 bS]
—

cEio 7| ZF0] X|Lt7| o O =27t 4
S
£

+ Test connection(®Z HAE) HEQA 370 st HES HAE

+ Format(Z%): 02 SO| 2.E T 0| E{S W2 7| X|0f 51 A2,
L|C}. CIFSE AFR 7H5 3 IHe Al A8 ML Ct
=

=
Use tool(E 7 AFR): 22I610] MEHSE = 12 2 lgtL|Ct.

—

2HE AEE[X]|
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SD 7tEE Z2[5HA] OF A

Unmount(O+2 E i H|): 22510 SD 7tE S QHESHA| K|St Al 2.

Write protect(2A7| ®X|): SD 7
M2 AL Ck A7 28X E SD 7}
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—I_ Add stream profile(AEZ Z2HtY F7}): 22610 M| AEZ T2 A MAsL|Ct.

Preview(D|2| B 7]): HEict AE R T2 0t @ A8 S AFE5H0] H|C| R 2AE &8 0|2| FLIC} 10|
Ao 23S HEoH D|2| 27| 7t [ O| EEL|Eh FX|of ChE 27] EHO0| = 8% 0[0]X| 2]
IS ot A= ESL2UM 27 d9s BEdd + ASLICH

Description(M®): T2 o}lof 3t 42 Z7ket|ct.
Video codec(H|C| 2 A H!
.'

):
off &=: 0] 2730 Lot 2¥=2

29
o= =]
ZaQl #o]£: 0] HHo| et MYS A2 DAL,
Compression(%): 0| 40 (3t HHE #22 AL

Zipstream @ Ol 2780f Cict 2= =2 H5HHA|2.

Optimize for storage(2 E2|X| & X|H3}) o/ : 0| 70| Ciot A2 =S UYL,
Dynamic FPS(EX FPS) ®: O 270 thst 22 E HXSHUAIR.

Dynamic GOP(SX GOP) @ O] d7dof Cist 42 E &R AIL.

Mirror(0]2{) @: O] 270j Ciot 42 &S HSHHAL.

GOP length(GOP 7'0|)® Ol ™0 CHSt ML S22
Bitrate control(H| E 0| E X|0{): O] MM 0j CHSH MHL

Include audio(2c|2 Z#) L. o] M7-oj et MBL 822 HIBHHA|2.
ONVIF
ONVIF A| ™

ONVIF(Open Network Video Interface Foru
JHLR 7|z S 7%““ = g4 28 + A dF= =228 QI
S S5 M2 02 WG AE 750l A2 8Y, R0 S B8 B2 9 AjAHo| [z AMHES &
U gL

ONVIF A8 S 445} H ONVIF E410| XH5 2 2 o El L|Ct & X|Qfo| B E ONVIF 5410 ALEX
A 0| ST XSS S AL LI T A MEH L 82 axiscome] Axis 2R 7 RLIEIS AZ 31 A
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New password(xu nn cy. 74|7g9| I AQC S QS| Ch A S = 1~64} 20| C{0F $fL|
T B SO ole F S oM 71 e al ASCT BRHBE 321268 T Al o A} 24 4
QA LICH

Repeat password(T{A 9| #H2): S S I|AQIC S ChA| LABLAAI 2.

Role(¥gh):

« Administrator(22|X}): 2= H7Z0| 25| AN ATHL|CE 22[XH= CHE A™ 2 =71 Y

HOIE X MAHE = ASLIL.

* Operator(2FA}): CH3= Moot 2= 280 AM2ag = ASLCH
— 0 = System(A|AH) AF
— QH =7}

« Media account(O|C|0{ A|™): H|C|2 AEZI0)| Tt WM AT 4= Q& L|CF

Aol Ot Of 0| = CH2 0| ZEHE Lo},
Update account(#|’d HHIO|E): A7 &4 HESLICL

Delete account(AH|’d AHH|): A°"d =2 At K| @ LICE root A2 AR = el&LICE

ONVIF 0|C|0f =2t
ONVIF 0| Cjof Z2mele 0jC|of AE2 MYS BYste O ASE
A

o= AN
M USLCE AHAERe LY MEZ M 220 eSS WE5tAL HE 285
oS AR £ QA& L|C}
== o= T AMmd .
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_l_ Add media profile(0|C|0{ T2 I} F7}): Af ONVIF O|C|0| =2t
L|C}.

o
I
N
Ot
I
=
I
Ju
oo

Profile name(Z 21}Q! 0|&): O|C|0{ ZZ 0O} O| O|E S F7tgtL|Ct.

Video source(H|C| 2 A& A): 10| = H|C|Q AAE MEASHL|CH
+ Select configuration(t4d MEd): S =0 A| AFEX} X|H +42 MEISIL|CL EECIR 55
Ol T2 HE| 7 E7| Y Sl Jta M 22 Z&oh &Ko HIC| 2 X 2o shEhetL|Ct
Video encoder(H|C| 2 AAG): 40 = H|IC|Q QAL A S MEHSHL|CL.
«  Select configuration(F14d M) S0 M AFEAL XY 9= MEG D Q1A A¥S =
SELIEL EEL2 S50 Pd2 HL| 2 AAE 79| 4FHX/0|S AetS HLICH ALE
EY olag A0 CHsf AFE Hol=l A

S

U2 24 U 0|2 AAH THE N BUE VoM BAN 20128 SHIL
Al2.

Audio source(2C|2 A A) @: T = QL s AAE MEH

X =
220 A AFR A} K|
X

I
C
il

+ Select configuration(qL/d MEH): N A E MEHSID QO A™HE X
YLt EECe =52 142 TX[Q| 2C|2 YO sfFatL|Ct ZX|0f 5tLte| 2L
20| U= A2 userOYL|CE EX|0f 012] 74| 2L Q20| U= HL 220 £ AR

X7 EA| =L L}

—
’%% ZPSLCL EEOR 382 72 QL AALH 749 A|EX/0|E 92 gL
C}.
Audio decoder(2LC|2 C|AH) @: 240 S&t= 2C) Cl3A
« Select configuration(1t/d MEH): S E 0| M AFEX}L K| H
Ch EBCHE S20| 242 20jQ 10| A¥X/0|S AL S L
Audio output(2LC|2 £3) CD: T = QLR = FAlS MENSLCH
« Select configuration(t4d MEH): = =20 M AL X} X|7H f 2 MESt D H™EZ 2L
Ch EECHR =52 742 2O 79| AlEX/0|8 92 gLt
Metadata(H|EFE| O] E): 744 0fl tSt BEFE|O|E1 S M EystL]Ct.

=z

«  Select configuration(714g M&): S Z 0| A| AEXL XY 9= =S HEIHO[H &7
=
—

— 1
2 ZYPLICHL EECHe 220 742 0|9 HEIH O|E T 40| 4 #x}/0|2 &S o
it

-
n

prz@D: 2a0p 21 Pz m2 Hap
o

4 ox

+ Select configuration(qtd MEH): 220 M ARA X H A H S MEHSI DI PTZEHE XH
2L C ESCHR 282 7192 PTZE X[ 5t= X[l H|C|2 X Eof s Skt
4 d5te{ ™ S gL

Create(’d4). 28 S NSt 202
Cancel(F &) 18 & F a5t

profile x(Z2M x): TZ2mY 0|ES
Ct
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I AHE5te{™ MM 7t 2tE AL E= 0F0| A2
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HEl): EEL2 SS0A
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o A
JEL
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) AHB Xt 0|28 ¢

A

HES
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F2| 2= E Q| 0{(VMS)2}

Al 3
VMSOf| 7+H[2HS =75} OF

Ao
S o
o

[==]

Cf
Speaker pairing(2 0|7 H0{3): HEQA

Select pairing type(H| 0| & &
Close(E7|): 2 E ZEEZ X220 28

oto|3 HiojF ®: e

Address(FA): HEA
N2 E: AFEALS| T A

Username(A- X} O]
Connect(HA):

I




+ View the device server report(ZX| A{t| HE 1AM H7|): £ E0oAM XS AEHO CHSt HE
E SLCL UMA 2O XE2 2 MH E 0 M0 23 Lt

« Download the device server report(ZX| A{H H11A{ I:I--E—E ): @ XH 'A|7P E7| O|D|
X| O] Ak A¢se Of |2} UTF-8 340 M| At B4 HAE Tl
MEILCE X MH| A0 203 I A M B 1M zip TS Eaﬁ}*'AIQ

« Download the crash report(g HIAMLCIR2E2E): MH MEJO C S

O7t0|EE LR EEYLICEL S5 E0M 0= AtMoH ClH 1 FHEeF MH H MO /=
EHE§EHQWMEIMW“WE%EXHW”%N”HHEWQ%¢N%%Wh
IMELES=H 2 B 228 £+ ASLHLCH
21

« View the system log(A|AEI 27 H
O|H1I E0| Cigt HEE HEAISI2{EH 2E

NICRN]
4=
I o
o>

—..:.”-I':f
A7 A|AEHI 2T
=4 — O
Syslog= HA|X| 24| #HZF L|CL SyslogW| M= HA|X| S &-dSt= 2T EQO, HA|X|E MESt
= A|AH, HAIX|E 20 8 —‘?'—“3 _+_“ E%I £ welg + AFLHCE A
Byste amegiof g2 N2 3 .

%_%NawerMH%$ﬂ&ﬁE%ﬂaL

=

n
B

SAE: AHO| BAE 0|2 £ IpZ=AZ Qa3 L}

Format(ZH): At& S syslog H|A|X| ZBH S MEASHL|CL.

« Axis
« RFC3164
« RFC5424
Protocol(ZT2EE) A2 T2 EZ MEH:
. UDP(7|2 MF ZE:514)
« TCP(Z|E MM ZLE:601)
o TLS(Z|= A LE:6514)

ZEOE ZES AESIHE ZE iz
O

2| AHE Al .
CA certificate set(CA QIS A] MH): S 0| MAS 0I5} ALt QIS M =7} I},

Ut 7y
vt 7 Ads B 74 Z0 9l T3 ABAHE Y8t #= 2Lick o Ho|xof A chEEe
o7 S 280t WY = ASLICH




Restart(Xj A Z}): X[ S AL O = o X 2780 &S FX BSLICLEE T
HO|H0] A5 = YA ZfElLIL.

Restore(F): Ll &5 9 *a“éig S BOAI 7|22 2 B2 AR LSO FX[Qt

= H =
T8t A EXE[X] 2 2= WS ChA| X5t O E S m2| A5 CHA| S 0{OF 2F L Cf
T8 At
=¥ 2 ML= fect €82 L& Z2& L0
. HE Z2EZ(DHCP £ 1)
. DHIPZA

. 7|2 B2

« AMEBU OlAZ3

. 802.1X MH

. O3CHX

. DNSAH{IP=
s

s

FESHA 7|22 2
A Px =
M =

Factory default(& EMMES ZXZSHA| 7| B2 S| MAIQ. O3
S0 X0 HMASY = JqEFIP FAE XY FsHOF LTt

PN
(o 8 L8
2E Axis A AZEQIO & CIX|E MBE O ZX[0] HSE AZES
Ct. O A| &} ™ Axis ZHX| Q| MEFE Ol X| A MOII:H 2ot
L2 -2 axis.comOi| A B4 Af "Axis Edge Vault"E & ZESHMA|

o

2
0% &3
orm

| 7|5, O =3 2 2t o| MEL 7|50| ZSHE L Tt SHAF | Al AXIS OS 2 Elx
| E& LICH =4 2 22| = Ot 2 812 M axis.com/supportZ 0| S gL Ch.
HOo|ESH | CFS M| 7}X| S M SOf| A MEHSH 2~ QLT
Standard upgrade(E= & T|0|.E): A AXIS OS H{Z 2 27120 EL|C.
I.

2 rjro
o

S LI

Factory default(S& =3} Al 7| 22f): Y 20|Estn B= HYS ST E9HA| 7|=
2 E[E2HAL. 0l S-S MEiotH H 2 0|E =0f O] AXISOS UL = £[=E

S OS upgrade(AXIS OS € |0|=): M| AXISOS HH S 2 80| =3t CL M EE|AN =

£ Ar83t

. Autorollback(X}F= SHH): A& =l A|ZF Lol 10| EtD Q1 0|E2 SHOISHAIA| L.

SOI}X| OO M A7} O| 7 AXIS OS H{F O 2 &| = opzL|Ch
AXIS OS rollback(AXIS OS EHH): 0| 0j| A X| =l AXIS OS H{M O 2 g|=2/L|C}.
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W BE

Offd Z4x RES MEtst A0IX|= £ ZA| 2770 st = Y 20| ELF st =2 27 AFof I
2} 22l Z LI axis.como] M Z HO[E[ATE 0 M AFR 758 24 REO| A1RFS otz AAQ.

[l

alo|t{A| O}A T

E3 39 A ATHZEIO|HA| OrAS)2 RLUEEE= FF9o YRS Zefdt= AFEAX|E Y
QlLICE. HIC|Q AE 0| S5 ¥ ZHA] AHEH(Zato| B A Ot~ 3)2 THo| 22 0| Lt 2 xfo| = T
HO 2 LIEFE LT

S8 Y A AEH(ZEto|HA| OrA~=)2 ™ EE 8l 5 X ES 7|E 22 5t 2 2 7 2HE 7tE| 7|
= X0 2tA §lo] EF FH LAl XAFTHZEO|HA| OtA )2 S Yot FaLE =M E AHHELICH
2= AW S9tE HIC| R Sl 20| 2 AEE0 £ Y A XFEHZEF0[H A| OFA3)0] HA|E L
C}.

VAPIX® API(OjZ2|70| 1 T2 1242 QIE{TI0| ) ALBSI0l S Y2 Al AHEHZ 2H0| i A| O}
A3)2 52 4 Yok

AN H
T2 A
O1|E1f 58 Y A ATHZEO[HA| OtAT)E AHEStE 87 ME2 850 g 2 =+ e
L|C}.
ol 578 I gAl ATHZEHO[HA| OtA3)S WY & UASLICH 2 OtAT = 3~107H2 W7 =
2IEE 7HE &+ Ag ULt
2HY|0|

7lE £0f
7tE E0j= 7 7hsot 7|2t SO AP FO|E =ML SR E CHE Z2| M ZX| M0 M H|C| A
EES BAPLICE ot A|XEH 7tE £0{= O[0[X| & 2= S20|AE(R Bt M)7t glHEt:
SR 7R AL ZdHE LT
AEE|Y X
HIC|2 242 HA
OfH &= WS ALK = 7| a7 Aot HEYF &40 et CrEA 2FE UL 3ot &
o QM A|._9_'6|- A 0|¢[_| |:|.
— H-= o2 T Md .
Motion JPEG

=gl

Opus @C|Q T H 0| CY3t X| S BHJ| 2|8 Motion JPEG AE 2|2 8tAL RTPE E8)| MAEL|C}

Motion JPEG EE= MJPEGE= C|X| & H|C|2 AR AZ 7)Y JPEG O|O|X| Q| A|2| =22 R M EIL|ICH O|=H
O|O[X|= IHlO[ESE NS XS HOZ HOojZFE A= S MAs17|0f Z23 20| ERZ EA|F 1
AEIO|EFLICE SFAS OlASt= HO[0| M B0]E= X A4 167H2| 0|0 X| =2 20|0fof &L

C}. 25 30(NTSC) = 25(PAL) T2 Q2 erFish S QAo 2 I A EL|Ct
Motion JPEG A E 212 APELS} OFO| [ O & AFR31X| 2 E et 0| 0| X| EH S A B30 2E 0]
ZotEl 2= O|0[X[of MM AL Ct.



H.264 &£ = MPEG-4 Part 10/AVC

Sl
H.264= 2f0|dlA7F 20 &l 7| & YL Ch Axis M| F0i|= 1702| H.264 E7]| S 2[0| A E 20|l AT}
ZotE|Of ASLIC 20| AT Bl= =70 20| E M= S EX|oh= A2 5K |20 ASLIC
7t 2ol A S TSt Axis 2| 20| A 225t Al 2.

H.264= O|O|X| F& X5} 10| C|X| & H|C| L mtA9| 37| F Motion JPEG & 40 H| 3l 80% O| &, 0|
3 dl

= |5l 5 | =2 = ASLICL O] = H|C|2 o 2Rt HERIA Y F
g 5= N 2 &+ ACks AS Q0[P LCL F, FOT B E YO|ENM 2 +&E2| HIE2
S M = AFLHCH
ojO|X|, AER] U AER T20tY M2 ME O gH#0| ASL|N?
Image(O|O|X|) 20| = X F2| 2= HC|2 AEHO ks = 7t 2t 2F0| Zetk[of ASHC
Ol oA LHE 2 HESIH R E H|C|RQ AER T =510 ZA| Q2 FL|CH
Stream(AEZ) 0| = H|C|Q AEZ MFO| Z&E[0f JELICE XS0 A HICIR AEES @S
DOE SOt =T 2O|EE X|HSHX| B Olgfst PSS 2 = YASLICH
Stream(AE &) 42 HESIH TH 0 AEZ = E¥2 O|X[X| LX[THM AEES A
Aot Iy M -g8F L CF
Stream profiles(AE T T 20}Q) A2 Stream(AE ) Ho| MY HCH QMTIL|ICL EX AEE]
Z2niolo| 9t AERS RYSH ST 2o 4H0| A= 0| EstELIC A2 TaaY
2 XX YD AEEZ QHEG AL N EO| EXMSIA| RF= 2EH T2MUS QFS= 4 &
EE2 Stream(AER) B0 483 atgtL|Ct

H|E 2|0 E H|of
HIE 20| E X|0]7t H|C|2 AEFO| L AH| S Zeot=F X| 2L CY.

7}t H| E 2|0| E(VBR)

JtE HIE 20|ES AIE0IH YHO| 25 +F0i| e HHZF 227 et = ASLICE X R0
HeTE B2 HYZ0| 2RELICH 71 HE 20|EE AtEotH 2ot O|0|X| F2EO| EZ X2
O M2 2E2|X|7F A=A lsfof &Lt

Z|cf H| E 0] E(MBR)

#cf B E 20| ES AIAHO| BE 20| RI$HS X2|6t7] §Is) S H|E HO|ES T2 3
L|c}. 571 H|E 20| E7F XM E 2 HIE 20[E 09t0 2 S| =51 oj0|X| FHO|L ZefY S
7H RSt 4 USLICE 0|0|x] BT i T 0SS P MAISHES MEts! 4 oIS LT Of 4 b
= 0[S S 04 H|E HO|EHT] £ Lo PASLE 20l BSLICH 0% FBo| 52 +70
250/ U FS o N FeLict

72



kbit/s A

i 5 E 2f0]E

1

Klo= o' | mjn
o oK
Z0BIHo ™ U
TFizofn w| H
A -REIN
%0075 %0%{0
ﬂDl.&%ur__nHﬁ
TS WA
T{nAUROAN of
o3 K T
RO )2
K1 . | K 3530

=< g1 R0
LUl KOOH S ¢r
W wi ooy =2 = 1
S O~ ol HlL|D
T @ oo T R0G3
wl w| X foE M <
=D o WBIE g
rkirk1 76 MUKOTK o7
HOBOKIr & 01 F KO

73

CH&f B E 2f0| E

2 MXN Ea HE 2|0|E
LAl H|E 20| E

2 AXN B HE 2|0|E

kbit/S ‘\
kbit/s A

1
1

Ole 2=2|X| 278



o E2l7lold

Ol Z2|AH O M2 At T Axis K| E Z| Ot &2 4= Q& L| Ck. AXIS Camera Application
Platform(ACAP)2 EFAL7F Axis R K[| SA 91 7|E} O 270|142 Fjuiet 2 Q= futs =4 = ol
L|C} Of 22|70 M2 &X|of ALK 4X[817{Lt 2R 2 Che 2 =8l 7{Lt 2fo| A H[ g2 X Ed 5

LI

Axis O Z2|H 0| M0j| CHSH ArE X MHAME &O0tE 2{H help.axis.coml £ 0|5t L|C}.

E33n|
[ 0 £
« O O E2[HO|ME SAOf 2 = UX|TH LR OfZ2|H 0| M2 M2 D2HE(X| pEE
UG EF oS2AH 0|8 =gt2 HE 2 M [ 42 B2 X2 55 =0 =22 2
XAt Qe % YaLch HsH| R0 0fZ 2|70 Mo| SEHe|=X| 2OIS[AA|Q

ALO|H{ EQF
NEE AO|H H Ot HE = axis.comOi| A SiS X Z2| LIO|HA|EE EXRSHMAIL.
AXIS OSO| AFO|H i OHO|| CHSH RFM|BH L{R-2 AXIS OS & OF 23} 7H0| E2 KHRSIAIA| Q.

Ct. A0
|0 2

S

g

S M7t 71l 7| 2 AXIS OS 0|0]X|off A =
iEE%IME HA37| Hoj 2ZEQ0IS Sl CF. &
o|-':':| AXIS OS a:xa1|o|57r7i'd IEt.

POP (o1
ro ot
or i®
—|_I
r1rob

n

o

o
i
E

g
3Q
|
rulo
>+

[ |
of #280| &

Axis= Axis ZX| 2| F|ofd 8l 7|Et Hot 2 FH0f| tieh YEE K Sot= €8 MH[AE MSEL
Ct. %Ec,l g 4o g™ axis. com/securlty notification-serviceO| | F+ =&} H &l L|C}.

Flopy 22y

AX|SE i gel

= = A 2| Sk 0|0 -2t L Ct.
Axis 7| 2fd Zte| G, TIC’”1 S B nsis g, o| | S70E Fofd A oiE 2ot Ao oot XHA|
ot L§- 82 axis.com/vulnerability-managementE &R SIAMA| 2.

m =
S =ot Al 7| 2240] B E Axis K| = HOt 7|2 B2 WAL Z22 AFH G E[0] ASLHCHE
XE XM o B2 Hot 83 Ab85t= A0| E5LICH Axis 22t 70| E 8L 7| E} *foltﬂ Hot
2t B A0 CHS AHA| S| LOtE 21 axis.com/s upport/cybersecur/ty/resourcesE O| s ¢tL|C}.

74



AXIS Q.17 Series

AL

HE7He

>
= g

T EETZ
SE HS(P/N) U YR HB(S/N)
OFF 4

1

2

3

4 T2 7Y
5 YO AH4YEH
6

7

8

9

1

Qrje H4H
ol HE
microSD 7 E &&
l& HE

0 AHEH LED H A2

S]
(@)
=
Im
10
L
N
NIy
m

AN WN =
Ikl
Ral
~
o
>
i

LED HA|7|

P3|
[ L L8
- FYHS S0|= SEI LEDZ} AXX| R = 8T 4= AS L CL 795124 H Settings >
= Cr.

System > Plain config(dd > A|AH! > Qldl M) 2 0| S 8tL|Ct

i

AFE}| LED Al

AN UK HE

re
N
#2
o)l
)
Jal
Ol

75



ol | H o ol=
RS |0 = Ul e o= 0
H = = ™~ S K ™ <
~ ~ N g4l A
— = A.__uo._ v o ._nwﬂl_o._lw_l
< = o= < Lol U2
Ll T X = TH Ol &5
— | {00 = <lof 510 F
a2 K- Hio =9 5 g
I | KO T 2.< I+ Hr =
= o OHE &= ~ollo i
< | Mo WIH 2= <0 O
H RO S WE o = K0
J iy ™~H S ol : Hax_.u_A
4r | d K npg - K GRAY of _ols
R Ko A HWH_ oTrT C_H_ < oD oo
ey - - an <0 O by =<0 T
e | o 7 mu Kou G ol K i
4| = ! il 0o e B K
0 T <32 T ®IN 2 - ©
Wo|zn | ol 2l K8 ~5 © Mg ol ol H0 o
K|s |z o3 m B0 W.S o W - A=
SlE | A o ol 1% Ly R U =) B3]
=< @ | u I R <D< nE 3% jol LLIER)
W | o | o N o e B 9F R Fo ki
KM | T30 P 20 0w dil ko ™ o SR A <O
20 | A3 | S o Jl N B X X EM R NCLL
<01 301 o o = o K2 & . H D
RO | 0380 | oy K 2o TN T R S ] My
ok | T | R Nl gl -0 5 o 1o ~ 0l =W T
H R Bl o B o T oFg & K Y~ L0 L2
R Ll 1o n == _Ho = o T [ LT ™ KK
i KO m 3 - . 4r on T o= £ K [ak=~ ] X Tou=< &5
ol | T | oraT R WE S o B e ﬁf?rﬂ
KM RIR | wlar K o m T G- md F £ Sm RN RIS R
SECIEG T XNooa S % @ S Ej o DK
- W o WHo Hm_”_._L0| 0O g _ A M < o KO
l 8 353 SN s 5 % gy iy o0 T Ky K-
T W OE mo oo Kz £ on LT {j T = H oK
= K <<+ o ogE o B9g z R0 m0 o[l
S 3 Qe WG m gL IHizo 1RO ooz
= = oKk — — ol 4w © = kS, LH Ho LH K] <m0
z K NN | my O = = H0—
™ ko O owoar MK ol mul 2 os B S Mo 00 M <51
20 Koo =5 <N N S gy gy OWHE oy, oTEONIOTE
= > H Nl N T S =T Zus ull= W<k JF 7T 20
= w_.o w_.o o N = Ul Eh 2 I F i F
< - - j— o - e
Hr | Kk K- R T ° °* n :ﬂo . . x|o W 85 i S - o o .
F < w n o n EE & K W N N

RJ45 0| Cf 4l 7/
76

| -

o] RI45 {4 Ef 90| HEYT #0122 HHBHUAIR.

-
o

=2
=)

At

=

=

PoE(Power over Ethernet)E X| &35}

HER 3 #H9E
IDC A4l E{
IDC(E A He| H4H)

7



Y ZHO 2t O S =22 HIES{ 3 HHYE ALO]Of

=

=

| THX| # 0]

=1Xe)
= —

AXIS Q.17 Series

bl
| un

el 2

du | < <

on | KD ]

o

ki

=

of

H

o

ol < foil = S = H -

— — OL T

a ol & ol A z U
SAEAENIIREA ° X ASCIE

O ng Ll._ o == Luo =|| = E ._O_ o= ol

o0 | md a2 w0 A X< o | S ulo

= = I I o e O B AN TR N ok =r W_._IL_ _

o o1 Ko &

-+~ 10

= or K& RO

A RO IF= 4

r o | u S
ol ~ | X ﬂ%w OoF .
ol " = Hol <Y

il ~ |.___/._|| :_om UI_
o oo - _—~ K@
r H 5 Sl oo
EL__E JoH o/ ] ] B.._N o] = mmm _.I_.__.E||
+3 = = ol ol o= of onS &y
SN rIENENERERE & o2 R o 9%
—,7/ O | i - = o o o ES |_|_._O._ ey a1 = ]
OR S | | A | w0 | W |||\ o < o Haw
QF P = | & | KE|[ o [ Hr | Hr | Ru | Ru D_Ji e Uz =
-~ = m._.mH_ E_ K X
1l

Sl T o Slen &

T gyl ks Sk TR
ar o - oM A 14

2 Tol il =i W XN dr
® ofm ol S| oE TR 8ok
w | _ o of | & 2> @k
w| R o - o (@) B 5 zo mm
gl ||~ ||| |{wn]o|~|© of of |~ |30 =~ A T

77

9| Q|

—

(=}

Application Programming Interface

CIX|S &2 - 220| % LED
RlesLict

4T CEXLCH



2 3 4

1

ERENERE

b

< u._/nA GJ_

o |0 0s ~N

n | > >S5 E

| o o |

o | o o s K

ol lE |=5Y ar

T R ==
(@) gi]

2 |5=|% M it
| o |d¥ | o o 10 ._7.@
_Ao.A
o ﬂul._l._._.q_.__._._._ o<1
U | o H_ K -— I~
=T T | 8ol ( , 50
T 5T | R Oll+« . i<

- OM L — ._LoL._._._._O — =
11 76 UM | LH 0= - = M
Josk | Runy | VRO, M 5
7% Blgn | 2H <) — 3
000 | T2 | © N QA =
| =% S mmd Qllml - X o o
Sa | R | TEgS | SE
e m_m <050 - A
rind | iy | N uoIky S0 A
AN | o = | TR 5 IR . > < ar <k
on® | Bzo | oy S L £ mim fiukF
omkd | X XPROOlITO— th T0X0 D
OF 'R0 | DU | Tu_ oy~ =Mk N o
K ok | o wnYouier ) ] %0 S
S Wy | Wroio<0s — . TH MY -~ 0
=& | 5l | 200 Bl ud 210 =2
KOO | muzs | g™ LH R — ~ ArAr H_Hw
M K | =wer | R 2 E R fir Gl S
T| | M| OX0|OTRUSIM AN =&
LVLOO K&
5 afa S
)
— — 3 @
EE NI o N o Zzpyla
olmr — o
Tkl s oI
=lar | Y
K | ~ J|J T ofl--
Kl x_._= U m™m T
Jlo zo T
Plou|u oF. Bl
~N | O|Aa (il - vl
R AF

78



-
{Im

0l1M0
K0S
RO
=
i Ll
ol

=<

NT Jol

Tk

NT

=<

1% <
700 K KF
< 0
of Ho&!
Kio

P O 77ER| 15-302 & QF MO H

77+
|

S0 2

o

Ef LED BA|7|7} =

At
(=]

3.

8ol 2tz L L HIE I M

StLt= 7= A8 & L.
1(169.254.0.0/16)0| M 7t & F= &

m_gx_.ou_.

_ AXIS OS 11.11 O| 8} 7} A | =l EHA|: 192.168.0.90/24

=
R
K0
H .
o Y
g0
ul
A
u =
oF X
I &
7 K
= (@)
m =]
Ho o
o =
i mun_
4 g
K- &
s 2
8 &
% S
b v
< &
TR
=
H H
S S
ok oF
W w
Hl  HI
-4
HWH
=
_ ol
oK <| oK
KK
T T
A

2 UL
Default(7| 2)E 2

L|C}.

I

Maintenance(§-X| £ %) >Factory defaul
S
=

Lok Kol @ QIHE o] A S Sl Of7h #H

=l
=

q

=

AXIS OS &

S 10 1 K3l
oo B E
N2O0rrF
ZIUNRO T 3
MO o &

H 2ol

X AXIS OS H{

e~
ol

ofru

X AXIS OS K™

o

.
O

L|C}.

I

.
o
=]

Ei)= 0|

Ol | 0| A > Status(4f

2l
=i

x| 2]
Device info(ZX| & H)0j| A] AXIS OS H

N
(=]

1.

I

o =
= 2ol

Al

X

2.

AXIS OS a0l =

X
15| 1 AFR A} K|

(AR AXIS OSOf|

]

—

A
o

BF) X 2ZE O

o
o
o

Axis Communications AB
=
Ct.

2 A}

=
S

AHABO|E =2 A

79



el
2d ESio| XA AXISOS HH e 2 HX|E Y2 0| E5HH HZF0| At 7tsot x| 7|52 =4
SHLICE ¥ 20| ESHY| Hof & &f Mf 22| A0ICH Sk = Eel= HEe Y0/ K& &
ASIMA|Q. Z| A AXISOS Dt 22| = HEE & o 2 axis.com/support/device-software 2
Ol=gLCt.
1. axis.com/support/device-softwareO| N 22 E N &&= AXISOS OIS AREHQ CIREE
SfL|ct.
ZX|of 22| Xt2 =2 QlghL k.
3. Maintenance > AXIS OS upgrade(fX| 2 > AXIS OS ¢ 18|0| E)Z 0|55}0 Upgrade

(gazol=)E S=gH
YA O|=7t A2 E|H X FO0| Aks 22 XA X E LTt

o7t A8 = A=AXIS HA| e[ Xt= SA0f of 2 HX|E a0l =g Lt axis.com/
products/axis-device-managero| A XtA| st LI 82 & 0SHAUAIL

\J

=X =, T A s E g

A= WEO| o7]0f| ls BR0= axis.com/supportd A X 82 M4S =elo) HHAI2.

AXIS OS 91123 0| = 2 X

AXIS OS & 20| E Almj H12O|=0f Huist™H FX[7} O™ HH S Cf
Al 2EgLCE 7tE Lt ol Aol2 HRE
AXIS OS It A 0| Y2 E &l A LT} ZHX[of 3i
SHSh= AXIS OS IHY O] &2 2 QISHD CHA| A
EEAAIR.

AXIS OS ¢ 12{0|E & 2 A1 0|E S 2 7} Al Maintenance
FX|2) I O|X|Of| A O F 0| AX|E HT =
EUSIUAR.

P54 4% X
SAZ7LEHE MEU FX O 3|5t IP F20 HX| M0 ALSE HREQIPFATFEHE
Ol A& LT MEUIY e BR0=1P FAE 278 5= Y& L CH HESR R 22X}
CECERESE ETATS
IPFEAZICE X HER/IOA Axis X E 22|2hL|Ct Ping BE S HdgL|CHE H/DOS
M AFE SRILICE  EO|M ping & FX|Q| 1P F4 Q)
o L2 Z0| <1P FA>9| 3[Al: bytes=32; time=10...92 AL,
Ol= P A7t 0|0 HEY AL CHE AU AR T Y = USS
o|0|gtL|C HESIT 22| KXo Al Af IP =AE 2O K| E CHAl 4
X|SIA A 2.
+  CZ1 20| Request timed outO|2tE HAIX| S &= B2 0l=
Axis ZX|0f IP F=AE ALY = ASS 20| L Tk 2= # 0] 2 b
MZ =I5t HK|E CHA] EX[SHY A 2.
S Yot M E ol Ot DHCP MEO| A CHO|LH B F=AE H-SHY| ™o Axis FX[Q] DFIP FA
E HXL T=ote ZIABEJAESHLCL Ol 5Dt 7|2 D IP FATLCHE FA[O| M= AHE
718 1P F4 D= 49 A AM A0 22X 7 LM S = ASS 2f0[g L Cf
NAIE HASHOIM AHAE 4 818
200% 498 HITPSI @428 242 21018 AES I SHIEZ Z2ESHTTP Ex
HTTPS)O| AFR | =X| SHOIBIAIA| Q. HElO HO| =& W 0f http E
httpsE £ & Y&Gof & == JYELICt

(o]
o



o
Q
v
oA
1o
=t:=|
[>
Y
M
I
i
n>
o
ox
o
=2
rir
0
>+

IS S S0t Al 7|2U2=2

Pl
nx
ox
jely
o
o
-
i
mjo |
ol
P F
Ot
1
>
I to

DHCPO|| ©| DHCPMHO|M EIESHIP =A =
HE = R0 i
ERF0AM Z
oE=X

23
rE A
oM B>
o
ooy =2
roJo ox=x
Rady) Re)
M >+ r|r

1}
%o
— rOl‘
X K
o

) = =2 o
is.com/support2 0|5 5}0] 2015k

=]
|ZHO| NTP AN H 2} 57|}
28 > 2W 3 AZHe 2 0|5

=
-

ot >t
I}
Hu

L_
N

xpS5f21 B Axs Z%I0| LAY
f. System > Date and time(4|

It Hro
nee

_lz§o|>4

Ao EE2 AN2E 5 AKX 2 HOM HM2E + S
A

Q0| A ZX|Off KM A5k H Windows®E CtZ O 22| 0|8 & StLE AHEdt= A0l E5H
Ct

» AXIS Camera Station Edge: 22 0|0, 7| & ZA|7t 2R3t A2 A|AHIOf HetetL|C.
« AXIS Camera Station 5: 30 £ & H7}I0|H, Z 12 A|AHIOf| AotgtL| LY.
« AXIS Camera Station Pro: 90 £ & HIIIO|H, 12 A|AEIO| AotatL| LY.

X| % Y CHR B E = axis.com/vmsE 0|5 EtL|C},

2E2|Y 2

24 ScI0|AEO M 2RE It HE|IFHAT S X|/St=X| = S2t0[AEQ FX| ZH0f| 22 H
HE|I|AE H2640t MHE LMl 0F St=X| 2 QISA A Q. TTL(Time To Live) 4/ S =240 &
A+ AEL F= YL

Ct.

SCIO|AEO| HEA[El Axis XM AHEE HE|IFHAE FATHHEJA 2o HER/R
HE|F| A E H2647F 22| KFQ} SHOISIAA[L.

HO

HA O

HI|E Xtttz Eat 0| Q=X HES I 22[ XA 2[5t Al 2.
H.264 O|O|X| Q| L I2{I FLETF 2[4 EEIO|HE ALESH=X| QIS A 2. YHtE o
ER =i ZALS| A ALO|EOf| A X[4l ECIOIHE CHREZES 4= UG LICH

MR E = H264 B3 Jefd O HEHO| A S =TS AI. ANt LH&2 O’ EME O|&
Motion JPEGOf| A| X} +0] &HOISFAIA| Q.

o7t 9IS
OAtECt e Ty . S EXSMAL

ol —

& ellol= . Z2}0|QIE HEEO|A Al ZOI OjZH 0| MO| &2 FO|AA|Q

+ HESIT BAARIE S AFBE 4 UL (HYB0| FEIX| 2HOlo}
A 2.
. OO|X| HHAEE HEMAS

81



0
x|Q

MH/E27 SS XA

=

=

2E
R =

—

—

1L

—

o

1=
S

—

MQTT
% QUgLiCh
=

F

-
o
=

| -

—

L

=

-
o

AtE
L|C}.

=

=

I

CH Al AR SA A 2. WS/WSSTL K|

-

{AE ALE
o

=

=

2l

A

= Q&LICh 2= HTTP/HTT
E3) MQTT
Of
H| O]

_
o

MNH/EZ27O|M T2 LE 44302 X|HE|
x|

WS/WSS(WebSocket/WebSocket Secure)

o
T
9

B0 [mef /22

o A
= T
E=
—=

H IR H0TT

KAl
Jjaondl
TS
7 H| OF
oy RO
uuod W
=< o wo___
L_.:_.:_._

qu_E
NS
00K
B0 o LT

o0 =

o™ Kim
EEk
%0 Z 100
zn Hr &0
ralie)

Lo TT 1T -
mm..._ ]
1 1o c_._._._q
=0 oll5on

< Hllg
K0
T

HEH CH

-
[e]

A

H =0l SeFs 7= HolH 7t Eol =&t

F €& LIC

Ch=

= &t

k

tion JPEG 22I0|HEL} S LIFHAE H.264/H.265/AV1 Z2I0|HE Z A A|

-

Joll
[ ike:! =
o< R

GUIO A O|B[X| & 2|5t X F2| CPU

g5t nefsior e 2

%Rm%
=03F ™ 50
<] K80
paiksy

L

7t

= o
E
o
Hr M
5 3
= Al
o -
w o
o _
!
on %0
= <
Hl o
gl o
i Ul
K]
S .
< Ho_LL
Ho olliy
o
w4
m:. o}
ol =<+
H HKen
<0 Jldojo
¥ 1<
ml .
w FTI4
{l K10
=i OEKO
& au™
M | ofr
w ot
Sl Wl
o Joull
T K ol
M o|py H ol
T 00| L0
T BOHHO|d

Z2j| Q) 20| E0] S

| Motion JPEG
2|7 0]

IT

=

-
[e]

1=

=

M AL

82

.

E7} WOPE 4 glon]
pplication Platform(ACAP) Of
o]

7t E20| © QB axis.com/supportZ 0| =

=
e



83



T10118679_ko
2025-02 (M19.2)

© 2017 - 2025 Axis Communications AB



