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4. AXIS File Player& AF23}0] H|C| & X242t L|Ct. AXIS File PlayerE CH2Z = 2fL|L}.
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https://www.axis.com/ftp/pub_soft/cam_srv/file_player/latest/AxisFilePlayer.exe
https://help.axis.com/get-started-with-rules-for-events

M Ed|A
1. System > Events(A|A® > O|#IE) 2 OS5l 22 A7beIL|Ch £ HA|7H S8 HM2 &
S3ts A|ZHS HOlStL|Ch RIS 0ok HFE £l a5 Ealz Y 4 &L
2. Name(0|8)g ligLct
ALl 28|78} 3 SZ80f s1= Condition(ZH) S MENEHLITE S0f BfLt 0|Ate] £
X ESl2{E 0= 70| AMS E2| A2 SE8]0F LI}
4. R70| SEEULS 1 ZX|7h 88 0f 8} Action(HM)S MEhL|CH
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2XQ/0| ZX|E|X| o M Mok
0] ofl A= oM SX Q0| ZX|EX| RS M EH BEE 7 Uy Mostc)
H|
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AXIS Object Analytics7} A3 = OIX| 2tOI5tL|C}.
1. Apps > AXIS Object Analytics( > AXIS Object Analytics) £ O| = gtL|LC}.
OF%| A3 E| T UX| QOB 4 Z2|H 0|2 AlRfBHLICY

20 et of Z2(AH 0|8 S 28U =Al 2ot Al L.

A
o

System > Events(A| ARl > O|HIE)Z 0| 55t10 E2 F7tgLIC

£0f tict 0|25 Y EHLICH

U 2 29| Application(0f Z2|#| 0] M) 0| A| Object AnalyticsS MEHSHL|LC}.
Invert this condition(0] X4 HIX5}7|)S MEHSHL| LY.

oM == 9| Power saving mode(’H F . £)0f| A Use power saving mode while the rule is
active(E£0| 2t AE}Ol SQF MM B C AIR)E MEHSHL|C}

6. MBS ZYLICE
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AXIS Object Analytics7t A&l & QIX| 2FOlgtL|Ct
1. Apps > AXIS Object Analytics(Y > AXIS Object Analytics)Z O| = gtL|C}
2. OFE| Mg ] QK| QO H OfZ2|H 0| NS AIRFELICH

3. o ozt ofEe(H oS BEY=X] 25 A 2.
= AH AL
= oo N
1. System > Events(A|AEl > O|HIE)Z 0|55l ES F7tgL|Ct
2. E0| CHpH Ol & YL T
3. & E 29| Application(0 Z2|#|0]M)0{ A Object AnalyticsS MEHSHL|LCL.
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4. MM EE9| Recordings(=)0| A Record video while the rule is active(£ 0| g/d A2l
SoHH|C|Q =8hE Metsti|Ch

5. AE2|X| &4 S20|A SD_DISKS MeL|ct,
6. Jiojate AEY mEaUS ML CH
7. AR BT Al7h 5EE MFLIC
8. AP H{T AIZtZ 1202 MFLIC
9. NFEES 2Lt
X7t 4N E ZXIotH HIE[2 2EE0 HAE QH2||0] &2
O] o= FAI7H HHE LRIE I DM UKD HAES EASHE WS AFHLIC

AXIS Object Analytics7} A S = OIX| =tOlstL|Ct.
1. Apps > AXIS Object Analytics(® > AXIS Object Analytics) £ 0| &g} L|C}.

2. OFA H&ll&[: QUX| o™ O Z2|H 0|95 AlZetLCh
3. Zao w2t oiZeAHolMS A YU=X] 2IBHuA L.

QH 0| HAE F=Ih:
1. Video > Overlays(H|C|2 > 2H|0|) £ O|=TtL|LC}.

2. Overlays(QH{IO]) 0| A, Text(Y A E) st n
3. "AE oo 408 YL

4. HIAE 37|90 Y MEHSL|CE

sas ouaolo 9% Rstey, B e geyen gue e

5. — - 14
=44
1. System > Events(A|AEl > O|HIE)Z 0| 55|11 ES F7tetL|Ct.
2. 20| oyt o|2e QastL|Ct
3. XU E 29| Application(0 Z2|#|0]M)0{ A Object AnalyticsE MEHSHL|CL.
4. A ZE 0| A|Overlay text(2H{ 2] 0] Bl A E)0j| A| Use overlay text(2H{2]|0| El A E Al£)
£ MdEigtL ot
5. H|C|Q xHE<S MENSHL|C}.
6. Text(HAE)O|A “Motion detected(22! 2l ZtX|)"E & BtL|CL.
7. 7|1t 2EgLCH
8. MEe st
H|
QH0] HAES YOO|ESHHE 2= H| L 2EFHM SH2E X5 YHO|EE LT

FIH 27} 2 A28 ZX|5HH H|C| L &3}

Ol Ofl= & 52 dA[5t1 22 = FX|5H7| 0| 5= S SD FtE0| =35 A[XSIE & 7HH2HE

o =
H|
Ch2 X[& oM = 0r0| 27t L[ LH| HAE|O LO0{of ghLLCt.
QLI HI:

1 QLIRS ZSUSEE AEY Z2MAU 47, 52 HESHIAIR.
or|e g Mg Ao
1. System > Detectors > Audio detection(A|AEl > C|EIE > QC|Q C|EM)O Z 0| 5&L|Ct.
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2. o M2t M2E &5 ZFLH L
Ed4d:
1. System > Events(A|AE! > O|HIE)Z 0|53l ES F7teL|Ct
2. E0|Cysto|EE ¢HgrL L.
3. = 2E09| Audio(2LC|2)0|A| Audio Detection(2L|Q C|EIM)S MEHSHL|LC}.
4., WM ZEO| Recordings(=2}) 0| A| Record video(H|C| 2 =3hHE MEHSHL|CT.
5. AED|X| M 220 A SD_DISKE MENSHL|C}.
6. QLRI AT AEY Z20pAS MEBHLICE
7. APH BT AIZHS SE2 MFBLICE
8. AP HIT AIZHS 222 MFBLICL
9. XMmg Yt
|
=320 2L F7}
LI #H7|:
1. Video > Stream > Audio(H|C|2 > AE&l > QC|R)ZE 0|55l0f QLC|QE ZEatatL|C}
2. ZAOf = o|¢o U £27t Us ER Source(L2)0 M SHE £ A5 HEHSHUAL
3. Audio > Device settings(2C|2 > 7|7| MH)OZ 0|55} 1 SHIE U&H AAZ HAAQR
4. U™ ~AE HZASIH T Apply changes(*H 3 At M 8)2 22/t Ch
=3} Al AFRE|S AEE ZEOiAS HESH|C}
5. System > Stream profiles(A| A8 > AER T2 HlYU)Z O| 560 AEE ZT=0tUS MEH

et Ct.
6. Include audio(2C|2 ZehHS MENSIT MLl ZAL|C}
7. MEZ S LCL

HESIT AmHo| A

HE913 AT HO|YS AHESHH FHB|2H0) XK QI ZE X S8 TH5 3t Axis | E913 AT
S A8 E 4 AUSLICL IO AN L 0|0 SRS KMotn 7t02tE Sof AR ES HeE
St ore 52 3K S suLict
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0 7|52 B B2| AT EQO\(VMS)QH S| AL St B BIX] FH02HE HESIT AT et Hof
23t C}S 7}0|2HE VMSOY 7k} OF SLIC.
Ftmi2tel YS9 AT B
L A% > 0% £ oX| > Ho{Y 22 o] SLCt
2 T nddea7nz 2e104m £ 802 28014 HolE B2 Audio(@]2)E Az

Ct.
3. Speaker pairing(A 1|7 HO{ &) S MEASHL|CE.
4. HESRR 2HAHLIP T4, AFEALO| & Sl IfAQEE L HTL O

5. Connect(®Z)E S2/3fL|Ct 20l BIA|X| 7} LEEHLICE.
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AXIS Q.180X-LE Bullet Camera Series

# QIE{H 0|2
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« < Change account(A|d HZ): S| AFo|lA 20tk A AHo| 2QItL|Ct.

. EI:—)Log out(210}2): S x| A ™0 A 20Tt L|LCt.

" A=) B o0& CHE 0| ZEHEL o
. EM GO|E]: 7{QI- 80| OFH BBt X H|0|E{S 2820 248 HA|Q.
 Feedback(m| EH): ALEAL A& 75t O =20 &l & T EHS SFOMIAL
+ Legal('dE): 77| & 2tO[ A0 Lot SEE SLICtH
« About(FYH) AXISOSHT 2 g M E motot X HEE SL T

Upgrade AXIS OS(AXIS OS ¢ 20| E): YA 2ZEQ0S Y2 0|=L|Ct FA0|ES

M7t S 7|2t HEl

AR 7 NTP B9t 57| 315 QU K| O U CFS S7|1IHR| 42 A2t EBroko] NTP 572t
52 BAFLICH

NTP settings(NTP A7) NTP AH S 210 A O|ESLICENTP ™S HAY &~ Q= Time and
location(A|ZF 2 Q| X|) I|O| X| 2 0| =-&tL|LC}.
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Power settings(T & AH):
I

ME 43): X TR 282 E0 HHO|EY L MY 2HE HEE = Us
A 28 HO|X|2 o] &L Ct
AXIS Image Health Analytics

A A X[ =l Of Z2[A| 0| AXIS Image Health Analytics©| A E{Q} O Z2|H O] MOAM 2N E
=X| O£ 5 ®AIEL|CL

Go to apps(YU L2 2 0| F): Apps(¥) If|0|X| 2 O| 55 HX| =l Of Z2|AH 0| M S 22|
C}.

Open application(0j Z2|#H| 0] M E7|): A} 222X EH 0| A AXIS Image Health AnalyticsE L
Ct.
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AXIS Q.180X-LE Bullet Camera Series
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* Video format(H|C|2 H4]): ZA|ZH 27[0|M AES Q12 E EAS R LIC

. b Autoplay(XtS xHd): A M0 A FX|E € WOCt S2AHE HIE R 2EES S
Yot E AHYA L.

+ Client stream information(Z2|0|HE AERI MH): 2}0|E H|[|Q AEZS EA|SI= &
22X 0| A AFESH= H|C| 2 AEE O HEF =5 %EE HA|Ste{H ZL|CL H E 0| E
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ict.
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$otei 2 A2 Do F 372 MBI E3 Width(LfH]) & Height($0]) ZEf
N 4Rte| B 37)8 Fog + YLt

. Refresh(M2 TAl): AAIZH27]0f4 Fxl ojox|2 Mz nxjzie O g sz
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O mxy stz AA 2t 7|2
N
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Capture mode(HX B E) @: 4 2 E
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Sgl|ch siT Koo HAN FIIEE & B2 s 42 #x| 7| Hof gelstiie
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AXIS Q.180X-LE Bullet Camera Series
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Surveillance mode(ZtA| B E): B E = S|LIE MEHSHL|C}.
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ZAL|Ct.
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Light environment(5}
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IR-cut filter(H 2| M X}Ct = E):
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FEQDC:
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https://www.axis.com/learning/web-articles/reducing-the-bit-rate-with-axis-zipstream
https://www.axis.com/learning/web-articles/reducing-the-bit-rate-with-axis-zipstream
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AXIS Q.180X-LE Bullet Camera Series
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- Annotation symbol(FM 7| ). 7tH| 2} 7 M HE = 2| O|LHOf| YX| L2 HR 2
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AXIS Object Analytics
Al E}: AXIS Object AnalyticsE A|%tSte{ T S BlofL|Ct S22 E0f M Of Z2| 70|90 2l =|H
O Z2|A0ld ] X 270 2t O|H Eof TSt ddg = %‘%'—I Ct.
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AXIS Image Health Analytics
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Ongoing recordings(:=8} 213 F): X[ M 71 £ B E =32 mASL|CL
o " .
X0 5212 AL

@ MEe AER|X| MX|E MEESHL| LY
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® Ex|o|M =32 SR/SHLICH
TSSO ZASHAHL HXE T riggered recordings(E2| A &3} 7} Z=2E L|C}|

FH Tr
Continuous recordings(¥ <% 53 = =32 2 SA[S WM7HX| A E LICH ZX[7FAM [N E T
X|E CHA| A|ZfSHH =32t 7F A & E L o

=20 oot § 2L S
M

Set export range(L{ 2L 7|

7l & 20| YOt LY L2 H 7|ZHS it Ch & K| 9
K| CHE A|ZHCHOI| A xromH:fE ||_ O = X} K| O| A|ZICHZ 7|0 2 &FL|C}
Encrypt(?; o) 2 53t= 0| Ot AR EE Ao ™ MENSHL|CH L T2 I A2

= gjo| o 2 glaLct.
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Export(LHELH7|): 5312 MN £ LEE LWL o
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—|_ Add app(¥ 71 Af &= XL

! c
2|7 o] Moj= AR o| gLt
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2E SHCh

S OF g LT} 78*|7f CIEUlo) gde = Gl= 39 0l S8 S ALY UL

o 30 M A 3 C of Axis K| Z 2/ B} T Qs ot

Find more apps(37} ¥ &7]): M X|g ¥ O 2H&L|CH Axis 0| 7§ 2 | 0| X| £ 0| = =l L|C}.

Allow unsigned apps(MBE|X| %2 H 5| 8) MK 2 W HX|E S5t T AL CL
Q AXIS OS 2! ACAP Q49| 0t QIH[0|E2 SHOIBIAIA|Q
H| 2
SA0] o2 US HAlSHH X[ 50 S-S 0|E 5= J}SLICE
W O|F HOll A= AKX E AHESIO WS Al ESHALE S XL CF
HI|: A9 *“‘*Oﬂ MM ASHLICH AR 7tso -2 O Z2|A oMo w2t St & LT Y52 of
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© dE &= Hwoe thE &M 3 St Ol 0] ZetE £ JUEL T
« Open-source license(2E 2 A 20| MA): UM AHEE| = LE AA 20| A0 Ciot ™

« Applog(¥ 21). Y o|HES| 215 FSLICL 20 X[ MH|A0| 2ol Uf & LCt
« Activate license with a key(7| 2 20| Ml A E/d3}): 0] Ef0|+1lﬁ7} ZIosh 42 st 5t

2Oo| Ml A 7| 7F QICHH axis. com/products/analytlcsi O|%0PL| C}. 2}O|MIA 7| 2 MM S}eE

« Activate license automatically(2t0| A £ XS o 2 E/435}): ¢of 2to| AT EHAsh A
S 2SSO SfLICEH ZHX|7F QIH YO AAY &= = EF 0| SM S ALEFLICE 2to Al
A5 2dolste ™ 2to| A ZEV Ha gL},
«  2fO[MA H|EE3)E O E S0 MR 2fO| M A0AM FA 2fo| A2 HASH= FL, 2404
A~ H|2datsto] CHE Efolﬂ“i'ﬁi WAL T} 2tO[ A E H| 2 ot 5HH F X[ 0| M = K
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. Settings(A7): Dj7j 142 AL}
o AN EX M WS STFHCZ ANSHIAR. B 2HO|MAE |2 dl5HA| o B 2y
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A| AE
AlZhap g a
SR L AIZE
AZE A2 3 BEetR el ¢10] 278 what S LT
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Synchronization(S7|3}): 2 X| 9| R U A2t 57|13 M S MESHL|CL.

« Automatic date and time (manual NTS KE servers)(X
H)): DHCP MOl HAZAE EOFt NTP 7| H78 At &7
- & NTSKE AMH: SfL EE= 5= 7HO| NTP AMH{ 9 A
NTP MH & ALESt= 82 A= & MH o HE e

st ZEBLICE

- Max NTP poll time(Z|CH NTP Z& A|ZH: | OIO|EZl A|ZHS @ 7] I3 NTP MHE
S W7HX] X7 7| Ch2{OF Sh= Z[CH A|ZHS M EfgL|Ct.
- Min NTP poll time(X|2& NTP £ A|ZH: QIGIO|E =l A|ZHS 7| Q8 NTP MHE
S W7HX] X7 7| Ch2{OF Sh= X[ A|ZHS M EfTHL|CE
« Automatic date and time (NTP server using DHCP)(X}-5 &% % A|ZHDHCPE A5}
£ NTP AMH)): DHCP A H{ 0] HAZAE NTP MH{ 2t 57|zt L}
- F?"?afkaTP servers(CHAN| NTP A H): 8tL| EE= 5 74| CHAN| Mol IP F=AE ¢
2 etL|Ct.
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S W7HX| F X7t 7|CH2{OF Sh= £|C] A|ZHS A EHSHL T
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S W7HX| FK| 7t 7|CH2{OF Stz &[4 A|ZHS A EHSEL T
« Automatic date and time (manual NTP server)(X}5 Y% 9 A|ZHES NTP A{H)): A EH

3FNTP A2 57|38t L]C.
- %5 NTP M S|L| EEL & J4O| NTP A{H{O| IP T2 Q2{SHLICk £ 70| NTP &
S A8oHE 22 HAIL £ MH{o| 228 {8 S J[¥o R NS STlsetn &
RS L.
[@=]
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« Custom date and time(AI2 X} X| ™ X} 8l A|ZH: =50 2 SR 9l A|ZHS ™S CH
Get from system(A| 2RO M 7} 7)) S 22610 ZFE E= ZHY X0 xR 2
A2t 2E S o Xt 7t S L C
A ZHCH: AFE S A|ZHOHE MEISEL|CF Q& HOF A2 S BFE AZH S5 A|2H0] Xts 2= =7 E
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+ DHCP: DHCP A 2| A|ZHCHS KE4BL|CE O] S 412 MEASLR{ B BHX| K| 7} DHCP AjHf

Off AZE|0f AOJOF L|CE
«  Manual(8): EECH2 S E 0| A|ZHCHE MERSEL|CL

H| D
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« Format(ZoH): ZtX|0| QEQF AEZE Qladdst [
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Assign IPv4 automatically(IPv4 Xt-3 &) L E3 Efo = P SN[y
St 5 ot MEigtL|Ch iR 2 HES

IPEA: x+x|0| gjp AE UBBIMAQ DHIPFAL 2t $¢7rﬂ%6¢ B2 ALl HE
TJEL LHOﬂM ¥ $IE stetel = Q& LICh 558 |
C

t
S04 LAN(Local Area Network) LI £0| /= FAE Ho|ghL

MEUY OpAT: MU OfAT 2 Qe
£ St Ch

A =
C} LAN Q50| R E FA L= 212 H
Router(2}2E). CtE HES A Sl HEYI MOAHES HEE TX[E AE5t= O A8 E= 7|2
2t E{(HO|EQO)2| IP =AE YHTLICL
Fallback to static IP address if DHCP isn't available(DHCPE&
2 EMY).DHCPE A BE = IPFAE RS2 &Te =
FAE FIIE{H MEASHL|CL.

Hl
DHCPE At8g 4= Q110 X7} D™ FA K E AHESte 4% 0 FA= NoteE HeZE #
MEIL|C}
IPv6

Assign IPv6 automatically(IPv6 X}-5 &2h): IPv6S 7410 HE QA 2t EH 7t &K IP =AE X}
SO SiCtst L 2 {3 MEISHL|C}

SAEO|E
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C}.

£ DNS IH|0|E S8k [P F471 $ZE DOt IR0 A 09 HY A 5218 At5oE
ol Ectz= sgerLct
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DNS 0| & S&: X2 IP F2 5 7127 = AR =M QI 0| ES YHELILEL 385 = 2=
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TTL: TTL(Time to Live)2 DNS 2| 2 E 7} |G| 0| E5|0{OF & W7 X| &2 8}AH| K &= 7|7t M
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Of At S22 SISt St MESL|CE CH R 22| W E{ 0| T XS DNS(DHCP)E # & etL
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Search domains(Z=H|Q! ZAM): § I5}E|X| UL SAE O|ES AIRSI= A
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Ct.

DNS servers(DNS AMH): Add DNS server(DNS A H F7})
HefLICt O] MH & U EHINM 2AE O|ES P FAa

HTTP % HTTPS

HTTPS= ALEAtS| HO|X| 8 A @ ME oA Bhetzl 0| X|0f Cio (2 5tE MES
LIC Yoot §2 meh2 Mol 4z = HTTPS QIS M E At £

—

o I

o
XM HTTPSE ArE3I2{™H HTTPS 21
System > Security(A|AH! > HOhHZ 0|5 ¢L|C

Allow access through(2 | A 3| &): AL X}7} HTTP, HTTPS == HTTP and HTTPS(HTTP U
HTTPS) Z2EE & [t Sl X0 HZSIE =S S| ESLX| MEHSHLICE

H| O
HTTPSE S3ll 22 otE & HO|X| & E= 8% £3| HO|X & M3 28 [ 450| XstE =
ol |},

AN H
HTTP port(HTTP ZE): A% HTTP ZES Q&S| C} ZHX|
o|RE ZXEE S ELLICE 2
O HRo| ZEE ALESIH &

HTTPS port(HTTPS ZE): ALE2t HTTPS ZEE &3t L|CL & X|= EZE 443 EE &= 1024-65535
SHLICE 22 Rb2 210181 9 11023 BOlo| EES 9B +& U

Holo| DE FES GETLIC
Uitk of glol Ze |

=
=
Certificate(Q1 S A{): ZHX|0f| HTTPSE &AM 5}5} 2

HESA ZM ZRES
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Power and ethernet(F&l1} O|Eull): AQX| ZEQ| HERIAE 7A{H
.l

=
Power 0l1|y("1°J HE): 29 IXI ZEOIHEHIAE N2 0| s e LCE ZE= 075
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Http proxy(Http ZEA|): 5|8 & Y40 2} F2Y ZEA| ZAE E=IPFAE
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« http(s)://user@host:port
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SNMP: At82 SNMP ™ 2 MEHSHL|C}.

H| 2
SNMP vl 3l v2c ES 7{H 0= Axis H|C|Q MIB E 40| ZHA SIS L|C} REA|SH LI 2 AXIS

vl 8l v2c:

- Read community(2{7| #{L|E|):
ool = HRLIE[ O] 52 Y=

- Write community(227]| #
7| Moo U= HRLE| O
L|CF.

H . A o
AL El): X RE|= 2= SNMP K| off CHol 817] EE& A
E= YEHYLICHEY| TE AA M 2l). 7|2 a2 27| Y

— HA'— —

- Activate traps(E®l 243} EFE N E S35 H HAMA| 2. T X |= EHE A}
2510 520t O|HE = AEf HA0 Ciot A X|F 22| A|A=0f 2-L|CH &l
QIE{H O] A0f| A SNMP v1 3 v2coj Ciot ERS A = QEL|CL SNMP V32
HASI7{LF SNMPE 11 EZHO| A SO 2 JHEIL|CE. SNMP v3E AIE5t= 42

HZ S ERS H4ET = USLHICH

SNMP v3 22| O Z2|# 0| M
- Trap address(E &l FA):

- Trap community(E3H 7 JL|E|): ZHX|
g HRFUEIE 2L

- Traps(E#):

- Cold start(Z2E F8): YX[7} A2t E [ E® HAIX|E 2Lt

~ Linkup(Z3 &) 237 CHSOIN QO2 MAT HS E HIAIXZ 2L
C}.

~  Linkdown(ZA C}2): A7} YoM CHE o2 HAE HS EH DIAIX|2
YL

- Authentication failed(21Z AMil): Q1= A| =7} AMI|SIH E AKX E & 'H
L|C}.

v3:SNMP v3= 23} 8l Hot Ao S H|Sdh= HOt oHH o T LCE SNMP v3E AL
St 227 HTTPSE S3l| TEE| B2 HTTPSE &doldt= A0| E&LICH o MTHO|
U= GARZL 2ot X| 942 SNMP vl 8l v2c ERH0)| dM|ASH= A2 2R gL Ct.
SNMP v3E AtE3%t= 4% SNMP V3 22| of E2(AH 0|82 Sol ERS 2EY 5= ASLICH
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SME HERIYS X E Sote Ol AFEE UL O] EX|= & 7HX| 2| ASME |-
Ct

« Client/server certificates(22}0| A E/AH Q1= A{)
S20|AE/MH CIZ M= X9 IDE ASSHH AHA|
e = ASLICE XA ME ASME Mot B2 E

_I__._Mlzl [l
X ArEE == AS L

« CACQZEA
CA SIZME AL30] T|Of QB ME QAISTILICE 0|2 SO, KX| 7} EEE 8021X2 B &
S YEYT0| ZE A2 15 MH{| IDE ZZELICh ZX|0fE ofa] AHof AbH HX|E

R el ®A2 Ch Dt 2L

.  QOI=M HAl: PEM, .CER, .PFX
Ol | S Al: PKCS#1 Q! PKCS#12

AKX S DA ES} A 7202 A RE OIS M7 AKIE LICH AFH MX|E CA QI5A
7} CFA] & %] & L.

_|_ Add certificate(QAS M F7I) : QASME F715t2{H SEISLICL A S 7to|E7F S E LT

- More(q £7|) 7 : ZtASIALE MEIS 20t WEZS EAFLICE
135 x

=
« Secure keystore(E.Qt 7| K& LA): 7|9l 7| E 9t SHA X ZESHE{ H Trusted Execution
Environment (SoC TEE), Secure element(& Qt 2 &) t&F = Trusted Platform Module 2.0
S MEHSHL|Ct MEHE HOF 7| X ZHA0| C <] £ 2 2{H™ help.axis.com/en-us/
axis-os#cryptographic-supports & =5t

A
. Keytype(7| 9): O15ME Bodt2p CECOIS 2204 7|2 Y53 A n2|S0[Lf O}

=

Ot
>
>
r—r—
=
o

© o0 &= Hw0il= Ct30| ZetE Lt
+ Certificate information(21S A MH): MX| =l QIS A Q| £HE FL|C}
+ Delete certificate(QAS A AHA|): QS M E AFH|SFAA|

L
Create certificate signing request(QSM MY @8 MM). C|X|E ID IS M E AHEL7|
Qs S5 7|20 2 IS M 2F S ddgL L

Secure keystore(H QF 7| X{EA)®:

» Trusted Execution Environment (SoC TEE): £ 0t 7| X{ & A2 SoC TEEE At25t2{H MEH

L
« Secure element(EQt @ A)(CCEAL6+): EOF 7| A& A0 EQF @AE AL25I2{H MEHT!
L|C}.

+ Trusted Platform Module 2.0(CC EAL4+, FIPS 140-2 2|8 2): 29t 7| X ZA0f TPM 2.0
=2 ArE5te{ ™ dEighL|Ct.
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Active(Ed3)): 2 X0 23 ¢ SH 3
« Default — OpenSSL(7| &2} — OpenSSL): LUK Ol A2 S (st 7+ £hsl ot Gl 5.
T5t= "M). A

FIPS 140—2(FIPS —FIPS 140-2& &
L Lo AX ol HOot %I-§§|-%I L_| |:|-‘

7t
- HA
« FIPS — Policy to comply with

A AR S IS FIPS 140-

HEYI M2 Mo U A3t
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IEEE 802.1x
IEEE 802. 1= R4 8 4 L E9IT Ix|0| £t 152 NSt ZE J|8t Y =93

Ef

Internet Authentication Server) 2! L| Ef.

IEEE 802.1AE MACsec

Authentication method (9= ). 0| =0 AR L=

S MHE ASME AE3HY EEH0[HUES| IDE 22

Ol
CA QS M:CA IS M E MEISHY] 2
GIZEl L =9 o] A glo| AHH| o

o L|C

EAP identity(EAP ID): 22[0|HE QFS X2} AEtEl ALZAHIDE R ESIHA|L.
EAPOL version(EAPOL HHZ): | E Q|3 AQ|X|0|AM A ol
Use IEEE 802.1x(IEEE 802.1x A}2): IEEE 802.1x T2 EZ S AIE25I2{ ™ MEHSHL|C}

OIZ ute O 2 IEEE 802.1x PEAP-MSCHAPV2E AL 3t Z-20) 0t 0|2{8t AN S 0|2

+ THAQIE: ST AL RHDO| THAYEE
+ Peap version(Peap HH): H EQ|3 A&
o Label(2}t): 22|0|HE EAP U312 Afﬂ6}E1 012 MEHSID, 2
£ A5t ™ 25 MEfSL|C} Peap H 7 °
TR E S
IEEE 802.1ae MACsec(®™ CAK/AIE ZS 7[)= Q1= o 2 AL SH= H 200t 0|23
= 0[28g = UAS LI

ﬁO
o I_
2|SHIEEE & -’.f—%l L|C}. IEEE 802.1x= EAP(ExtenS|bIe Authentlcatlon Protocol)& 7| =2 2 Tt

[EEE 802.1X2 E3 E|= HEQ A0 UM ASIHH HEQA EX| 7} AN RO 2 QIS E|0{Of &L
Ct 2152 QS MHOAM =L, Y™ © 2 RADIUS A1H-|(01| FreeRADIUS & Microsoft

IEEE 802.1AF MACsec2 D|C|0] MM A S8 T2 EZ2 QB H|AZAH Hlo|E| 7| LN A THNS
0| 5= IEEEQ| MAC(O|C|Of M A HEE) £ Ot EEQILICH

A A

CA OIS 81O - gotH M QSN F=2d AAL HIZGtED X = A= HESAo 2
A SLO| Rt 1SS Al =g LICY.

QIS A S ABY 1) Axis 28 A| 717] 8 01 Aol EAP-TLS(HE 7hs 915 ZRES - & 2
S 2ehE ME0t0 CIX| 8 AS M= A {22 QS eL LY.

X7t SN E Soll E=k|= HEAIO HMAT = AT ot H M BE SEH0|AE 2ASA
= KXo X5 OF gL Ct.

EA

o

Client Certificate(22}0|H E 21Z A): [EEE 802.1xE ﬁtgg S2l0|9E QS ME MEiSEL|CT. QI
[s)
=

» 7| EX AE £ 7| O] A Z HE O] S(CKN)S RIHBILICE 2 ~ 6AXI(2E £ 7Hs) 16
7150{0F SLITE CKNS 917 B210J M 25 0 2 2 A8|0F 3, 420 MACsecS
ot P9 A B0 M LKXIBHOF 2L Tt

- 71X A S 7L A E o 7(CAKS BRI CH 32X S = 64X19] 1681010
C}. CAKE GiZ gh2iof M =5 0 2 A 3]of 8[0, §-8 0| MACsecS EH4data} 2y o
S 20| A LK[SHOF L T
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Allow(5{
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L|Ct.

I

Deny(H%F): §X|22| 2E AES HEEH
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RO

jod

M
o
1ol HD
Ko7
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e
ool
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O[T of g2
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ojuo4 ny
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TR0
R
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B

Confirm rules(

M EXM 2l SO S0i| et 2B &Lt

d32}): o

kI P S|
=

Active rules(&

T
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NE 2ZE uwﬁ;ﬂﬁ%nr Axis B =0] 2|8} Ol

2kl of e & 29}*' D2 AlHE| s S5 K of ot Alsiet
Ue L C XISWH%‘E °|°F 7|8 Efotl Qe B2 AxisZHo| ALEA X7 M & AXIS OS ¢
ME 48 = ASLICH
Install(@X]): 21 SME EX|52AH SELLCL 2ZEY A E EX5H7| Hoj| AEME EX|5H0F
'6I-|_||:|-
=

« Delete certificate(QAS A

AE
A

T Add account(AI%g £7h: A A S tstel B SEBLICE AT 1007He] ABES 7t 4
O|A|_| [_|-

Account(A|™): 1ot AH 0|82 YT LICL

New password(A

H AZL HARIEE AHTL|CL AR EE 1~647(f Z0|0{Of of L |
Ch X}, XL L2H, Y& 7|13 5 Ql4fl 7t538HASCI EXHZE 32~126)0H HAJE0f AR 2=
A& L}
Repeat password(I]| A Q| E HHE): SASII|AQEZ CHA| QEHBIAA|R

Privileges(# ¢h):

« Administrator(22|X}): 2= 270 2t S| AM AL C 22| K= CHE A" 2 =7t &
HOE X MAY = ASLICH

« Operator(2gX}): L2 2 M elot 2 A-0| AMAL 5= JSL T
- D E System(A|AHDN) AW

« Viewer(50{): Ct=20f CH$t 2 H$HO| & L|CL
- HOQ AEZY AYAZ B HELICL
- =25 AlEStD L2 L T}

 EE L E PTZAHHE Au~ =3

&

© Mg 2 R0l Cho| gLt

Update account(#|’d IG[0|E): A7 £ HESLICE
Delete account(H|’d & H|): A S A LICH root AE 2 A Mg 5= |l& LT

SLLCTES

Allow anonymous viewing(2H H7| §{ ). A™MOE ZOQISIX| XN FLE BEXZ K|
Off HM AT Q- E MATHL|LC}

Allow anonymous PTZ operating(2 82| PTZ 24¥F 5| &) @: ol o| AFRX}7} O|O| X|Of CHSH
HEHENZS Y & A=E ot H HLIC

SSH A8
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T Add ssH account(SSH #| ™ 227}): M SSH A S £718t2{H 2 2I8tLC}.
- Enable SSH(SSH £A43}): SSH A{H| A2 AL 8}2{H ZL|C
Account(H): 193 A|H 0|22 YHLICt

New password(A| | 22| E): A7g 2| | A E S YHBLICH IfAp = l~647<f ZO| O BfL
Ch. =X AL EE, L5 7|2 S Q4 7kset ASCI 2 AHZ & 32~126)2F A E0f| At8 S 5=

QlELITE
Repeat password(T| A 9| HH2): S Ugt A S S CHA| Y2{otAlL.
M MYS YBLICHS M),

© Mg 2 ool Cho| gLt

— — [ (== |

Update SSH account(SSH | ¥H|0|E): A &4 & HABL|CT

Delete SSH account(SSH I8 &t H|): A8 2 A ML T root A8 2 AtME == |l LIt
I SAE

+ Add virtual host(7}& SAE F71): M 714 SAEE FI1612{H SIS C}H
2ot 0| 7t I AEE A5 M MEetL Tt

MH 0| &: MH{ 2| 0| &2 YU LTt =X} 0-9, 2 A} A-Z L SLO|E(-) B AL 8L T

ZE MHIIAZE ZEE YHSYLID

=
= =
Q2 MEELICL 7|, Clo|HAE, 2 Z 1D oA Mgt

Type(S8): AI2E 015 23 AE,
¢ Ao OHe 050 CHS 0| ZBHEIL|Ch

. Update(YO|0|E): 7t SAEE QM O|EBHL|LC}

o AH|: 7HAF SAEES AME|EHL|CH

H|Z g3t MH 7t HIZ Gt AS LT

O|HI E

=

=

E2 HMZ AWSH7| Q8 M B0 CHslf E2|AHE = A2 oS LICL FE0= N30 X 7+
El D E E0| EAIELICH
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SIEE S}
10| ZZg|
Z =l mjojct
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7
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EX
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StZIo M 5

Xt
2

SHM 2.
[LIC} OJ#IE 72 Af

=Eke)
=]

A = ol
+ZEE Y

1o
=

i

—I_ Add a condition(ZZ F7}):

Invert this condition(O|

Ol E0f CHo LI XpOf| A 2| ALt Th

H| 2

ey

N
BT
<
10 5%
Bl
<l
™ o
<l
O_unnﬂ
A

At&o}

HLE HABHA| O A| 2. H#

=
=50= 730 Chet g=2et

FTP £ = SFTP

| B = =MX7F HA|E L CH

=
[

M
o
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_|_

Add a recipient(4= MK} £7}): AIXHE 7182 0 223t ct
(o]

O] F: =4IXte| 0| 55 Y H Lt
M

Type(§d): 559

A EH-

— ~1-

. FTP@

. HTTP

SAE: MHO|IP FALI SAE 0|22 YHFLICL SAE O
DNS M7} System > Network > IPv4 and IPv6(A| A& > Lj|
IPv6) Of 2 of 7<|7é*>5|01 U X[ 2ol A2

ZEFTP MH 7L A E0t= ZE HS S YA LI 72402 21 L CH

Folder(BCf) el & XISl CI2A=2|0l H2 8 YAUNL CI2AR2|7HFTP Al
off 0]0] EX{oIA OB, T YR o 1 ©F HAIX 7 EAIHLICE
Username(A}-2 X} O|§ 918} =5

AQE: 2O0I52{H I AAEE YHSIMA|L

Use temporary file name(A| I} 0| & AI8): XIS 2 MM E A ItY 0|52
EOYUS UZESIE{ ™ MENSHLICEL Q2 EE b2 51 H Ut 0| 0| |st= 0|22
Z HHELCL YZE7 STHE A &4 mAo| Q& LT defLt of M| YA ot
UAS HdS 5= UYSLICE O|HA o} H {St= 0|22 71T B E THYUO| SHIEX| & =+
USL|Ch

Use passive FTP(=& FTP AF2): HA N Ol M2t M HE2 Chd| CHA FTP AMH
Of CIOjEe HZE2 E=& 8oL Ct & X7} CHa ME{Of| CHSF FTP MO % G| O]
HZZ2 RE NI™MOZ A|&StL|CE O] &= YEtX o 2 FHX|QF CHat FTP A{H AtO| 0
HIotE 0| Qle= A0 gL Ct

URL: HTTP MH{ 0| CH3t H[EST =40t QXS x1a|6+ ABIEZ QASHL|C} 0
£ =5 http://192.168.254.10/cgi- b|n/not|fycg| IL|CtH

Username(AI2X} O|E): 21252{H AIE X 0| 2 QUESHAUAI 2.
IfAYE: 205 H I AES AHSIUA.
Proxy(ZFA|): HTTP M Of HZ5L7| ?[3] ZEA| MHE S5H0F ot 89 ER

[0)

URL: HTTPS AB{0fl TS S22 =290 28-S X2lD ~3TES AHIALICL O
£ =M https://192.168.254.10/cgi-bin/notify.cgi  L| C}.

Validate server certificate(AH Q15 A =Ql): O] M XIS MEHSIO HTTPS A{H{ 7t A4
dot IS ME MENTEL|CY

Username(Al2X} 0| 2): 2 101t2{H AR} 0|22 QS BIAIA|Q.
A 201612 B AYES LSBHUAIR.

Proxy(ZFA|): HTTPS ME 0 AZSLY| 23 Z=A| MHE Sutsl{0f ot = &2 &
3l I—IEE 71 QlastL|Ct.

« HES3I 2EZ|X| @
NAS(Network-Attached Storage)2t Z 2 HEQI AEE|X|E _,_ 71510 S M ESH=

TR ALES & 91’.:7 L|Ch 0} Y2 MKV(Matroska) I+ 4]
o

SAE: |:|| o3 AEZ|X|OIP AL SAE 0|22 Q1
Share(28): SAENAM ZQ 0|22 Y &stL|C}
Folder(=é=l:-|): oS MASHC|HER|ol AZE QESIAAL.
Username(AI2X} 0| E): 219Q15}8{H AKX 0| ES ¢ =
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L=

AE: 205k I~

it
i

2SI AL

SFTP @

SAE MHOIIP FALIZAE 0|2 YHSL|CEL SAE 0|52 YEHSt= B2,
DNS M B{7} System > Network > IPv4 and IPv6(A|AHEl > Y EQ|3 > IPv4 YU

IPv6) Of 2 0 Jil"*EICH U= X[ 2B A2,
EE:SFTP MH{7} AFR3l= ZE MBS E Qs

p't
In
=]

oY [
Hu
N
(o]
I

=) BN
>

Zre 229/uct.

Folder(ZC): I g XAt C|al£2| 9 = 0l 5HAIA| Q. C|2 £ 2|7} SFTP A
HOfl O|0] EXHSHX| o™, oAU S P2 Eg U @ F H|A|X| 7t HA|E LICH
Username(At8X} 0| §): 21015t H AL X} O| B2 YESIUAIR

|

TAYE: 2 1016t B HASES Y3

SSH SAE Z7|| 7| S8 (MD5): 22 SAE &) 7|(32Kt2| 16714 EXtQ)0| X| 2
S QlaistL|C} SFTP 2210| 9 E= RSA, DSA, ECDSA 3 ED25519 SAE 7| 89|
SSH-2Z AFRSF= SFTP ML= X[ I3H|CF $1AF A| RSAT MBS 5| = Brei o] Of
ECDSA, ED25510 81 DSATH 11 #1 £ THE LIC}. SFTP AB{ Ol AFR B]= S HIE MD5
SAE 7|2 9l s]0F BHL|C}. Axis A= MD5 B SHA-256 SA] 7| = B = x| o
X|OF MDS5ICF Z+2ist 510k ©|3) SHA 2562 AFR 812 240] Z&LILE Axis K| 2
SFTP MH & 79 2ol EHOF REMISH LIRS AXIS OS ZES & 13l4A|Q.
O

Sl o
SSHSAE 27 7| S8 (SHA256): 14 S AE Z7| 7|(43X}2| Base64 QA E 2
XtQ)o| x| 22 gaq L|C}. SFTPEEfolo.jE'.: RSA, DSA, ECDSA % ED25519 & A
E 7| §YO| SSH-2E A& dt= SFTP MHE X| 22 L T} o4 Al RSA?f M2 t
B 0| ECDSA, ED25519 3! DSAZ} 11 |2 S L C}. SFTP A-|I:|-|O1|A-| ARSI 2
Hr% MD5 SAE 7| £ ggeqanor &L C}. Axis & X|-= MD5 4l SHA-256 oHA| HAEE
5 K| ASHX| 2t MD5ECF ZH 35t H ok 2|6 SHA-2565 fﬂﬂ“ 20| & LCL
Axis XHK| 2 SFTP M E A SH= ehHof| CiSH XFA| St LIRS AXIS OS &= TES AT
SHAUA|Q.

o
> ot
=
Jz
to

POP

S 120 rir

fll|ﬂJ

SIP or VMS(SIP &£ = VMS) @:
SIP: SIP M3l=2 &4 am MEHSHL|C}.
VMS: VMS x'|2|'E Ze{™ MEistL|Ct.

O] | &

From SIP account(2 A X} SIP A|H): S Z0f| A MEHSHL|C
To SIP address(5=£4IX} SIP 4 ): SIP =A & &5t C}
Test(E|AE): S3} 4740| &5=X| HAESIZH S=/gL|CL

Send email to(O|H|Y ME CHA): O|0| Y S S O] Y FAE YHPLICEL Fa
S0 7 YT AHE O|H Y FAE FESIUAL.

Send email from(0| | E4l): ELfj= MH 2| O] Y FAE &L CL
Username(*fﬂxr OIE O Y MOl ALEX} 0|2 YTLICE 0|0 Y M H{Of| A
015 S 7| = 42 0| EEE H|Y L CH

IjAQIE: Y MO I|AQYEES aTLICE O|H Y MHO|M Q1S5S 7SHA|

Z2 0 WEE B9 BLIC
Email server (SMTP)(O|{| & A :

yahoo.comi} Z+2 SMTP AH{ O|E& Y =H3tL|Ct.

ZEE:0-65535 H 2| 442 A5 SMTP MH Q| ZE HS E L SL|L} 7| 24!
= 587 L Ct.

rr
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- Encryption(Z = 3}): &S 5tE A2 5|5 = 1=
- Validate server certificate(A{H QIZ A 2401): A SBIE AL S}
A(RIE M

OlF 7| 2hH0f| A XHA| 2ot =
AU LICE
- POP authentication(POP 91Z): POP A{H{ 0| £ Q& st2{H H A A|2(0]: pop.
gmail.com).
i)
UL O|H| Y SSA= o=l oo Lt 19 FASH HENE +ASHHAM AMEXI7F 20 2 M
SOt s BL 2= A S Motolr| o) 2oF LB S AFS R L|C O|H 2 M X el 2ot 7Y
MZ =OI5HN] OO Y AHHO| &7|AHLH O &f O|H Y2 &X|= 20| Y= S A 2.
. TCP

- SAE AHO|IP FALISAE 0|28 QETHL|ICH SAE O]
DNS M B{7} System > Network > IPv4 and IPv6(A| AEl > I
IPv6) Of2fjOff X|HE|Of U=X| ZQISHYA| 2.

Port(ZE): Mt MM 20| AL L= ZE S S YT LT
Test(H|2E): 23S HAES2H ST LICL

. Abstof| Ot oj|

oo =

ar
=2
rir
i
0jo
o
Hl
oot
il
r
i

View recipient(=4 X} H7|):

2
Copy recipient(=4I X} SAN): =4IXE SASHY T S E[5HH . SAFE [l M2 =AXE HEY
A OlAL|C}
T Mg

Delete recipient(4=AIX} AHH): &-AIKHS @R 0 2 AbK|8}2{ @ S2jetL|Ct

=

U
UHI BAS S0|M FHOE ABE 4+ USLICL S20|= 0| fet HEot $ $T) M2
of FHE BE UY T BATL EAIELIC

| Add schedule(AFA|S £7}): YN E HAZS A M0 S 23| Cf

L5 E3|HS 80 22 502 E2|{3 4+ USLICEOIE S0 5 E2|H2 HE 4K
U TNoHe O NS B & ALt
MQTT

MQTT(Message Queuing Telemetry Transport)= AtE CIEUI(IoT) S ISt EZ HA|H Z2ES
QILIC ChaotEl IoT S8S 2lo) 24 = A2 &2 AE FZHsmall code footprint) it Z| & H E
A OY=ECc = Y4 YA E HESHY| s CHor A YoM AL ELICH Axis X 2Z E Q09
MQTT 220|HEZ S8 FX|0M 4G E HO|H X O|HEE B4 2| AZEQ|0{(VMS)Z} Of
L A|ABIO| 2HESHA S = USLICH

71712 MQTT S2I0|HEE AHSL|CE MQTT S412 S2I0|AER EEFH 2=
Ho 2 L CE 220 EE= I

A2t ES BERLL

AXIS OS X[ 4] H]0] 201 M MQTTO|l T3 XbA|3| 2Lob2 4 &L ch
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AXIS Q.180X-LE Bullet Camera Series

ALPN

ALPN2 20| E 22| HENO|T EHA A O SE[HO|H ZRESS

UA| Bti= TLS/SSL 2HH U L|CE. O] = HTTPR Z0| Lt E T2 EE0f| AFEE|= S Yot I

MQTT E2iH S 2 d3tdt= H ALEELICE Z20f W2t MQTT S4 ME2 2 U E ZET} QlS
=L ASLICEL J2iot Z 20| S ZH 2 ALPNS ALEoi M Wt M HEE = EE ZEO|N
MQTTE oiZ2|7 0| MEHXIE 285t AYLICH

MQTT E2}0|AHE
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Connect(@Z): MQTT 22}0|HEE HAHL} HFL|C}.
Status(AE): MQTT 22}0| X E0| S4XY ALEfS TA|SHL|C}.
2027

BAE:MQTIT AMH{O| SAE Q|2 EEL [P =AEZ QHBIAA|Q.
Protocol(ZE2EEZ) Al T2 EZ S MEISHL|C}

EE ZE WSS QastLCt

« 18832 MQTTover TCP(TCPE £t MQTT)°| 7|24t L|LC}.

- 88832 SSLE E3HMQTTO| 7|=Z+QL|C}

« 802 ¥ 23S STHMQTTL| 7|22 U LIC

o 4432 ¥l A HOkZ B3 MQTTO| 7|2t L|Ct
ALPN protocol(ALPN Z2 E&): MQTT £ 2 1 g-axm HSctALPN T2 EE 0|22 st
Ct. O]= SSL2 &% MQTT & & A7 Hotg S5t MQTTO| 2t &8 & L Ct.
Username(A}-8X} 0| &): 2 20| AE 0| M A0 BMASHY| s AHE S A X} 0|52 LT
Ct.
AR ALEXL OB AR EE YT
Client ID(22}0|Q1E ID): 22}0| M E IDZ Q28| A|Q. 2210 E AlHXt= Z2210|AE T} A

Ho| HZ I NE{2 MEELCH

Clean session(2 2 M|M): 32 & AZE SiH| A2 S22 MO{ghL(Ct HESHH HZ B AZE S|
Al SEN ZE7F AH E LIC.

HTTP proxy(HTTP ZEA|): £|C{f Z10|7} 255H}0| £ 0l URLQIL|C} HTTP T2 A|Z AR SHX| O
HH ZEEHY = 5+ JASLICH

HTTPS proxy(HTTPS ZEA|):

II:I

N~

Z|CH Z 0|7t 255H0[ E @I URLYLIL. HTTPS ZEA|E AFESHA| B

=
osm W2 H|Y & %+ AsL|CH

Keep alive interval(Zt2 SX]): S2/0|9 =7} 71 TCP/IP A|ZH [SHE 7|0t T e 910| MHE
O|AF AL % 9l A S ZA|2 & S L

O

Timeout(A|ZH X|shH: A4

A = HEAL MQTT ctO|AE §RHo| AHZA MA[X] B LWT HAIX[2] Z=H|of Chet 7|2 gt
MQTT %4l € 0| Al ZZI01 A ALS S L|CF.

Reconnect automatically(X}S 2 2 T HZA): A2 oljx| = S2I0|AHE 7} At5 2 2 CHA| HZAGHOE
Ste=Xl R E X dgL L.

HIA|X] HZ

AZ0| 2 E M HAIXIE 2EX| HFE XZHLIC.

Send message(H|A| X| HE): HA[X|E 22 A& 2F5HM L.

Use default(7| 27} AF2): X}AIQ| 7| £ HA|X|E Y HSI2{H IIMA| L.
Topic(FH): 7|= HAIX[2] =X E YH LT

Payload(H[0| 2E): 7|2 A|X|2| &S YHTLIC,

Retain(fX): 0| Topic(FH) | M S2t0|AE HEHE X[t T =L LIC
QoS: izl S F0f Liet QoS A5 S HBE LI

Opx| 9t 5 A HA[X]

| 2t2 = AlZE ZhA (=) LB 7] 2 2L 60
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ObX|9h 721 (LWT)S AFEStH SEI0[UEZF E270f HZAE [ XA SF e RS M
7 UG LIL E‘Efolo1 E7t LSO o= AIFoM B S X2 HAZO| BO{A| B AO| F0{ 57|
e = 2Us) 277t THE 20| HAEOf HAIX| S M =e = QL& LT Of LWT HA[X|= gt
HiAIX| 2t & 2ot YA0|H St HFHLIS F =

Send message(H|A| X] HE): HA|X|E EL{2{H A}
Use default(7| 272} AI): X1A19] 7| &2 HA| X E Q& sle
Topic(FA): 7|2 B AIX|Q| =H S eist|ct,
Payload(H[O| 2E): 7|2 HA|X|2| &S YHTLIC
Retain(X]): 0| T0piC(-’F-I1I)01IA1 S210|QIE AEIE SX|SHE B MESLICE

S|
=
= -
S E3| 2t EIE|L|C},
2
o
=]

2°EoHM 2.
1

QoS: 2! SE0] Cf3t QoS ABS BTt
MQTT e
7|2 FH HEAL AL: MQTT client(MQTT 22t0| 91E) S0 M &HX| ZH| S ALof Ho|=l 7|2

=H & 3 FAHE Aot H dEEL
FHl o] F =& MQTT =X oA =S 2F5t=
FH d Y Am 0] A =g MQTT =X 0f ONVIF =X U AT 0| A5 =etote] M =S LT

0
a—
Y HS 23 MQITHO|ZE0| FX|o| 23 H=E Zatote{H ML},

= =

)
|u
u
9'1-
I
=]

=+ Add condition(=Z1 F7}): THES £7}15)e
Retain(SX|): O{ T MQTT HA|X|7} B9 2 M=
« None(8l3): & & HA|X|7} HFX| &Ef= ASTLICL

+ Property(£): MEH 2% 7h5 B AIX| B 2 HE ME2 2 EL|Ct
CANRE): ME| T JHs 3 NS EHT 4+ 942 HAIXIS 25 HRE ME2 2 YL
QoS: MQIT #of Ciieh st 2We Meyguch

MQTT 75

+ Add subscription(1= F7}): A MQTT =2 F7t6t8{™H S 2L L}
Subscription filter(71 S EE): 1 =5l2{= MQTT X & YLSIMA|L.
Use device topic prefix(ZX| &5 HE AL AI): 15 ZEHE MQTT FH | B FALZ F7ttL| Ct.

Subscription type(7+ 5 §39):
« Stateless(MEf| =X £715): MQTT HA|X| 2 ME| =X 2715 HA|X| 2 B35t MEH
2LICh
. Stateful()},"EH $I‘| 7|‘°) MQTT D‘llAle% X -|O_'E_ Eg_-c‘)-l_a:itﬂ A|_E_I-||'6';|l-|_| EI'- H-'”ol_IE_EE Aol'
Ef 2 AMEE LI EH
QoS: MQTT 7=0f Ciisl Jote 2 &S =L L.

MQTT 22| 0]
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H| 2
MQTT 2H 2| 0] £=FAt+E F7tot7| o MQTT E27{0f A ZSIMA L.

_I_ Add overlay modifier(2 2| 0] =" X} F7}): A} @B 0] =HXIE FItst2{H SaletL|CL.

Topic filter(FH| EE{): 262 0|0l EA|5}2{= Gl0|Ej7} ZetEl MQTT M| 2 Z7kgtct,

Data field(C{| 0| E| E E): B A|X| 7} JSON 4] 0|21 75k 0 2 2|0]0f EA[St2 = BA|X]| I
O|RE9| 7|5 A FELIL.

Modifier(gX}): 2H1 o0& TS I 21 +=FAS
«  #XMPZ AX3l= A= FHOAM 22 &2
«  #XMDZ A|%ot= +=gAH= 0| =0 X|

A8 L )
0| Ef S EAIBHLICE.
=l o]

=
—

5

o=

X

HES$ I AEZ| X
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Ignore(RAl): HER A 2EZ|X| S FAIot2{H AL Lt

Add network storage(4| E9|3 2E2|X| F7}): 52t M8 = U= HESI SRE F7I5t
243 2L ch
« Address(FA). D AE MHO|IPFA
(Network Attached Storage) I L|C}. 07
He)E A8 E I AEE T4
CIFS 0|22 x| g|x| &Lt

* Network share(HES|3 & ]): 22 E MHO| 557 /X2 O|F S YetL|CL ZF FX[0f

L M

S DQU BC D2 oo Ads BX7H ST HEHUR SHE MSY + UBLICE
|22 QadstL|Ct EXN 00 MH

«  User(AM&Xh): A0 21010 HRdt 3%, AF&X} O
O 21915}24™ DOMAIN\usernames QU SHL|C}.

o DARE:MHO| 21010] B2 B2 IARES YA
=

-

o]
A
« Add share without testing(E| AE 10| 38 F7I): ¥4 HAE S0 2FI7I HHE ZBLR
O HERA SFE F7Iot{ T HENSIL|CE O| & S0, MO If A E7F H QK| T O
C

=
N
il

-

Unbind(H}Q1S SiA]): LI EXS
Bind(H[QIQ): HEQA S/RE

Unmount(OI2E Sl|H|): HEQA 38E O
Mount(O}2 E): L|E 3 57 & Or2 Edt
[=He)

Retention time(HE A|ZhH: =35 22t 7|2t Qe =l =3}19| F St tt= O|O| B A&t Df 2t&H =

H EE ML CL HEYI AEE|X|7t 7H5 AHH MERSE 7| ZHO] X|Lt7| F0Of| O™ =317t 4
M|E LT

=

+ Test connection(®Z HAE): HEQA 370 st HES HAE

+ Format(Z%): 02 SO| 2E T 0|E{S w2 7| X| Y0} sh= A2, U
L|C}. CIFSE AFR 7H5 3 IFe Al A8 ML Ch
=

=
Use tool(E 7 AFR): 22I610] MEHSE = 12 2 51t Ct.

—

2EE AEE[X]|
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= [=13

3-9- A|'o

|E & 9:' —1‘—6*%' =3t . A7 Al 91% SQt0l= SD 7tEE Z2|5HA| Ot Al
ol Al

5o

Unmount(EI}-.._-_ oHI1|): 2&

t0] SD 7tE & QtTSHA JHIHOP"/\IE
Write protect(22 7| 8tX|): SD 7}E0f| A 7|7} ZX|&| 1 =32 0| MHE = AS ESHE{EH 0| S
M-S GLUICHL 27| SX|E SD FtE= ZoE 5= QgL o
Autoformat(X}E EM): 2 A QS SDIICE AFEO 2 LONSIA M HAA| Q. I}Y A|AHIS
ext42 EONSHL|C}
Ignore(fA|): SD 7tE0f| 3t M-S SA|otHH HUAL.SD 7IES RFA[SHH 7IE7H A2 &
X7t H Ol QUASHA| ZEFLICE O] @72 22| K2 AtE Y 4= UG L|TH
Retention time(& & A|Zh): @2lj &l =310 &= H|otst AL BIOJE ME 82 £517| ?I5k =
oI5 Hatet 7| 2hE MBSt LT SD 7EETL 7FS X B 7| ZH0| X|LE7| FOof| e E Sot=2 4
Mg ct.
£+

Use tool(= 7 AI8): 28510 MEiTl
Wear trigger(l:l|-E EQ|AH): ¥ME E|

Check(&Ql): SD 7t= 2 R 2 QI3 A A| 2.

Repair(2): It A|AHIO =L ‘

Format(ZoH): SD 7} E £ ZOS}0] I} A|AHIS HZAS D 2 E 0| E X|
u]

A
=

o EbAb ext4 E2TO|H £ O 2

Tuf
N

= L|CF. SD ¢

il
E=ext4 Ot A|AHHIOZ0OF 3OSk 4= Q12| | T Wlndows®01|k| I A|AEIOf O M| A S}
| ir
S

Encrypt(2&3}): 0| 22 AR
7| SF SD F =0 MAE 2= H|O|E{ 7} ALK
O|Ef = Q= afELict.

Decrypt(2 &3} 8H): O] =22 AFR8}0] B3} 9I0| SDIIEE =
31 SD 7} 0 X&E @S B|0|E 7h ALK E LT SD FHEoff ME =
ot = 3| K| & LICH

Change password(Tj A E HZA):SD 7IEE A So}dt= O LRTHIIAQYES HASHL

C}.

-

e L)
2| A3

}
£ 0-200%QL]C}. 8l M A8 SR 212 A
tE

1? SD 7tE OfE & g %*?E'—IEP Op&2 =~

SD 30 018 A2 S 0%9lLict 100% 015 4
—’.-_‘—8 SD 9|-E7|— 01|M 0| 7P4CH= Z % LIEFEHLICE OF2 &= 7F 200%0| =2 61H SD 7HE7H @
AES 9|310| S5 LITE 0L2 E2|71E 80~90% AfO| 2 AL 20| & LICk 0| 2| 51 &
3} S Che = C6ta SD 7o 7k BAYA O 2 opR 7| Zof FTo| mHZ 2 ALt O0tm E2| 7y
£ X80lP oM ES HFoLT 013 £30| M 70| =rolnl 22S g2+ ASUC
AEY Z2OHY
AEP Z2OYUC HICIQ AR Y2 OjX S AY IEYLICL O/ ES Mot £ ALBSH
of =3kots Z 90t 20| et MO AR Z2 AL A2 4+ YELICH
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2I5I0 M| AE 2| T20AUS AMAISHL| O}

od

£ L|ct. 10|
A< ojo/x|2)

Video codec(H|E|2 ).
Si&e: O] 47F0f Ciot HH=2 ¢

o
=YY 20| E: o] ¥ CHot A

el A
Compression(%): 0| 2730 Ot 2H2 252 H SR
Zipstream @ Ol 2780f Cict 2= =2 H5HHA| 2.
Optimize for storage(A E 2| X| & %| X3} (O] ™o ot EH2 ot g2 EASHAIL.
Dynamic FPS(EX FPS) ®I O] 270i Ciot 22 E XA,
Dynamic GOP(SX GOP) @ O] d7dof Cist 42 E &R AIL.
Mirror(D|2{) @: O] 270j Ciot dH2 oS HOSHHAL.

GOP length(GOP 7'O|)® Ol ddof st M2 &
Bitrate control(H| E 2{|0| E H|0{): 0| 270 Ciot 2

Include overlays(9_l:l-|21|0| =1y @ ESHS Q0] S8 S MEHSHL|CH QBB 0|2 X=7}5t=
Q.

YOl Chet A LIE2 55 TSt Al

include audio(ecie 22 D). o w0 oot yz2 w=2 yasUAL.

ONVIF

ONVIF A H

ONVIF(Open Network Video Interface Forum)= %|& AFE X}, EStAL AMEEHE G M| ZAHEHE
= HI Ce 7les 82 7tsd S HA 28 = UA siF= =22 Y QHHO|A HFE Y LICE ONVIF

=
Sof N2 CI2HE NS 2ol 452 8%, QA4 84, 88 B2 Y A2 | 07} 3RS &

ONVIF 7| 52 45t H ONVIF S410| X522 2ot LIt ZHX| 90| @& ONVIF SA10f AL Xt
A 0| ST HAY S S MBI AN S LB 2 axis.come| Axis WLt 7 B LIE|S AZSHIA
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—I_ Add accounts(A|d F7}): Af ONVIF A™ S F7t6t8{H S 2IgHL| L.

Account(#): 198 7 H 0|22 Y LIC
.l

New password(| TIASIE): 7|52l THAYIES 2/2SL|C. A E L 1~64% 20]0{0f 1|
Ch 92X}, 24}, T8, UH 7|3 £ Olaf 7453F ASCI 2XHAE 32~126)0F T| AL E0f AL S &
ALt
Repeat password (I 29| E BIE): 5 Qo I AQ|E S CHA| YHIIYA| .
Role(¥gh):
+ Administrator(#2|Xp): RS MH 0| 2R S| WM ASHLICH BE|XHe CH2 AR E 7, ¢
HOE X HAL = A& I—I 53
« Operator(2gGXh): Ct22 M 2ot ZE A0 B2 5= JASLICH
- BE System(*lﬁ"%!) 4%
— OH ;tjl_

*  Media account(D|C| O] #|%): H|C| 2 AEZOf| T YAk = JUSLC.
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o
c
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e
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mjo
rkl
A
ot

ONVIF O|C|0] =2 m}e

ONVIF O|C|0f Z2hj A2 I3'|E|01 ~EG s HEots H M8 + U 7+ 3 LY Z 0|R0
M AL Aol Y MEZ M Z2MAS d-Jot7 L iE 282 ?Iol AP 8 =20t

LS MY =+ JAFLICH
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—I_ Add media profile(O|C|0{ Z2n}Y 3=71): A ONVIF O|C|0] =20t S F7t5l2{H 2
L|C}.

Ju

-
o
=}

=
=
« Select configuration(1td MEl): S E 0| A AFR X} X|H 74
of +d2 HE| 7 BV Y A 7t k€8 =atot X[l H

o
Video encoder(H|C| @ A E): /40| = H|C|Q QI FE HAS MEHSHL|

« Select configuration(t/d 41&H): N AAS MEHSID QIFAE ANS X
SYHCL ES02 S50 72 H|E| R AIAH 79| YEX/O0|F A& S YLCH ALE
bS58 2 A0 s AP o=l &

H| D

oH2 24 U 902 AAH THE HESHE BHE VoM BAN 20128 SHIL
AlL.

Audio source(2C|2 A A) @: TH0| StE QC|Q 3 AAE MEH

oh= MEADHL|CH
« Select configuration(td MEH): 220 A AFRAL X|H 1S MEHISID QO MHE X
FeLCL EECRR 252l 42 TXQ 2|2 Y0 s FetL|Ch & X[0f 5tLte| 202
20| U= A2 userOYL|CE EX|0f 012] 7§ 2L Q20| U= HLR 220 £ AR

X7 EA| =L L}

—
g2 YL EEOR S8 782 QU AAH 7o HEX/O0|§ des YL
C}.

Audio decoder(2LC|2 C|AGH) @: TN 2= @0 I

|
« Select configuration(2/d MEH): S E 0| M AFEX}L X H
Ch EECH2 220| B4 2|2 70| AlEX/0|S A FLCH

Audio output(2C| 2 E&) @: TN Qe QO =3 Al S MEHSHL| LY.

+ Select configuration(qt/d MEH): S 20| M AR AL X|H LS MEHSI D MY E ZHSHL
Ch SECHe S20 B2 OC|9 X0 AR5 HBHS FLC
Metadata(H|EFE] 0| Ef): A 0fl Z 38 B EFG|0|E{ S MEdgtL|Ch
+ Select configuration(qL/d MEH): S 20| A AR AL X|H /S MEHSI D B EFG| O] H A
=
—

[ |
= ZFYUCL EELR 582 #92 202 HEIHOIH 42| A EX}/0[5 dgs &
L|Ct.

prz@  2y01 21 P17 e Hee o,

- 14

- Select configuration(7+4g M=) SE0| M ALEX X S MDA PTZ 4H S =F
SLICH EELH2 552 42 PTZE X|/St= FX(Q H|C| 2 x{'Eof s Ch
Create(MM): A NS NAstD T2OUS MM S H S 2/5HL|C}
Cancel(F4): 742 FAstn 25 F 2 X2 S 2LCL

profile x(Z2TY x): T2 0SS SO AN THE TEMUS I0 HEE
C}.
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21X Trigger delay(
g AX| 7= FHH 2f7t
XY O|D| X[ M RHE S
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H

L|C}.
o

=
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Trigger delay(
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Trigger on dark images(0| 0| X| 7} O{ £ & Uff E2|7):

ot
=
=

Qrje 0o M
Sound level(A

2t
Za

QC|L ZHX|

T susnol
{mZocio3T
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<lojuny &
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N OO Ol
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o] 47 gt oA
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L|Ct.
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Shock detector(52 ZX|7]): ZX[7t 2 Mo FHS|AHLE

Uk
Sensitivity le
pS

o

X|7t ef ko]
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=il
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A7 MEE 25 Golof mat WY 220 s dEEL

— g

. 2|0 M| RZ): -50°C~50°C(-58°F~122°F) SO M EHE3H= K| 8. H 4|7} 57}
stk

«  Cold climate(=& 7|%) @: -50°C~50°C(-58°F~122°F) 2 Z 0|l A| RHESH= AHX| 2. EHK|
MAIZ = 25 El= M 5|H 40| 7HH &S L Tt

Low power(X{ & &): 0°C~50°C(32°F~122°F) 2 Z 0| A EHES}= AHX|R. 8| HE N X 2
2H|7F E0{ &L C}

el M™

= =2

Delayed shutdown(X| &) @: HMUO| THXR| 7| MO X A7t MA™S2{ ™ ZL|CL
Delay time(X| ¥ A|ZH @: XA A2t 120 A 602 ALO| 2 M TtL|Ct.

Power saving mode(HE 7 R.E) @: MAE MM BPERZ MatSle{H ALICL EN™M 2

EEZ7HIR
=% g7t 204t
Set power configuration(MH /4 2H) @: CtE PoE Eaf|A SME MEHSIH MY T HES H
BoH AR HE MeE XYY /5K Save and restart(%| ZSt 1 CHA| A ZHE S =S LICH
H
Mel M-S PoE 22fA 322 MA5IH, Low power profile(X M2l = 2mMY)(RHX|0of SHE 2
M0| e ER)E UEiStE A0 F5LILE

Dynamic power mode(S X H@l BE) K| 7} 4] AEYQ I H 2 4H|2 Fo|3 P HLct

®

9 Ol

ol AX] A8

S ALEE, B T AT 2|0 TR ALY S A7 Aol B T3 AH|2E BAIY
L] ct.

t Ao e ool Chgo] T L

+ Export(L{&LH7]): Xt HIO|E{ S Lj = Ll2i® S23tLc

oH | M2

I/OXE

CIX| S S ALESHY 7HY U T4 5|2 AO| S Hetet = s F (O PR WA, =0 EE=
|

CIX|E =85 ALESt 22{0] I LED S2| 2| F FX|ef HZATL|CE VAPIX® o Z 2|7 0|4 221
e QBT O|A E= @ AHEO|AE Sl HZAE XIS 2dated = ASLIC
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HEl): EEL2 SS0A
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o A
JEL

|7 of

) AHB Xt 0|28 ¢

A

HES

+

F2| 2= E Q| 0{(VMS)2}

Al 3
VMSOf| 7+H[2HS 2275} OF

Ao
S o
o

[==]

Cf
Speaker pairing(2 0|7 H0{3): HEQA

Select pairing type(H| 0| & &
Close(E7|): 2 E ZEE X220 28

oto|3 Hjoj ™ ®: e

Address(FA): HEA
Username (A2 X} 0]
N2 E: AFEALS| T A

Connect(HA):

I




« View the device server report(EX| Mt H1A E7|): T &0 M2 AEfof Chst B
E SLCL UMA 2O XE2 2 MH E 0 M0 23 Lt

+ Download the device server report(Z x| M E 1A EI--E—E
x| Of Atk A OfL|at UTF-8 Ao MH A BN BAE T
M EIL|CE K| 2 AJH| A0 203 I SHAt M B 1M zip Tt Y S E$*3F*'AI

=
« Download the crash report(g HIAMLCIR2E2E): MH MEJO C ME
Ol7}0|EE CIREESL|CEL S E0M0|= AtMo CIH 1 FEF M E MO U=
Bt E%*E.:.' L|Ct. O] EJ'_MOH = ﬂIE%ﬂ FHap 22 Aidst eI IS = JUSLCH
THE MM B2 HE 228 5 ASUDL

) B0 A 7] olol
o

21

«  View the system log(A| A&l 21 B 7|): 2%
O[O T3t MRS BA|Sl2{ ™ 2213 Cf.
X

+ Viewthe accesslog(¥M|A 2 H7|): 2= 20 I AQEE AIESHE LR S Aufst
TR WA A EE 25 BAISH2H 2 EISLCL

SyslogE HAIX| 2Z 9| #ZYL|C SyslogO| M= HAIX| S d-dot= 2ZEL O, B|AIX| S XM Fot
= AL HAX S BD Sl 25 AZEQ O S 2|8 o ASLCHL Z4 HAIXEZ O HAX| S
5= 2T EQI0 FHE LIEH= A2 ZET HA|E| D M2 +=F0| 2 E LT

SAE: AHO| BAE 0|2 £ IpZ=AZ Qa3 L}

Format(ZH): At& S syslog H|A|X| ZBH S MEASHL|CL.

« Axis
« RFC3164
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AXIS Q.180X-LE Bullet Camera Series
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