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https://www.axis.com/learning/web-articles/reducing-the-bit-rate-with-axis-zipstream
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o QEmol A

|

A8
A

+ Add account(H|d F71): M AES F=7tst2{™ S=ILCE X 100742 A E
ChAccount(#|d): 172t A 0|55 Y=L LICHNew password(A] I|AL|E): A HO| IHAEE
gtuCt IjAQEE= 1~64XF ZO|O{OF BHLICE EX}, =X, +5FH, €8 7|= & 2 Jtsst ASCI
AHRE 32~126)3F DA Q=0 AMRE 4= Q&L|CHRepeat password(IjAQ|E HHE): <
£ CIA| Y54 Al 2 Privileges(& &t
+ Administrator(Z2|X}): 2= M0 2™ HMATLICE HE[XH= CHE AE S F7h LM 0|
E Y MAZE = JAFL L
+ Operator(2QX%}): CtE2 AMelst 2E HH0 ANAT = JASLICH
- DO E System(A|AE) MX
« Viewer(§0{): C}30| CHSH M H3t0| AELICH
- HOe AERo AYMAZ 211 ®EL|CH
- =3E AHSD WEHLCH
- M, EE Sl F; PTZ Al HMA =3

~—

[
*  dEof ¥E HFo= Cf

= |Ct.Update account(#|d RIHI0|E): AH &£d2 HETY
Cl.Delete account(H|™ AHH|): A X

[=1 . . [ = =1
AX LT root A¥2 M4HE 5+ YSLICH

o
mjo H
Qt

n

n

ool Yy £

Allow anonymous viewing(2/® H7| 3 &) ANCE ZIAQISIK| LDE L BHAXIE X0 AMA

— =
g = QUEE HAYeL Ct.Allow anonymous PTZ operating(2] 2| PTZ 29 3 &) : HO AL
At7p olojx|of Cish ™, ©HE Sl 55 & = UA=F of{®H FHL Lt
SSH A1™

+

Add SSH account(SSH A F71): M SSH AHEE =781 dH 2

o= T = S .

« Restrict root access(root AN A X|ot): root WH AL St 7|52 Hotsie{™H ZLICH
+ Enable SSH(SSH &A13}): SSH AMH|AZ AME3}2{H ZL|C}
Account(AIE): 17%t A7 0|52 YUHLL|CHNew password(AMl {2 E): 772 I 2
Ch TjASEE 1~64% 20|0{0F StL|Ch 2X, 22X, FEH, U IS 5 oI JH53h ASCH EAHE
C 32~126)0F THAQC O AR ES H

= =
2 QUL L|CtRepeat password(If AR E HIE) FZAUSH IjAQEE Cf

[

[ ]

* 4mo| Sre 00l CHZ0| E3HE LICUpdate
X

A YEHSGYA . HY: 4TS YL CHSN). 2=
SSH account(SSH A AUGIO|E): AN £4&8 HZRTIL|Cl.Delete SSH account(SSH A7 AMH|): AH
2 AHMELICE root AEE AME = USLICH

Y s AE

+

Add virtual host(7}At SAE X7}): A 7H SAEZ X7}l H 22 C}.
2 Abgota{% MeBtLiChAH 0|&: Mol 0|52 AES LT =Xt 0-9, 2AF A-Z
UchEE: M7t 28 ZES 23tLictType( ERIE
L[
[
L]

ol
ogt
>
oo
Il

QE ID FO|M MEAFL|C
+ Update(YHO|E): Ttat
© MEH: Tty ZAEES AFgLC
Hlggsh MHT H 2 Hste AL
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AXIS Q180X-LE Bullet Camera Series

o QEmol A

|

ol ety

« HTTP
- URL: HTTP AMHO| CHst HEYXA

http://192.168.254.10/cgi-bin/notify.cgi &} L| C}.

- IjAQIE: 2I0lsB HACE

- Proxy(ZEEA|): HTTP AMHO| AHZAS
@E% 7;‘—| OIE#oI-L||:|.

|.

7| 2IH

ot ASME MEgLC

© Wade =adsey fadce o
- Proxy(Z & A|): HTTPS AHO| A
YHE A1 gL

- YEIA AEZ X

- gAE
- Share(3§) TAENM 5&
- Folder(Zh): ntsS M C|

- Username(Al2 X} O|E): §10|6}E1E AFE X
- MAQE: 208N HAYSE Qs

SAE: MHO|IP

=

X EE0f A=K 2QISHYA| L.

- Username(A}Rx} 0|E) §:|.0|0|-E1 H
- HARE: 200Gl R HACE YRSy
- SSH SAE Z7] 7| SE(MD5): 24 S AE

23} SFTP MB{Z X|YtL|C}

ot2 28 SHA-2562 A|-£L"H: Ho| =
H*Oﬂ CHot Kb LH%E AXIS OS Z 5 %
- SSH 3AE ZJ| 7] S8 (SHA256); LA s
X2 QagtL|Ct. SFTP 22t0|dEL
SSH-2E At83t= SFTP AMHE X|YEHL|Ct.
ED25519
Ao 2L Axis HX|&
3t HOLS 2|8 SHA-256E AtE3t=

=22 +d

0'|E|:7|. ST OT:r o
Lt oA ot #st= Ol§2

« SIP or VMS(SIP K= VMS) :
L EF.

SIP: SIP ®M3}E Z2{® MeNst
VMS: VMS M3olE Za{o MENSHL|CY.

- From SIP account(%”.k_lx} SIP Al™): =&
- To SIP address(=2lX} SIP FA): SIP xi%

41

_+_9f R¥E Mg 238 EE Y=L o

NAS(Network-Attached Storage)?t Z2 HEQI AEZ|X|E FI}+38}
A8 = UASFLCH oIS MKV(Matroska) oY daoz2 MFYE Lo
HEXHI AEZX|Q IP FTAL SAE 0|52 YHTLCH

0|§% Lot

AL SAE 0| EE HTt

DSAZ} 1 & WEL|C. SFTP A‘|H101|A‘| AtE3t=
oL Ct. Axis & X|= MD5 3 SHA-256 6HA| 7|12
I—| Ef

0 9]
ZEel ¥ SuE mdo] gaLich 18} ojHs| A

o= T i FTP ME AtO[of &

mjn
mjn
rg

- Username(AlI2X} O|E): 20153 M AIRXl 0|22 QasAARQ.
LS MAIL.
TEAN NMHE Sutsliof sl 22 Zast

URL: HTTPS MHO CHSH HEQID =AQ @HE Xa|gt ATJZEE QUEHSILICE O E =
M https://192.168.254.10/cgi-bin/notify.cgi | L| C}.
- Validate server certificate(AH Q1S A 2tQl): 0O AXIE

- Username(Al2 X} 0|E): 2EQ035I2H AIEXL O|EE YUHSIAA L.
| [=;

\l
ﬂ
N
ﬁ-l
2

El

u
>
>
T
i
ofm
=t
2
o
Ot
rir
ox
HJo
Mkl
fo
ro

A H 7} System > Network > IPv4 and IPVG(A ﬁ%l. > Lig_s,qa > IPv4 3! IPv6) O}z}j0j

_ ZE: SFTP A‘IH‘|7|’ Al—-g‘é‘l-'— IE 512% Ob}'r_ﬁ'éb'll-l_l[l-. 7|%a}t% 220|=,|_||:|_

- Folder(EH): miYe XN&ES ClHERZQ HEE
O] ZXjotx| LOm, TAS Y=C S 0 O HAX[7} EA|EL|C

AUBIAA|Q. C|AE2|7} SFTP ME0f| O]

Al

M 71(32A2| 16T X &H)9| X|&

23tL|C} SFTP 22}0|QIE = RSA, DSA, ECDSA 3! ED25519 gAE 5| g 81o] SsH-2

g Al RSAZE M@l @0|0] ECDSA,_ED25519
f

ol
=

o
=
= A

ES
;

o

Hl.E MDS SAE 9|E O|E1o
R X|shR o MDSHCE e
Xis 7”?(|§ SFTP MHE F+M B}E gt

h:.

E Z| 7| (43X}2| Base64 Q1R E X9

1o

RSA, DSA, ECDSA 9 ED25519 SAE 7| 9&09|
S AP A RSA7} M| dieo|n ECDSA,
8 DSAZ} 1 FE WELICH SFTP MHO|AM At&%t= 2HIE MD5 TAE 7|8
MD5 S SHA-256 3jA| 7|2 2& X| X0 MDSELCH 243
Z40| E&L|C}H Axis X2 SFTP MHE RAMSI= gt
ol i3t XIAISH LIS AXIS OS —"ﬁE% E Nk
- Use temporary file name(YA| o} 0|E AIR): XfZ5o=z MM
A2 O*EEOFEM MEdstLICH YQEZEE 228t ot 0|E0|

n |.AIA|2
E YAl oY O|ELe= mf
|£0| |5t= 0|22 HiE Lt
o | ;LS HdE = UAS
7t RE ool SHIEX & + AFU L

SO0 A MdEHSHL|CF
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@ QIE{m o] A
- Test(HAE) &% 30| 2 &55t=X HAESI2M SE/gLCt
- ol
- Send email to(O|HY ME CHY): O|HYS MEL o|HY FAE YL LCL FAE
o] 7§ Y=Hstei™ HEE O|HY FAE FESIMAIL.
- Send email from(0|HY E4l): Elf= MHQ oY FAE YL Lt
- Username(AL&ZX} O] F): MY MH Q| AKX O|F2 YHSLCHL oMY MHOM 2AS5S
QK| pie Z O WEE W9 FLCh
- mAQE: O A1H1°| WAQAEES AHeLCh olmY MHOM 152 Q75X &
£ F9 o WEE Hg ELIC
- Email server (SMTP)(OI M2 MH(SMTP)): | & =0{ smtp.gmail.com, smtp.mail.yahoo.com
o 22 SMTP MH O|ES gLt
- EE 065535 90| 22 AFB3I0] SMTP MH{o] EE HsE gL J|2Y
= 587¢L|LCt.
- Encryption(2d=23}): A23tE Af%aﬂﬁ, SSL EE= TLSE MEASHHAIR.
- Validate server certificate(MH QIS A| =Ql). ASSIE AtRSI= AL &KX IDE Z0ls}
& MENSEL|CE O] °|"A1" CA O"‘ 71200 REA MESEALE Lllet = &L T
- POP authentication(POP 21Z): POP A-|I:I-| O|E2 ™S H™H HMA|2(0: pop.gmail.com).
H| 2
A5 o|H Y SaAt= OffE O|n| Yt 1of FASH HENE FASIHM ALEX7E 820 2
HE ods 2L E= AS Notsty| fof 2ot ZHE ALEgLICH oMY MagMel &
oF M S =0I5H0] oY AFO| FIZ|IAL oy O YES X|l= YO| UZE YA,
. TCP
- BAE: NHO P F4Lp SAE 0|52 YVLCL SAE 0[S YSHSE FL, DNS
MHE 7} System > Network > IPv4 and IPv6(A| AR > Y ES A > IPv4 8l IPv6) Of2|0f
XA 0 Q=X SOISHAAR.
- Port(£E). MH N0 AHEE = ZE B E YL CL
[ ]
[ ]
Test(IAE): Mg HAESE SYBLICH ¢ 4go| UE BHolE CH30| T3HE LI ChView
reCIplent( ._I} H7)): RE UK ME H2E He{H Z2/SLCh.Copy recipient(F4l X} SA): =4
AE EMO HE S EStMa. SAE I M2 =MXE HEY = AS L ChDelete recipient( 'Xf A
H): £=AMXE FHeE AHSHE SO
I
AP BAE EOM ZHCE M8Y £ USLLCH FE0= Fd0 CHe BEeF 8 dxf MEo #dE
BE Y FaJt BAGUC Add schedule(AFIE F71: 9% E& BAS Yaysiei® 2L
=& Eg|A
+=& EZ|HE M830 E2 £82E EZ|AY = UASULL O E =0 =5 E2HE HE &4 & 74
St Sot YNME AFE 4 ASUL
MQTT
MQTT(Message Queuing Telemetry Transport)= AbE QEUl(oN S st BEx MA|Y TZEEQL|C Che
St=l IoT E3HE Q9 *"71|E|°*0D1 2 AL FZZHismall code footprint) i} X4 HEQ3A CHAZ0o=z AH
ZRE E’éopl e I S =l e 01I*1 A ELICE Axis AKX Az E9|0]9| MQTT S2t0|UEE Saf TX|
olM 4dE HOojH S oHES %“é! 2| 2ZEQOf(VMS)7} Of Alﬁ%!()ﬂ HESHA S = UASLICH
7|7|& MQTT %EPOIOJEE APLCE MQTT 42 220|QERt BE7Els F AHEE 7|He = oL
C}. 22l0jolE= BAXIS 21 we > YLLIC) S27= 2210|9E 7zto| BAX 2t ES Hudt
L|CHAXIS OS Portalol M MQTTO| CH3H XHM|S| Lop=E 2 QU L|Ch

ALPN

42



https://help.axis.com/axis-os#mqtt

ALPN2 S2{0|91E 91 A 7k 91780 MEKO|D TZO|M OfS2H oM Z2EBS Mus & i
Sl= TLS/SSL =& QUL|CE O|= HTTPRt Z0| CtE T2 EE0 A5 S TEE E3| MQTT E
TS MSOE O ALBE L A9 mal MQTT 54 Mgo= HHE ZEJ 9S 2= UL
ch 23t 290 M AIPNS ALSSIA WalHolh 685 BX ZEOA MQITE ofZe2/7
oM ZEE22 NSEXE ZFtE HYLICE

MQTT Z22}0|HE

Lt & L|C}.Status(HEH): MQTT S2t0|HAEQ| S| SEIS EA|TL
C

Connect(¥Z): MQTT 20|
o] E EL [P FAE UHGAA L Protocol(ZEEE): A2 T2E
5

CLEHEHSAE: MQTT AHZQ|
2 MHSLCLEE: ZE H = o

+ 18832 MQTT over TCP(TCPE E3t MQTT)9| 7|23 L|LC}.

+ 88832 SSLE B3t MQTTSe| 7|27 L|C}.

- 802 ¥ AE ETF MQTT| 7|22t L|LCt

« 4432 ¢ A3 HOLZ E%F MQTT2| 7|2t LI
ALPN protocol(ALPN T2 E &) M H27] 3=5X7F &% ALPN =T 2EZE 0|
SSLE &% MQTT & &l A2 Hot QT7of 2t A& & L|Ct.Username (A& X}
ME O HMABHY| 2o AFEE At E2 YELCLIjAQE: ALK 0|59 WWAYEE
Ct.Client ID(220|HE ID): 22}0|HE IDE QESIAUA|2. S2I0|YHE AMEHXI= ZE0|HETF MH
g MHE ®SE LICHClean session(F& MM): ¢1Z 8 AZA oix| Ale] S22 AO{gL|Ct ME
4 U A4 M Al HEf HEIb AX ELCLHTTP proxy(HTTP =2 A|): Z(C§ Z 0|7} 255H0|EQ URL
Ct. HTTP ZEAIE AIBSHX| Yol ZEE H|® & = UASLICLHTTPS proxy(HTTPS =& A|): %[ Z O
7} 255HFO|E QI URLYL|CE. HTTPS ZEA|E A} YoM HWEE H|Q & £ USLCHKeep alive
interval(Ztd §X|). S20|HET} 71 TCP/IP A7 = O ol ArEE = gl
AEE Z4X g = Q&L CLTimeout(AZF X3}): HAO| &AFZE|= A7 ZHA(XR)YLLCH 7|23 60%HX]
s HEFAL MQTT S2[0|HE ®o| AZA HAIX] U LWT HAIX|IS] =X of it 7|=27t0t MQTT U
EHO| AA| =M AP EL|CHReconnect automatically(XfS2 2 IjHZA): A4 oix & S2}0|AET}

= A0Z0| d™E I HAIXIE EHX| OfF
£ X|HgL|Ct.Send message(HA|X] &) HAIXE B2 AR MM 2 .Use default(Z| 23t At
) Xtdol 7|2 HAIXIE LHSIHEH DNAUA L Topic(FH): 7|2 HAIXIC] F=HE 2 =L CtPayload(H
O|2E): 7|2 OIAIX|el W8S e L|CtRetain(FX|): O] Topic(FH|)0|A Z20|HE 4
I a]

o olzist

IEE):
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o

2t Ak): xpAI9l 7|
L|C}.Payload(B 0| 2E): 7|2 BjX|x|2| LY
EfZ QX|oH2i® MEASHL|CIQoS: T2l &

—

7212 FH HEFA AFE: MQTT client(MQTT F2[0|HE) HO|A HX| =X
ME ArEste{E MEISILICEER 0| F =g MQTT =X oM =25 ISt FX|
ChEH H2mol2 Zg: MQTT FH|0f ONVIF =X Y YAH 0|4

I
4n
>
2
oz
Io
rn
N
tr
Bl
i
L4

gt MQTT HO|ZE0f ZX|Q Y HZE Zatstz{™ METL|LC}. Add condition(Z=Z F71): =HE
FototeE 2= gL ChRetain(RX]): O] MQTT HA|X|7} Bg2 MEE=X] ZofgL

+ None(8!3): ZE MA|IX7} HIRX SEjZ HESSL|CH

* Property(£4): HEi FH 7ts AKX 2 22E g2 2L CHL

* Al(RE): HE =8 7t5 Sl 4E1E =HY 5 g HAXE 25 E2E JE= 2P
QoS: MQTT ZHof Lol @dteE RS MEHRLICE

MQTT 15
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2
=

QIE{ T o] &

+ Add subscription(t = FE7}1): Al MQTT L£E& FItst2{H £ 25t L|Ct.Subscription filter(L S
E). £E5t2{= MQTT -’,‘—Xﬂ% QS A| 2.Use device topic prefix(BX| &5 HEAL AIE): 1= g
£ MQTT F=H 0| EFALZ F7tgL|Ct.Subscription type(1S £d):
+ Stateless(JE} *—1 =27hs): MQTT HIAX|E HEf =X =7ts HA|IX| 2 Hetste™ MEigrL|Ch
« Stateful(¥El =X 715). MQTT HA|X|E ZHC =2 HsI2{H MEASLICE HO|ZE& HEY
2 ANEEL Ef.
QoS: MQTT =0 Cis{ J5t= 2fHS MEdStL(Ct

_|_m_

MQTT 20|

H| D
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« View the device server report(Zx| MH HIA H7|): EH HO|AM HE MEHO| Cfst HEE
UL A 2= ANHE522 ME EAM0| ZatE L
« Download the device server report(ZX| MH E_l_kl CI2ELC):
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Server(MH): M MHE F7I5t2{H S L|ILLSAE: MHQ ZAE O =P =28 g8
Ct.Format(Z8l): At2% syslog HA|X| ZOIE MEishL|C}.

o Axis

« RFC 3164

« RFC 5424
Protocol(Z2EEZ). AIRY ZZEZ MEH:

« UDP(7|2 M43 ZE: 514)

. TCP(7|2 MX ZE: 601)

o TLS(Z7|2 M7 ZE: 6514)
EE: [I2 ZEE AME5{H ZE HSE HESHL L} Severity(MZtE): E2|AHE [If M&E HAIX|S MEH
HL|CECA certificate set(CA QI Z A M) sl ™2 =QIStALL ABME FItEL|C
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axis.comOj| Xl B8 A "Axis Edge Vault"E& HZTSIAMA|L.

AXIS OS upgrade(AXIS OS 1| 0]E): Af AXIS OS H{F O
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o
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