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77fII At8g = UASLCH
« CA Q=X
CA 2IEME A0 T ASME AZTLLCE OE =0, ¥X|7} IEEE 802.1XE H3E|l=
HE®Ao HZE Z2 25 MU IDE AITLC EXOEs o] 7Hel AN X = CA
ASMIt Q&L Tt
A= WA 2 O 31t ?z*ﬁl-lﬂf
. Oz AM ®Al: PEM, .CER, .PFX
« JJOl 7| HAl: PKCS#1 Gl PKCS#12
39 A
BKRE I EoF Al 7|2UCE MAFSIH ZE AS M7 AR ELCH A HXE CA SN
7 ChAl X &Y
+ Add certificate(21S M F7t) : ASME F7tsid{H St
- More(t{ &7]) . RPMBI7{LL MEiSt X7p W2 mAjeL o)
« Secure keystore(HO 7| XZEA): 70 7|E CHHSIAH X ZsiE{™H Secure element(HOF @A)
L Trusted Platform Module 2.0S /.\jE_*.‘E,H-I Ct. MEHSE HOF 7| MZHAO| CHSE XpA| St LH%% =
E:I ™M help.axis.com/en-us/axis-os#cryptographic-supports TS A| 2.
+ Key type(7| 8): °._|"A1E Ho5HH EEOR S50 7|2 2= Ya2[E0|L Cf
E U=zt du2ES MEGLLCH
[ ]
[ ]
* M=o & 0fFol= oS0 ZBHELC
. Certlflcate information(QS A HH): HX = QASAMo &MHE FLCt
+ Delete certificate(ol"kl AHD: QIS M E AHISHAAI2.
« Create certificate signing request(21S A MH X M) CIX|E ID 2AZSMME MHSI| Qo S
g 7|0 2 QEM MY 8 Mg
Secure keystore(sl?j 7| MEA) O
« Secure element(EHQF @ A)(CC EAL6+): EHOF 7| HE A0 EHO QAE At252{H MEHSHL|C},
» Trusted Platform Module 2.0(CC EAL4+, FIPS 140-2 g4l 2): 29t 7| HZ&EAQH TPM 2.0
2 ALE5ta{ T MENSFL|C}
HEHYD M2 Mo X Pz
IEEE 802.1xIEEE 802.1x= SM I ZM EQT AX|o| HO 0152 HIZste ZE 7|8t HEQZ 29 K|
£ 2|5t [EEE &=L Ef IEEE 802 1x= EAP(Extensible Authentication Protocol)& 7|&2 2 $tL|C}IEEE
802.1XE H3E|l= HELIAO AMNASIHE HEYI HX7t HHEH2E 2AF E|010F gtLct 2152 Qs
MHOAN iz, 2EI™E o 2 RADIUS AMHE(0]: FreeRADIUS 3! Microsoft Internet Authentication Server) !
L|E|-IEEE 802.1AE MACsecIEEE 802.1AE MACsec2 0O|C|¢{ O”A'Il/\ E2 D2EES Q3 HYZAH Oo|H 7|
248 o2 yg Folshe [Eco| MACEITIOf A2 HES) wof EEAUTASHCA 254 glol 74
S0l Aol OIS N 9B FAPE HEERE D SXE AFE YEAD0] BAL0| KA A5 AIZELIT
OISME AFEE O Axs 7%l Al 77 & 915 NBE EAP-TLS(EE Jt5 915 m2e= - M3 A5 won
SNgo0] [ix2 ASNZ AHHO2 ISHLCLRK7 AZNE Sof Boels g0l AN
2= QEE 3 AHE ZS2I0|YHE QIS AME EX| 0] MX|SloF B |l:f Authentication method(Q1Z HiH):
Ol=0f| AF2E|= EAP S¢S MERSHL|C}.Client Certlflcate(E'-E|-0|°1§ OI= A): IEEE 802.1xE AfOSEF 2z}0|
HE QIZME METLCH 2F MHE QTME ALE5I0 E2I0|HEQ IDE QI L|CHCA AFN:
CA QIZME MEHSIO] QIF Mo IDE HOITtL|Ct QAFME MEHSIX| o™ FHX|&= HZE MIE%E
of A l0] XtA| Q1F = Al=gL|CLEAP ldentlty(EAP ID): S2t0|E QIS At AE ALEX IDE &
2354 A| 2.EAPOL version(EAPOL HHH): HEQA AQX|0|M AIEE= EAPOL HE S MEHSHL|ClUse
IEEE 802.1x(IEEE 802.1x A}&): IEEE 802.1x AEE—*—; AF2%te{H MEHSHL|CL QIS diH o 2 IEEE 802.1x
PEAP-MSCHAPV2Z Al231S ZOo|oF o|2{sf AHS 0|23 & 9= L|C}
o DIfAQIE: ST AFEX IDO| EHA°JE% %‘E—ié.“—llih
+ Peap version(Peap H{H): L EI ALK 0| ALE &= Peap HH S MEHTIL|LCY
« Label(2}): 22}0|Q1E EAP USSIE ARSI M 12 MENSID, 2210|IE PEAP USEE ALRS}
M 25 MEHSIL|C} Peap H{T 12 AMBSE 2% WESRIA AX|7t ALBSHE 2t g MEigL|CH

29
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AXIS Q1961-TE Thermal Camera

o QEmol A

|

A8
A

+ Add account(H|d F71): M AES F=7tst2{™ S=ILCE X 100742 A E
ChAccount(#|d): 172t A 0|55 Y=L LICHNew password(A] I|AL|E): A HO| IHAEE
gtuCt IjAQEE= 1~64XF ZO|O{OF BHLICE EX}, =X, +5FH, €8 7|= & 2 Jtsst ASCI
AHRE 32~126)3F DA Q=0 AMRE 4= Q&L|CHRepeat password(IjAQ|E HHE): <
£ CIA| Y54 Al 2 Privileges(& &t
+ Administrator(Z2|X}): 2= M0 2™ HMATLICE HE[XH= CHE AE S F7h LM 0|
E Y MAZE = JAFL L
+ Operator(2QX%}): CtE2 AMelst 2E HH0 ANAT = JASLICH
- DO E System(A|AE) MX
« Viewer(§0{): C}30| CHSH M H3t0| AELICH
- HOe AERo AYMAZ 211 ®EL|CH
- =3E AHSD WEHLCH
- M, EE Sl F; PTZ Al HMA =3

~—

[
*  dEof ¥E HFo= Cf

= |Ct.Update account(#|d RIHI0|E): AH &£d2 HETY
Cl.Delete account(H|™ AHH|): A X

[=1 . . [ = =1
AX LT root A¥2 M4HE 5+ YSLICH

o
mjo H
Qt

n

n

ool Yy £

Allow anonymous viewing(2/® H7| 3 &) ANCE ZIAQISIK| LDE L BHAXIE X0 AMA

— =
g = QUEE HAYeL Ct.Allow anonymous PTZ operating(2] 2| PTZ 29 3 &) : HO AL
At7p olojx|of Cish ™, ©HE Sl 55 & = UA=F of{®H FHL Lt
SSH A1™

+

Add SSH account(SSH A F71): M SSH AHEE =781 dH 2

o= T = S .

« Restrict root access(root AN A X|ot): root WH AL St 7|52 Hotsie{™H ZLICH
+ Enable SSH(SSH &A13}): SSH AMH|AZ AME3}2{H ZL|C}
Account(AIE): 17%t A7 0|52 YUHLL|CHNew password(AMl {2 E): 772 I 2
Ch TjASEE 1~64% 20|0{0F StL|Ch 2X, 22X, FEH, U IS 5 oI JH53h ASCH EAHE
C 32~126)0F THAQC O AR ES H

= =
2 QUL L|CtRepeat password(If AR E HIE) FZAUSH IjAQEE Cf

[

[ ]

* 4mo| Sre 00l CHZ0| E3HE LICUpdate
X

A YEHSGYA . HY: 4TS YL CHSN). 2=
SSH account(SSH A AUGIO|E): AN £4&8 HZRTIL|Cl.Delete SSH account(SSH A7 AMH|): AH
2 AHMELICE root AEE AME = USLICH

Y s AE

+

Add virtual host(7}At SAE X7}): A 7H SAEZ X7}l H 22 C}.
2 Abgota{% MeBtLiChAH 0|&: Mol 0|52 AES LT =Xt 0-9, 2AF A-Z
UchEE: M7t 28 ZES 23tLictType( ERIE
L[
[
L]

ol
ogt
>
oo
Il

QE ID FO|M MEAFL|C
+ Update(YHO|E): Ttat
© MEH: Tty ZAEES AFgLC
Hlggsh MHT H 2 Hste AL

OpenID T4

31
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AXIS Q1961-TE Thermal Camera

o QEmol A

|

a5t
O
=

+

Add a recipient(-’,‘-l.k_lx} £
A

L| Ct.Type(&

FTP

HTTP

4

220N Me:

SAE: MHOIP FAL SAE 0|2 YL
X H 7} System > Network > IPv4 and
AEE A=K =2RISHU A 2.

EE: FTP AU{7} A8ols ZE WSS QestLch 7232 219t
Folder(BC{): I}AS X2 C|YE0/0| =2 YA CIZEa|t FTP AHof O]
O EXSHA| o, S P=Es I @F HA|X|7F BEAE L CH

Username(A}RI} 0|E) 2018l H AIE2XF 0|28 QUESIAUAL

IALE: EO0%I8{H INAQEE LESIMAIL

Use temporary file name(Q A| _H’E O|E Al2): X502 MME UA| It O|ECZ I
U2 YEESIHH MEHSLICE YEEE AESIH DY 0|F0| {ste O|EC = HHELIC
O*EEW SHhE 22 &=4E lLPOE'OI SiELCh OgLy oj™g| AA TIPS 22 = USL
Ct. O|&E7 ™ R3t= 0|52 77 BEE mao| SHEX & = USL|CH

Use passive FTP(=& FTP Al8): THHQ 20 ME2 Ered| CHA FTP M0
ol AAdg E= 5 FTLCH X7 o4& Mo Chst FTP Ao % GOjojE HZA
2 BF HIFHOE AFTLICE Ol Yutdoz FX|Qt CHA FTP AME AtO[Of
20| A= 420 EaghLoh

URL: HTTP AE{ O CHot L|ERIS "*9-} 2¥s Nl 23 EEE YHYLCL o SH

http://192.168.254.10/cgi-bin/notify.cgi 2} L| Ct.

Username(A-&X} 0| &) 201512 H AL O|ES YHIIYAIL.
HAQE: 20151 H IAQEESE YHSMA L.

Proxy(Z & A]). HTTP MHO| AASY| 3 ZEA HHE S0t st=
HEE 74_' YL

URL: HTTPS AMH{0f Lot HERI T2t RS XMalgd A3HES YHYLLL & =

M https://192.168.254.10/cgi-bin/notify.cgi & L| C}.

Validate server certificate(A{H] Q=AM =0l). 0| MXIE MEHSIO HTTPS
& OIZMZ MENSHL|C].

Username(A}B-x} O|E) ZQIslz{H AIRX 0|28 YEHEAMAIR.
mASE 2Ioleie(d Ao E BlEoHAlL.

Proxy(ZHA|): HTTPS AMH{O| AZSH7| 23] ZEA MHE S0 ot=
@E% 911 OIE1oI-|_|[:|-

HE{3I 2EZX|

g & ASLICL o2 MKV(Matroska) oh @ gAjo 2 X g LICf

t
SAE: HEQI AEZX|Q IP FAL SAE O[F5 YHY L
Share(38): TAEQM 38 0|28 YHTL|LCT
Folder(ELC): O x-|7<+oF CIAEZ|o ZEE QaABAAR.

o H 7
Username(Al2X} O|£): 21015124 T AFRX} 0|22 QEBIAIA|Q
HASE: 20I5l2{0 IjASC S QEslAlA|Q

SAE: NHO| P FALL SAE 0|52 YABLILL SAE 088 YYs

e B, DNS

A H 7} System > Network > IPv4 and IPv6(A| A8 > Y EL|3 > IPv4d U IPv6) OfzfOf

R0 UK HoIBIAAQ.
EE: SFTP M7} ALBSlE BE #SE agnt 7|2zt 229 Lt

Folder(EC{): TS MY CIHELZQ F2E UHSMAR. CIHEZ|T} SFTP A0 Of

of ENSK oSl AL Y=E Ul OF WAXIF EAEC
Username(AL8X} 0| 8). =10I6t2{8l AL8%t 0|52 YAl

WASIE: 2I0I3elti HAYCSE gAML

SSH SAE 37 7| SY(MDS): €2 SAE 27| 7|32xte| 1674 2x12)o| X2S o
E4oFL|Ef SFTP 22}0|2 E= RSA, DSA, ECDSA 5! ED25519 S AE 7| Q30| SSH-2E& At

2512 SFTP MHZ x| L|Tt. & A| RSAZ} MBS | Weo[n] ECDSA, ED25519 %

DSAZl 1§12 MELCE SFTP ME{0|M AI83IS 2HZ MD5 SAE 7|2

33

HEET




AXIS Q1961-TE Thermal Camera

o QEmol A

|

ot
-

|C}. Axis AtX|= MD5 9l SHA-256 8jA| 7|& 25 X|AS}X| 0 MDSECH ZHaist &
QI8 SHA-2565 AL&3t= Z0| ZHLICE Axis X2 SFTP MHE FHst= &
CHoh XtMDE LHE2 AXIS OS ZE2 TISHUAIR.
BAE B 7| SE(SHA256): Az SAE ZJ| 7|(43K2| Base64 QAT 2XH)9
g U2BHL|CE SFTP 22l0|HE = RSA, DSA, ECDSA U ED25519 SAE 7| S¥9|
AL83t= SFTP MHE X|IgtLICh ©4 Al RSATL Mo k|= 2O ECDSA,
DSAZ} 1 &|& WSLICE. SFTP MB{O|M A &3t= SHE MD5 S AE 7|5
L|C}. Axis A X|= MD5 9! SHA-256 sjA| 7|2 B % X|38}X|at MD5ECH 2
fl8) SHA-2565 At&3t= A0| ZELICL Axis X2 SFTP MHE F45t= &
XMt {82 AXIS OS ZES HASHYAR.
orary file name(YA| I O|E AlR): Xtzo02 MMHE Al Ot O|ECZ I
St MEfSHL|CH PECE 2EstH oM 0|50 C
C | 9 ol

405 A2 AIEr2L
gHI m.IHD I 2100
ol N
S

0 SIEr%dre G A Ik
] 1
-+ [e]3
m ==
3 L
H IotHE

oen
L1 Humjo
" In

« SIP or VMS(SIP IE&= VM :
SIP: SIP M3l2 ZHa{™ MEisHL|C},

- From SIP account(ZAIX} SIP A &™) S =20 A MEdSHL|C}
- To SIP address(x=MZX} SIP FA): SIP TAE Q&THLC}
|u-1|°l Test(HAE): 83t 40| &&5t=X HAESZH S L|CH
L] 0 E

- Send email to(O|HY M& CH4): Oo|HAZS M3 oMY FAE YHSLICH FAE
o 7 Yt HEE oY FAE FR2SHAL.

- Send email from(O|H|Y L) Hifj= MHQ| O|HY FAE LHGHL|CH

- Username(Al8X} 0| 8): 02 MH Q| ALEX O|E2 YHTLICEL o0 Y MHOAM 2SS
Q7K = 4% 0] ZEE H|Y sLCL

- DAQE: HY MHO| IHALEE YHTLICE O|HY MBOIAN ASES 2FSHA| %

- Email server (SMTP)(O| 0| & klI:H SMTP)): 0| & =0 smtp.gmail.com, smtp.mail.yahoo.com
L|c}

o
0= = .
- FEE: 0-65535 H2Qo| g2 ARSI SMTP MHQO| ZE HSE QETHLICE 7|27
2 587¢L|LCt
- Encryption(d33}): 2SS ARSIE{H, SSL &= TLSE MEHSIAMA| 2.
X

EE MERSIL|CE O] 2IE5 M= CA(RIE 7|2h0ollM KA MESAHLE Lot UAE LT
- POP authentication(POP Q1Z): POP AMH O|E & U H HMAI2(0: pop.gmail.com).
H| D
AR oY SEAt= OfE O|H Y O FASE HEE FASHHM ALZXIZL 20| 2
HE otds 2AL B AS Hotsty| 28 2ot DHE AFERLCE O|H Y MMl £
oF HMZ =015t oo Y AFO| F7Z|IALE old O|H S FX|l= YOl YUZF SHHAR

« TCP
- BAE: MBO| P FALL SAE 0|52 YHBLLL SAE 0[S2 YASE FS, DNS
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