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3. Audio > Device settings(2C|2 > 7|7] )22 0|5
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Ct.Event(O|HIE): O

. . = x5 N Sz s ®
Ongoing recordings(52t Td F): FA0A T S 2= 535 HAIYLICH YR of A
= - o - =
ety ot @ Ngg AES|X| XS HE{SIL(C) RN =25 SAGHL S22

538 Al

S K| 51 A

ggered recordings(E2|7 =317t &= E L|Ct.Continuous recordings(d % 3=
FSLE TR WX AZE UL ZXZE AN UJOE HXE CHA| A|ZSHH S347F AL E L

== MY 4= SRLC =ot=0 Lot YE SMS BA
St7LL = ZL|CtSet export range(L{ 2LH7| HP| 27H): =920 220 WELI2H 7|7t LU §
X[o] X2t THE A|ZICHOI A ZFADICHEH, AIZE HR|= TX[Q| AMZIHE 7|ZE22 oL ChEncrypt(¥ = 3}):
LW =ot=0f it A9 =S 285t MEghLnh. WEH o2 Ade glo] € & glaLtt
@ =222 Mo H 2L ChExport(LHELY7]): =3t ®N E= RS WEHLCH
OH
=

| Add app(¥ =7h): M ¥E GX|LICHFind more apps(F7} ¥ #7]): X2 WS O &5

H| 2
SAO o e LASHH HX o ds0 &S 0E = UAFULCH

£ Eurch
« App log(¥ 21). ¢ o|HIES| 2

LICH ZX|7F QlEUlo)] o1de = gl 4% O 382 A8t
2to| Ml A F|7v QICHH axis.com/products/analytics2 2
A FEQ Axis ME 93 H 7 ZoshLCt

gdgote{® 2ol A IETE QoL L

- clO|MIA H|EE3l: oS S0 MYE 2fo| A0 F4 2fojdA
HI2g3tol0f CHE 20| AR £ HE

* Settings(27d): Of7fH+F T

« A XM dS STHL
JE2 FXAEL L

b

L|C}. Axis
ol 7H2 HO|X|Z 0|5 ELICtAllow unsigned apps(MBE|X| %2 ¥ 518) D MYEX e A x|
£ 5|85t H ZL|CtAllow root-privileged apps(root #eH0| U= A 5 &) . root #THO| U= Ol
KXIOf CHe HA HotE 5180t FALC Q AXIS OS Sl ACAP 9| ot HO0|ES =S AIR

% Ol Ao U= 2RAKE AMEDHO US AESAHL SXLLICLE|: Hel 270 HMAgLICEH At

g 7tset 2F2 ofEelAoldo wat kLot L8 ofS2|AH0jM0s 20| YlELIL o
2o %= H7os thg 88 & StLt 0|40 ZotE 5+ UL LT
+ Open-source license(2Z A A BlO|MIA). WA AIEE= QE AA ZlO|MAY Cist HE

a . X A C
+ Activate license with a key(7| 2 O] A ZHd3}): 4o 2o|MAT st AL Ed3tsof &

+ Activate license automatically(ZtO|MAE XSO 2 E/43}): Ao Zfo|dAT Hast AL =
Stsfor etL|Ch EHX|ZF QlHUlo] AAY = Y= ¢ 0 FHE AL CE 2tojdla
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Synchronization(&7|2}): TX|2| X/ 3 A2t S7|3t SH2 AJE“%.“—I Ct.
« Automatic date and time (manual NTS KE servers)(X}-S ol
DHCP A1H-|01| A= HOF NTP 7| A MUt E?|§}§,+L||:f

=
[

NTP HH'ISBt = 7|2t L L}
S NTP MB: oL} = =T JHe
ANBoHe B AL £ A0
- Max NTP poII t|me(*|EH NTP
s my7FK| &K 7} 7|chedop &
- Min NTP poll time(%|2 NTP
s Mf77FX| K| 7F 7| Cheq{of 6}
« Custom date and time(Al2XF X ™ & 11|- ol
from system(A|AHIOM 71 7)) 229
S st A3 JkA S L Ch
Al ZER: At9°* NZICHS MEfSILICH 22 HOF AjZH 9 BE A7 9t
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2000 by
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Atﬂot“ 4% HX= & M0 YE LHES 7|t.'_tS§ AlZts %7|§t°t1 =gg
- Max NTP P0" tImt%("l':H NTP Z3 A7 YOOIEE AlZhS 7] 215 NTP MHE EE
o W7FR] FX| 7L 7|Ch2{OF Sh= Z|Cf AlZtS MEHSEL|C
- Mln NTP poll time(X|2& NTP E3 A|Zh): OO|EE A|ZHS A7] 28] NTP MHE
o M7ER| FX[7F Z7|CH2{OF St= | AlZhS MEHSIL|CE
. Automatic date and time (NTP server using DHCP)(X}& =X % A|ZHDHCPE AtE5l= NTP
A1H1)) DHCP ME{Of AZE NTP MH 2} &7|2tetL T}
Fallback NTP servers(CHM| NTP AMH{): SlL} = 5 749 CHA| AHHO IP TAE Q2T
- Max NTP poll time(X|Cf NTP Z A|Z}): QUHO|EE A|ZtS 7| o|5) NTP AJHZ =
St LK A7 7|CH2{OF she AC§ AjZHS MEBFLICH
- Min NTP poll time(]2 NTP Z3 A|ZH: QHO|EE A[ZtS 27| Q&) NTP MHE =
S bR &K|7F 7|CHE{OF S AlA AIZH2 MEELICH
. Automatlc date and time (manual NTP server)(X}5 Y& U A|ZHES NTP AMH)): AMEHS

. Manual(#5) =ECf2 SE20|M AlZHHES Mefstc
Hl D
AAEoME ZE =3, 23 3 AJ2H 2730 @R 2 Az 2780| Ar8E LT
X 91K
HA7F A X E YHY LD S | Al2H-HOM o] HEE ARSI X Z0|M HXE HELCH
+ latitude(fl k). &= U2 Mz SZS LIEFHLCH
* Longitude(F k). Y ¢S XXM SZS LIEHL|C
+ Heading(&): HX|7} esh= LpEEH 2harg YLt 02 F=S LIEFYLCH
+ Label(2}'l): ZFX|0f CHSH HHO| ZotEl 0|55 YA LIC
« Save(XMHE): TA YXE MysteH S
HEHZ
IPv4
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Assign IPv6 automatically(IPv6 X} &) IPv62 HD HESQA 2t2H7t X0 IP FAE Xt
o2 LHSEE St MEiSL|C]

oln

SAE 0|2

SAE 0|EE XIS2E Y HER/JD 2t2HII ¥X| 0| SAE O|F2 IP FAE A52E EHSGEF 3
B MESILICLSAE 0|5: X0 WNASHE CHE HHOZ ALESIHH SAE 0|ES =502 YT
LICH M EIM Y A|AEH 2= SAE O|2E2 AL 8= EAH= A~Z a~z 0~9, -QL|C}
£X DNS UOHo|EE Zd3letL|ch:  Fx|of IP A7t MAE wioict X7} =02l 02 AH{(DNS)
7182 XAH=2E YHO|ES=F S ELLICIDNS 0|§ €58: TX|ol IP FAE 72|72 1/ =0

Ol 0|28 UHTLICL 8= EX= A~Z, a~z, 0~9, -QL|CLETTL: TTL(Time to Live)2 DNS HZE

7t HHOIER|7| Mo faot 4E{E |X &= AlZtE AL

DNS AMH

Assign DNS automatically(DNA X} &%) DHCP ME{Z} AM =0iQl S DNS M FAE FX|0of Xt
SOE St St MEHSIL|CE CHRE2| WEA0| CHeh Ats DNS(DHCP)E # & gL Ct.Search
domains(= Q1 ZHM): HASIE|X| UYL SAE 0|2 AI23E Z 2 Add search domain(ZHAM =09l
F7HNE 2D X7t AH&St= ZTAE 0|§2 AMY =S AT L|CI.DNS servers(DNS A{H{):
Add DNS server(DNS A{H| =72 Z2/5}1 DNS MH{O| IP =AZ Q&3L|CE 0] AHLE L ELI0|A
SAE O|2S P TAZ HSHS}0] H2BHL|C}H

HTTP 5! HTTPS

ll%ﬂf ZZEZYLLCL &=

S
X0 HTTPSE At3t2{H HTTPS QIEAME MX|s{of &L|Ct. ASME MM MX|5E{H System >
Security(A| 28 > HONZ 0| FTL|Ct.

Allow access through(8 M A | &): AFEX7F HTTP, HTTPS 2= HTTP and HTTPS(HTTP 3! HTTPS) =2
EE & OE S X0 AA5t=F S LX| MeigL|C}
H| D

HTTPSE &3l =2tz ¥ HO|X|E Ee= 8% £3| HOXIE N& 28 I 450 Mt

_AS LT
HTTP port(HTTP ZE):. A28 HTTP ZEZ QaidtL|c AK|= ZE 80 £ 1024-65535 9o o
£ ZEE S{EYLICt (X2 2000t A 1-1023 Heo| LES YA £ QUSL|CH 0| HL9
BEE A[28IH Z D7} BA|ELCLHTTPS port(HTTPS EE). A2 HTTPS ZEES QaistL|ch. AX|
L TE 443 L 1024-65535 #9o| RS mEZ | 23L|Cl WeXAE 20 AL 1-1023 ¥ Qo
ZEE 28y = QELCLH O ol ZEZS ALESIH Z 17t ®A|E L Ch.Certificate(QAF AM): FX|
Of HTTPSE Z-datste{™ ASME MEIGL|CE
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HERI dAM ==2EZF

Bonjour®: HEQIM XIS HMES 5 &%t 0] §ME ZLIChBonjour O|&: HEYIO| HEAZ O|ES
QSBILICL 7|2 0|22 A O|STh MAC FAQLICUPKPS: LEQI0N XIS ZMS slgsteint o] &
ME ZLICLUPRP O|F: YEQIO HAY OS2 YHLh 7|2 0lF2 TA O MAC FA YL
CLWS-HM: HEINM A5 HMS 5{E5tHH 0| 8= ZLCILLDP 3l CDP: HEJAIMAM s A
S 5|g3}2{3 0] SMS HLICL LLDP U CDPE 1101 Pof X& 40| XIZ0| 42 = AELICh PoE Mgl
Foar 2Hs Z2HE HASHE H SHER0] PoE M Y HEL= Pok 29X E FILLICH
=EE2H T\
Http proxy(Http TEA|): 8|25 HAo| M2} 229 TEA| SAE EE P FAS XML CHHttps
proxy(Https ZEA|): 5{&E HAOf| M2} 22E ZEA SAE T 1P FLE XU
HTTP 2 HTTPS ZEA|0| &&= A

 http(s)://host:port

 http(s)://user@host:port

« http(s)://user:pass@host:port
H

HXE ARSI 228 ZEA 42 HELC
No proxy(ZEA| 913): 22Y ZEAS 22|5l2{H No proxy(ZEA| §1Z)E ALEELICL S50 A= &
M F SILHE YESAL dErE FE50 o HE YHSL T

« HIYF7|

. P FA KW

. CIDR HAlo| IP =4 X|H

« EHO Ol XIH(O: www.<EHQl 0]Z>.com).

- EF =HQe] 2= 59 =0 X[F(Of: .<=HQl 0] &>.com).
One-Click Cloud Connection
One-click cloud connection(O3C)1dt O3C MH|A= O XA LE AAIZE B =31 A0 20 otMsH Ol Ul
HMHAE HI2EL Lt XM LHE L axis.com/end-to-end-solutions/hosted-servicesE EHRSHA A2

Allow 03C(03C & 2):
« 28 o|A0| 7|& HFEYULICE AEHUHUS S8 O3C MH|20| HZASIEH FX[Q MO HE
2 24 =84 Mo HES FE = 24A1ZH O|Ujof O3C MH|A0| FXE S=50fF L
Ch "X o™ FX|7F O3C MH|AMAM A M ELIC TXE SEZH Always(24)
7t 2ot FK| 7 O3C MH|A0f AZE X RFX|ELCH
o 24 FHXIF AHUE S8l O3C MH| A0 CHet HAS XEH =2 ALl T HXE S55IH
O3C MH| A0 HAZAE xf RX|ELLCH ZXQ MOl HEO TFX| Q= 42 0] FME AL LIC
« ofLR: 03C MH|AE H|ZdatetL|Ct
Proxy settings (ZEA| d%). oot 42 TEA dF2 YHSI0 TEA| MHO| HASLICLSAE: IF
Al Mol FAE UHGLICLEE: AMA0| MEE= ZE HSE AUHSGYAQ2Q & IjAQE: EHR
ot B ZEA MHO| Ciot AL8XL O|F 3 WAQYES Q2 ofL|ChAuthentication method(Q15 ).
« 7|2 O] Y2 HTTPO| CHo 7HY 2ehdo| Foje 215 MAYLICH L=otE|X| 42 AMEX} O
sS4 HAY/YEE Mz ©E5H7| [ 20| Digest(CIO|M|AE) 2 ECE QHHSHA| Gr&L|Ch
« CIO|F|AE: O] &H2 Ttet HERIE S L2otE HAYEE HESH/| 20| o HMetL|
« A& Ol FUE A8SHH X kl= Yo met FX|7F 95 WS MEY = YL M=
?l= CHO|HI2E &, 7|12 9 =M= 2Lt
27X AF 7|(0AK): £F7XF 21F 7|5 7IM 22 Get key(7] 7tH 27|)& S gLt o[Hd2 TA|
7b oL ZEAIG0] AHUO HAE R0 JtseL
SNMP
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SNMP: AtE3% SNMP HE S MEHSHL|CL
« vl 89 v2c

A= HRLIE O[5 dHeLICt 7| =gt2 SIHYULICH

=

- Write community(27] HJLIE[): X|JL|= ZE SNMP ZiH|0f| CHsi ]
Of A= HRLIE| O|E2 AUHALCHS7Z| M X H Q). 7|22 &

- Activate traps(E®Y Z/ds}): EFETE SM315ie{H HAMA|L. XK= EH
S0t O|HIE = HE| HZO CHot HIAIX|E 22| A|XHO| 2L
A SNMP vl 9 v2cof CHSH EHS MME 4 Q& L|CH SNMP v3o 2 B ZASAHLE SNMP
E I1H EWO0| X}E5O 2 HELCE. SNMP v3E A3 AL SNMP v3 2| ofZ2|A
O|ME ol EMS 48 = AUSLICH

- Trap address(E3 FA) 22| MO IP TA £ SAE 0|28 s

- Trap community(E3 HRJLE|): FX|7t 22] A|AH EZ HAXE &
HRLUEES Y=gt

- Traps(E®):
- Cold start(2E BRE!l). X7} A|ZE O ET HA|XIE 2L C}

- Read community(8{7] HFLIE|): X|dE= 2= SNMP Ko Lo} 87| & =eto]

1 =2 = = .
- Warm start(g] AEIE): SNMP MNS HZAS [ EW HAXE 2HL|CH
- Link up(33 ) 237 ORI oz HAE Z2 EY HAIXE EYLCL
- Authentication failed(Q1Z A Ij): Q1= A7} AMI|s}H E& HA|X|S EWHL|C}
H| 2
SNMP vl % v2c EAS 7{H DE Axis H|C|Q MIB E20| EM3IELICE XHASH LHELS
AXIS OS Portal> SNMPE EZX3sHM K.
« v3: SNMP v3& Q&3 Ol HOF @S2 x| 2s= HCO CHMSH A QLT SNMP v3
UB It HTTPSE Eo ML D2 HTTPSE EM3tst= 740 E& L CH ESH ABHO|
OUSSIE|X| U2 SNMP vl U v2c EHO| WM ASE 242 WX[BILICL SNMP v3E
SNMP v3 2| ofZZ|AH oINS Solf ERS dEY = ASLCL
- Password for the account “initial” (X 7|" A|HQ| TfAL|E): O|E0| 'initia
SNMP THAQIE S AHBILICL. HTTPSE &d2I5X| $Fne IHAQJEE H
HYSHX| & LICE SNMP v3 TfAQE = o+ HOF S 4= Q10 HTTPS
o2t @¥st= A0l E5UCE MAJES HFSIH MAQE HETJ O Of
SUCHL HAYEE OHA| 25T ZXE 3T 7|2 8822 YEFHHO
B ot
ASAM

Client/server certificates(22}0|HE/MH Q= M)
S240|HE/MH AB M= &KX IDE HBSHH XA M
g = JASULCE KM MY ASNE=E HoE EZE A
MR AHEE = ASLCH

o_HO

o= T
« CA Q3N
CA QIZME AH8StO mof IZSME QBELCE o8 S0, TX|7} IEEE 802.1XE &
HEIo| AZ= Z F5 Muo| IDE HBLCH TXole oy 7Hel A A& C
AZ M7t UG L L
XY= "EA2 Chan 25U
. OIZA HAl: PEM, .CER, .PFX
« JHQl 7| HAl: PKCS#1 I PKCS#12
T8 Atg

_|_

Add certificate(QIS M F7}) : ASAME F7t5tH SElIoHL| L}

. More(® 270) 7 AN MEg $71 BEE EAFLC

28

ASME HEAILS XS 2AFsts o ALEELUCLL O X F 7HX RY2 ASME XY HCL
H

HXE S B Al 7|2¢ez MEFSHH 2R AS M7 AHE YD AFE 2XE CA AN
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« Secure keystore(HQt 7| K& A): 72 7|E CtMSHAH X ZASt2{H Secure element(HQF @A) I
L Trusted Platform Module 2.02 MEHSHL|C. MEHSH HOF 7| KMEAO CHSH XFMBH &S &
2 ¥ help.axis.com/en-us/axis-os#cryptographic-supports EZSIAMA| L.
+ Key type(7| 88): 2SN E ESolH EECOR SE0AM 7|2 Lzt dn2[F0|Lt Cf
2 =3 HugES ’.‘JE—.% L ct
o0 X*= oiole CH20| ZgE Lo
. Certlflcate information(QS A FH): AKX = QASAo £MHE FLLCt
» Delete certificate(ol"kl AFH|): QIS ME AX|SIAM A 2.
+ Create certificate signing request(Q/SA AH @& MAM): C|X|E ID AISME MHEI| Q8 S
g 7120 EY QSM MY ¥ ddgL
Secure keystore(sl?_i 7] MEA) O
« Secure element(29F 2 4)(CC EAL6+): EOt 7| K& A0 E?_P QAE AIRSIa{H MEistL|Ct
o Trusted Platform Module 2.0(CC EAL4+, FIPS 140-2 g 2): 29t 7| HZ&EAQH TPM 2.0
= At8%te{H MEfStL
HEYI M2 Mo Y S
IEEE 802.1xIEEE 802.1x= QM U M Y EQI AX|O HOt 0128 HIZse ZE 7|4 HEQI 209 X
O E @It IEEE &= QI L|Ct. IEEE 802.1x= EAP(Extensible Authentication Protoco)& 7|&S9 2 ofL|LCtIEEE
802.1XE2 H3 &= HELIO °"*1|*0FE1'1' HESZ X7t AHHoZE ASE0{of gLt 252 25
MHOAN Sz, YEI™ o 2 RADIUS A H(0]: FreeRADIUS 3! Microsoft Internet Authentlcatlon Server) ¢!
L|CtIEEE 802.1AE MACsecIEEE 802.1AE MACsec2 0O|LC|0f °”A1|ﬁ S8 D2EZES Q3 HYZAH Oo|H 7|
9l 9l SANS Ho|s= IEEEQ] MAC(D|C|O| M A HEE) =of E-’.-_‘-%' L|CHQIZ M CA ._oM 8lo] 74
SHH MH 213M 24 AAE H2HEole| 0 FXs AZE HE Ao P71I°*0I XA A15S AlEgLCh
ASME A8 I Axis 7+31 Al 7|17] A 215 MH = EAP-TLS(EH 7Is 915 ZEEF - 7.‘_*% AL Heoh)
£ ME35t0] CIX|Y QEME XHZEHeZ S| CHE X7t °|"A1% S0 E3kl= HEYIO| AMae
= U= 5t MBE S20|UE ASME ZX|0| AX|S{OF gtL|Ct Authentication method(Q15 ).
Ol=0| AMEE|= EAP SE S MEHTHL|Ct.Client ertificate(EElE}OlmE ?_Iokl): IEEE 802.1xE Al2% Z2}0|
AE QISME MEIGLCL 25 MH = QSME ALE5I0 Z2I0|AEQ| IDE ZQIgtL|CHCA AFN:
CA QISME MEHSIY Q15 MH Q| IDE =QItL|Ct QISME MEASHX| o™ HX|s= HAE HEYI
O 2tAI0| Xt AE5= Al=gL|CLEAP ldentlty(EAP ID): EEP [OE QIS Mt AZE ALEXL IDE &
2 5l4 A| 2.EAPOL version(EAPOL HH): 4 E A QX0 AFEE|= EAPOL HHE S MEHSHL|ClUse
IEEE 802.1x(IEEE 802.1x A}&): IEEE 802.1x J*E —2—% Al ™ MEHSHL|CLOI= it o 2 [EEE 802.1x
PEAP-MSCHAPV2E Al23t= 4202t O]|st M™ME 0|8 = /JUSL|CH
« DjARE: ST ALEX IDO| IHAQIES ‘.’:!E—*.E.*LIEF.
+ Peap version(Peap H{H): HE YT ALX|0|N AEE|= Peap HH S MEIGHL|CY
« Label(2}l): 22}0|YE EAP U532 ARSI H 12 MEISID, 22}0|HE PEAP U552 AR S
M 25 MERSIL|CL Peap HW 12 A8Ste 22 HEYI AQX|[7t ALSt= 2t S MElSL|CH
IEEE 802.1ae MACsec(®M X CAK/AIM 3| 7))E 15 WHO=E ALESt= ZR0|2 o|2st HEZ 0|&
g = UAEULCH
o 7| UX| AA A F| 0|F: HA A O|E(CKN)Z LHtLICH 2 ~ 64XI(2E 2 Jt5) 16
Zl4=0§ Of E”— Ct. CKN2 14 2Eo|M =522 F4810f 510, {30 MACsec2 24 %}st
HEH Aol AE E0AM LX|s{OF LIt
o 7| X AA A 7. oF BAH F|(CAKNE UYHGL|CE 32Xt = 64Xt 16%I=0{0F TtL
C}. CAKE G Bai0|i 2502 A0} 810, A 20| MACsecS &43tstai® A0 o
Z B0olM YX|s{oF BfL|Ct
2AE oY 37 ¥x|
Blocking(XtTh F): FAE O 342 ACsie{M AYAR. X8 1Y 342 Ald M5 S 210!
YE L A3} 7|5 FHYLCLAT 7|12h 208 O 342 Aohe AZHX)S AL CEAHE
ZZ: 250 AZET| ’Fioﬂ Si8Ee =Y 25 A0 HFE YHAULCH O[X| =& X =F 2
FoM 58 A0 =8 48 = UASLULCH

I
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- W, EE S F PTZ AlE ANA =P
© dgo %= HRoe oS I ZotE L|ICh.Update account(H’d RIHIO|E): AH £/
Ct.Delete account(71lJH AH): AEE AHFELICH root A2 ARE = glELCH

m|o
&
ina]
%
i

SEE

LTES

Allow anonymous viewing(2/® H7| &) A™MC=E ZIQISIK| YNE FRLF BHAXIE ZHX|0| HAMA

g £ A E ML CtAllow anonymous PTZ operating(2EO| PTZ 29 3 8) : QHO| ALE
Xt7} ofof x| of EH sf M, 2HE 8l 52 & = ULE St HLCh
SSH A8

o= T = T
+ Restrict root access(root WA A X|3H): root UM A LSt 7|5 Hststai™ AHL|Ct
. Enable SSH(SSH ZrA3}): SSH MH|AZ AP23}2{ 3 ZL|C}.
Account(A|d): 1Rt A 0|52 YU erL|Cl.New password(AH AQYE) AE
HARAE = 1~64XF Z0|0jOF BtL|Ct. EAt, <At £ 5H, €82 7|5 & ¢ =
E 32~126)7t THARIEOf AME™ 5= USL|LCH Repeat password(Ij A9 E HtE): FAsH A E Ot

+ Add SSH account(SSH Z|™ Z7}): Aj SSH ARMS =7}st2{® ZalstLct.

Al QEstAlR A 488 YL CHEM). © H0 X= 0R0l= Ch20| Z3HE L ChUpdate
SSH account(SSH Z|® SIH[0|E) A& £AMS M|} Delete SSH account(SSH A& AMH|): #&
= MANYLICE root AF2 AHE + SSHCH

7

_—

N BAE

_|_

Add virtual host(7}4 SAE 7). M 7tA SAEE FI6i8{H 2oL CLEMEEE 0] 714 SAE
E M85t MENSILICEMB O|F: MH{Q| O|F 2 Y= StLICE =Xt 0-9, At A-Z 8 SIO|E(-)TH AtEE
LICLEE: MHIt AZE ZEE AHYLICLType(RE): ALY Q15 RS MEGLCE 7|2, CHO|HAE,
RE ID SO|AM MEHBILICE  ©  d"0o| X OF0= CHS0| ZoHE Lt

« Update(HIO|E). 7t& 2 AEE YOO EQL|CH
« MH: Tty AEZ AR SO

Hlgd3h MBIt HZ2date A& Lo
OpenID 7
2 A

OpenlDE A8t 200g = gle 2% OpenlDE TSt 200g If AFESH CHO|HAE

= 7R X2 3H2 A8
Client ID(Z2}0| 2 E ID): OpenlD At2X} O|ES U =THL|CH.Outgoing Proxy('dl ZEA|): TEA| AHE
ALESt2{H OpenlD GAZS ot TEA| FAE U TIL|CLAdmin claim(22]| X} 9.’51) 22| X Aol S
2 2 et L|Ct.Provider URL(SE Xt URL): API AEZOQIE Q15S 2ot & Z3E YHLICL https)/linsert
URL]/.WeII—known/openid—conflguratlon 3 A10|0{OF ElOperator c am(-?- A 2H): X dEo| US A
Bt L|C}.Require claim(28 L) EZ0 A0 O} sl= HO|HE YUHTL|CHViewer claim(TE X @ M) 2H&
X} G120 3S Q2A3ILICtRemote user(EZ ASXD): % Aroxre Agists 3t2 QSBLCL O] B
of # OIEIHIO|A0] Hi) ALBAIE HAISE o SE8LIckScopes(@Sl) £ Aot & 2 9l fdiH
He |°.:II_| Ct.Client secret(aE}o|°1E H|2): OpenlD IjAQE A= Save(X-le') OpenID /2 M&oleiH 2&
gtL|Ct.Enable OpenID(OpenID &/d3}): oA HAZ B0 SZXF URLOIM &K 2152 &85t2{H FHLCH
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¥ QIE{H 0] &

-

- Username(Al£X} 0|2): 21015120 ALRX} 0|22 QaiBIAA|Q.

- EHA _Il: §:1_0|0|-E1D4 lLHA_OI__IE o

- Proxy(ZEA[): HTTP MHO| HZAS7| ¢
QE% 7;‘—| 0IE40I-|_||:|»

M https://192.168.254.10/cgi-bin/notify.cgi ¢! L| C}.

S IZME MEFLC
- Username(A}2X} O|E): 21QI15}2{ T AI2X 0|22 UHBIAAIQ.
- HAYE: 23006 B HAYCS YSAAL.

¥EE D YEHPLC

- HES3 A2EZX|
NAS(Network-Attached Storage)?t Z2 HEQI AEZ|X|E F76t0] Ot g HEHSt= 4
A8 = UFLLCH o2 MKV(Matroska) I @Alo2 XMFE L L

- BSAE: HEQZA AEZKXQ IP FALI SAE O|E2 YHBHL|LC

- Share(38) TAEQM 37 0|E2 YHLICL

- Folder(80): m¥Ys M&EE C

- Username(AlEX} 0|8): 2190l
A

- ll!-I*°J'= EQI5e{ ™ Ij
. SFTP

X7} System > Network > IPv4 an
XM 0] Y= ZOISAA L.
- EE: SFTP MH|7} AF8%ts ZE HoE HFLICHL T[22 22¢LC
- Folder(EC): MY M ClHEZ| Q|
O EXstA| o™ mMAS PR I QF HA|X| 7t EA|E LT}
- Username(A}RI} 0|E) E20I5t8H Al O|ES UHSIAAIL.
- Hj2RIE: EO0I5E{H IAQES UHGMAIR.
E1o+L||:r SFTP 22}0|® E= RSA, DSA, ECDSA 9 ED25519 SAE 7| 93/ 0| SSH-2
23l= SFTP MHZ K|S T} HAH A| RSAZ} MQEI'— HHEH 0|0 ECDSA, ED25519
DSAJI 1 5|2 wm=L|Ch. SFTP A-|H-|O1|A-| AR H}E MD5 SAE 7|2 Q2310
SHL|C}. Axis AX|= MD5 9 SHA-256 8lijA| 7|2 B = X|&}X|OF MDSECH ZHaist

SO Chsh XHMISH LIRS AXS OS ZES MISIAAIR.
- SSH 3AE 37| 7| SE(SHA256). A2

QA OF BFLICE Axis & X|= MD5 % SHA-256 S{{A| 7| € 25 X|SIX|2F MD5ECH

ol CHSH XM LIS AXS 05 ZES HusiiAle.

=
- Send email from(O|H{|Q ZAl): HLj= AHQ

33

- SSH Z2AE Z7) 7] RYMD5): 214 SAE S 7|(324t2| 16T+ ZAE) X2 &
=
=

24
24
S HOFS O[3l SHA-2562 AFR Sl 70| Z&LICH Axis HK|2 SFTP AHE LAsis ot

URL: HTTPS AH{0j| CHSt HERI "*S’-f Rx*o Melgd A3 EES YHYUCLL oE =

- Validate server certificate(MH QI=A| &Ql): O] AXIE MEHNSIO HTTPS MHZ} AM

- Proxy(ZEA[): HTTPS MEO| HZSLY| 2o ZFA| MHE Satol0F ot= B2 st

SAE: MHO|IP FaL SAE O|F d% %Iaé.”-llif =AE O|F2 Y™t 8% DNS
[=]

(=]
H2E QaBAAIQ. ClAE2|7} SFTP AB{0] 0

o]
At
gl

3
L]

St 9lo) SHA-2562 AIBSIE 20| EHLICL Axis M2 SFTP MHE FAsHs %

AH TAE ZI| 7|(43K}2| Base6d Q1AL EX}H)9|
X288 YHetL|Ct. SFTP E2I0|AEE 'RSA, DSA, ECDSA % ED25519 SAE 7| 89|
SSH-22 A23t= SFTP MHE X|QBHL|CH BAF A] RSAZ} MSE|= Hh0|0 ECDSA,
ED25519 S DSA7} 1 E|E mhEL|Ct. SFTP MHO|AM Al3%t= 2HIE MD5 SAE 7|2

a

- Use temporary file name(A] It 0|E ME): AHE52=2 dd=l A ot o|Ee =2 1}
2S gECoteE dHSL L 2SS a5t oid 0|S0] sf= o|Z o= HiEL|C
Y=Lt SthEl 42, &4 0ol Siﬁl—llif. Jd2{Lt ojFs| YA IS s + US
L ct 0I%‘371I ol #ot= O|§2 7t EE mte0| SHEX & + ASLIL
o SIP or VMS(SIP EE= VMS) :
SIP: SIP HM3tE Ze{™ MEeigtL|Ct.
VMS: VMS F3tE2 Za{s MEetstL|ct
- From SIP account(%“.k_IX} SIP Ad): SE0A MEfTL|CE
- To SIP address(**l X} SIP -.-_+_) SIP =& =™t C}
- Test(BIAE): 53 MHo| ¥EHEX HAES AR 2L
- oM
- Send email to(O|HY HE CHY): O|H LS HEY O|Y F2E YHLILE FLE
olg 7 Y5t H HEZ O|H 2
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¥ QIE{H 0] &

-

= 3% 0| EEE HIY & IEF
- Email server (SMTP)(0|IJ||°I
o Z2 SMTP MH 0|2 & :
- mE: 0-65535 Helel 22 ALE3H SMTP MHQl ZE B E YLt 7|23k
2 5879 L|Ct.
- Encryption(%33}): 2535 Af St2{M, SSL tt= TLSE MEHSIAA| 2.
X

. TCP

K HE O Y=X| SolstAA L.
- Port(ZE): MH HM20| AEE]

rr

ZE Mo E YHLICL
Test(E|2~E). HF2 HAESI2{H Z2gL|Ct
recipient($ le- 517|) OE £AMXE A
RIS 2ARSIE T S2BIM K. EA%Q i
H): =UAE %?E‘EE AR St H S gLt

SMTP)): O £ =0 smtp.gmail.com, smtp.mail.yahoo.
HL|C

- Username(AL&ZL O|F): Ol MHO| ALEXL OIS S YHYLICE Ol0L MH{OIN 2ASS
7ok @F= B2 0 2ES H| J '—IEf
- WARE: MY Mo WAES AHPLCL O|HIY MBOM AES 270K &

com

- Validate server certificate(MH QIS A 2Ql): AUSTIE AIESt= AR AKX o IDE =Qls}
L& MEigL|CE O °|x*‘|" CARIZ 7|EHo| M AtA| MHSEAHLE Hlet = &S L|CH
- POP authentication(POP 91Z): POP AH| 0|28 Qaista{® HA A 2(0f: pop.gmail.com).
H| o
U2 Ol Y SSAt= o= o|H Yt O FAIS HEHE F£AMUSHHA ALEXIZL 0| 2
HE mYg gL 2= A4S Kotsr| fis) 2ot ZEHE AtETtLch olH Y HMaYHel &
ot FME =Qlsto] oY AFO| &AL o4 O|HYE sX & O] YT E StUAL.

BAE: MHol P Bl BAE 0|82 AW, SLE OES A F2, DNS
A H 7} System > Network > IPv4 and IPV6(A|AH > HELA > IPv4 5! IPv6) Ofzf 0

° o
£ E2{# 2L Ct.Copy reCIPlent(-’Ff_‘Xf EYIESY
MZ $=AMXE HAT = UESL|Ct.Delete recipient(4=41 X} At

45 E27{2 A8Y0 §2 £502 E2A% 4 USLILL O 50| 5 EaAE M 4A L 7Y
St S0t Mz AFW 4 dSUL

MQTT

MQTT(Message Queuing Telemetry Transport)= AFE QEUl(oT S Iet EF A T2 EZQL|Ct tha
Stel IoT ESHE o ALY 22 AE FZZH(small code footprint)dt XA HEQA (HEZ0ZE 1A
SRE AASH| 2o crYot YoM AL ELICH Axis TX| 2AZEQO{o| MQTT 2E20|PIEE &3l FX|
OlM HdE GOl S OfHEE Ay 2| AZEQO{(VMS)7t OFHl A|ARI0)| ZHHSHA S8te = UASLICH
7|7IE MQTT EEPOI"*EE -t MQTT S EEfOI"*ES’-f BE7ete F AHEIE 7|22 oy
Ct. S20|AE= HAX|E ELja @S Ct BE27{s S20[HE 7to| HiA[X] 2t E S HIEE

|l L|
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+ 88832 SSLE E3F MQTTQ|
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CIFS= A8 7t obY A& SMALCt
Use tool(E4 At8): eI MEISH S5 dztetLC}
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0~200%QL|C}. oF HE AFREIX| Q4

Eo1 o4& =30 7IZCt= A2 LIEFY L CH
S&LCH OE E2|HE 80~90% AO|2 MAESt= Z{0| Z&LICE O/ A

§ O =
92 L|Cf Autoformat(XFS ZEOH): Aj2 AQIBH SD FIE2 A0 2 ZUSIAE HAAQ. oY A|AEH
o >

ol

91-
4>

TS BHBSHNS. 0|

S g=odts O 2ast AES HEYLCL

ext42 HLOSHL|CtIgnore(RA]): SD 7IE0| =3t M S FX|Ie{H HMAL. SD 7IEE 2A|SIH FETL
UASES YA7L O o4 QIMGHX| RotL|Ct o] 72 Z2|Xtot ALEE 4= QUL L|C}.Retention time(EZE A|
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