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https://help.axis.com/axis-camera-station-5
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3

WZHAM 90[0{o] THE & ES ZHOl= HI 20 +2 EAIE HYHO AZFLICL
it oto|ofE Ziof2t /O HYHe T ACIX|E =8)0 FZAg LI
4. TH2tM Qt0|0jo] CHE & E5 ZYOlEs HIZO -2 EAE AHYHO AZFHC
/O =E 34

Ztoatel & QAIHIOo[A0AM ZrH 2t ZEOlE HE HZE:
1. A|AE > M ME| > /O ZEZ O|ZTHL|C}.
2. Port(ZE 2)9| A2, Flashing beacon(’Z4}0|= H|E)2 = 0|58 X|™TL|LCt
3. Normal state(®d & 2EH)0| M ‘J’ = 22510l LEOo| Fi HEHE VY 2A=Z(NO)= 2F L Lt O
WE 7k WASe bl 20| ZEtolv] Alsferc,

% 2hg7)

=l

FATE ZXIE[H ZEOI7] AR FiH2tot HIZ22 LS TSI FtHtoA ES d-doiof gLfct.

=2 O o

System > Events > Rules(A|28] > O|MIE > E)Z 0|55t E2 F7IgL Lt
Name(0| &)0{ A, Flashing beacon(’Z4}0|= H|Z)2 AHgL|Ct

Y Atolofl thZl(hhimmss FA)E 302=7HA| F gL

> wonNpoE

A2 SE0|A Application(Of Z2|AH| 0| M)V AN HA LY EZ(perimeter defender) Of 22| 0| M
= dE L L

5. Use this condition as a trigger(0] =S

x71817] I8 T

2lHE2 AM8)S e

6. T2 x712 g 23y

7. = 2 E9| Scheduled and recurring(0f|2F 5! HH=)0| A Schedule(¥™)S MEHSHL|CT
8. 2 E FEO0|A After hours(2F Az )5 dEeL(C]

9. Y =529/ /00| E0| EE2El= % ES /O HEELIC

10. ZE =S50|AM 249 HE ZES WEFLCL

11. ggetsty| 23 dElS 28

12 Mgs =g

Lz HYUX x|

HYXOA Zostn MA|gteEH HERI & LO[HE AESHAIR.
O] OoM= Axis HIERS & 20/ E AZSID S FtH2F JYS AX S oL 202 SES MYSE
= MHSE wye HYBLICL 0| oA B ALFHE 22 Az 9lof 2RYU~Z2Y 18:00~08000) Bt
gdzty = ASLE
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3. Connect(¥Z@)E Z & otL|LCt.

thigtol 2cj 28 Y=2E

. Audio(2LC|2) > Audio clips(2C|2 2&8)Z 0|55l O S ZastLct

=2 ="

Ftofetof FAZH7 AXE W 20H7F QLR 2 ES MYSH=S St JtH2toM &2 HdsioF gL Tt
1. System > Events > Rules(A|AEl > O|HIE > E)2 0|55t EE F=7I¢L|C}
2. Name(0|Z)0f| A, Deter with audio(2C|2Z AXN|)E =THL|LC}.

=

3. =H E%Oﬂ)ﬂ Appllcatlon(0||EE|?-||O|A=I)01|A1 AT Y HS(perimeter defender) Of Z2|# 0| M
=

>
12
ot
r
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4. Use this condition as a trigger(0] ZZ S EZ|HZE AI)2 MEisiL|C}.

[
F7tst7] 2l | = 28

5. of2 x=7e & 2 2yt

6. &= SZE09| Scheduled and recurring(0f|2} S HH5)0{ A Schedule(Yd)S ME4SHL|CY.

7. 2HE SENAM After hours(Z2F A|ZF F)E MEHGIL|LCY.

8 MM =E2| Audio clips(2C|2 E3)0|A Play audio clip(2C|2 % x|’ ¥)S MEiSLCt
9. Clip(2E)0M Y=ED 202 SFES ML L

10. Audio output(2C|2 E3H)0|M HOIZE HEJI 2m7{0f i3 15 MEfSL CL

1L XME&e e

tH2t7t 2 E¥E ZX|SHH 7t
Axis AEZH ALO|ETHE A

0| 0|0 M= AXIS Motion Guard7}
=]

= YES 4L

AEBE7| -
. AEZH AO|HOAM SUX L BE|AF HSOZ Al AHS AAMSLICH
« AEZSH AOJHON ZR2OYUS MHFLCH
* 7ZHO|2t0ilA AXIS Motion GuardE 2°835t1 "7iM2} Z20tA"0|ets Z20tAS SSYLICH
Zhogto] & Fo| +4AE 44:

1. 7tm2tel ZHk| QIE{HO|A0|A System > Events > Recipients(A| A& > 0|4l
st $AXE FIteL o

=
[m
v

Fdxhz 0|
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- Type(£9): HTTP

- URL: http://<IPaddress>/axis-cgi/virtualinput/activate.cgi
<IPaddress>& AEZH ALO|HO| F=AZ HpEL|CEH

- MR BE AEERSE AO[H AF AY L HAYS YLk

3. BE HolEt &

|'O|'

X Solst7] SIof Test(BIAE)S SBLICL
4 MBS B
5. CHS MEE MO0l £ H XS FTFLCL

- 0|§: 7|>AI- IE Hl?a'l-)g's'i_l.

0

- Type(§¥"): HTTP

- URL: http://<IPaddress>/axis-cgi/virtualinput/deactivate.cgi
<IPaddress>& AEZHE ALO|#HIO] FAZ HbEL|LCH.

- ME BE AERE NOJA AH AY X HAYS YL

=

6. ZE HOIH7t Ra oA =2QI5t7| 23l Test(HIAE)E S =L L
=2

2. O3 §EE "L

- Condition(Z=Z1): Applications(0f Z2|#|0]4) > Motion Guard: Camera profile(Z2 ¥ 7}

E: shoef 2o

-

- Action(¥M): Notifications > Send notification through HTTP(Z 2 > HTTPE S|

2 H3)
- Recipient(+4IXh): 714 ZE EA3}

- Query string suffix(F 2] X} HO|AL: schemaversion=1&port=1

- Condition(Z=Z1): Applications(0f Z2|#|0]4) > Motion Guard: Camera profile(24 7}

c: sjola Z2apel)

- Invert this condition(0] =& HIHS}7|)S MEHSHL|CH

- Action(¥M): Notifications > Send notification through HTTP( 2 > HTTPE &
g ds)

- Recipient(=41X}): 7t EZE H[Z/d3}

14



AXIS Q21 YAt Fio|2} Al2|=

A 74

- Query string suffix( 2] 2X¥ ™O|AL: schemaversion=1&port=1
5 M¥E L LCL
LAERH AOJHOIM & dd:
1. AEZ2E AO|aHQ| ¥ QIE{HO|A0A A|AR > O|HIEZ 0|58t 22 F7tgL L}
2. ofg §EE Y=L
- OB Thy YU 1014 E2|H
- Condition(ZZ): 1/0 > Virtual input(7}4 =)
- Port(ZE). 1

- Action(¥): Light and siren > Run Ilgh t and siren profile while the rule is active(Z=d
2 Aol > 20| T4 AEfOl SO XH Y AO|H TEIY AY)

A EH

= T

a

- Profile(Z2atY): MZE YH= ==}t

ne

3. M¥E YT

| o= &3 M7t BI[AL SHEAS I o|HgEs EUs YHS YUt VO HYEHO| oo XtAst
W&2 Z/0/A 57 255 HZOHHAIR.

1. System(A|AEl) > Accessories(HM A 2]) > I/O ports(I/O ZE)Z 0|53}0] [ ZEQ
Supervised(ZHA| E)S 7L LC}

Ol & +MAp 7}
System > Events > Recipients(A|AEl > O|HIE > £AMXNZE 0|Zt1n £AXE F7gL|Ch
4Rkl 0|28 YL

1
2
3. Email(0]H Q)2 MetgtL|ct
4 oS BY O|HY FAE YAFL|CH
5

7t 20 IE AHH| ojo Y ME{7F gloBz HYAS HESIHH CHE Ot Meof =aolsioF gLt
oMY HEYH ol me} LKA He s ’“”E“—IEL

58
6. HIAE O|HgS EL2TH Test(HAE)SE ST LI
7. MEe 2L
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- Warm start(gd AELE): SNMP M2 #Zg I EY HAIXE 2HLICtH
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- Authentication failed(21= Al1j): 1= A|Z 7} AMIistH E2f A|IX|E B L|C}
|2
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AEM= HERIAYS HXE 255t O AFEELICE O HX|= F 7HX| FHe ASME A AL
. Cllent/server certificates(Z2I0|HE/AH 2= A)
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. Certlflcate information(ZA HE): HXE QESA9 £482 FLC}
* Delete certificate(21Z A AA): ASME AH S
- Create certificate signing request(QZAM MY 9F MM): CIX|E ID ABSAME LA Qs &
2 7|20 B SN MY 282 ByeLc
Secure keystore(sl?j 7| MEA) @
« Secure element(H9t @ A)(CC EAL6+): HOF 7| XZE A0 EHOt QAE A28} MENSHL|C}
» Trusted Platform Module 2.0(CC EAL4+, FIPS 140-2 g 2). &9t 7| MZE
= AL8dote{® dESLC

HEHI M2 Mo X st

IEEE 802.1xIEEE 802.1x= SM % 2AM HEQI XX|o HOF 0158 K Ists ZE 7|4 HEY
£ 2|5t [EEE &=L Ef IEEE 802 1x= EAP(Extensible Authentication Protocol)& 7|&2 2 &
BO2IXE e E HESA0] o LoiHE HE e AA|% HAHeE SEe oo i, o
MHOA sz, 2EI™ o 2 RADIUS AMHE(0]: FreeRADIUS 3! Microsoft Internet Authentlcatlon Server) ¢!
L|C}IEEE 802.1AE MACsecIEEE 802.1AF MACsecS O|C|0f A~ £2 mee=S 98 4joide [0l 7|
QM gl BZAMS Xo|st= IEEES| MAC(O|C|of ou)\ﬂz\ 9-|E§) EOP ii-’F-O'Llﬁf OI*A-ICA OIKA-| 90| 2A
N 9B 2AD} R ESED BX s AZE HEYI0] BASO| AH ASS A=uch

I Axis 7+31 Al 7|7] § = A-|l:|-|'— EAP TLS(EFJu IIs 91 Z2EE - M& A HE9Y)
X SYLCEEXZL ABME Soll E2E|&= '-1IE°4301I o | A5t
FeidH M= S20|9E QASAME ZHK| o MX|sjof L |l:f Authentication method(Q1Z HiH):
ient Certlflcate(aEI-OIWE ?J%kl): IEEE 802 lxg Afoa E'-EfOI
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10| X} IEéFLI Ct.EAP |dent|ty(EAP ID) aa}om OI= M} HEt=
215l A A| 2.EAPOL version(EAPOL H{ZF): HESQT AKX 0AM AIRE|= EAPOL M EH
IEEE 802.1x(IEEE 802.1x A}-&): IEEE 802.1x AEE——T‘—Q At8%le{H MENSHL|CH QIS 2 o 2 IEEE 802.1x
PEAP-MSCHAPV2E At23t= Z20|C 0|23t MM E o|l&T = OI§L||:
« Dj2RIE: ST ALEX IDO| EH*°JE% °'E45H-IEF.
« Peap version(Peap H{H): 4 EQT AQX|0M A
« Label(Z2}tl): S2}0|YE EAP A S3IE ALESIE{H 18 MEistn, 2
2{0 22 MEFL|Ct Peap BT 1S AMBOH= FQ HEYI 2
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L

AHHE
A
—I_ Add account(AHd F7I): M AES Fotste{® St z[Of 100712 AFS =7t = A5
ChAccount(H|H™): 133t AHH 0|52 Y= TLICNew password(A] IJAQIE): AFo IHAQEE Y
SL|CH TJAQIE L 1~64% ZO|[O[OF BILICE. £X, %AL 2FH, Y% 7|& S O 7h53 ASCI 2
AHIZE 32~126)0F A0 AtE%E 4= EL|CHRepeat password(IjA L E HHE): ZASH IjAQIE
£ CIA| A Al 2 Privileges(3 $H):
+ Administrator(22|X}): 2= HFHO0| &TS| AM AL Ch 2E[Xt= CHE AEES 71 Y00l
E 8 HAY £ AFYCL
+ Operator(2GX}): 32 Moot & HdEHO| HNAE = ASLICH
- B E System(AAH) M7
+ Viewer(70{): Ct30| Chot M2 oo AL LCH
- HO2 AEZo Adsz I HELC
- =3E AEsta EYLCH
- W, 9 U F PTZ AW AN Y
© HEo %= 0w0l= CH30| ZoHEL|ChUpdate account(Hd HOI0|E): A £82 HEUSL
Ct.Delete account(AHd AHl): AYES AHELCE root AE2 AMHY = YUSLICH
ool Yy
Allow anonymous viewing(2¥ 27| 3| &) AERE ZIOQISIX| gk £l ZEXZE FX[0f M2
g = QUEE HAYeL Ct.Allow anonymous PTZ operating(2] 2| PTZ 29 3 &) QIEO| AtE
Xp7b olojx|of chsh ™, EE S F2 & = UA=E St ¥ FHLUCH
SSH A|H™
_|_ Add SSH account(SSH A Z=71): M SSH HHEE Z=7(ste{d S2IgHL| .
« Restrict root access(root M| A H|SH: root WN AT EQSH 7|5S X etsie{™ ZL|CH
+ Enable SSH(SSH &AM 3}): SSH MH|AZ At23}2{0 ZL|C}.
Account(A1d): 17ot A7 0|52 YHLL|CINew password(M] A E): 7o HAEE et
Ch IfAQEx= 1~64X 20|00} BLICH EX}, =4, 25, €8 7|= & 24 Jt&st ASCI EXH(Z
E 32~126)0t A QIE0| A8E = USL|CRepeat password(Ij A E HH5): F LSt HAYEE Cf
Al BN M MHS UBBLCHEM). - AZO| e HiR0E CHS0| E8E LIt Update
SSH account(SSH A AUGIO|E): AN £4&8 HZRTIL|Cl.Delete SSH account(SSH A7 AMH|): AH
2 MHLLCE root AEE MHYE = S&SULCH
M SAE
_|_ Add virtual host(7}& SAE FI7}): M 714 SAEE FItsle{H ZaletL|Chg8/ s O 74 SAE
£ AL85te{H MENSIL|CE M 0|8 MHO| O|ES U TL|Ct. =Xt 0-9, FXt A-Z 8l 50| ()8t ALE S
LCLZE: MH7F HZE ZEE YHS L ChType(RH): A8 25 FYE HESLICL 7|2, CHOIHAE
QE ID ZO|M MESiL|C ¢ Ago Ze bRl Cheo| mEE LICH
+ Update(H[O|E). 7t& S AEES O O|EQLICE
o AN JtY SAEES AL CH
Hgd3t: MU b HlZ2 ot e| &L Ch

OpenID T4
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AXIS Q21

l OlE{mo| A

L

B JHoist AlE|=

_+_

oL Lk Type(®

.« FTP

« HTTP

Add a recipient(-’,‘-l}_lx} £
A

4

2204 AME:

SAE: MHOIP FAL SAE 0|2 YL
X H 7} System > Network > IPv4 and
AEE A=K =2RISHU A 2.

EE: FTP AU{7} A8ols ZE WSS QestLch 7232 219t
Folder(BC{): I}AS X2 C|YE0/0| =2 YA CIZEa|t FTP AHof O]
O EXSHA| o, S P=Es I @F HA|X|7F BEAE L CH

Username(A}RI} 0|E) 2018l H AIE2XF 0|28 QUESIAUAL

IALE: EO0%I8{H INAQEE LESIMAIL

Use temporary file name(Q A| _H’E O|E Al2): X502 MME UA| It O|ECZ I
U2 YEESIHH MEHSLICE YEEE AESIH DY 0|F0| {ste O|EC = HHELIC
O*EEW SHhE 22 &=4E lLPOE'OI SiELCh OgLy oj™g| AA TIPS 22 = USL
Ct. O|&E7 ™ R3t= 0|52 77 BEE mao| SHEX & = USL|CH

Use passive FTP(=& FTP Al8): THHQ 20 ME2 Ered| CHA FTP M0
ol AAdg E= 5 FTLCH X7 o4& Mo Chst FTP Ao % GOjojE HZA
2 BF HIFHOE AFTLICE Ol Yutdoz FX|Qt CHA FTP AME AtO[Of
20| A= 420 EaghLoh

URL HTTP Mufof tiot L= =20t 28 X2l¥ 23 YUEE YAV ofE SH

http://192.168.254.10/cgi-bin/notify.cgi 2} L| Ct.

Username(A-&X} 0| &) 201512 H AL O|ES YHIIYAIL.
HAQE: 20151 H IAQEESE YHSMA L.

Proxy(Z & A]). HTTP MHO| AASY| 3 ZEA HHE S0t st=
HEE 74_' YL

URL: HTTPS AMH{0f Lot HERI T2t RS XMalgd A3HES YHYLLL & =

M https://192.168.254.10/cgi-bin/notify.cgi & L| C}.

Validate server certificate(A{H] Q=AM =0l). 0| MXIE MEHSIO HTTPS
& OIZMZ MENSHL|C].

Username(A}B-x} O|E) ZQIslz{H AIRX 0|28 YEHEAMAIR.
mASE 2Ioleie(d Ao E BlEoHAlL.

Proxy(ZHA|): HTTPS AMH{O| AZSH7| 23] ZEA MHE S0 ot=
@E% 911 OIE1oI-|_|[:|-

+ HESH3 2EZX|

& £ &LCH TIY2 MKV(Matroska) I HAlo2 XZEE L|CL

b
SAE HEQI 2E2X|Q P FAL SAE 0|52 YHEL O
Share(838): SAEOQAN 88 0|22 ¢=sLC}
Folder(ELC): O x-|7<+oF CIAEZ|o ZEE QaABAAR.

o =
Username(A}8X} O|2): Z 0I5l 3 At2X 0|28 YBIAAIL
IjAQE: 2OQIste{H IHAYEES LHSIMUAIR

SAE: NHO| P FALL SAE 0|52 YABLILL SAE 088 YYs

t= 8%, DNS

A H 7} System > Network > IPv4 and IPv6(A| A8 > Y EL|3 > IPv4d U IPv6) OfzfOf

R0 UK HoIBIAAQ.
EE: SFTP M7} ALBSlE BE #SE agnt 7|2zt 229 Lt

Folder(EC{): TS MY CIHELZQ F2E UHSMAR. CIHEZ|T} SFTP A0 Of

of ENSK oSl AL Y=E Ul OF WAXIF EAEC
Username(AL8X} 0| 8). =10I6t2{8l AL8%t 0|52 YAl

WASIE: 2I0I3elti HAYCSE gAML

SSH SAE 37 7| SY(MDS): €2 SAE 27| 7|32xte| 1674 2x12)o| X2S o
E4oFL|Ef SFTP 22}0|2 E= RSA, DSA, ECDSA 5! ED25519 S AE 7| Q30| SSH-2E& At

83l SFTP MHE X|&ITLICt 24 Al RSATL k125|" 80| ECDSA, ED25519 9

DSAZl 1§12 MELCE SFTP ME{0|M AI83IS 2HZ MD5 SAE 7|2
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l OlE{mo| A

L

2 587¢ L Ct

=

== MEfstL|T} 0] 0I5

H| 2

. TCP
- BAE: MHO P ZALL S

AEE O A=Al 2QISH A

Encryption(¢33}): AS3IE ALE5t2{H, SSL EE= TISE

Me CARIS 7|80l M XEA| A
POP authentication(POP Q9I=): POP MH O|2EE YstH™H 7

£AE 0|2

A H 7t System > Network > IPv4 and IPv6(4A|

SHL|CE Axis ZtX|= MD5 3 SHA-256 SjA| 7|2 E5 XX 2 MD5SECH Z&st &
tZ 2ol SHA-2565 At&3t= 0| TELICEH Axis ZXZ SFTP MHE FH5= &
2ol CHEt XtMDE LHE 2 AXIS OS ZES FUSHHAIL.

- SSH SAE 37 7| S¥(SHA256): 223 s AE Z7J| 7|(43X}2| Base64 Q1A Cl ZXL)9|
XNES YHBILLCE SFTP S20|HE= RSA, DSA, ECDSA Y ED25519 T AE 7| §d9|
SSH-2E AtE23t= SFTP MHE X[ KT CE E4 A| RSAZ} M E|= HHEH 0| ECDSA,
ED25519 8! DSAZt O & MEL|CH SFTP MHO|A ALE%t= ZSHE MD5 2 AE 7|E
Q13| OF SFL|CE Axis & X|= MD5 3 SHA-256 sjA| 7|& T & X|&5HX| 8t MD5ECH 2=
ot Hots 2|3 SHA-256E AL&3t= A0l EELCH Axis A2 SFTP MHE F45t= B
Hojl CHSE XM L8 2 AXIS OS ZES EASHHAR.

- Use temporary file name(YA| It O|E AlR): Xt5o2 MHE Al Ot o222 1}
A2 YEESIHH MEHGILICE YEEE 2AESIH OY 0|F0| |{lstE 0|22 HHEL|CH
YEEJL SCHEl 22, &4 F ool gLt defLt of™g AA| oS 2 = US
LICt. Ol A dtH {|st= 0|2 717 B E mo| SHEX] & 5= UFL|CH

e SIP or VMS(SIP t£= VMS)
SIP: SIP M3lE ZA2{H MEIGHL|C}
VMS: VMS ©3tE Ze{™ MEiSHL|C.

- From SIP account(ZAIX} SIP A ™). S=20|A MESSHL|C.

- To SIP address($=2IX} SIP FA): SIP FAE QEHTHL|LC}.

- Test(HAE) Szt 40| &&5t=X HAESZH Fe/ghL|Ct

« Ofm Y

- Send email to(O|HY M& CH4): Oo|HAZS M3 oMY FAE YHSLICH FAE
o 7 Yt HEE oY FAE FR2SHAL.

- Send email from(O|H|Y L) Hifj= MHQ| O|HY FAE LHGHL|CH

- Username(Al8X} 0| 8): 02 MH Q| ALEX O|E2 YHTLICEL o0 Y MHOAM 2SS
Q7K = 4% 0] ZEE H|Y sLCL

- DAQE: HY MHO| IHALEE YHTLICE O|HY MBOIAN ASES 2FSHA| %
= 4% o] 2EE H[9 s}

- Email server (SMTP)(O|H| ¥ A{H{(SMTP)): 0| & =0 smtp.gmail.com, smtp.mail.yahoo.com
oF 2 SMTP MH O|&2 L}

- EE: 0-65535 H2|9| gt2 AME3t0 SMTP AMH{o| ZE Ho E AHaL|Ch 7|2

_—
2y 243

LICt. =AE 0|

Q.

- Port(ZE): MH HNAO AIEEE ZE HSE AHTBIL|CH
Test(E|AE): HMHES HAESH™ S stLct. © Ao 2= HF0s CHS0| ZgE L ChView
recipient(=4Xt H7|): RDE 4K NE HEE He{H FETL|CLCopy recipient(=4 Xt SAb): =41
XE EASIHT 2SI, EAT I ME2 =AMXE HZET = UEL|CtDelete recipient(=4 X} 4
H): £AMXE RAHSZE AtXsiz{EH ST C
s
A™N WAE EOM ZH2E ALY = JASLICH SE50s FM0 het 2ot & s/ MEo £4=
DE A™n AT HAIELICL | Add schedule(AAHIE F71): 2 &= BAS MYgsie{d 2oLt
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l OlE{mo| A

L

=& EZ|HE M830 E2 828 EZ|AY = UASULL OE &0 =5 E2HE HE &4 & 74
Ste St diMg ABE 4 Sl

MQTT

MQTT(Message Queuing Telemetry Transport)& AtE QIEHUl(IoT)E et EE AN Z2EZLLCH Che
St=l IoT E3HE Q9 ’“E*HIEIO*OEH A2 AL FZZHismall code footprint) il XA HEQA CHAZo=z AA
ZXE AAGHY| sl CrYet A Y IH A ELICE Axis AKX Az E9|0]9| MQTT S2t0|AHEE Saf TX|
oM A= GO[E U OMES %“é! 2| ~ZEQOf(VMS)7} of Alﬁﬂloﬂ HHSHA S = USLIChH
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