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@ QEmolA
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+ Label(2H'd): ZX|0j| TS HHO| ZotE O 52 YHLCH
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One-Click Cloud Connection
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39



https://www.axis.com/end-to-end-solutions/hosted-services

AXIS Q37 Network Camera Series

2
=

QIE{ T o] &

Allow 03C(03C & 8):

o .
CELE

rure

1>
2
x
r

|>x4r-

Q@

o OfL|2: O3C AMH|A
Proxy settings (ZEA| AH):
Al Mol Frg elee
ot B EZEA MHO
=, bt

4_&'—_'7- o,
N
do— "2

0L

NpeH
o
+0H>

mjn

#HH G

(3]
Lot 7

o
ny
ro
ox

S 03C MH|20| 7B
ATzt O|Li0] O3C AH[A0| &

t key(7| 7t 7)) 2
tsetLCh.

>
Dl

M

3

H
re

0z
on
B[]
ey
e

T+
&
FLI|0
>
oo
o
-

Od?d

=
ol
(B

ot
g
=0
I m
e |
kO i

Al MH O
HSlMAIR.2D

g P

re
rloofy > Jot

oF

Authentication method
HALLLCH Y2olE[X|
AE) QHECH OFMSER| 9
87| 2o o o
g & L C}.

- OA
&
=
" oorE

_>'-|_.‘.’
o

-

mjor

SNMP

SNMP(Simple Network Management Protocol)E O]

H

—

A EH

SNMP: A2 SNMP H &R
. V1 u*' VZC:

Read community(947| #
A= HARLIE| 0|2
Write community(22 7|
o U= HFLUE| O|F
Activate traps(E= &
920t O|HIE L=
A SNMP vl & v2c
£ I EYO| Xt52 =
ojldZ &Sl Ex=Z H

o
=

gt

3o

Io
o
o

J
il

kl
mju

fot
e Zrogg
ot

Aol
A |m OX

20z
Q_I-\.
~ wnil

ZoX o
v

+

EHds 4
Trap address(E&{ FA):
Trap community(EH
ASLEE ¥dgL
Traps(E=H):

Cold start(Zc HE!l): EX|7}t
Warm start(&2d AELE). SNMP
Link up(d3 ). 237} Ct20f

Authentication failed(21Z Al

sz

i

r'-—
X

lo

. ; finl
£

m
N
0
as
N

30

o

k=

ox 42
TQmujo™
|o

>

_1

ro
ol

~—

H| 3 '
SNMP vl 8l v2c ERHE
AXIS OS Portal> SNMPE

D E Axis HC|2 MIB

7 o
A RSN Q.

B
v3: SNMP v3=
otz 7} HTTPSE
OSSR K| XS SNMP gl
SNMP v3 2| ofZz2|A 0|82 e o

- Password for the account “initial”"('Zx 7|
HASHK| AELICH SNMP v3 IfAQIEE=
o2t M5t 20| ZELICH THA S

LIE[): X &&=

AR S 22| A|AEO| = LT

=
T

Ze| A" E-

2= SNMP ZiH[of CHsH

o
L Ee

SNMP v3 Zt2| O E2|#

A EE SAE O

ct.

=
HAIX|E 2" Lt
HAIXIE 2=t

AHMISH LHE2

¢ Eido
A0
o2
T2
Joju

B
[

[>n

)

In
Hum
> |7

x
& oxgo >
|0

nx
o

HL

re

40



https://help.axis.com/en-us/axis-os#simple-network-management-protocol-snmp

AXIS Q37 Network Camera Series

o QEmol A

+

. More(C| B7)) ~ : XaojriLf MEjs X7} WES AL
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A

+ Add account(H|d F71): M AES F=7tst2{™ S=ILCE X 100742 A E
ChAccount(#|d): 172t A 0|55 Y=L LICHNew password(A] I|AL|E): A HO| IHAEE
gtuCt IjAQEE= 1~64XF ZO|O{OF BHLICE EX}, =X, +5FH, €8 7|= & 2 Jtsst ASCI
AHRE 32~126)3F DA Q=0 AMRE 4= Q&L|CHRepeat password(IjAQ|E HHE): <
£ CIA| Y54 Al 2 Privileges(& &t
+ Administrator(Z2|X}): 2= M0 2™ HMATLICE HE[XH= CHE AE S F7h LM 0|
E Y MAZE = JAFL L
+ Operator(2QX%}): CtE2 AMelst 2E HH0 ANAT = JASLICH
- DO E System(A|AE) MX
« Viewer(§0{): C}30| CHSH M H3t0| AELICH
- HOe AERo AYMAZ 211 ®EL|CH
- =3E AHSD WEHLCH
- M, EE Sl F; PTZ Al HMA =3

~—

[
*  dEof ¥E HFo= Cf

= |Ct.Update account(#|d RIHI0|E): AH &£d2 HETY
Cl.Delete account(H|™ AHH|): A X

[=1 . . [ = =1
AX LT root A¥2 M4HE 5+ YSLICH

o
mjo H
Qt

n

n

ool Yy £

Allow anonymous viewing(2/® H7| 3 &) ANCE ZIAQISIK| LDE L BHAXIE X0 AMA

— =
g = QUEE HAYeL Ct.Allow anonymous PTZ operating(2] 2| PTZ 29 3 &) : HO AL
At7p olojx|of Cish ™, ©HE Sl 55 & = UA=F of{®H FHL Lt
SSH A1™

+

Add SSH account(SSH A F71): M SSH AHEE =781 dH 2

o= T = S .

« Restrict root access(root AN A X|ot): root WH AL St 7|52 Hotsie{™H ZLICH
+ Enable SSH(SSH &A13}): SSH AMH|AZ AME3}2{H ZL|C}
Account(AIE): 17%t A7 0|52 YUHLL|CHNew password(AMl {2 E): 772 I 2
Ch TjASEE 1~64% 20|0{0F StL|Ch 2X, 22X, FEH, U IS 5 oI JH53h ASCH EAHE
C 32~126)0F THAQC O AR ES H

= =
2 QUL L|CtRepeat password(If AR E HIE) FZAUSH IjAQEE Cf

[

[ ]

* 4mo| Sre 00l CHZ0| E3HE LICUpdate
X

A YEHSGYA . HY: 4TS YL CHSN). 2=
SSH account(SSH A AUGIO|E): AN £4&8 HZRTIL|Cl.Delete SSH account(SSH A7 AMH|): AH
2 AHMELICE root AEE AME = USLICH

Y s AE

+

Add virtual host(7}At SAE X7}): A 7H SAEZ X7}l H 22 C}.
2 Abgota{% MeBtLiChAH 0|&: Mol 0|52 AES LT =Xt 0-9, 2AF A-Z
UchEE: M7t 28 ZES 23tLictType( ERIE
L[
[
L]

ol
ogt
>
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Il

QE ID FO|M MEAFL|C
+ Update(YHO|E): Ttat
© MEH: Tty ZAEES AFgLC
Hlggsh MHT H 2 Hste AL

OpenID T4
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a5t
O
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+

Add a recipient(-’,‘-l.k_lx} £
A

L| Ct.Type(&

FTP

HTTP

4

220N Me:

SAE: MHOIP FAL SAE 0|2 YL
X H 7} System > Network > IPv4 and
AEE A=K =2RISHU A 2.

EE: FTP AU{7} A8ols ZE WSS QestLch 7232 219t
Folder(BC{): I}AS X2 C|YE0/0| =2 YA CIZEa|t FTP AHof O]
O EXSHA| o, S P=Es I @F HA|X|7F BEAE L CH

Username(A}RI} 0|E) 2018l H AIE2XF 0|28 QUESIAUAL

IALE: EO0%I8{H INAQEE LESIMAIL

Use temporary file name(Q A| _H’E O|E Al2): X502 MME UA| It O|ECZ I
U2 YEESIHH MEHSLICE YEEE AESIH DY 0|F0| {ste O|EC = HHELIC
O*EEW SHhE 22 &=4E lLPOE'OI SiELCh OgLy oj™g| AA TIPS 22 = USL
Ct. O|&E7 ™ R3t= 0|52 77 BEE mao| SHEX & = USL|CH

Use passive FTP(=& FTP Al8): THHQ 20 ME2 Ered| CHA FTP M0
ol AAdg E= 5 FTLCH X7 o4& Mo Chst FTP Ao % GOjojE HZA
2 BF HIFHOE AFTLICE Ol Yutdoz FX|Qt CHA FTP AME AtO[Of
20| A= 420 EaghLoh

URL: HTTP AE{ O CHot L|ERIS "*9-} 2¥s Nl 23 EEE YHYLCL o SH

http://192.168.254.10/cgi-bin/notify.cgi 2} L| Ct.

Username(A-&X} 0| &) 201512 H AL O|ES YHIIYAIL.
HAQE: 20151 H IAQEESE YHSMA L.

Proxy(Z & A]). HTTP MHO| AASY| 3 ZEA HHE S0t st=
HEE 74_' YL

URL: HTTPS AMH{0f Lot HERI T2t RS XMalgd A3HES YHYLLL & =

M https://192.168.254.10/cgi-bin/notify.cgi & L| C}.

Validate server certificate(A{H] Q=AM =0l). 0| MXIE MEHSIO HTTPS
& OIZMZ MENSHL|C].

Username(A}B-x} O|E) ZQIslz{H AIRX 0|28 YEHEAMAIR.
mASE 2Ioleie(d Ao E BlEoHAlL.

Proxy(ZHA|): HTTPS AMH{O| AZSH7| 23] ZEA MHE S0 ot=
@E% 911 OIE1oI-|_|[:|-

HE{3I 2EZX|

g & ASLICL o2 MKV(Matroska) oh @ gAjo 2 X g LICf

t
SAE: HEQI AEZX|Q IP FAL SAE O[F5 YHY L
Share(38): TAEQM 38 0|28 YHTL|LCT
Folder(ELC): O x-|7<+oF CIAEZ|o ZEE QaABAAR.

o H 7
Username(Al2X} O|£): 21015124 T AFRX} 0|22 QEBIAIA|Q
HASE: 20I5l2{0 IjASC S QEslAlA|Q

SAE: NHO| P FALL SAE 0|52 YABLILL SAE 088 YYs

e B, DNS

A H 7} System > Network > IPv4 and IPv6(A| A8 > Y EL|3 > IPv4d U IPv6) OfzfOf

R0 UK HoIBIAAQ.
EE: SFTP M7} ALBSlE BE #SE agnt 7|2zt 229 Lt

Folder(EC{): TS MY CIHELZQ F2E UHSMAR. CIHEZ|T} SFTP A0 Of

of ENSK oSl AL Y=E Ul OF WAXIF EAEC
Username(AL8X} 0| 8). =10I6t2{8l AL8%t 0|52 YAl

WASIE: 2I0I3elti HAYCSE gAML

SSH SAE 37 7| SY(MDS): €2 SAE 27| 7|32xte| 1674 2x12)o| X2S o
E4oFL|Ef SFTP 22}0|2 E= RSA, DSA, ECDSA 5! ED25519 S AE 7| Q30| SSH-2E& At

2512 SFTP MHZ x| L|Tt. & A| RSAZ} MBS | Weo[n] ECDSA, ED25519 %

DSAZl 1§12 MELCE SFTP ME{0|M AI83IS 2HZ MD5 SAE 7|2
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|

ot
-

|Ct. Axis ZX|&= MD5 3l SHA-256 3jA| 7|2 25 X|&FX|2F MD5ELCH Z&st B
el SHA-2565 At&3dt= 0| EESLILH Axis ZX[2 SFTP MHE T35t &
CHot RfMot LHE2 AXS OS5 Z25 HISHHAL.

SAE BI 7| RE(SHA256): &7 SAE ZJ|| 7|(43Xt2| Baseb4 QAT EXtE)Q

S UHEL|Ct SFTP 22t0|9E = RSA, DSA, ECDSA 9! ED25519 SAE 7| 3¢9
AE35tE SFTP MHE X[JetL|Ch Y A[ RSAZF Mo k|= Y @0|0{ ECDSA,

ror

n—u
THo T =2mo
N

M

O
N
Ul
Ul
ity
Ne}

L|C}. Axis A X|= MD5 % SHA-256 3{A| 7|2 25 X|&SIX|0F MDSECH Z

2|38l SHA-256& AI23t= 40| ELLCEH Axis X2 SFTP MHE FM5t=

XMt 82 AXIS OS ZES FHIUSHYAIL.

orary file name(YA| Tt O|E AlE): X222 MME A It 0|ECZ
St MEfSHLCE YP=ES ZSHH ot 0|50

C | 9 o)

O CIErSme T N X Ak
0 S IErotro

o2 U

- HI [e]3

m ==

3 L2

kS mot M2

oen
L1 Humjo
" In

« SIP or VMS(SIP IE&= VM :
SIP: SIP M3l2 ZHa{™ MEisHL|C},

- From SIP account(ZAIX} SIP A &™) S =20 A MEdSHL|C}
- To SIP address(x=MZX} SIP FA): SIP TAE Q&THLC}
|u_1|°l Test(HAE): 83t 40| &&5t=X HAESZH S L|CH
L] 0 E

- Send email to(O|HY M& CH4): Oo|HAZS M3 oMY FAE YHSLICH FAE
o 7 Yt HEE oY FAE FR2SHAL.

- Send email from(O|H|Y L) Hifj= MHQ| O|HY FAE LHGHL|CH

- Username(Al8X} 0| 8): 02 MH Q| ALEX O|E2 YHTLICEL o0 Y MHOAM 2SS
Q7K = 4% 0] ZEE H|Y sLCL

- DAQE: HY MHO| IHALEE YHTLICE O|HY MBOIAN ASES 2FSHA| %

- Email server (SMTP)(O| 0| & klI:H SMTP)): 0| & =0 smtp.gmail.com, smtp.mail.yahoo.com
L|c}

o
0= = .
- FEE: 0-65535 H2Qo| g2 ARSI SMTP MHQO| ZE HSE QETHLICE 7|27
2 587¢L|LCt
- Encryption(d33}): 2SS ARSIE{H, SSL &= TLSE MEHSIAMA| 2.
X

EE MEigLCL O 2Z5ME CARE Z|E)ol M XA MESHALE
- POP authentication(POP Q1Z): POP AMH O|EE UG H HMAI2(0: pop.
H| D

. TCP
- BAE: MBO| P FALL SAE 0|52 YHBLLL SAE 0[S2 YASE FS, DNS
a

XIHElof Q=X OISR,
- Port(ZE) A ANA0 AfSEE EE HBE YBLCH

Test(H|AE) d™S HAESHEH S=gL L
recipient(=41Xt B7]): BE AKX A = L|Ct.Copy recipient($=41X} S A}L): =4
AE SASIHE ZESHM . SAME 0 FAXNE HEY = UAE L ChDelete recipient(s= 21X} A
H): =4XE AR AHSHHEH SaigL

g0 X= W7o 80| ZehE L T View

DSAZt 1 & MELICt SFTP MHO|A AE3t= SHE MDS 8 AE J|5

A H 7t System > Network > IPv4 and IPv6(A|ARl > HEQA > IPv4 3 IPv6) Of2[of

YL EAE EOM U222 A8Y 5 USLILE SR = 780 st = oA o Mo T4

+

2E ¥ BA0F HAELCH Add schedule(2#H|E F7}): 27 E£&= BAE Y5t EH S8eLict
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=& EZ|HE M830 E2 828 EZ|AY = UASULL OE &0 =5 E2HE HE &4 & 74
Ste St diMg ABE 4 Sl

MQTT

MQTT(Message Queuing Telemetry Transport)& AtE QIEHUl(IoT)E et EE AN Z2EZLLCH Che
St=l IoT E3HE Q9 ’“E*HIEIO*OEH A2 AL FZZHismall code footprint) il XA HEQA CHAZo=z AA
ZXE AAGHY| sl CrYet A Y IH A ELICE Axis AKX Az E9|0]9| MQTT S2t0|AHEE Saf TX|
oM A= GO[E U OMES %“é! 2| ~ZEQOf(VMS)7} of Alﬁﬂloﬂ HHSHA S = USLIChH
7|7|& MQTT EEPOIOJEE ’“E”SE.“-IH MQTT S412 Z20|UER} B2 2l F AEHEE 7|ge 2 ot
Ct. S20|AE &= HAX[E ELjn 2Hg £ °'*'—|Ef B27= 220|QE 7Ho| HAIX| Y S HES

L|C}AXIS OS Portalo| A MQTTO| CHoH XFAIS| opeE £ QI L|Ch.

ALPN

ALPN2 Z2t0|0E 9 MH Zt Al HEMNO|Z EHAHOAM OfEC(HOME Z2EEESS MET = AUA
St TLS/SSL SHAFOIL|CH O|= HTTPO} 20| C}2 H2E=0| AREHLE =28 ZEZ 38 MQTT £
oS 2Malst= O ArEE LT Z<0| w2k MQTT 5*' HEoR JjHEl ZEJ 38 =& ASY
Cf. O2{gt 329 jAM2 ALPNS ALESiN H*S&ftﬂoﬂﬁ 58Es EFE ZEOAM MQITE OHE2|A
Ol Z2EEE AMNEEXE AEs= AYLLC

MQTT E2}0|HE

F{HLt BL|Ch.Status(&EH): MQTT 220/ EQ| HHXf MEIE HA|TL

Connect(¥Z): MQTT 20|
o] E L [P FAE UHGAA L Protocol(ZEEE): A2 T2E
gy

CLEHEHSAE: MQTT AHZQ|
25 MYYLCLEE: mE
» 18832 MQTT over TCP(T
+ 88832 SSLE B3t MQTTQ| .
. 802 ® 238 E8 MQITY J[EZL|C}
o 4432 9—" A7 HOF2 ETF MQTTS| 7|27f LT}
ALPN protocoI(ALPN ZT2EE) MQTT EE27 Z22X7F X&3 ALPN Z2EE 0|28 ¢&s
SSLE &t MQTT 5‘4 E! A7 EOF% %6_} MQTTQ| 2 M ElL| stername(A|-9-I|- 0|E): =
[=; —

£3 MQTT)2| 7|2ZteLct.

0
)

x
T
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2
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N
Ix-o
2
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o
Mot
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ID
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I
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o
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o
rulu
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|m
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s
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mju
o
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o le
ITI

l:rChent ID(2a}0|HE ID): 3Ef0|01§ D
g If MHZE & E L CClean session(&
7:! I:ll 0171 HX-" A| AI-EH 7(-IE7|. AI-X-“EI ||:|-
Er TP “EAIE AHESHA| Hor{H HEE
7} 255HFO| E Q1 URLQIL|CE. HTTPS ui)qé
interval(ZtZd & X|): Scl0|HET} 71 TCP/IP A|7
MBS 2R = AS '—IErTlmeout(AI” xn): 40| A=k
5 HEFAL MQTT 2210|E Bio| AHA o ALK ' LWT O A| T 2201 MQTT &+
B1O| AAl =M ALEELLCE Reconnect automatlcally(xfE Heid): o offx| : S20|HAET}
Aso 2 CHA| HAZAGOF St=X| R E X EeL|CLHAIX] HAAA0| HFE [EH HAIXIE EEX| o5
£ X|dgL|Ct.Send message(H| Al X| "1--) HAIXE EL2H A8 HH-SHN R .Use default(7lﬂ” A
8): AAol 7|2 AIXIE %'EJ.OPE#']' DY 2. Topic(FH): 7|2 HAXC] FHE =gt Ct.Payload(H|
O|2E): 7|2 HA[X|e &S ¢ L|CtRetain(FX]): o| Topic(FH[)0 A S2t0|HE HEE FXISt

=] —=
o LSt QoS 74I*§ 3 '-IEf.UP(IE.* /A WA X ORX| 9 7 2A(LWT) S
£l X

—mlmﬂ
12
JHI

= o

g

re
N >

5 G2 S| Aol Sre NOELI 2
P TEA|): % 200|7} 255810/ E0 URLY!
IEf HTTPS proxy(HTTPS ZTEA|): XC§ 20|
= & YELCtKeep alive
2 80| *1H'I% o oy Ar8S £ Qe
FA(R)L L 7|27k 60%A|

I'

Tx
rx

o
pl

nmoy
nerg
S
n
|r|J
E
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n

r|r
1o >ru
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g
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En
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Qi
AN

L|Ct.Payload(H|
BHE RISt H ’.\_E

of EHs._ Qos 7= % HF gL C
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o QEmo]A
712 FH HEA ALE: MQTT client(MQTT S2}0|AE) B0 TX| F=H HEAMO FolE 7|2 FH HF
AE ALE5te{ ™ MEISILICEFER 0| Z&: MQTT FHOM =13 2FHSt= FHE Zotsie{™ dEgrL]
ChEM did2amola =3 MQTT FX0| ONVIF FH| HUAALO|AS Zasta{H MEISHLCLUYH He =
s MQTT HO|2C0| AHA|o| Ut MBS Z m3rstadm MEASHL|C} + Add condition(=Z1 F7}) =AU
=715t ™ F 2L ChRetain(|X]): 0| MQTT HAIX|Z7t HR 2 MEE[=X gL T}
« None(818): 2= OIAIX|7} HIFX| SEjZ H&erL Tt
* Property(£4): &E| =& Jts AR 2H HatE HEj2 HALCH
« AlRF): HE| =8 Jts 8 4EE FHY = S HAIXIE 25 E2HE dEj2 2L
QoS: MQTT Z&of CHs ddt= 2ieS MEASL|CH
MQTT 75
+ Add subscription(t S F71): M MQTT LE& Z=7tt2{H 2 2lstL| Lt Subscription filter(71 5
B #=3t2i= MQIT FHE g2t A2.Use device topic prefix(Fx| &5 HFA AE8): = EH
£ MQTT FH o ZFAE 3742 L|CtSubscription type(# 5 {d¥):
. Stateless(MEi X 27H5): MQTT HAIXE ME| XX 27p5 HAIX2 waksia]® Meigi|ct
+ Stateful(MEl =X 7I5): MQTT HIAX|E o=z LS MEISIL|CE HO|2E+& &fEf
2 AEELUCH
QoS: MQTT =50 Cis{ J5t= 2fHES MEdStL|Ct
MQTT 2|0
H| O
MQTT 2|0 +=FAE F7t5t7| Ho| MQTT EZ270f AZSYUAIL.
+ Add overlay modifier(2 {20 £=TX} F7}): A 20| =™EXE FItste{H 225t Ct.Topic
filter(FH| EE). @200 EAISt= HO|E 7t ZetEl MQTT FXHE 7t L|Ct Data field(H|O|Ef HE):
O A|X| 7t JSON @AlO|2tn 73St B2 00 HAISIE = HA|X| HO|ZE9| 71§ X|FeLIC
Modifier(+HX}): Q{02 BHS I ZIt £HAE AT LT
« #XMPZ A|%St= +=8A= FHOM 22 2= HO|HE HAIZLCH
« #XMDE A|%St= #=7At= HO|E ZEO X|FE HIOIHE ®AIZLCH
SIP
L

SIP(Session Initiation Protocol)= A X} 7| CHBIAl EAI MMO| AFRELICH MAMO| Q|9 HAS met
&k 2 QA L|C)
= T AMm-d

2 4% % FHLCLSIP gd3t s
S MEiSHL|Ct.Allow incoming calls(=4l & S{&): Ct2 SIP HX|QAM =
| SM8S MEfgL

+ Incoming call duration(& £l 7|Zb): A E3IE K&
CHETH 10:2).
 End calls after(0|2 & E8) 22 &2 £ Y=

« Calling timeout(Z A|Zt £13}): O} = SESIX| AS L2 &
|

2T A2

tE KooK o= AL Infinite call duration(£ X

H
[m

H
m

M= 1024 ~ 655350{0F $FL|CH.
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« SIP port(SIP ZE): SIP EA0| AlRE|= HEQZ ZEQLICE O] ZEE E3t Mo Egjoe ¢
DOtE|X| EELICHL 7|2 ZE Ho= 5060YLICH Qo 4R CHE ZE BisE oL CL

« TLS port(TLS ZE): %5313 SIP EAO| AFRElE HEYT ZEQLICEL O ZEE E3l Al
= EfE2 TIS(ES A5 22HE A8l Lot 7|2 ZE Mo = 5061 LT
2act 49 LE ZE Bio S gL

« RTP A|ZH ZE: SIP 20jA X =AY RTP O|Cj0] AEZI0| s AtREE WEYI ZEQL|CL 7|
= AR ZE Ho = 4000 L(CH L5 HoH2 EF ZE BiSO|A RTP EcfHE S AtCHeL Ot

SYLANG AT BT HEAD RN XS AIBE + UEE 512 B NATLEND
= 3
NAT S1t 7|58 Atot2{® 2HRE{O A XIYISioF BHLICH E3t 22 E 7 UPnP S X| oo BLict.

« ICE: ICE(Interactive Connectivity Establishment) ZZ2EZS AIE9|
O|ROXER 71 X 228 27| #[HTLCE STUN S TURN
M 71 22X 4258 &2 = Us 727t &L

« STUN: STUN(Session Traversal Utilities for NAT)2 X|Z0| NAT L= H
1% H9 WLE B8 P Fa0 EE MBS JIHE £ QU oiFE 2
S2EZQLCH P =4 22 STUN MB 548 gaigtLich

« TURN: TURN(Traversal Using Relays around NAT)2 NAT 2} F &= gistd FHof
7} TCP i UDPE Soff 2 SAEOM S0{2& HOJEE +A% & AT of
EZQLICH. TURN AMH =2 8 2790 HEE

2r|e 3 HKR
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« Audio codec priority(2C|2 AH M =2|): SIP 20| O} Aste 2L EXHS 7t7 Lt O]
o ere AHS ML 24 &9 =ME #HEsi2{H B0 s5LICH
H| O
22 4%y O +M% 20| ZYEOE MY 0| BE LM IHI AX|SHOF FLCE
+ Audio direction(2C|2 3k {2 24 OHLHE MEHSHL|CT
+ H.264 packetization mode(H.264 Ijj7ls} B E). AT 1{Zlsl REE MEiSHL|CT
- XE (@R EAE A8 WA 2ES AFeL L
- None(gl2): TZl3 Bt MHEX| YASLICE O] ZEE E5 0 B2 M ELCH
- 0 HQEZIE BE.
- 1. CHY NAL §4W mCE.
+ Video direction(H|C|2 e): 3| 2% H|C|Q ZAI|E MEighL|Ct
=7t
+ UDP-to-TCP switching(UDP®} TCP 7t X3t): UDP(AFR X} HIO|E{ 13 Z2E2)o|M TCP(H&
Mol Z2REZ)z & Z2EEZ YAFHOoR Hetdts 2532 5|85t MEMGL|CH TS
= O|f+& 200HIO|E O|Lf E& 1300HIO|E X1t MTUEIDH & ©H9l) 880 e E2
CHEHSIS WX[57] A LT
. Allow via rewrite(CIA| 7|2 E8) 3| 8) 2}2E9 Z8 IP A [fAl 24 IP ZAE &
LH2f® eS| ot
« Allow contact rewrite(HZtA CtA| 27| 5| 8): ZI2HS 32 IP A M ZEZH IP FTAE B
Li2f® eS| ot
* Register with server every(24 MHO| &) X E 7| SIP Aol Cigt SIP MHO| S5
g dggch
« DTMF payload type(DTMF H|O|2E §&): DIMFQ| 7|2 HO|ZE F¥S HFET L}
« Max retransmissions(X|C} L) HX 7t A|=E FX|SH7] Mo SIP HO| AZZ A3}
= i s+=5 dFeLICt
» Seconds until failback(&0f] S3MX| Y2 Xx) E=x SIP MHE HOf =X|ot = HX[7} 7|2 SIP
MEO| CHA] HZE Al W7FXQ] AlZHE)S 2F LT
A
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ZE ©X SIP A 0| SIP accounts(SIP #%d) ot2fof LIEELICE SFE AE2l 89 M0 A= &
o= 4efg ¥ 4 UsLict
A80[ SIP ME O §&5H22 SEEASLICH
®
Aol 2H7t ASLICE ASoH 2mStALL AT XA SOl HEEJAALE SIP MEHOM AFE
o %S A Oy 2o A olAaL|C
= A2 & BV W2 & ASUL
peer to peer(Z|0f & ul0f, 7| AF) AT2 As2=2 Y& AZYYLCL oLt oo CHE AZS TS
1 ed AZS 72 ez 2380 AZLICE. =S AR SIP AF S XIGoHA| &

T VAPIX® API(OfZ2[# 0| == 1242 QIEHO[A

+

s 22 &4 7|2 "ol ABELIC

= oz X|gsta® Metgtch 7|2 AFo|

=

Make default(Z|2Z}2 2 X|H): O
O{0F 304, 7|2 AH2 StLTt & = US
Answer automatically(X}E22 3E): 4 20| Atz SHSIHT MEHGLCH
Prioritize IPv6 over IPv4(IPv4ELC} IPv6E R MSIEE M) @ : IPv6 over IPv4 F=A0| 2
M 292 x|™st2{0 MENstUCt O]& IPv4 9l IPve 4 BE0|A Bholgls P2 A HO|Lt

=x =

EOQl O|S0 HAY mf FEYLICH IPve F=A0| 0fEE =0 Ql O] S0 CHBHA B IPv62
M =9 & K- = AFLICH
0|5 HTo| ZatEl O|ES YHYLICL OE S0 dut 0|5, 9 L& XY = A&
Ct. O| 0| S=&AS UL
User ID(AFE X} ID): A0 2HE 173 WM Ee= M H S JSL|C
Peer-to-peer(z|0] & I|0]): =Z U EQIO0AM C+E SIP X E XY Z5t= O AFEEL L}
Registered(S £ ). SIP MHE Sl 22 HESI 2/F2| SIP YX|E =5t= O A& LCH
EOQl AL TteY 2% 38 L0l o|l§2 YHYLCH =0 o822 CHE A%8E 28 ¢
Iy SIP A0 YEZ HA|EL|LCH
fAQIE: SIP ME{Of CHsH QIF3t7| 2|5t SIP At HAE MAJES Y{gtLCt
Q5 ID: SIP MHof CHa Q1F5t7| 23 A8El= Q15 IDE YHeLICH QF ID7} AL X} ID2}
2o 2 0z DE Y=g et giaLct
Caller-ID(2 4 X} ID): Axis HX|0M EU= S0 =AMAO|AH EAE = O|FRLICH
Registrar(SEXl): SEXo| IP TAE HTHL|CL.
Transport mode(F& BE). AHo| SIP A& REZ MENSHL|CHUPD, TCP = TLS).
TLS version(TLS H{E)(F & D E TISEH): A% TLS HHM S MEHSHL|CEH K™ v1.2 8 v1.30| 7}

o 3 Qe JhE obdsh BiH S MeErsti )

Z ot™ LTt Automatic(XtE)2 A|AEIOM Kelgd = R
Media encryption(D|C|0] 2 3})(HE ZE TLSTH: SIP ZO0|AM O[Cjof(Cj2 & Fah)of Chst
oz3 RS METLIC
Certificate(only with transport mode TLS)(QIZEM(ME ZE T : M EH .

Verify server certificate(only with transport mode TLS)(AMH QIZ A =QI(HE& ZE TLSTH): MH
ASME folsta{H MEigL|C.

Secondary SIP server(2 X SIP AH): 7|2 SIP MHO| S&

O]l 822 AMESt=F ot2{™ ZHLCh

SIP secure(SIP W Q). SIPS(Secure Session Initiation Protocol)& At&3}t8
TS & ZEE A8t EfL s 2z steLch

o M3t %

o
°
o MEHSL|C} SIPSE

TE A
Proxy(ZEA|): ZEAS Z71312{® 22/3fL|Ct
- Prioritize(S M 29| X|H) T Jf 0|49 TEAIE A3 A0 ZEAQ M =98
X|gste{® S gLt
- Server address(A{H| FA). SIP ZTE2A| MHO| IP TAE AAHTHL|CH
- Username(Al2X} 0|2) TR3t AL SIP TEA| NH{o| ALZX} 0|28 YLt
- UANE EEH F9 P IRAT HHol TiAYSE As
H|C| 2

View area(H27| %) oty =0 A8 E7| S5 MESLICE None(RlZ)E MH

F.
- SHEE: ohY S0 AF8Y =S MEYLICE s BRP YR S¢S SLHCH
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- H.264 profile(H.264 T2 m}Y). YA 30| AFRS Z2atYUe MEHSHL|C]

Add sequence(AI 2

Z7h: M DTMF(Dual-Tone Multifrequency) A|RAS MAMs{H S aIstL|C} H
01| oo FYstE= 25 o

o o

A A5 Events > Rules(O|HIE > E)Z OI%E.H—I Ct.Sequence(A|&A): £

Ct. 1-9-E|._ 2X= 0-9, A- D # *O'LIEfDescrl tion(d@H): A|RAZ EE|7-|°F
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AN FE

Use access list(UMl2 22 ALR): HXOf M2 2 + Q= AFRS Hststai® 2Lt

ek
* Allow(318): AN S0 Qe ALRREQ 24 MolE 5| &5l B MEetLCt
* Block(XtEH): M~ S50 U= AAZRE 40 TS AChst2fH d=giLC
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of WAR ID EE S MH FAZ st
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Ignore(2A]): UEQI AEEXE FA|ISt2H ZL|CH.Add network storage(H|EQ3 AEE|X| F7}): =3}
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. Address(-’.‘-j\_) SAE MHOIP FA = TAE 0|28 st Ct. HIR ©Z NAS(Network
Attached Storage)L|C}. 0™ IP TA(SHE IP TAE HZAE = Qo0 Z DHCP HQ)E Al
832 SAEE JME7LI DNSE At2%t= Z0| £&L|Ct. Windows SMB/CIFS 0| E2
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* Network share({IEQ3 3]): T2E MHO| 57 ?IX[Q 0|§5 YHAYLICL 2 HX|o= 2x7
s ECi7f QoD ojef Axs A7} ELS HEYT 2QE A Ct.
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2.
« SMB version(SMB H{H): NASO| ¥Z4% SMB AEZ|X| Z2ZEZ HNMZ MEHSHL|Ct Auto(XIS)
A

£ MESIH HX|= 2ot WA SMB % SILIE @dsta{n AlzgL|ct 3.02, 3.0, E= 21 &9
HA2S K| SSFA| %= O[X NASO| IS 10 = 202 MEASIAIA|Q. Axis &X|Q| SMB X|
ol thsf o/ 7/olM XEMS| ZOotE 4= RUAELICH
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EQ3 3RE F7 HEQ FLICE OlE S0, MH
A7 W20 2F7 YAl —1*— A& L o

51



https://help.axis.com/axis-os#about-cifssmb-support

AXIS Q37 Network Camera Series

o QEmol A

HEQA AEZX| H7H: HERT /0 Cist HZ2 OL2E oA, Bt oAl X XAHste{H 2 &lgtL|Ch.
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ClolH =4 A &4E =3 2. X7 A0 e S20= SD 7ZIEE &2|5HX| O A2, SD
JtEE M7 Hof| OFREE SiXStMAlL.

o
rx
o
Y=
r
n
[}
N
0L
Ral
rm
(V2]
w)
N
|n
rr
H
=
91-
>

MI|17F SR LD 53H=0| HAHE= AS

Sl & L|CtAutoformat(XFS Z=OH): A2 A S

ext4d2 IOiSHL|CIgnore(A]): SD 7IE0| =3 M&
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