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S0, S0 MACsec2 24 ststal

Ayl
ok
o<

g M
£_>.'_|'_9__>|_r
T

M
e
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Blocking(\tEt 5): A+ CfQl 322 XICISI2i® AMAQ. X [fol 3242 Y %S S5 219
B EL U3 7|8 RZBILICHAT Z|Zk SAE Y BAS AT AZCRS AHSLCLAE
Z: 220 A%ey| Moj S185ls 2T 03 A 235 dHPUCL HOX +EM FA +F 2
SolM SBEE AN £8 2FT 3 A&

Activate(Z/d3}): B3t S ZHL|C}
Default Policy(7| & ). qigtEio| 7|2 MENE MEHSL|C}.

| o o |
« Allow(3]8): gX29 2= HZAS HLICE. 0] FH2 7|2 HFEO ASUC
« Deny(H¥%): XX|2o BE AHZAZS HEBHL|CH
712 HHo| o|QE HEsHH EY T4, I2EE 9 ZEOA X0 st AHS 8L AR
= ES d4g = YL

(e = .
HI2 o8 =& ARd ZE WSS YHBLICL 1-65535 Afo|9] ZE MBS F7}
Sk A OIﬁL_lEI.
= T Mg o .
- FM: 2o M2 MugU
e gg wasee 2apyn
Add rules(E F7h): Folst 22 Fvtotele 2L
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+ Time in seconds(x THele| AlZt): & HAEO| CHS A2t HotS gLt 7|2 A2t Hoh2
3002 HEFE0 JUSLICHL ES2 FSA| oo™ AZHS 0x2 G-t
+ Confirm rules(§ 2tQl): St AlZF MotS =QlgtL . 1% 0|42 A2t Xots HFot B2 O] Al
7t 5S¢t E0| ZdBtELICE AlZt2 092 MY E0| HE ZgstE Lo}
Pending rules(2F Z¢l &) Ot =HQIL|X| G2 Z[4 HAE E0f Cfet QHF YL
H|
AlZt Jgte & §2 HAE EIO|7F ELALE AFEXIIL =2holgh Wi7tX| & 1% ofzfo| HAIE LY
Ch. 2tQI5HA| o™ Efo|M7t 2 = HR Sl § ofgfof EA|Z|D, YatH2 o|Fo| Folot 4F2
2 L SOotgLICt Ol =HolstH oixf g e &2 tiME L

Confirm rules(g &Ql): 2F& S £ 243st{B S LI ChActive rules(§ &/83}): A TX[0f
N 28 S0 E0f et 2B F AL ¥y 22 MW 2. O B8R 5
ol E1t 29 E2 2F AHMoE SEeLC

ZHK|Of| AxisO| HIAE AZE
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Cf. 2ZEY0ls Qs AP #Sof & D2 AHes S8 MX|of Ao Mg & UXLICH Axis?
M2 o3t 7|2 we3[n gooz AdstHo| AFBAN A MEE AXIS OS OIS AE AMAMSt = QL
Chinstall(%]): QIS ME MX|sf2{m 22BtLct +ZEYOE K87 Hof AZME H|sfof ofLct

° d=o S oFoles CHEO0| ZghE LCh
+ Delete certificate(21S A AtH|): 9l

Ad

A¥

ChAccount(A|™): 1823t AN 0|22 ULt New password(M DAL E):. 7Ho| IAYEES ¢
SLCH IHAQIEE 1~64KF ZO|0{OF BHL|CE BX}, %A, 1FH, Y2 J|s § ol 7%? ASCIL 2
AHAE 32~126)0F A QIS0 AFBSH &= UL L|ChRepeat password({A9|E ). SU! =
£ CtA| YEBHA Al 2 Privileges(H $H):
« Administrator(Z2|X}): D E AXO| &FS| WMASHL|CL DIX= CHE A™LS =71, 00|
E % HAY = ASLICHL
+ Operator(24¥X%}): Ct2S Mgt ZE AH
- B E System(A|AH) MH
+ Viewer(50{): Ct30] CHsH X )
- HC|R AEEol AWARS HT WEL|C
- S3E AHStD e ™ML
- W, 2HE 9 F; PTZ AW WA A ZE

ry
o2}
of
o
$0
o>
Ins
o

.
© o dE0 %= HEols o

=3 |Ct.Update account(#|d HIO|E): AF £dg HEL
C}.Delete account(H|™ AtH|): A X

= ) — =
AH LT root A¥2 MHE 5+ YSLICH

o
mjo H
Qt

Ll

-

ool Yu2

Allow anonymous viewing(2ld H7| 3|&) AXMOZE ZIAQISK| Lk FHLF BEXZE EX| 0 AMA

— =

g £ JA-E ML CtAllow anonymous PTZ operating(2E2| PTZ 249 3 8) : Qo] AR

I
AbZF olo|X|of CHof M, ©HE U F= & 5+ A=E ot{H FHLIC

SSH A%
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o Emolx

—I_ Add SSH account(SSH A Z=7}): M SSH AEE F718ta{H S2ighL|C}

+ Restrict root access(root WM A H[SH): root HMAT HRSH 7|52 Motste{™ ZL L

- Enable SSH(SSH 2t MSh): SSH MH|AE Alg%HE{E ZAL|C}
Account(AH|d): 183t AH OIEE Q2L C}.New password(AH AL E): HHol I|AQEE st
Ch. AQEE 1~ 647(} ZO|0jOF BtL|Ct. ZAL A, #5H, €5 7|2 S QM JhsTh ASCI 2XH(ZR
E 32~126)2t THAQIEO AFEE = UASLILCH Repeat password(l A E HH5): Lot AYES Cf
A SlESHUAS M MBS ATUCKSH). © AkmO| B ojhols C120| ZHEU Tt Update
SSH account(SSH A AGIO|E): AHE £M48& HEISHLIC} Delete SSH account(SSH A AbH|): AH
= MHEUYLE root AF2 AMY = S
It ZSAE

|ﬂ1_|_

Add virtual host(7}4t

S Bl ST LICLENIE O T BAE
A8 SH2 B MESILICHME 0|8 ME{o 0|52 AHSILICL %At 0-9, 2 A-Z I S{0|Z()EF A8
UohEe: Aui7t 92E ZE2 g3UChType(S8) A8 915 S8e MeLTL 7|2 Clo|HXE,

2E ID SO0|M dEBtLICE o Xe
* Update(YEH|0|E): 7t SAES YO O|EG LT
c AN VY ZAEZS AR ELCH
L

Hl g3k MH7F 2 gstE e

OpenID T/
S8 Atg

OpenlDE AtE30] 20 =+ Q= B2 OpenlDE T30 2a0g If ALt CHO[HAE

o
=t U XH 332 ASHUch

Client ID(22}0| 9 E ID): OpenID Al2X} 0|22 Q! 243tL|C}.Outgoing Proxy(‘hdl TEA|): TEA| MHE
ALE5t2{H OpenlD HZAZS 2ot E%AI FA2E YL CHADmIn claim(2| Xt @) 22X} Ao ¢S
Q25| C}t.Provider URL(Z3&X} URL): APl ICZOIE QZS 2ot & 23 E UAHSIL|Ct https://[insert
URL]/.WeII-known/openid-configuration oW”OIO-IOI: atOperator cIalm(-S-%'I} X)) QX dEto| 7S o
¢fL|Ct.Require claim(2% &) E30| A0{Of = HO|HE YATIL|CtViewer claim(Z2HEX} M) &
A Ao gf2 YL CHRemote user(2Z ALEX): A Af%ﬂ% AEStE 22 YEPLLCH ol FX|
o o OIEIO|A0| HX NEXE HASIE Bl 288 LCtScopes(Pl): 20| Axt € 2 9t MEAH
E' |°.=IL| C}.Client secret(EE}0|°1E H|&): OpenlD IjAQE = Save(XZ): OpenID e MEsieid &l
otL|Ct.Enable OpenID(OpenID Z/3s}): ¢ HZS T ZZ A URLOIA ZX| 215 & S{2sa{H ALt

ol E

=

=

E2 HHEZ £ s MEB0 s E2AL= 2H2 UL FE0= MEo A™ &

RE EO| BAEULCL

H| D
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- URL HTTPS AMH{Of CHS HEQ A FAet 8*4‘3 Mg A3 EE HBLLCL o E
M https://192.168.254.10/cgi- bln/notlfycgl JL|Ct.

- Validate server certificate(MH QUZSA| =tol): 0] MALE MEHSIO HTTPS A7 MM
oh QIZAE MeEtstLct.

- Username(A}Q-X} 0|E) ZIQI5l2{H Ar2X}t 0|ES YUHBIMAIL.

- EAYE: 2080 WAYC S AL

- Proxy(ZZA|): HTTPS AB{of o1Z3t7| Qo) Z2A MHE SDHeof ot B Tas
Hes An gl

+ HEQ3 2EZX|

z
>
u
prd
D
@
=
2
=t
>
—
E,*
0O
>
D
o
%)
o
>
(o)
0]
o
N

0
=

m
i)
[

>
Hn
o
A
njn
ok
N

— ot
ie)
1=
ne
mjo
A
02
Kely
rir
e
r>=
Pal
Hu

o
- 9_*5 L1IE°Jﬂ AEE|X|O| IP =ALL SAE 0|28 o‘:;aqaur_“:r_
-  Share(Z8) TAEQAM 35 0|52 et

- Folder(E0): TS M&s ClHERZ|Q ZEE AUHSIAMAIL.

- Username(Al2X} 0|8): 21Q1512{H
: u?*°1= 230182 WAES YAASUAIL]

. SFTP

nlru
rulo

2o
J
el;
rir
oy
Ho
O
pd
wn

SAE: MHO|IP FALL SAE 0§ YHTYLICH ZAE 0 2

X H 7} System > Network > IPv4 and IPv6(A|AHl > HEQ|T > IPv4 9 IPv6) OfZfof

X HE O YK SOIsIAA L.

- XE: SFTP MHJI AL8%te ZE Bl g Lot J7[27H2 229 L}

- Folder(Z0): mYe XA ClUEZ|Q 704;% QUBBIAA|Q. C|HMER|7} SFTP AH{ 0| O]
O EXstX| o™, oAS %EE 2 O A|X|7} EA|E L|CH

- Username(A}Rx} 0|E) 292513 H 0|22 AUHSIAMAIL.

- EAQIE: 2I00% D HAYES 2

- SSH SAE ZJf 7| SE(MD5): &Z SAE T 7|(32Kt2| 1674 2XA)o| X|2L 9
2{8kL|Ct. SFTP 20| E = RSA, DSA, ECDSA 9 ED25519 A E 9| 93 0| SSH-22 A}
235 SFTP AMHE X|BHL|CE &HA Al RSAZ} Mga: 4t 0| ECDSA, ED25519 3
DSAZ} 1 % & MELICt. SFTP A1H101IA1 Ar&3t= ZHE MD5 S AE 7|5 50 F
ST Axis ZA|= MDS 9l SHA-256 SfA| 71§ B& X|2IS}X|2F MDSECH 2%} &
o2 Q|8 SHA-2562 Argaf 40| &L CE Axis X2 SFTP MHE FMst= gt
HO CHSt XM SE LJS 2 AXS OS ZES HISHIAIS.

- SSH SAE 2| 7| 8H(SHA256): A7 SAE ZJ| 7|(43Xt2| Base64 QAL ZXtY)9|

X2 U2gtL|Ct. SFTP 22t0|Q1E= RSA, DSA, ECDSA 9 ED25519 BAE 7| 939

SSH-22 At238}= SFTP MHE X|YSHLICt 3AF A| RSA7} MSE|= dii0|0{ ECDSA,

ED25519 4l DSA7Z} 1 S E WMEL|C. SFTP ME{OAM AI23l= 2HIE MD5 SAE 7|2

QlEsfiot s+|_|q Axis ZtX|= MD5 9 SHA-256 3{A| 7|2 RS X|stX| Ot MD5ECH 23

3l HOMS Q|8 SHA-256E At83t= 74o| ZAUIC Axis B2 SFTP MBE TLAsle ot

ol chet XMIOP W& AXIS OS ZEE HIASIHAR.

- Use temporary file name(YA| Tt 0|5 AlR): Atzo=Z MME Al Ot o222 1}
2S gECoteE MEStLCh gRES 2Aaotd It 0|S0] Adl= 0|5 22 HHELICH
Q2 oot BehEl 2o, AaE 0ol gELTh dafLf o{Hs| AA TUS A2 & Ay
L ct. 0I%é71l ol #ot= O|F2 71 2E LtEo| SHEX € & USLLCh
« SIP or VMS(SIP EE= VMS) :
SIP: SIP HM3tE Ze{™ MEigtL|Ct.
VMS: VMS M3}= Zaf@ MEtgLch.
- From SIP account(‘é’ﬂX} SIP AE): SE0A MEfBL|CE
- To SIP address(**l Xt SIP FA): SIP 2E °.=IE_4.§,FLI Ct.
- Test(|AE): S8} SHO| HES[LR HASsHE S2stLic)
- oM
- Send email to(O|HY HE CHY): O|H LS HEH Ol Y F2E YHLILE FLE
oz 7§ sl H 2AEE O|HY FTAS LESMAIL.
- Send email from(0O|H| & &) ELj= MHO| O|HY FAE AHGLC
- Username(AtEXL O|F): HE MHC| AMEX O|FS YHYLICE O|HE MHOA 2SS
a7oiX| = B2 0f EES H|9 YL
- TAYE: Y MNbo| HAEE AHELich oHY MMM U5 RTHK %

= 8% o 2= H9 st
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- Email server (SMTP)(O|H|Y MH
o oz
o = =]
- EE: 0-65535 H2|o| {I&
2 587¢L|LCt
- Encryption(233}): 2Z3IE ALESIE{H, SSL &= TLISE MEiSHM A2,
X

. TCP

SAE: MHO P FALl SAE 0|22 YL

XNHE O REX 2OASHHAL.
- Port(ZE). MH HMAO AE2E]

rr
H
m
rE
fot
i
o

i

9'1
-
il

Test(H|2E) 282 HAESHE S L
recipient(F=41Xt H7|): ZE AKX A

RS SASHE B SR, BA I
H): =MAE FHoz AFSiE{H S L

g0 X= Hw7ols 80| ZeE L T View

_,_
o

- Validate server certificate(MH QIS A 2Ql): USTIE AIESt= AR AKX o IDE =HQls}
EE MENSIL|CE O] 21ZMeE CA(RIS 7|2h0ilM XpM| MESHALE walsh = Q&L T}
- POP authentication(POP Q1Z): POP AMH{ O|E S UG H HMAI2(0: pop.gmail.com).
H| o
AR O|H Y SEAt= OfE O|H Y O FASH HERE FASHHM ALZXIZL 20| 2
HE otdgs 2AL BE= AS Hotsty| Qs 2ot DHE AFERLCE O|H Y MMl &2
ot HHMES =QI5t0] oY AHO| F7|ZLE o4 O|lnYES sX= YOl YEF StHA .

= C}.
A H 7t System > Network > IPv4 and IPv6(A| AR > Y EQA > IPv4 3 IPv6) Of2[of

° o
£ w20 22ECr.Copy recipient( A Xt A 4l
MZ $=AMXE HATY = UESL|Ct.Delete recipient(4=41 X} At

SE UFI A BEAFUC | Add schedule(AAIZ 7h: YF £t BAES WysteE Y

+5 E2|78 ABY0 £2 £502 E2AHY 4 USLICL 08 50| £5 E2H2 NE 24X L 7Y
St SOt AMS HEY & YSLICE

MQTT

MQTT(Message Queuing Telemetry Transport)= AFE QEUl(oT S {Iet EF A T2 EEQL|C tha
Stel IoT ESH2 Qo ALY 22 A E ZZH(small code footprint)dt XA HEQA (HEZ0= 1A
SRE AASH| 2o crYot YoM AL ELICE Axis X AZEQO{O| MQTT 220|PIEE &3l FX|
oM & GOJE X OJHES A 22| AZEQO(VMS)Zt OFLl A|AB0| 7HHSHA Saie = ASLICH
7172 MQTT S2to|HE=E HdHESL|CE. MQTT 412 2E20|QUELQ} BEE7Et= F AHEIE 7|22 oL
Ct S20|AE &= HAIXIE ELfn 23 £ JZLICL BEE2H = S20|UE 7ho| HAIX| 2t*E S HEE
LICHAXIS OS Portaloil M MQTTO|| CHSH AtMIS| 2Ot 5= U&LICH

ALPN

ALPNZ Z20|HE Sl M 2t AZO| HEMO|Z THAO|AM OfE2|AH O Z2ESS MEIE = U
Sh= TLS/SSL =& QILICH O|& HTTPet Z0| CHE Z2EZ0 ME8EE YT ZEE E MQTT E
gE S 2435t= O AFEELCH ZL0 o2 MQTT 84 M2 = JfWE ZEJ gl £ ASL|

Cf. Jd2{ot 429 sfZM2 ALPNZS ALESHA HalHo|M S8 = HE ZEON A MQTTE OfEE
Ol ZREEE MNBEXE ZAHste AYLICH

MQTT Zato|ele
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Connect(¥Z): MQTT 20|
CLEHEHSAE: MQTT AHZQ|
2 MHMTLCLEE: mE H 2!
« 18832 MQTT over TCP(TCP
+ 88832 SSLE Eot M o
- 802 ¥l AUEZ EB 7|2
. 4432 W L3 Hob2 E3 MQITY 7|27t
ALPN protocol(ALPN T2 E=2): MQTT 527 ZZXf7 M2 ALPN Z2EZ 0|28 923t
SSLe 3t MQTT G 2] A%l HotS =8 MQTTO|RF & 25 1| Username(A 2% 0| =) =22}
M B O] UM ASET| -r|°H *fgj* AL AL O &2 Otlaé.”-l':f 1_lll’“ $E: ALEX O|E2| THAYEE
Ct.Client ID(22I0|HE ID): 22}0|HE IDE QUESIAUAI2. S2I0|YE AMEHXI= ZE0|HETI A
g M MHE X*AE' LIErCIean session(S 2 MM): AZA U AHZ A Al &S HojgtL|Ch ME
48 o HHI AI AEf HEIt AX ELICLHTTP proxy(HTTP ZEA|): jtIEH 7'0|7f 255Hf0|EOI URL
Ct. HTTP ZEAIE AFESHX| Yod{H ZEE HIY & = U
7} 255H10]E 01 URLQIL|CE HTTPS TEA|S AFR3fX Yos® TLEES HY = & 9A§LIEF~KeeP a'
interval(ZtZ | X|): S2I0|AET} 71 TCP/IP A|Zt 355'—}% 7Icte 2o glo| )\1H'|§ o old ALE™ = Qe
AI HE #Xe %l’.:."—l':lemeout(*I’* xmh): AZo| eEEl+= AI’* ZHA(XZ)YLCH 7|24k 60%K]
’é.*-'f—*f MQTT Z2|0|¢E &9 A I3"||)\|7(| ' LWT EI1|)\|7(|°| ZFHof EH?J 7|22t MQTT &3
ﬂgl HA =HOAM AFEE|L|Cl.Reconnect automatlcally(I|- o=z IH0'17=') oz SN = ZS2to|HET}
OS2 CHA| AZBYOF St=X| 04—'?'-2 XYoL ChHAIX] AAAZO| MEE [[H HAIXIE EHX| &

FAHLL S L|ChStatus(&Ef): MQTT S2I0|HEQ| HiX| HEHE HA|THL
2 L [P FAE UHEAA| L Protocol(ZEEEE): AI2S T2E
5

| >
oM w
o

E
=
=}

=
£3 MQTT)2| 7|2ZteLct.
= Y LICE
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ES SA|5te{ P MENSILCHQoS: Tzl SE0| Thet QoS AZS WAL

MQTT %3

712 FH HSFA AL MQTT client(MQTT ZEL0|HE) R0 A HX| =X HEA0 Fol& 7|2 FX
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QoS: MQTT F+=0i CHs{ st= 2iHS MEfgL|Ct.
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- Prioritize($M -‘.’-I II’S;) =
X|&sta{ o =23t}

- Server address(AH FA): SI

- Username(Al2X} 0|E). ZQ
ug)*-?—.l': Host 42 SIP =

View area(7| ®O): SH4 S340) AFE 27| FAS MEBLICL None(S)S M
ol— Ze g 37|7f A

DTMF

_|_
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» Check(2tQl): SD 7IE QB E QISIMA L.
- Repair(%3): I} A|Ag0] =23 it .
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+ Media account(O|C|0{ #d): HIC|2 AEZOT BhNAT = S L|CH
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| Add media profile(D|C|0f T2OtY F7}): Al ONVIF O|C|0f Z2M A S FIt5t2{H S 2oL
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+ Select configuration(7t-d ME): S E0|M ALEX; X|E F S MEIGHLICH EECR S59| +4
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|
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O S5 142 2R 82| AdEXt/0l§ dgE &Lt
Audio output(2C|2 E3) D P Y e =3 HWAS MEiSHL|CH N
+ Select configuration(714d ME): S 20|AM ALEXt XY {4 S MEistn HFS =FLICH
Che 229 f4dE 2O 9| AHX/0|§ IS oL L}
Metadata(O| E}G[ O] E{): /g0 =gt OfELGO|E{E MEigtL|Ch
+ Select configuration(Ft’d ME): S =20|M ALA X|F F4S ME#StD HEHGHO|E HE S
ZLICL EEOE 5829 782 22 HEHO|H 4o AER/018 d&gg gLt
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« Download the device server report(ZX] MH HIA CI2ZE): X MA[ZF 27| 0|0]X| 9
o A

T
dot= O E 2 dE A28 £+ UASLLCL
21
« View the system log(A|28 23 1):
HIEO CHot WEE HAISHT S 2gL(Ch
+ View the access log(d M2 21 H7|): %
MM AEE ZF HASHHE S/

« View the device server report(&X] M EDA E7|): EHY oA HE MNEO st HEE

A

20| etz zip ThAOl Y& L Ch X2

g7 AlA" 21

Syslog= MAIX| 2Zo| BEYLICE. SyslogOAl= HAIXE EGst= 2TEQQ, HAXE HISte A[LE
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QAR E 230 8l 245l 2ZEQOE 22| + %ﬁ;—lﬁh 2t O
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Server(Mu|): A MH{S Z7j3t2{® S2g L
Ct.Format(Z8H): A2 syslog HA|X| ZOiS MEiSHL|CY.

« Axis

« RFC 3164

« RFC 5424

Protocol(ZE2 EE):. AtEE =
. UDP 7|E *"o ZE: 514
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me g BEE Agsen 22 Uef HUHUOSeweriyAE) A U Moy AT 8o
SHL|Ct.CA certlflcate set(CA QS M MH): sxjo] MHES =QISAHLE ASMHE F7}sHL|C
LT
Ut T HE Axis FA| 71 40| U= D5 AABXE 2l S5 LICE O HOo|X|ofAM CHEZ2| Of 74
H-E d¥st0 HEY = AUSLCH
o i
X &2l
X e
Restart(IHAI’S.*): X E MA|ZSLCE Ol X dHO d&=S =X RASLICL MW =0 ofE2|# 0|&0| Xt

o2 TA|EE L|LCE Restore(E-Tl) fﬂ%’—r‘z’-gl HYE2 3% £ Al 7|24 2 FS2|MAIR. LEH Xt
TEWIN st AP AXEX| Y2 BE WS CHA| dX|5t o|HIE Bl Z2[ME CHA| BHtS0{of gLt
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SH 2 NEE=s g dE2 O30 2540

. HE Z2EZ(DHCP £& 1F)

« D™ IP FA

. 712 B2

« MEY OpA=

e 8021X MH

« O3C AH

« DNS MH IP =4
Factory default(3% &t Al 7|23): 25 HE2 ST & Al 7|2U2E ESEHAIR. I8 =0 &K
of Hi~% + Y= P F2E YN OF BLICE

Hl
BE Ais WA LZEF0le CIX|E A S0
A ot Axis X[Q HEtHQl X AO|H 2
axis.comOj| Al B4 A "Axis Edge Vault"E EXSIAA|IL.

AXIS OS upgrade(AXIS OS ¢ O0|E): M AXIS OS HE S
S 1 2 9 9Ns| MER 7|50 ERELC S A

=
Ho® FX7L O|F AXIS OS 22 &|Z0pgfL T
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Ct. X4 Z2|=E CIRELESEH axvis.com/supportE 0|52 L Ct.
gagoleg mf Cha M 7tX] S8 oM MEIE = UESL(Ch
« Standard upgrade(EZ ¥ 0|E): A AXIS OS HHM o= g o|=EgtL|LCt
+ Factory default(S& %3} Al 71248 gagolEstn E% HE2 3T B Al 7| 2URE &=
2l A2, O SHE MEASIH P2 0|E 20 O|F AXIS OS HFH e = L|FE = Siﬁl—lﬁf
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