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domains(= 0| QI ZHAM). ™Motz X| 22 A85t= 42 Add search domain(ZA =0 QI
F7h2 St X7t AH8%t= ZAE O|E2 AMY Q2 2 HSL|ICLDNS servers(DNS AMH):
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_I_ Add account(7-1|?H =7 M AXEE F7t85te{H SISt %O 100742 AH
ChAccount(Ad): 1Rt AE 0|52 %IEAHLI Ct.New password(M T{2${E): AH
SILiCh TASIE S 164X Z0|OJOF SILICL. SX, %X, 1EH, UL 7|5 5 ol 7}%@ ASCIl 2
AHAE 32~126)8F A SO AFRE 2 QB L Er.Repeat password(Ij A9 E HHE): =
2 CtA| Y2 }4A| 2 Privileges(A $H):
+ Administrator(22|X}): 2= SF0| 23| AMAgLCt 2| Xts CHE AFZE =71 YO0
E S HAHY = ASLLCH
 Operator(2gX}): CS2S HMest ZE AP0 HNAE = ASLICHL
_ E: System(AIAE‘“) A" X-I
. Vlewer(woi) CHEOf CHEh & * i‘JéPOI A& LICE
HIC R AEZQ ﬁﬂ”% 20 ®EL|C
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- @ dE U E PIZ AW A =3
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20| X
Ct.Delete account(71lJH AH): AES AT LCH root AES AAE = &Y

oy

I

o 4 &

Allow anonymous viewing(2ll H7| 5| &) AZXNO=Z ZIAQSIX| Y FLt BEXZE X0 HAH2A

g = JYEE MY CLAllow anonymous PTZ operating(2 2| PTZ 24 3 8) ; QAHO| ALE
AtZt Olo|X|of CHsh ™, HE U FES & 5+ A=E St{H FHLICH

SSH #78

—I_ Add SSH account(SSH A =71): M SSH AHEE F7tste{dH SEIgHL| Lt
» Restrict root access(root Al A Iila,j) root N AT} ZHQst 7|58 Hotstad ™ ZL|Ct
« Enable SSH(SSH BMShH: SSH MH|AE Alg8t2{ T ZAL|CH
Account(A|E): 17 A 0|52 ALt New PaSSWOFd(*H jARE) AHE
Ch. IfAQEE 1~ 647(} Z 0| oF gt IEf =i AL EE, €7 71z S 2l =
E 32~126)2 AJEO A8 5 USLICI.Repeat password(I{ 29 E HHE): SUo MAE=ES Cf

Al EBMAIQ MY M2 BTLCHEM). - AZO| Qe BH0lE CHS0| EeE LIChUpdate
SSH account(SSH A AGIO|E): AH &M48& HEISHLIC} Delete SSH account(SSH A Abx|): AN
2 AMHLLCE root AFE AHE = &L LCH

M SAE
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| AEA M E HESIAL K|
St L

=

FE0= 780 tiet S22 ol MEFO FEE RE SUXNTH BAIE L

#|ch 20740] SARE MYE & ABLLH

| Add a recipient(= X} :
HetL ChType(fd): SS0|AM A&

o
ala
r=
Pl
U
ol
N
Ot
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2
mulu
gl
gt
-
inl
o
o
4>
r=
Pl
10
o
0ju
mjo
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. FTP

- SAE: MHO| IP FTALI SAE 0|E8 YUHGILICH SAE 0|28 3st= 42, DNS
AMHE{ 7} System > Network > IPv4 and IPv6(A|AEl > HEQ|3 > IPv4 5! IPv6) Of2[0f
AEE A=K =I5 A 2.

- EE: FTP MH7} AIRSte ZE HSE UEsiL|C 7|22 219 LTt

- Folder(ZL|): mYS MYY CIHELZQ FZE YHSIUAIL. CIHER|ZL FTP MHOf Of
O ZXHSHA| o™, s Y=Ed I F HA|IX|ZF HA|EL|CH

- Username(Al2X O|8): 2005t H ALK} 0|ES UHGIMA|L.

- IALE: 2058 H I|AQYEE QUESIAA L.

- Use temporary file name(YA| Tt 0|5 AlR): Atz Z MMHE QA Ot O|E2Z 1}
2 UZLSHHT MEigL|Ch Y2 E 2g5H oY 0| 50| /dt= O|F2= HHYL|Ct
YREJ SThE 39 &4F oo QIELICH d2{Lt ojFg| YAl mMAS AE = ASL
Ct. O|EA ot® {ldt= Ol 7t E& OOl SHHEX & =+ UASLCH

- Use passive FTP(=& FTP AL8) FYAHO HP0M HF2 thad| iy FTP MHOf
HolH dd2 S5 Q¥ LIt XTIt oy MBjo| Cish FTP X|of S HO|E HA
= RF HI3HOoz AALILH O YutHoz TX|Q L FTP MH Atojof &
stHo| A= B0 EagLCt

« HTTP

- URL HTTP MB{0f Ciot HEQA F4et QFE Ne|g A3 HEES YHYLLCL OE =
http://192.168.254.10/cgi-bin/notify.cgi 2} L| C}.

- Username(At&X} O] B): 201512 H ALEXt O|F S YUHSIHAIL

- HAQE: 210528 HAYES YHIIYAR

- Proxy(ZEA|): HTTP MHO| HZSY| o ZEA| MHE S0 5t= ¢ East
HEE 71 g

URL: HTTPS AMH{O]| CHSH WEYT FTAQ @HS He|d A3YUEE Bt O &
M https://192.168.254.10/cgi-bin/notify.cgi & L| C}.

- Validate server certificate(MH Q1 Z A &Ql). 0] MXIE MEHSIO HTTPS MH{ 7L Mo
oF ASME MEgL L

FEE A YL Ch

- HEQ3 AERX
NAS(Network-Attached Storage)?t Z2 U EI AED|X|E F7t}
ArEE = JAELICH oY MKV(Matroska) o HAl0Z2 X FE L|LCL

- BAE: HEQA AEZKXQ IP FAL SAE 0|2 HTHL L
- Share(29) SAEOAM 28 0|22 Y=eict.

- Folder(BLi): Ijolg XT3 C|YE2(0 FZE YA

- Username(Al2X} O|B): 2
- DjAQIE: 2TQISHE{ ™ Ijf

>
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AZEO A=K 2O HAL.

- Folder(Boi): T2 xTY ClEEa|ol
D] ZXSX| $OT, MAS Y=L 0

- Username(Al2Xt O|8). 2190I5}2{H

- DAQE: 205 H IAYES 2

b EA[ELIC
o

2otL|Ct. SFTP Z2t0|HE= RSA, DSA, ECDSA Bl ED25519 S A E
23l SFTP M2 X|stL|Ct. SAF A| RSAZ} *125|'.: =Ll

t“Oﬂ it AfMer 82 AXS OS ZE= st AR.

ED25519
A OF BFL|CH Axis & X[= MD5 8l SHA-256 sljA| 7|8 25 X[ &

ol Th3H REA|SE LIRS AXS 05 ZES HudtiAlL.

HEAL):
- Username(Al2X} O|E): O Y A
7K Y= 42 o] EE
- GjAQE: O A‘|H1°| ARE
L 42 0] ZEE HIY SLcCt

ﬂl||1]
|IOI-
-
i

1 22 SMTP AH O|ES = .
- EE: 065535 #9lo| 28 ALE3I0] SMTP Ao EE WS E ¢
© 5879l L},

. TCP
- BAE: MHQ| IP FAL} SAE 0|22 YABLCL SAE 0|2

AEE O A=K 2OASHHAL.
- Port(ZE): MH HM20| MEEE ZE HIE YHIYLICL

46

- BAE: MBI IP FAL ZAE O|EZ YHTLLL ZAE 0|2
M H{7} System > Network > IPv4 and IPV6(A|AE! > | EQIT > 1

=
=
- SSH SAE ZJ| 7| FY(MD5): ¥ SAE ZI 7|(324t2| 16T+ —Er'xf%)gl 22 Y
=
=

DSAZ} 1 5|2 W2L|CH. SFTP ME{O|M AI23tE SHZ MD5 SAE 7|2 omqs
o+|_|tr Axis ZHX|S MD5 3! SHA-256 3jjA| 7|2 B = A|USHX|OF MD55CE Z2ish &
otS |8l SHA-2562 AR5l 0] ZSLICH Axis &K 2 SFTP MHIZ A

- ES SFIP U7t AI8Sc EE Mz 2 gmiun Ji=gre 229U
SHAA|Q. CIEEZ|7F SFTP A B0 Of

ECDSA “ED25519
f

- SSH 3AE ZJ| 7] SE(SHA256): ¥z SAE ZJ| 7|(43X}2| Base6d QAL EXA)Q
x2S o2{srL|Ct. SFTP Z2}0] ol E = RSA, DSA, ECDSA G ED25519 SAE 7| 0640|
SSH-22 AF2 81 SFTP MHZ X|ASIL|CH SAF A| RSAZ} 415 &[S 8 # 0|0 ECDSA,

S DSAZt O F[E WEL|CE SFTP *1H101IA1 Ar8%t= SHE MD5 2 AE 7|E

SFX|oF MDSE CH 2+

St HOHS o|o) SHA-2568 ALROH= 20| Z&LICH Axs HA2 SFTP ABE 1A &

- Use temporary file name(YA| HtY 0|5 Al8): Xtzo=2 MME QUA| It 0|22 2 I}

U2 YEESIHH MEHSLICE YE2EEE 2AFESIH OY 0|F0| |stE 0|22 HHEL|CH
%EE7P & ChEl 710, 4= ool ELc dgLt of s YA O FE £+ US
LICE O|HA olH Ysl= 0|22 7t ZE IOl SHEX & £+ AELC
« SIP or VMS(SIP EE= VMS) :
SIP; SIP M3l= ?gam MENSHL| T},
VMS: VMS F3l2 ZigiH AJE_,H@q C}.
- From SIP account( FAL X} SIP AH): SES0|A MEITHL|ICH
- To SIP address(x=2IX} SIP FA): SIP TAE QEHTHL|LC}.
- Test(HAE) 53t *E”SOI &EOP X HAESIe{™ ZalgtL|Ct.
- oY
- Send email to(0|HY H& CHH): O|HYS MESY O|H Y FAE YHTLICHL FAE
o2 7 YsieiH AERZ O|HY FAE FESMAIL.
- Send email from(O|H|Y HA): HLijE= MHO OO £ gEgyc
H.l (o]

o L Cf.

H Y MEON 2SS

oMY MHOM 2SS RFSHA| &

- Email server (SMTP)(0|I11|°EI MB(SMTP)): 0| & =0{ smtp.gmail.com, smtp.mail.yahoo.com
C

ety oh 712

- Encryption(°*§§|-) USTE ARSI M, SSL EE= TISE MEHSIAA| Q.
- Validate server certificate(MH 21ZA{ =tQl): °*§§}E Af% = 42 &Ko IDE =9ls}
== S o] SISHE CACIZ JIE0IA AN ABeL wE & alguic
- POP authentication(POP Q2IZ): POP A-|H-| O|EE =ste{™H HAMA|2(0: pop.gmail.com).
H| 2
L8 O|HY SeXAt= OffE oo Yat O FAISH HERE FASIHM ALEX7F 820 2
HE mdg 2L E= A4S HMoHsH7| Qs 2ot HHE AL olN Y M3 Mol &
oF HMES =050 o|H Y AEO| F7|IAHL o4 O|HYS sX= YO| YT YA,

A H 7t System > Network > IPv4 and IPv6(A|AE]l > HEQ A > IPv4 3 IPv6) OfZ[0f
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@ QIE{Ho|A
Test(H{2E) HF S HAESIHEHE FEL L A0 %= 0F0les Ch30| Z & L ChView
recipient(=AX} BH7|): BE XX ME HEE 22{H Z2/3L|Cl.Copy recipient(=2A X} EAL: =4l
AE SASIEHE SESMa. SAE I M2 F=AMXE BHEe = UAS L CDelete recipient(5=41X} 44
H): F=HMXE FRHCE AHSt{H St
ol xq

45 E27{2 AB0 B2 £502 EaE & USLICL 0|2 S0 5 EalHZ HE 4K L 7Y
SE Sot Mg ABE & USU

MQTT

MQTT(Message Queuing Telemetry Transport)= AFE QEUl(IoT S QIet Ex HA|ZY T2 EZQL|Ct the
el IoT 532 9o AUl 22 FE FZZHsmall code footprint) i} %A HEQA CHYZCZ A
HXE HAG7| ol Ctdst AA0AM AFEELICH Axis A AZEQ[0{9 MQTT SZI0|MEE &dff A
oA M= OojE U OJHEE FA 2E| AT EQO(VMS)7t Ot A|AEIY ZHEHSHAH E3tg &= JASLICH
717| & MQTT Z2t0|HERZ HFeL|CL. MQTT S42 S20|HEQ HEHEl= F AEHEE 7|Eo =2 oL
Ct. 22A0|HEE HAIXIE ELfD 23 = JAFL|ICH B2 S20|HE 7t HAIX| 2t S HE T
LICHAXIS OS Portalo| A MQTTO|| CHSH AtM|S| 2otE += UASLICH

ALPN

ALPNZ Z2t0|HE 8l MH 7t AZO| HEMO|T EHAOM OfSE(AHOM Z2E25 MY = AUA
St TLS/SSL &P YLICE. Ol HTTPRt Z0| CtE Z2EZ0| ME8E«= s3Y% ZESE S MQIT E
e s gdeicts o ALSELICE F0 met MQIT 4 8o e ZEJ glg =& ASL
Ch. d2fol B2 ofZM2 ALPNS AESiA HotHOM 35 EE ZEOA MQITE OfE2|A
o Z2EZZ MNEYUXE 2 .

MQTT Z2}0|HE

Connect(¥Z): MQTT ZEI0|HEE

CLEEREHSAE: MQTT AHQ| S A

22 MEELCLLEE: ZE HSE
« 18832 MQTT over TCP(TC
+ 88832 SSLE E3%F MQTTQ .
« 802 ¥l AN B MQTTO| 7| 2gtYL|Ct
o 4432 ¢l A HQFE Est MQTTQ

ALPN protocol(ALPN =2 E&). MQTT E27{ Z5X7} X3¢ ALPN ZE2EZ 0|

SSL2 & MQTT 3 3 A% Hotg & T

MHE{O] AMASHT| B AHER ALEX O|E2 YHTY

f.Status(AEf): MQTT SCI0|HEQ| SR MEIE
P FTAE Qs A|2.Protocol(EREE). AlRY ZZ2E

-
ATH
-
— 1

"E3 MQIT)O| 7|2 ZteLct.

—

s gaurct
BIEEER
|-

2 o Mz MESEL|ChClean session(Z2 M M) HZ 8l AF K A2l S-S MojgtL|Ct. MEHSHH
Z2 5 o4 giN Al AEf MEJ AN ELCEHTTP proxy(HTTP =& A|): X|C{ ZO|7} 255HI0|E Q9 URLY
Ch. HTTP ZEA|S MESHX| Hod{H TEZ H|P = & AUGL|CLHTTPS proxy(HTTPS ZEA|): %O ZO|
J} 255HFO[E QI URLYLICE. HTTPS TEA|E AFRSHA| &

interval(Z}Z SX|): 22}0|E}t 71 TCP/IP A|ZF A1H2 7|Cte T 90| A
AMEE gXg = AGLIChTimeout(A|Zh =1}): AHO| 2R L= AlZH ZhA(X)YLICH. 7| =gk 60X
g5 HFAL MQTT S20|AE fof AZ MAIX| 5 LWT HAX|o| FX|0f Ciot 7|=Zfaf MQTT &l
ol AAl =AM At EL|CHReconnect automatically(XtS2 2 HZ): AHZA 8jx = S2t0|AET}
ASS2 ChAl AZSOF St FE X SYLICLHAX] @AAZO| 282 I HAIXIE 2EX ofF

=2 o=

U

Ly
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2
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QIE{ T o] &

4 LIrQos: mizl S 8ol tfel Qos A5
sfol Sejo|olE} = RN
of= AFOIA b

O_L_L_

default(7| 23t A}
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BiS SAIsl2® MeHSLChQos: Wz 20| Chet
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7|2 HAIRS] LIS YT L
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=]

[

ZgrL|Chopx| et A

). KHAIS] 7|2 BAIXIS Y22 H DAl TOPIC(-’F-HI)
) o

X ‘IE, L|Ct.Send message(HA|X| FE): HAXE ELU{H AR MM Q.Use default(7| 2ZF A}
7|E A XS Ql2dste{ T IL*'A|9 Top|c( H): 7|2 AR 9
=2 OAIX|S] &S YU efL|CtRetain(FX]): O| Topic(FH|)0|M S2t0|QE MEHE RX S

FHE et I:f.Paonad(Eﬂ

M| A| x| OF X| 9F %OJ(LWT)%

7]
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C}.Retain(S X I) 0| Topic( ES N —Z‘EPO HE &
b QoS AES WLt

MQTT &l

712 FH HEFA A8 MQTT cllent(MQTT Zato|H

g MQIT HO|ZE0] FX|o| €& HD

+ Property(£4): MEi X 7t HAIX| gt

QoS: MQIT @aiof Cfsf st 2de Hejstl

- AI(RE): MEj £x s o HejE xR
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= =1 & .
%7152 B 2 23IL|C}Retain( JKI) 015 MQTT EHI)\|7(I7P H2fz H©
+ None(218): Z= HAIX[7t HIFX| JEfZ
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« Stateful(&Ef =X 7I5): MQTT HIAIX|E
2 AMEE L ':f

QoS: MQTT F-50f L3 Bldt= 2&S MEfStL|CH

_I_ Add subscription(-‘,lE E7H: M MQTT £EE F=7tste{H ZalstL| Lt
E): 1 53t2{= MQTT "IﬂE Q23S A| 2.Use device topic preflx (RHx| o
£ MQTT FH 0| BFALE FIt8tL Ct.Subscription type(11S §4):

. Stateless(MEl XX E7}5): MQTT HAIXIS AE| XX 27hs of
ZHCE HotstHH M

Subscription filter(715 &

#2 HEA A8): 75 T

o=

AR 2 Satste @ HdEeL Ch
E

s
HtL T HOolZEE HEY

-

MQTT 2H{ g o]

H|

o #XMPZ A|ZlSt= =M A= FHO|A g
. #XMDZ A|x ste *WE Hioly EEo

o
[
of

% CIOIE S AR

X HOIHE BAIY

MQTT 2H 20| +FAE F7t5t7| Ho| MQTT 2270 HZSIYUAIR.

_I_ Add overlay modifier(2H{2|0] £=H-X}t F71): M 2HY 0| =™XE FItste{H 2 2stL|Ct.Topic
filter(FH| EE]): @u{2{0|0 EA|SI2{= H|O|E7} ZetEl MQTT X & 75} L|CtData field(H[O[E EE)
O A|X| 7} JSON S4[0|2t 1 7Pt ©H{2[0]0] EA[32= HA|X| Ho|2 =0

Modifier(’dxt): 2B 0|E TS O Z1t +=FXE ML

7| = x|x4 oI-|_| |:|-

L| C}.

L|C}.

~NE
HEYA AE2|X|
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o QEmol A

Ignore(RA]): HERA AEZ|XE ZA|IStHH ZL|ICHAdd network storage({|EQ|a AEE|X| F7}): =3}
£ MEE = A= HEHZ 3/E F7I5H 2 b
« Address(FA) TAE MHO|IP A T SAE 0|58 YTt CH LHIX o Z NAS(Network
Attached Storage)YL|Ct. D™ IP FTA(SH IP FTAE HAE £ A2 O Z DHCP X Q)E At
Bl g ZAEE FY57LL DNSE At&%t= A0 indows SMB/CIFS 0|22
K@ =[X] &Lt
+ Network share(HE{3 28) SA2E MHH 38 X9 0]
St ZE07F Qoo 2 o] Axis &K 7t s
« User(AF&X}): ME{0| 27010 Hast ZL

OH
i)
o
o

Ol
ne
3
o
[m
i
]
OH
30
onfu

olst{H THCNAISA O[§g 4=

« HAQE: MHO| 21000 ER% A2 IAQEE YHSMUAR.

+ SMB version(SMB HZ): NASO| A% SMB AEZ|X| Z2EZE HAHES MEISIL|C. Auto(X}S)
2 MEHSIH ZK|= 2O HA™ SMB = SILFE ¥ ASte{ D A|E8HLCH 3.02, 3.0, EE= 2.1, AMg
HHE X|@5tX| = O™ NASO| S1Zsi2{EH 10 = 202 MEiSMUA2. Axis &HX[2] SMB X|

o]

0| CHel o/ 7/0ll M AEMB| LotE 5= UASLICH
« Add share without testing(E| 2 E 7}
EQH S/E FIot{H MEgLCE O & 50|, MO IjAET7F HREHX|E Ol
A7 W20 LF7L Y = ASLLCH
HEHI A X H7H: HET 330 Chst AZAZ OFRE A, HtQlY i X MAHSAH SElerLCt
5 =

| =2 -
O[&iA| o}21 HESIS BR0| fst 2E 40| HHE L CEUnbind(HlY siH): HEYI 85 HroIg
sixlsln AAS Boefn SaBiLiCs
= o
e

Or2E sixote{® 25

Mount(O}2E): 4 E< 38 E Or2Estz{H Z &Lt Write protect(27] WX|): HERI 30
718 4ot =3t50| MAZK AZE st2{®H ZLCH M7 BX] HE{T 3/ =0 = sy
C}.Retention time(EE A|Z}): =3 22 7|7t 2=l =39 & ot E& HO|E HE HHE AH FE
£ MESL|CL HEXT AEZX|TF 7t5 X MESH 71740 X|Lp7| MO O|™ =37t AMKE LICH =
« Test connection(dd HAE) HEQZI 370 st ZZ HAESL|CE
« Format(Z%): O|E S0 ZE HO|HE WEH X|20f 5t= 42, HEYT S/E ZUELCH
CIFSE A8 7tseh oY A" SMAL|CH
Use tool(= 7 AtE): 2860 MESH =& = M3tetL|Ct

2Hc AEQX|

%_9_ Al-ol-
HOlE &4 8l &4& =3 9{g. X7 ddED Y= S20= SD FtEE =2|5HX| OHdA|L. SD
7tEE HMAH3sH7| Hof OtREE SiHMSHYAlR.

Unmount(Ot2 E SjH|): 2250 SD FIEE QHMSIA X 7SI A| 2. Write protect(227] HX|): SD FIE0f
M7 SRED =5E0| HARE= A2 E252{H 0| FMS AU O M7 HX|E SD 7tE= moie &=
&L ChAutoformat(X}& Z5). M= MUSH SD 7IEE K== ZOUSIEHE HMAR. T A|AHS
ext42 ILOSHL|CtIgnore(RA]): SD 7IE0 =

0|

x 1o
Rl
0

2 H AMA| L. SD 7tEE FA|ISIH FtET}
ASS X7t § O] QIASHX| ZgtL|Ct. N2 M| X2 A8 = UEL|ChRetention time(EE A
Z): @efE =3t A2 HotstALL HIO|H NE 82 £017| Y6 =318 2t 7|2tS MEigtL|Ch
SD ZtE7t 7t5 AH EE 7|7t0] X|L7| Mo Q= =32 AN L ChES
+ Check(&9l): SD 7IE @75 E ZQIGIAA Q.
« Repair(573): Ot AAHO S7 F7 SAMSLICH
« Format(Z9): SD 7IEE IZOist0of mtU A|ABES HPSD 2 E [ O|EHE X|ZL|Ct SD 7tE&
ext4 MY A|AROCZ0F OIS o= QUELICE Windows®O| Al It A|AEO WA ASEZ{H EfAL
ext4 E20|H = OfE2|A o|Mo| e}
« Encrypt(=3}): O] =& AESI0 SD 7tEE ZOUSID A23tE 2HHSISHMAR. O|HA
St SD 7HE0| MEE 2= OO/H7t AN ELICH SD 7IE0 XNESt= Z&E MER 00

He =g YL

* Decrypt(&=3} 3iH): 0| =5 AFE3IY A5t §l0| SD FIES ZUUSIMA|L. O|FH ofH
SD 7tE0f MEE 2= HOH7F A4XNELLC SD 7h=0] HEsts O M22 HOolHE ¢

Sotg| K| YHLITH
+ Change password(IjAQ|E HZA): S
Use tool(E7 ALE): 22t0] MEf EZ
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Wear tfigger(”fE glH): Ads E2[AHstg= SD 7= OiR & s 28U o2
0~200% 4 L|C}. oF FX| ng M SD Z}EQ| OIR £=F&2 2 1

= 01|M =0l 7rdct Z‘J% LIEfHLICH. OpR &7 200%0)| =EStH SD 7tE7F Q&S
=5 LICL O E2|AHS 80~90% AlO|2 dste= A0 FSLC. O|EAH o

SD FtEJt MW HLo = OrRE[7] HOf| XTHof
gotd o2 +=F0| 278 0| =5}

re
9
E_

SIP

ay

SIP(Session Initiation Protocol)= A2 X} ZtO| CHSIAl EA M MO AFEEILICE MMO| QLo M8 m=st

o o [=]
g = AsHo
SIP 4% =200 28510 SIPE HHAE=2 27 8l FLICLSIP gdel: SIP S35 A&t 4lg
% ole= 52 o] 248 MBI T Allow incoming calls(=4! & 5 8): CIE SIP HX[OM =
o= 25 &5t H O 84S HWEL T
= NI

« Incoming call duration(Z £41 7|Zh): =4 E3IE X|&E
CHEICH 102).
+ End calls after(0|% & ZE&8). 22 X|&¢

+ Calling timeout(Z AlZt x3}): OIR = ZESHA| S L 53 AZo| X0 AZtS
ES A

z Zt

2tE HNiststX| Ao r{e= AL Infinite call duration(2 X

HE o= 1024 ~ 655350{0F ghL|Ct.

« SIP port(SIP ZE): SIP 40| AF2E= HERZI ZEQLICE O ZEE 3t Mz Egfjg2 ¢
SO X| PEUCh 7|2 ZE Ho = 5060YLICh. HRY R CHE ZE HSE YHel L

» TLS port(TLS ZE): &5 stI SIP EMNY AE2EE YE Jﬂ th?:, LICt. o] ZmEE S3t 4
s Eajme TIS(HS A5 2ohE AfRSI0l GmeE |t 7|2 mE Mz e S06lelLiTt

""IROI‘ 7:|O EI.E EE Hl_-|§% OIE#'SFL_||:|-

oo
= in

NAT E3} 7|5
X7 AEZLANO A0 Y HEAT 20N FXRE MEY & UAZS 32 H NATHEJS
T4 geh) St 7|sS ARSE L

NAT S1f 7|s& Ar8ote{H 2t EHOA X|8oF SfLCh =S 22 E 7t UPnPE K| @lsiOF &L Ct.

7 NAT E3t ZT2E2S HEHO2 ARSI WEYI A0 0ot [HE ZHOZ ARY 4 UBLCH
« ICE: ICE(Interactive Connectivity Establishment) T2 EEE2 AI2sIH OO0 &X| 70| &St EAIQ|
O|ZO{X| & 7}A 8%l A2 2 A7| #|ZTL|CE STUN & TURNS A8 ICE T2ZEZS

OlM 7t 2880 428 &2 = UAs 7|27 Sy ELCH

o STUN: STUN(Session Traversal Utilities for NAT)2 KX|=0| NAT L=
08 242 EE S8 IP FAQ XE HSE JIHE = UA diFe 2
Z2eZQLUTH 1P 24 22 STUN ME| F4= oaisi|ct

« TURN: TURN(Traversal Using Relays around NAT)2 NAT 22 H &= H5ld o e &X|
7b TCP £ UDPE £3f [H2 SAE0M SR o z
E29LIC}. TURN MM F4 % =10l Mo= =

2rC|e 5l HCe

e Audio codec priority(2LC|2 AH 2M =2|): SIP 0 Cfsl &t L) EEZ 7% StLt 0]
H9o| ere TEUZ MEHGIL|CHL M =2 =ME HZSZH 50N &L LCH
H| D
22 FAY W #=AX ZEO| A2FE B2 MEHGE AEO0| ZE fAXF FE I LX|S{0F gL Ct.
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|

+ Audio direction(2C|2 t3k): 5 2= 24
« H.264 packetization mode(H.264 1jjZls} &
- XS (EEEAE ALY I
- None(gl2) mI{Zls REJF HHE X AJPSLICEH O
- 0 HQEZE ZRE.
- 1. ©He NAL §HW B E.
- Video direction(H|C|Q ). &|8% H|C|Q L%7|S MeAsiL|ch,

=7t
« UDP-to-TCP switching(UDPQ} TCP ZF T =): UDP(AIEX} HOJEH O ZZEZ) A TCP(HE
Hol ZEEZ)E ME T2EEZE YAHOR HNMelstes 252 S 8ot2{H MEigL|Ct Mgt
St= O|R+ 200HIO|E O|Lf EE= 1300HIO|E Z3t MTU(ZICH ®& EHe) 20| A= 8<%
CHEHDIE 2X|SH7| i YLt
« Allow via rewrite(C}A] M2 7|E Edl 6|8): ZIRXEQ 22 P FA LA ZHIP FTAE H
LHe{ ™ MEfShL|Ct
« Allow contact rewrite(HZtX CIA| 27| &) 2IREHQ 3 IP A A ZH IP FTAE &
LHed ™ MEfSHL|Ct
* Register with server every(2&t% MHO| &) X E 7|& SIP AF0| CHst SIP MHO| S5
SEE dgguct
« DTMF payload type(DTMF HO|2Z2E &) DTMFQ| 7|2 H|0|Z2L SHS HZAT LT}
« Max retransmissions(X|C| XYEZ): EX| 7} A|EE X817 MO SIP AHO| HAES A=}
= Z(0f +=E dEgL L
+ Seconds until failback(Zo 27X 2 X). 2X SIP MHZ Zoj ZX|st & HX|7} 7|2 SIP
MHEO| CtA| AAZ A=E I7HX[Q] AlZHX)S 2E LTt
AH
= X SIP A 0| SIP accounts(SIP A7) otzjof LI ELICE SEE AFEe 22 Mol U= &
o2 MEfg ¥ 4+ YsLch
Aol SIP MHO| 43Xz SEEJASLICH
(] — =
AGo| ZXMZt AELCH ASof HiistALE, AF XtH SHO| EXRE|UJAL, SIP MHOIAM AF
g ®2 + 97l ey & Ysl
peer to peer(m|0| £ I0f, 7|2 HH) AE2 A== WHE AGYLICH StL; o|dol CHE AEZ
DY AEES 7|2 R 80 22 o AEE ANY £ JSFLICL FS AEE SIP AEE XESHK|
1 VAPIX* API(OfZ2|AH 0| =22y QIHI|0|A) 22 Y 4% &4 7|2 AHEHOo| A8E Lt

+ Active(ZA3l): ZHS A8 T MEfBIL|Ch
+ Make default(7|23t22 X[&): O AYS 7|2 Aoz XHstai® Megct 7|2 AFo|
ofof stmi, 7|2 AL eLigt & & S
o

+ Answer automatically(XtS2 2 2&): A E30| Atz =2 SEISI{H MEHSHL| T}

+ Prioritize IPv6 over IPv4(IPv4H L} IPv6E 2 MSIEE MH) . IPv6 over IPv4 =49 2
M =98 X5t H MEIGL|CE Ol IPv4 3L IPv6 FA REO0|AM =QlE|l= P2P A FO|L}
Eoel o|Fo ide i FERLICH IPve FA0 OjEE =0l O E0f CHSHAEH IPv62

i

24 =22 XN = AFHELL

« O|F: 290 =gzl O|F= YHYLCLL OE =0 1 0|8, I =& /XY = AsU
Ct. 0| 50| S=EASLILC)

* User ID(AHEXL ID): HX|Of 2T E Dot M E= [t HS S L etLCf

+ Peer-to-peer(L|0f £ I|0f): 2Z HEQI0A CHE SIP X & T Zot= o MEE L

* Registered(S5E): SIP MHE Sl 2Z L EAT 2[F9| SIP YX|S =dt= H AHEELICH

« EHQL A8 Vs B2 S8 Mol 0|2 YL =Y 0|82 OE A8E =5 ¢
I SIP =40 AR =2 FHA|E L|LCH

« DjAYE: SIP MHO| CH3 21F5t7] <let SIP Agar HA2E WAJAES LY
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o
Registrar( EX}: %%Xl-gl IP =4
=
o

® = H-g

+ Transport mode(H% BE). AHo| SIP % @WEE MEf$L|CHUPD, TCP E& TLS)

o TLS version(TLS HH)(X &L ZE TLSO): A2 TLS HEES MEHSHL|CH B vl.2 8! v1.30| 7}
3 2 Qe bR obEe HES AegLch

A OHHBHLICH Automatic(RHE) S A~ &

+ Media encryption(O|C|0| *SShH(HE 2
Aol FHES MEGL L]

« Certificate(only with transport mode TLS)(QIZM(XE D E

 Verify server certificate(only with transport mode TLS)(A-II:H
OAIZME 2OIBt2{ B MEHSHL|CE

« Secondary SIP server(2 X SIP A H{): 7|2 SIP MO SE0| HIjst 4
of S22 A=SES 2% FLCH

« SIP secure(SIP K 0): SIPS(Secure Session Initiation Protocol)E At&3}cd
TS & ZEE AME%0 EgfE S Azttt

« HEE)]

0>|
Ras
N
T

P
%}
o
>
£

o
°
o MEHSHL|C} SIPSE=

=

- | Proxy(Z§A|): =
- Prioritize(2M =2| X|H™): £ 7} O|A9|
NE R =)

- Server address(AMH FA). SIP TEA| MHO IP TAE AHTHL L}
- Username(Al27%} 0| ) TR AL SIP Z=A| MH{O| ALK 0|22 aetL|ct
WAYE: Lo Z2 SIP ZEA] MM HASISE egiic

. H|E|2 ®
View area(2 7] EH): 34 S350 A 27| S METILICE None(gis)2 MH
L

DTMF

_|_

(o=}

rotmot-o;

Ad 7h: A DTMF(Dual-Tone Multifrequency) A|RAE Mdste{d S &ltL|Ct E1
MM s Events > Rules(O|HIE > £)2 0|5 gL|Ct Sequence(AIﬂ*)

Ct. {25 = EXt= 0-9, A-D, # *QL|C}.Description(dEH): A|RAZ EE|7-|°F
Ct.Accounts(A|H): DTMF A|-‘?_Jﬁ,§ Algst 74|7<‘|% MESEL|C}. peer-to-peer(qd]
2E 1ol & o AFE Y3t DIMF A|EAE SRELLCL

sequence(Al |
H 2otk =

(o]

JEEJE‘_ﬂI'
i I>
r”'°-|>+

oM [orrot

=0z
1 ot
4o

2 12mjo >
>
4m "= g rim
El
§=*
i M Hn
rx oE_?'_
17 jo nujn
Ior

ely
rir

| H of A|-_9.'c'>'l- TZ2EZES A-lEH'c‘SI-Ll[:l- DE OO0 B OO0 A™E st Z2EE MAME &
RTP (RFC2833)(RTP(RFC2833) AF&): RTP IjZl0j A DTMF(Dual-Tone Multifrequency) Als

o M3} o|MES 8]83|2 P ZL|CtUse SIP INFO (RFC2976)(SIP INFO(RFC2976) AtS):
[INFO DIAC2 merole{® ZLICE INFO AS= QErHoz AlMmf BHaiel MeiX of
|15 BEE F7tgUCEL

Hm
1]
N
“’_u

S

Tl ot ju
-
rm Il
Zcd
mH for

o
2

H L2250 K
ofu

rx

N

i}
2 H

HAE J

SIP account(SIP #|&). HAE X3lE 4 AHEES MEHNGL|CLSIP address(SIP F£4): SIP A& Q&30

3!
\e 2 zoeio] Hae HMelE 2o ANO| HEEX oS

AHHA =25
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Use access list( M2 S5 ALE): FX|of HstE 2 + U MRS Moot ® FL o
AN
o -

+ Allow(5{8): AN FZ0f
o Block(X}ghH: A B E

+ Add source(AA F7}): UMHA 20| A S22 MASIHT S 2SLICHSIP source(SIP AA). AA
o WAIXt ID L SIP MH| FAZ QotL|Ct

_I_ Add stream profile(AEZ ZzntY F7h): S2slo] M| AEE Z20tg 45| Ct Preview(D| 2|
HI[). MEist AER T2 *E”S% AHE35t0] HIC| 2 ~AERZ 0|2 L Ch Ho|X|el HHE HASHH 0|
2|2 7|7t YOOl E& L. FX[of Ef% H7| 90| = 42 o|OjX|e| xt& Lo U= EFCHROAN &
7] g2 HAS = AUFZLICE 0|F: Z=mo| 0|F2 F7+2L|Ct.Description(dH): ==ntof CHfst M
02 713t T} Video codec(H|C|@ FH): m=miAo| HBH0f st H|C|Q AHS MENSILCLS|AE: Of
Y0 oot 8B 2 AEZ Lfo/A) 31 &FE HIUSIHAIL.ZY QY HO|E: o] MO Ot HHL2 AEZ I
o/x 31 =28 ®1S P*'AIQ.Compresswn(” ): Of HHo et B2 AEZ mjo/x/ 31 =2 &

for storage(AE2|X|8 23} Lol HO| hSt MY AEZ Ho/x 31 HE2E HRSAA
2 .Dynamic FPS(SX FPS) ;0 A0 Ot dH2 AEZ mo/x 31E€ E XTI AL .Dynamic
GOP(SX GOP) ;O] MHO| et MBS AEZ H0/X 312 HZEHA AL Mirror(D|2]) : 0]

=S Hdy=2 g mjo/x] 31 &= T N5I4 A2 .GOP length(GOP Z0]) @ . O] "o CHst
MHL AEZ Io/x) 31 T2 S X154 A| 2 Bitrate control(H E 2|0|E H|0{): O] 80| Cigt AHS A

| 2 Include overlays(S’.H-IEﬂOI z3h @ =

E£& mjo/x] 31 455 HAGHHA g 2HY 0] RS M
giich. eao[2 ke wof tfst AMS W8S 240/ Ho/x 33 #2S st 2 Include
audio(2LC|2 E3) @ c o] 2780 oot Y2 2EF L0/A] 31 &F5 FASHHAIL.

ONVIF
ONVIF #H

ONVIF(Open Network Video Interface Forum)= %|E AF2X}, E8XL HMHEHE 9 M XA} HEQ A H|C
lles OOF tesde g 28" £+ A siF=s =2 Y AHHO|A EFQL|ICH ONVIFE S8 M2 CHE #
O ME e d=2:284, %E’g g, HE B % ALE- Dj2f dEHES =2 + ASHLCH

ONVIF g2 d-g5H ONVIF S40| XAts2 2 2gotE LICE X[ 2= ONVIF S40| ALEAL A 0| &
a WAEE AELLCH XHMT W&2 axis.coml| Axis WA HRLIEISE BESUAIL
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o QEmol A

_|_

£ o HAY $ A& )
- Operator(S®X): C}22 AQls 2E MHO| AN2Y + UL
- ZE System(A|A®) M7
TSt
e . o
- Media account(D|C|0f #|H): H[C|Q AE0|TH AHAS & ASLICH
A
=

.

© ¥ %= owol= B30 ZtE LIChUpdate account(AI’d AUC|OIE): A £9S
Ct.Delete account(H|%d AH|): #EES AMELCEH root AE2 AME &= A&5ULCH

Add accounts(A|%d F=71): Al ONVIF A™H2 F7tst2{H oL CHAccount(A|): 133 AH 0|&
oj 2 3

2 YHYL|CLNew password(M] THAE): AFHO| IfAQEE YHLICH AYEE= 1~64XF Z0[0{0
ghLch 2A =X 58, €2 7|z § QM 7tsst ASCI EXHEE 32~126)TF THA =0 AHEF == QU
& L|Ct.Repeat password(Tj A E HEE): ZASH T|AQEZE CHA| Q2384 Al 2. Role(HE:

+ Administrator(Z2|X}): ZE HF0| ™5 HMATLICH AE[XH= CHE ATES =71 YOOl

ONVIF D0jCjo| =2 m}¢

ONVIF OjCjof Z2ntele njrjof AE2 M2 HFste o A8 4 9t 74 NUOZ 0|20 Y&LC
Apagtel #4 MEZ M Z20t 2 dMsA L HE 4-E s A FdE Z20YE A8 = JUSLICL
—I_ Add media profile(O|C|0] = 2u}l 7}): A} ONVIF O|C|0] T 2OtYS F7tstH S
Ct.Profile name(Z2n}Y 0|E): O|C|0] Z2m2o| 0|2 S F7}IL|ClVideo source(H|C|2 AA): T
dof %= HCR AAE MEIGHL| T}
+ Select configuration(7/d M) S E0|M ALEX X7 LS MESLICL EFOR S5 74
2 HE| 7 H7] 9 % 7t MES =aot Xl HIO|R X0 STt
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EEOR2 559 #+42 PTZE X|Jst= HX|Q| HIC|2 x{Eof sfTatL|ct
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+ View the device server report(ZX] MH HIA H7|): E oM HE ME{O Cfst HEE
SUCH A 2= AHE522 MY EAM0| ZatE Lo
« Download the device server report(ZX] M HM CI22E): X AHA|ZF 27| O|O|X|o] &
AR OfL|2t UTF-8 FAIQ| MA| MH EA HAE mUO| ZEE zip IHYo| MEELCH X
MH| 20| 2o/ I &4 MH M zip IHAS ZHSIMAR.
« Download the crash report(Z& H 1A Ct2ZE): AMH AEHO TSt XtMSH HE 7} Qe 047}0|
BE OREESLL. S5 EAM0= XM ClH 1 FEQ MH BEaM0| e EEIL X
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23
+ View the system log(A|28 273 H7|): ZHX| AE, 220 U S5 HAIXL 22 A|AH 0]
HIEO CHot HEE HAISIHE 2oL L]
« View the access log(dMA 21 H7|): ZE= 20 INAQEE AIESH 42 S Alnfst &KX
WM AMEE ZF HASHHTEH SE/gL(Ch
44 NAH 20
Sysloge= HAIX| 22| H#FEYLIC SyslogO M= HAIXIE MEsts AZEQO], HAIXIE MYt A|AH,
HAXE B3 % 2Nt ATEQIOS 22|t & sliCh 2t HAXER 1 HAIXE 445 4T ES
o RS LEtW= Ald ZEI BAR2 M2k =F0] ZEELCh

56




AXIS Q3517-SLVE Network Camera

¥ QlE{m o] A

Server(Mu|): A MH{S Z7j3t2{® S2g L
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« D™ IP FA

. 712 B2
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e 8021X MH

« O3C AH

« DNS MH IP =4
Factory default(3% &t Al 7|23): 25 HE2 ST & Al 7|2U2E ESEHAIR. I8 =0 &K
of Hi~% + Y= P F2E YN OF BLICE
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BE Ais WA LZEF0le CIX|E A S0
A ot Axis X[Q HEtHQl X AO|H 2
axis.comOj| Al B4 A "Axis Edge Vault"E EXSIAA|IL.

AXIS OS upgrade(AXIS OS ¢ O0|E): M AXIS OS HE S
S 1 2 9 9Ns| MER 7|50 ERELC S A

=
Ho® FX7L O|F AXIS OS 22 &|Z0pgfL T
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