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2. HO|E YRS AHH{Sts T2l EXIMS YA 0|52 "Gate entrance(#|0|E YT)'E X HBILICH
g 44
PIR ZX|717F X0 A= AEE &XIoHE 7tH2t7t AOEE & FtHEto| £ d-gsioF guct
1. System > Events(A|AE] > O|MIE)Z O|535l1 &8 F7tgLCt
2. 20| 0|2(0): "Open gate(H0|E A7|))2 Y=Lt
3. ZH ZSE0AM PIR detector(PIR ZX|7|)E MEiSHL|LCt
4. A8 ZF0|AM Toggle 1/0 once(l/O ot H EZ)E MEATLIC}
5. ZIE ZE0|A Gate switch(A|O|E AQ|X[)E MEHTIL|CL.
6. JEHE Active(Z2g)2 EFTL L
7. 1t AEELICL
8 Save(ME)Z STt
9. O|Z0| "Direct the camera to the gate(ZIH|2}E AHO|EZ HZA)'Ql CIE ES MMBHL|CH
10. O] St AU Mo S MG HMHo2= OO 4T "Gate entrance(H O[E Y T)"
Za| M 9IXIS Medstuct
11. Save(XMXH = = 2/stL|C}.
F27t A2EHE ¥ 0 ¥ =2l
Of ofAlOIM = o7 BXQ| st HOILt HO|AE o= B2 €S E2[Hsts Y- ol dFLH o

Add a recipient(=4X} FE7}):
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> Events > Recipients(A|AEl > O|HIE >£MXN)Z 0| F535t1 Add recipient($=241X} F7})
S 28t}
=

Y
ARl 0|22 YBLICE
Email(O| | &1) 2 Mei8tL|Ct

O YS B oY FAE YHELCH

FHO2tol= AtA| O|H Y MEZF Rleoz HYS MEstH CHE oMY MEo| 2 2lsoF ghL|Ct.
oMY MM met HHX| JEE Ut

vi & W N

-1 o
HAE o|Heds ELHH Test(HI2E)E SESLICH

6
7. Save(XE)E ZETLICH
A

8. System > Events > Rules(A|AE| > O|HIE > 8)& 0|55l ES F7teL|Ct.
9. E0| tiet 0|52 YHL L

10. =774 £ 20| A Casing open(#|0o|A 2SS MEHSHL|C}.

11. M S E0|A Send notification to email(0|HL =2 &El HE)S MEHSHL| LY
12. 22014 $4XE MLt

!
13. 0|0 & HM=a HAIXIE Y=L CH

14. Save(X &) E S/ Ct

- FY LE 29XE 7o VO HEE H L(FEA) 2 E 3 (X2 /O)of HZgL

o > dMME > /O ZEZ O| 5T L|CH
2. Port 1(ZE 1)9 42
21 Input(Y)S MEfStL|CE.
2.2 Circuit closed(3| 2 H)E MEiSHL|Ct.
Add a recipient(=4X} FE7}):

3. System > Events > Recipients(A|2 & > O|MIE >AlXI)Z O|F5l1 Add recipient($41X} Z=7})
£ 2ot

£

4. 24%t9) 022 YBLICH

5. Email(O|H| ) Mgt

6. olHYS HY oK FAE YHELCH

7. FtOetolE XEN O Y A7t 9o R HYAS Mst(B 2 ojH Y MH{ol 2I0ls|of Bt
ol el HBHol et Linix HEg B

8 HIAE O HLY2D Test(HAE)S S2eLch

=X
=22
9. Save(MZEhHE Z=EIsHL|C}
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10. System > Events > Rules(A|AH! > O[HIE > B)Z 0|53st01 &2 FJ}8L|C}
11 £0) cfst 0|52 YAt

12. 24 2£9| I/O0j| A Digital input(C|X|& 2l)2 MEASL|C}

13. ZE ZZ20|A Port L(EE 1) MEISHL|LC}

M EZ0| Notifications(Z2!)0j A{ Send notification to email(0|H|Y 2 A2l FML)S MEHSHL|C}.

OH
= o
15. S 20 +UXE MEISIAHLE Recipients(:4XH) 2 0| S5t0] Af $=MAE HgeL T

I

M #=HAE Ed5te + = ZHYLILL 7I1E +UAE SAtSHE s S LI
16. 0|0 & M=ak HAIXIS YL

17. Save(XEH= Z 2stL|C}.

= 28 M7t B7|AL SHEAS W O|H LS B LS 2L LICH /O HUEO| TSt XpAIS

1. System > Accessories(A|AEl > WM A 2|)Z2 O|Fst & ZEE 2|5l Supervised(E2|E)S ZL|CH
Ol Y s=AX} 7
System > Events > Recipients(A|A®! > O[HIE > $FMXHZE 0|Fst FAXE FItgtL| L}

FAAel O|§E YHSELICHL

oHs 2 olifg F2E LHYLCH

FtOEof = AFA| oo Y MEZL lobz HgS &St CHE O|H Y Mo 2QIs0F FLCt.
oM XMSLMoO et HHX| SEE gt

1
2
3. Email(0]H[)S MegLc.
4
5

X}
6. HAE O|Hgs EUi2{T Test(H|2E)SE SEL

=
7. Save(MF)E ZgL|Ct

T
0=
X

0| tiet OlES YHELICH

XH S 29| I/OW A Supervised input(2t2|E =H)S MEHSHL|C}.
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System > Detectors > Camera tampering(A|2 & > ZIX|7] > FiH2} HEA)o =2 O|sThL| L.

Trigger delay(E2|H X|H)2| gt2 AFYLCH U2 Ol S 27| Tof StsioF st= Azt
= LtER- LT

Hxof Amafo|7t #aXy JAEX|, B YEX| £ 20| MotA SHAREX| ZXIH7| 2/l Trigger
on dark Image5(01-'.=--°-’- ojojx|oiM E2|H)E ZFLLCH

Ol & A 7}

4. System > Events > Recipients(A|A®l > O|HIE > £MX)ZE O|SSt1 AXE FIteL O
5 FAXel 0|§2 YHELICL
6. Email(0]H|Y)2 AeigtL|ct
7. 0[HYS BY oY FAE YHELCH
8. ZiH2tofl= AM O|H Y M7} gloBz MAS FESH{H CHE O|H Y MEof 2aQl8oF & LTt
o MI LM wet LIHA| §2E gt
9. E|AE O[S HUAT Test(|AE)S SBLIC
10. Save(RE) & 28 C.
g 44
11. System > Events > Rules(A|ARl > O[HIE > E)E 0|55t E2 FItgL(Ct
12. £0f tiet O|lES YHELICH
13. =7 2 Z20|A Video(H|C|2) Ot2{0f| A Tampering(H T )S MEiSHL|C}.
14. BN S 29| Notifications(%*Enl) OtZi 0l M Send notification to email(O|HY 2 LT ME)S MEHSE
ChE, SE0M +=4AE dEgtL Ct
15. 0/ & M=2k HAIXIS Y=g
16.Save(ME)E SE LIt
QC|L
Z3E0 2L F7}
QL)L 77|
1. Video > Stream > Audio(H|C|2 > AE& > QLC|Q)E 0|538l0 QLC|QE =L}
2. B0l 0|40 U2 AATL U FP Source(AA)0A SHE AAZ MESHAAL.
3. Audio > Device settings(2C|2 > 7|7] )22 0|56t SHIE UH AAE HYAL.
4, 93 AAE HZAGIEH Apply changes(HZ AlgF M8)8 ZE|sL T
=3t Al M8l 2EY Z20Ys HELCH
5. System > Stream profiles(A|AB > AEZ T2hiY)2 0|Sstn AEL ZT2NAS MEASHL|C}
6. Include audio(2C|2 ZEghH= MEHsIT MAS AL CH
7. Save(MF)E S eLICHL
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X 7
HEHI 2nf7o A
HEST AL HO|YS ALY Ful2tol NE AZE AN S8 IS Ais YEAD ALHE A
g & &L HOZE ALFE ore 2HS WMD JiHatE S5 ARSE MEY + Ak
orle’sy ¥x 9Ee syl
59 MY
7|52 YA Ba| AZEYOIVMS)Y B ASSIAE B FojatE HEYI AmHet Hof
23t O} stolate VMSOl F7kefop siLic.

FtHiatel YEYA AD|H Hof

1

2
3.
4

AAH > || £ ofX| > HojYo = oSBTt
HESI AL P &, ABX 0|8 X HACSES YFLICE

=

Speaker pairing(21|# HO{)S EgtL|Ct.

. Connect(@Z)S S LICt ol HAIX|7} LtepEL|Ct
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o QEmol A

|

¥ oIE|H 0|2

—

gXof @ AHLo|A0 HIotAH @ B2t Mo X P FAE YHOIHUAIR.

o Mo 2¥st= 7|5 H =2F0 Lt 2 d
MEt 7|solL 23S AL8E & ASS HEF- LT

o X @2 FX|otot ChELCE Of ofo|& @ = g5 X0

Ery
AL} MOl E HARLICL o 22 Hot £= O{&2 HOE dE&LCH
AHEAL O w0il= CH30| ZahgE L|Ct
« 205 ALEXtO| Ozt FE.
o) o o o
+ amw Change account(AI’d HZ): 2} AFoM 202t M AEO| 2algLCt.

e 3
y E Log out(210}R): A} AFoA 2I0FReLICt

80| 9= OFolls CH30| ZaE LCt
« &4 Ho|E: JjOIE0| ot =2

+ Feedback(m|E4): AtEXI AHEE 7|Mst= O
« Legal('HE): 7| W 2to| A0 =
« About(’HE): AXIS OS H{™ 5! & HSE = x| ‘
+ Legacy device interface(2|7{A| ZX| QE{HO0]A): ZX|9o ¢ QEHMO|AZ HHA| HES
2 #HggL

SEY

Hot

2y A0 CHSh AMA REN AL FO Dol ZREZ, MYEX B2 ¥l HE OFE BAFHO
280 tieh A Arg2 AXIS OS &3t 7t0|EE 7|#tez gt

Hardening guide(i2Qt 23} 7}0|E): Axis BX|2 Ato|H| =otit B8 Ab2|of THsf xbAlS] Lotg 4+ 9l
= AXIS OS 28} 7fo/= &ALt

MZt S713F SEy

7
X7t NTP MEet S7|otE =X ofF 8 Ltg S7[=20tK| 2 AlZtE 250 NTP S7|=t 2 &
A|‘c‘>‘l—

o
3 L|C}.

=

NTP settings(NTP M%) NTP A2 21 QUG O|ESL|Ct NTP MHE #AE 4 Q= Date and
time(Z® 8 AlZh) HO|X|2 O] ST LIC}

x| =

[ok

ot A EE BAIFHCL

AXIS OS H{H G ¢ HSE =&

[a7]

e AXIS OS(AXIS OS Y 0|E): FX|o| AZEQNE Yazo|=FLICt YIAYOIEE T
qe RAES HOX|2 0| 5F L}

-

=otet X FE MY SUS BEAZLCL
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o _
@ QEmolA
= 88 427 OEY| 20| HAE QWY 0|0 EAlL= YEe CHELCE S2l0[QE AE
2 HEO| HE O0|Ex DOHA[9} 10| HIE 20|EO0|0 FX|o| Q1A T EZI0|HOAM 7tH &
LICh @B{g|olel HIE 20|E= X[ 520 By HIE 20|EO0|H Hat2Xo|M 7 Z LT
£ gt BF Al M2 AEEY E8si0 UDP/ICP/HTTPE S3) YEYAE 5o 42 o
BEEl= F7F Y52 Z5HX| YL
+ Adaptive stream(H83d AER): oIDI7<I S =E 27| SE0|AES| M C|AZ 0| S =0
A =EBH0] AAEA d™E Vi MSta S2t0|QIE StE JI01°I WESHE LX|SHE FHLCL HF
d AEE2 HEt KOl c&E11‘LI0I*01I/\1 2toj= HIEI2 2EZS = |2 HEEHLL H3Y
AEZ0| AXM S mf ZCH =Y % L= 30fpsYLICE M8H AERO0 HM Uz S 2|4
S 2ysiH MSH AEYO|A NS O[0|X| SHAEI ALRE LICH
« Level grid($® 12|E) =T 12|22 BEAlstHH Q‘ 2 ZastLc}t. A= o|0|X|7} 2o
2 JEEA=X 2Fst= o =30 UL 57/HH © 2 2L
+ Pixel counter(fd 7}2E). T4 FIREHE HAISHH Q 2 UL 2y F98 =
aote{ §AE 8201 @9 A7|E ELCH EDH Width(L{H]) 3 Height(£0]) ZE0f
M O ZRel TM 37|18 Folg = UFUCL
+ Refresh(M{Z2 1) HA[Zt 27|10 FX| O|O[X|E M=z 2X|2{H C = g4k
« PTZ controls(PTZ X O{) D AAZE BEII0|A PTZ MO{E BEAISIE{H ALt
1:1 A Sl =2 HAIZH B715 BASH2H S2IgLC A sjocr 2t 7|20 2 42 4
ra
Zt2 O|0|X| £ At8sto] O|O|X| S EHMBIL|CE “< Blo|E HIC|Q AERS MA SIHOZ HAISHH
o SELC TA H ZEE FE5t2{M ESC 7|E FELUCH
X
Capture mode(?4*| L E) C WM RE= FHHEtYt O|0|X|E WA= WY E Foldts Ze|d 7Y
LICH N REE HYstH 27] d9 8 E3F 9 ZA| XeHZ2to|HA| OpAR)et 2 CHE B2 430
g2 £ & USLICLMounting position(F4 2{X]) D FtoEr YA SO wat o|ojX|e| gato| H
42 = UAEL|Ct.Power line frequency("ﬁ—.’.‘i Fub=): O|OjX| Zere 'E EI¢§+6+E1E| SiE X FoM AR
St= FOt¢E WESLICH Ol X| Y & 60HzE ARESLICH MZA 2l LIHZX| X|H2 CHEE S0HzE At
g¢tLct sig XYool MEHM Fois % ’“ “mEs AQ HE 7|20l HOUSAAL.
Reset PTR(PTR XA &): Pan(H), Tilt(E!E) = Roll(E) AXO0| OALfE ﬂEﬁm U AL PTRS X
a8t PTR EE1“ e M o Froletol A 2 E L JEM Ftof2te] MOl HX| AL BEZ} &
o2 2X0|L AOOE BHO| MY & YSLIC. PTRS MANSP F1Ht7t CHA| B85 1D B
=5 Al 7|22 SotgL Pan("“) 7tH2tE 8oz SELUCLTIEE): 7IHEE +=2HRE &
ZLICHRoll(Z): O|O|X| 2|H.
o| O] x|
L=l
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o QEmol A

IR-cut filter(M QM XtTt TE):
o XS HMeIM X HHE AS2E A I2fH et
CF ZEZL 74 E0{QE HeIME XEHstn, ofZt RE
E|.o| &It =017 |_||:|-

2

- On(A7)): HolH At WEIS 20 HATLICL O|0|x| = Uf0|X|ok ZBE} 2
: L2 Hegc). oloxll SWolnl 2wl Sag
Threshold(UA|Z}): 22t0[HE AfB2l0f 7
x|}
. 2210|C{2 Bright(#7)) o=z
X of7t BE2 HAE LT
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+ Custom date and time(AF2X} X|7d YR 9 A|Zt): =502 IR U A|7HS METLICL Get
from system(A|ARIOINM 7t 27])2 S25t0] ZFEH £ ZHY TXOAM SR 3 A2t A
dE ot X 7hNF L
MZICH: AL8g A|ZICHE MEigtL|Ch & "ok A2t A BFE AZHY 3 A|Zt0] Xps22 RFE LICE
¢ DHCP: DHCP AMH{O| A|ZICHE X{EHSILICH O] M2 MEHSIZ{H WX ZX[7F DHCP MH

MHE 28

A

iy

H| 3
ALEoIME BE =3 21 U AAH 4Pl 2R I AlZH 470 ASEUCH

A 9%

TA7E U XIS YBLICHL YA B2 AAHON O RS ALGSHO] RN FHS FELCH
- Latitude($IE): ¥+ 22 XM B2 LpepYLCH
+ Longitude(FE) Y4 P2 SAXON SZ2 LEEMLIC
+ Heading(W8): T X|7} St Lpgut weke aziglch 02 ¥88 Lt ch
+ Label(2}) & K[0| Cfst Hoyo] matEl 0|28 ATt
- Save(HF): HA PIXIS MEetaiet Lt

HEY3

IPv4
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@ QIE{E0]A
Assign IPv4 automatically(IPv4 s goh): HEA 2t2H7F X IP TAE ASO2 SAHIEE &Y
M MEHSHL|C}. CHEEO HEQ A0 T 6H If% IP(DHCP)E HZXSIL|CHIP FA: TX|o 1L IP FTAE ¢
HolAlQ. N P FAL 2t FA0f 193 AL HelH HEST Loy 2x9e ggd = gl
555 WX SHE DN P FAE SY| MO| HEHD Balxjo| A _solete 20l SEUCLAEL 012
3. MEd OA3E 23510 LAN(Local Area Network) L0 Q= FAE HOL|CL. LAN 2E9| B &
Fae ofREHE S L ChRouter(2}2E): CHE HERI Sl HEI MIME AZE YXE AHS=
O AFREE= 7|12 SI2HMAHOIEY 0D IP =AE e Ef Fallback to static IP address if DHCP isn't
available(DHCPE A28 4 Q= AL 1™ IP FTAZ EH). DHCPE MY £ Q1 IP FTAE X502
siohst & gis 29 OiME AR n¥ P F4E5 Folor® MeEL
H|
DHCPE AF8T 4 @1 BX7 1F F4 [IXE A8 3L, 18 FoL NoE ¥z 3
MEIL|C}
=
IPv6

Assign IPv6 automatically(IPv6 X} &) IPv62 HD HESQZA 2t2H7F X0 IP FAE K5
oz gtz e sfaf® Mg

SAE 0|22 XAHSOE ¥ YENI ALET KO SAE OS2 P FAE NHEOE RIYGHES o
o MBI SAE 05 FAI| SMASe CJ2 HUOE ASHED SAE 028 4502 Ui
LT Mol 834 3 NAE 215 SAE 0158 AL, 38EE 21 A~Z a~z 0<9, -@Lich

DNS AMH

Assign DNS automatically(DNA X} &%) DHCP MB{Z} AM =iQl S DNS M FAE FX|0of Xt

=
SO ZEotA otA® dEetLICh CHREE2| HEI0 s XS DNS(DHCP)E 2 etL|Ct.Search
k=3

= L—od
domains(= 0| 2! 7-IA||) x-l%}ngIXI oS BSAE 0|22 AI23l= ZS Add search domain(ZA 0ol
Xyl_)g E‘Elol'_l_ lel. Al__g_ol_l_ §AE O|%2

=
==
AMgr 012 U BL|CI.DNS servers(DNS A{H):

—= =
Add DNS server(DNS MH F7HE &5l DNS MHO| IP FTAE =TL|CE O] M= HELIANA
SAE O|E2 P AR BESHY 1I-S-§. LI C}.

HTTP 5! HTTPS

HTTPS= ALEXLS| HO[X| 2F 5 @ MB{ofAf BtetE I O X| of 2
otEl Y& weh2 MH ol M2ldEs 2Fote HTTPS ASME AHESHO]

S
X0 HTTPSE At23t2{H HTTPS QIEAME MX|s{of &L|Ct. ASME MMt MX|5E{H System >
Security(A| 28 > HONZ 0| FTL|LCt.

Allow access through(d M2 5{&): Afﬂxpl- HTTP, HTTPS == HTTP and HTTPS(HTTP 5! HTTPS) = =
EZ & OE S X0 AA5t=F SE8LX| MeigL|C}
H| D
HTTPS% of A= otE YW HOIXE E= 4% 53] HOXE NS ¥ I 450 MtE =
)AH L—l El-
HTTP port(HTTP ZE): A% HTTP ZEE UL Lt XK= ZE 80 L& 1024-65535 H Qo
S 22 sjguly Bexe 219 olet F2 11023 elo] ZES oag 2= pis L EECE
ZTEE AMNESH A7t BA|ELCEHTTPS port(HTTPS ZE): At2% HTTP EE% ol shL|Ct. 7“DYI
= EE 443 &= 1024-65535 tHO|°| DE ZTEE 388 L|Ct ZEXE 2905 AL 1-1023 HQ|9|
ZEE Q8g =L QUESLCH o Heel ZEE ALESIH Z 17t HA|E L L Certificate(AF A): 7“?tl
Of HTTPSE Z-datste{™ ASME MEHGIL|CE
HER AM =Z2EF
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2
=

QIE{ T o] &

ZL|Ct.Bonjour O|&: L EA0 BEAIR O|&
P®: HEQIOAM XtEs HAMS {8tz H O
LICt. 7|2 0|52 ZX| O|E1 MAC =L

2
=
2
=

. = == —_
CLWS-ZiA: WEYA0M AHE ZMS 5|B3l2{0 0] M2 ZL|CHLLDP & CDP: EQI 0N AHS 244
= 51835t o] S4S FLC. LLDP 8! CDPE I PoE M HYO| X|F0| ¥ == RASLICE. PoE M
o 2He ENE SHZSHHH SIEQ 0 PoE M gd 822 PoE AX|E FdeLC}

Http proxy(Http TEA|): /85 HAl0| W2} 22 TEA SAE £ P F2E X HE L ChHttps
proxy(Https TEX|): 3|25 HAlof e} 229 Z=A SAE T P XAS XFYLICH
HTTP @ HTTPS ZmEA|0| &&= SHAL

+ http(s)://host:port
http(s)://user@host:port
http(s)://user:pass@host:port

H| 2

HRE MAIZESI0 2 2Y ZEA 28 M8
No proxy(ZEA| g13) 22Y ZEAS 22|5l2{H No proxy(ZEA| §Z)E AFEELICL S50 A= &
M T SILE YHSHAL HEE FESY o HE YL CH

« HIYF7|

o IP =& XH

« CIDR HAlIO| IP =4 XX

« OO o2 XIH™E(0: www.<EHQ O]E>.com).

« E3 EOelel 2E 5% =0 el XH(O: <=0l 0] &>.com).

One-Click Cloud Connection

One-click cloud connection(O3C)1} O3C AMH|AE 0= XA L AAIZE S =35 A0 €l oFFSE ol Ul
HMAE KMBELICE XM LI axis.com/end-to-end-solutions/hosted-servicesS

o -

Allow 03C(03C 3| 8):
- 88! ojAo| 7| 4EYL|Ct
= 44 FEuUrch A
Cf. O"X o™ &
7t 24ste| 0 FX|7F 03C
o T4 EX|TF QHUHUE Sl
03C AMH|A0f AZE X &7
o OfL|R: O3C MH|AE H|Z
.- Al Me{of Az
StAAl.29 8
= Authentication method(
| FIOt 915 HALLCH 2otk X ¥
igest(CIO|HAE) S =t OHMSHR| ¥LL|CH
| =t jAQQEE MESHY| IE0| O QtMBtL(CE
et X7t 21E5 HHZ MElsh &= JFLLCHL 24+

El
="

€[>

&2re
rlooly > for
oz

O o
_|

ofm
= ok

' e o 5 8L CF.
27X AF 7|(OAK): £J7 X Q15 7|15 7t 2| Get key(7| 7tX 7)) S=LICL O] A2 EX|
7t St o|LE ZEAIQI0] AHUO AHAE FR0T JtseL
SNMP
SNMP(Simple Network Management Protocol)& O|83%l0 HEQT TKE Aoz 2T 4= JSL|CH
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o QEmol A

SNMP: At23% SNMP H™ S MEiSHL|CL.
« vl 89 v2c
- Read community(2}7| HRLIE]): X|El= ZE SNMP X0 CHsljf 47| M ATHO|

A= HARUE 0§82 ¥ 7242 SHYLICH

- Write communlty(M7| 9-|.,'E,'.L|E|): XNE = T E SNMP X0 CHsH A7| = M7 HSE
O A= HRLIE| 0|52 YUHYLICHS 7| ©& AH Hel). 7[242 27| YL|Ct

- Activate traps(E3H &/d3}) ERME IS HS5IHE HAYUAR. X = EYS ALESHY
Saot O|HE = SE| HFO| CHSE HAIX|E 22| A[AE0 2HLCh @ QLB I O] 20
X SNMP vl B! v2cOf Cist EHE HM™T = QUAESL|CH SNMP v3e 2 HZASIH L SNMP
£ N EMO| AHEC 2 AT L|CE SNMP v3E A3t A2 SNMP v3 2| ofZz|#
ojdg S EBMS 48 = ASLICH

- Trap address(E3 FA): 22| MHO| IP TA £ SAE 0|28 USAAIL.

- Trap community(E HFLE|): ZX|7t el A|AH E- HAIXE 29 I AtEE

HRLUES Yagch

- Traps(E®):

- Cold start(EE HH): XX|7t A|7<F5| M E HAIXIE &
- Warm start(g 2ELE). SNMP A% | A
- Link up(23 &) Z37f ChRof L L M AKE Bt
- Authentication failed(21Z Alff]): 1= A|Z 7} AMI|SIH EZ LA|X|E EWMHL|C}

= =
H| 2
SNMP vl 3 v2c EWS 7B ZE Axis H/C|Q MIB E0| ZMSIELICH XM L{8S
AXIS OS Portal> SNMP= Hx3IA Q.
+ v3: SNMP v3= ool 8l HOI oS HEot= HCp Qo M Y L|CH SNMP v3E ArEdte{H
Otz 7} HTTPSS E3) MEEo2 HITPSE BASlsle 20| S5 LICH Tot Hoto| gis SAlRis}
ol S8l gx| 942 SNMP v1 3 v2c EO AN ABLE HS YA|SLICE SNMP V3E ALBSIE A2
SNMP v3 22| OfZ2|#0|M2 Sof EMS MY & US|
Password for the account “initial"('X7|" Aol AL E) 0|20 'initial'@l A9
SNMP IHAQIEES UHSL|CE HTTPSE &d3idtX| e MAQES &L = UK T
ARSIK| FELICE SNMP v3 HAQE = o Hiok MES & Qa0 HTTPS7| HABIE 42
oot MFSE 20| ZEL|CL MAYCE AP HAYC Lot of o[ EAEX| &
SLICH HAYEES CHA| B E HXE 3 7|12 HY2= WHEYsoF Lt
Hot
ASAM

AZME HEJIHS HKE QFsts O AHBELICE O X F 7HX fE9 ASME XA LLCt
« Client/server certificates(22}0|AHE/AMH QS A|)
SE0|AHE/MH ASZ M= &KX 2 IDE 7*56FU1 XA MEE = o CAQE
2 = JASHCL XA MY AE M= HoE EZE HI35HH 2l

—_

=
« CA 2EA
CA ISME A8 mof ASME ASYUCL OE S0, X7 IEEE 8021X2 HI & =
HEQIO AZE B2 AT MHe IDE HTHH. X o2 742 A EX[E CA
S M7 Ag L.
A= g42 L2 25U
- OIZ M HAl: PEM, .CER, .PFX
o JfQI 7| HAl: PKCS#1 Sl PKCS#12
T2 A
HXE Y £ AI Jl=ez MEFstH R ASA L ANELCE APE 2X[E CA ASA

v
* More(E| E7|) D gLt ME Y F=7t BEE BEAIYLCH
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o QEmol A

|

« Secure keystore(&H o 7| XZEA): Jjo 7| E
£ Trusted Platform Module 2.02 MEHSHL|

2 oset guelEe MBI

o= [

o420 %= Hwoles CHZ0| ZotE Lo
. Certlflcate information(QISAM HE): HX|=
» Delete certificate(ol"kl AFH|): QIS AME AL

Secure keystore(sl?_f 7| MEa) ©
« Secure element(E.QF 2 A)(CC EAL6+): H Ot

= Ar8ote{® MEgL

OF

or

Ct. dEe 2ot 7]

a

2 ¥ help.axis.com/en-us/axis-os#cryptographic-supports & =5}
« Key type(7| &) QIEME EZ5IHH EECHR F50A 7|

Al M&SH2{ ™ Secure element(EQF 2 &

CC

) &
Mol st AMS LHES £

MAIR.
= Y3 FN2[FO0[Lt Of

2t

[=) (a1} .
+ Create certificate signing request(Q/SA AH @& MAM): C|X|E ID AISME MHEI| Q8 S
E 7|20 B8 ASM MY QFS ddgLth

7l ME20 =ot 242 rr%g}ratﬂ MEfSrLIC.

» Trusted Platform Module 2.0(CC EAL4+, FIPS 140-2 gt 2):

TECER-ER TR

ME A8 I Axis 721 Al 77| 81 21T MH =

rero->mure otpe
e
> Ul
0o
10|
il
'}
=)
Q
mJ
I'Q
|>|
FT

|m ol
=2

= i

o — =

ol IDE 2t
FL

Ct.EAP |dent|ty(EAP

EAP-TLS(ZHZE 7ts @

2 ASME NHHZ QSeLCLEX It °"‘A1% = i
£ ZX0o| 2X|3H0F o L|Ct.Authe

lient ertificate(—Z-E}0|°1§ ?_Iokl): IEEE 802.1xE Al2% Z2}0|

ASME ALY ZE0|EQ| IDE QI LCHCA AFN:

OIstL|Ct IBSME MEslX

ID). 22I0|E ¢l

IEEE 802.1xIEEE 802.1x= M 9 BEM HEY A X EO =S HIst= ZE 7|8t HEKA £9Q K|
O E @It IEEE &= QI L|Ct. IEEE 802.1x= EAP(Extensible Authentication Protocol)& 7|—’.._‘—9§ ot L|C}HIEEE
8021XE H3kl= HERA0 °"*1|*0PE1”4 HERI X7t AtMH 22 QS 0oF L CH 252 2F
MHOAN Sz, YEI™ o 2 RADIUS A H(0]: FreeRADIUS 3! Microsoft Internet Authentlcatlon Server) ¢!
L|C}IEEE 802.1AE MACsecIEEE 802.1AE MACsec2 0O|C|¢ °"A1|ﬁ EZ TD2EZES %t HEZAH HOo|H 7]
9 DANS Ho|ste IEEES] MAC(D|L|Of HAA 7HE =) sof E-’.-_‘-%I L|CEQISMCA ._oM glol +4
A OI=ZM S5 ZAAIZ} HZASIE D BX|= AZAE HEQI0

F71I°*0I XA 1E5E AlE=g L Ch
oz TZER - Xdo AL Heoh)
BEoEE HELRIAO AMAg
ntication method(21Z ).

b

25} 4/ A © EAPOL version(EAPOL H{H): | £ A QX0 M AFR E[= EAPO M EH S
IEEE 802.1x(IEEE 802.1x A}&): IEEE 802.1x u;ig—% ARt B MEiSHL|CH OIS H# o2 [EEE 802.1x
PEAP-MSCHAPV2E At23t= ZA200t 0|2{3t 42 0|88 4 YSLIC
- HAYE: 8|S AFgX DO AYEE ot
* Peap version(Peap H{H): LEI AQAXM AEE|= Peap TS ME{RILC)
+ Label(2}4l): 22}0|IE EAP A S 5IE ALR3l2{H 12 MENSI, S2l0|HE PEAP ASBIE ARS}
23 25 WETILIC Peap BT 12 AI8SI: 2 UEHI 29Xt 8ot 2fAS dEBrLD)
IEEE 802.1ae MACsec(HH CAK/AH E§ 7)€ 2T YH2= MBdt= B0 o2 €82 018
g = ASHLCH
« 7] €A AZ ETH 7| O|F: AHZF A O[F(CKN)E FHeLLH 2 ~ 64XQ22 2 7t5) 16
ZI$0{0F BILITE KNS &1F BelojM =502 71480} 510, H20| MACsecS 2HAI%ts}
oH 239 FF ZOM X SHOF BHL|CH
« J| ¥X AZ B 7 AZ oA I|(CANE YHBLICE 32K £ 649 16714-0{0F L
Cf. CAKS 917 BR0|N 502 T4efo} 510f, HS0f MACsec2 ZAstote{® 23] ¥
5 20M ZXBHoF UL

SXE oY 2 WX

Blocking(xt'th B): A2 el SA4 S XEot2{H AYUA L, FAE e
FE E= g=23 7|5 FEYLCLAE 7|2 2XE Y SHS AE
zd: SS0I AIHE7] WO 585l = £ 25 dijf A+E YHTUC
FOM 8= O 8 Y 5+ ASLICH

I

37



https://help.axis.com/en-us/axis-os#cryptographic-support

FALE AR5

L
o

2
S

1

o
O

o
dzs2

F

[

2 7l 280 ASLCH
5

ol M FXlof tf

g =9

A= 9
of olelE HEoteH

2

ey

A

« Allow(s|£):
Protocol(

+ Deny(H%):
« Address(F2):

| E{ 1] O]

|

Activate(2Hd 5}):
Default Policy(7|

(o)
Add rule

o <
Sy

~ RO

< ._|n.ﬂ

M KO
L

T

S,
Ulmo
JTil=7-
_ 3 ol
IR0 " Fmo
ROZUN 7 IF
Wy <200
o or bl

RO =T
Nk =
7|_M+_M.__O =
<<
#ﬂﬂmwm__.:_
o LInru_u_._O —

nE

Time in second
3002 MM

Pending rules(&

Hl o

0 77t X
ol & of2fol HEAIZH,

=

=
Ab
o

L|c}.

k

(=13
=
S
=

st0l
BNl 22 CiK

LEALE AL XL

X of

-
o

FL|C}.Active rules(£ £/d39}):

M

Confirm rules(

FL ct.

H|oted H

F

A

.I

=
IE

o
-

AF2XF X[ ™ MHE AXIS OS

AXIS Q3819-PVE Network Camera

21

MY E AXIS
=toletL
f. AxisZt
ol
A H
LICt.

5155 k|0 o

Al
=
™

x| of A 2t

~ Kb
AxisBHO| AFE X} X|& MTE AXIS OS

= E
- |1 O O
Lt 2ZELOE 2X|5H7|

3

7|Ef ALEXF R 2ZELOE 2X|5tH
<)
=

AZEQOI7} BA| AQKQ} Axis BEO| ©

oF % IDE Aldg]

[

e

=
18 28

SM7t
AZEQ
5}

NEEE

XK glu Axis©| |

OS
Ct

—

=

oo &= oo
Delete certificate(2!

A
A
+

I_.qq_.__._u —

(@]
M_umum_.:.__ =
OM -

= o 3T
IO <]
LURE &

s S

~ <|10d!
Krzrdoan o
o_=_|7_.:o K0
ol =

KO0 =T =
To W
I—IL -

o < lo™ Y .
Sipd O
oF —oF K
m.A__/A_ — <

= |_|._n_ |M

TEIE @ °
sERE 5 W
Jsirg @
prata ¢ X
a_.WLth =z ©
_._-_ H_| —
MWeng & 5
52 x 7 K
e
TEWET Gy
Ro o = o
KolTEs o
ml.__._.q ._ﬂ.o BIK
mﬁo“_u&i_. W or<
K o =
—ol=puamu K
/O 0o o
M5 0oz T oy
<O oX%. ~op
ey | el.IA_H_LI
SRONE K oo
7|L_A|:_ME =
._ATHW_MQH.W@AT”
RO4L ¢ <& 580
SOFL 20
R mdeH
¥ X e=%
c ... ol-7.2% O
SAUS<Ig™ =
Oﬂol_.GLI.II._Am
ORoEFNTo gok g
O/ S s, &
s DL 1|
tH2|H_A o
BRSO
dw . e .
A“l_h_l_u__l..Al
<7MHd

(g =gl

38

of Ch
= 2|
o

o
AlE 5t

=
A E 2l

System(A|

=

=

P

=
[
o

H|C| @
2

L=
+ Viewer(£0{): C}
_'-|_|-_



- W, ZE Y F PTZ AW AN mE

* ™o ¥E oRoE CHS I Z ot E L Ch.Update account(A AHO|E): AE £42 HEULLH
C}.Delete account(71lJH AMH): AEE AMELCH root AEE AAE = P&LLCH

HA =

SEE

LTES

Allow anonymous viewing(2/® H7| &) A™MC=E ZIQISIK| YNE FRLF BHAXIE ZHX|0| HAMA

g £ A E ML CtAllow anonymous PTZ operating(2EO| PTZ 29 3 8) : QHO| ALE
Xt7} ofof x| of EH sf M, 2HE 8l 52 & = ULE St HLCh
SSH A8

+ Add SSH account(SSH A Z=71): M SSH HHEE =7ste{d S2lghL| .
« Restrict root access(root M| A X|oh): root WH AL RSt 7|52 Hotsie{®H ZL|CH
« Enable SSH(SSH 2tM3}): SSH MH|AZ A28} ® ZL|C}
Account(A|™): 183t HH 0|22 =TI C}.New password(AH IJALQE): AXE
HAQYEE 1~ 64Xf ZO|ofoF BtL|Ct. ZXA, =X}, &, Y& 7|2 5

d ol o
T 32~126)8F A QE0| AFRY %= Q& L|CtRepeat password(Ij A E HHE). =AU IHAQJYEE [}

-

[

[ ]
Al YEEIHAIQ MY d¥S QHgUHEN). ° d¥o 2= Hols ChS0| X gL L. Update
SSH account(SSH H/& & h[o]| T 73t L| CtDelete SSH account(SSH #|% AMR[): 7
2 AFEtLICh root AFES ARE & giELiCh

7

_—

N BAE

+

Add virtual host(7}4 SAE 7). M 7tA SAEE FI6i8{H 2oL CLEMEEE 0] 714 SAE
E M85t MENSILICEMB O|F: MH{Q| O|F 2 Y= StLICE =Xt 0-9, At A-Z 8 SIO|E(-)TH AtEE
LICLEE: MHIt AZE ZEE AHYLICLType(RE): ALY Q15 RS MEGLCE 7|2, CHO|HAE,
[ ]
[ ]
[ ]

QE ID F0)A Mgt Argho] ghe
- “Update(YHI0|E). 7t4 SXEE gigoleerL|ct
- AH: JbM SAEE A

HIE S ME{7H B AR S

AN

OpenID 7
2 A

OpenlDE ALZ8t0] 2I0I% + gl 22 OpenlDE TAo0] 210U j AHGH CHO[FAE
EE IR AHH 33S AlgHL

Client ID(Z2}0| 2 E ID): OpenlD At2X} O|ES U =THL|CH.Outgoing Proxy('dl ZEA|): TEA| AHE
Ar25t2{™ OpenlD HZZ2 2ot ZEA =AE YT L|CLAdmin claim(2| X} -9.’21) e|At Aol ig
o124k L| Ct.Provider URL(Z23 X} URL): APl IEXZQIE OI=E -.-IOP Y 23 E YHSHL|Ct. https:;//[insert

URL]/.weII—known/openid—conﬂguratlon S Al0|0{OF THOp rator m(-?- A @A) LR Qsto) 72 oA
2L Cf.Require claim(2" Q). EZ0| A0{0F St= C|O|HE %E4°“—I C}.Viewer claim(Ex} 9¥): &
X 9ol gf2 2oL Cl.Remote user(Z ALEX}): %7—1 AF%XFE AMUHStE g2 2L ol X
°I A IHIO|A0 HIf AHEAE BEA|ISH=E O R&8% L LC}.Scopes I) EE'-OI LTI E = e HEH
He |°.:II_| Ct.Client secret(aE}O|°1E H|): OpenlD IfAQE A= Save(X-le') OpenID e MEsyH 22l
2tL|C}.Enable OpenID(OpenID £/d3}): dxf AZ2 B SZX URLOIA EX| Q152 518st2{H HLCL
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AXIS Q3819-PVE Network Camera

o QEmol A

- Username(At2X} 0|&): ZQI5I2{H ALEAL O|EE YUEHSIMAIR.

- E|AQE: 2Ioldte{M mMAQEE Q

- Proxy(ZFA|): HTTP MH0| AHZSL7| 9
783% 7;‘—| 0IE40I-|_||:|»

M https://192.168.254.10/cgi-bin/notify.cgi ¢! L| C}.

o OlZA S MEHStL|Ct
- Username(AF2X} 0|2): 2101812{ 3 AFRX} 0|28 QABIAAIQ.
- mAQIE: 2a0lg T HAYEE YHFHAIS.

¥EE D YEHPLC

- HES3 A2EZX|
NAS(Network-Attached Storage)?t Z2 HEQI AEZ|X|E F76t0] Ot g HEHSt= 4
A8 = UFLLCH o2 MKV(Matroska) I @Alo2 XMFE L L

- BSAE: HEQZA AEZKXQ IP FALI SAE O|E2 YHBHL|LC

- Share(38) TAEQM 37 0|E2 YHLICL

- Folder(80): m¥Ys M&EE C

- Username(AlX} 0|8). 219!
A

- ll!-I*°J'= EQI5e{ ™ Ij
. SFTP

X7} System > Network > IPv4 an
K™ 0 Y=X| SHOISHAAIL.
- XE: SFTP MHJI At%t= ZE Bio 5 et} J[24t2 22 LT
- Folder(EH): mYe Xze ClHEE| Q|
O ZIHSHA| o™, M Y=g I F HAIX|ZF HA|EL|CH
- Username(A}RI} 0|E) E20I5t8H Al O|ES UHSIAAIL.
- MAQJE: 2005t B HASICS YAGAAL.

gLIch SFTP 22tojoi= L RSA, DSA ECDSA ! ED25519 SAE 7| Q&09| SSH-2
251= SFTP A[HZ X|QBHL|C). BAF A| RSAJ} MBS &= 8'e0|0{ ECDSA, ED25519

BHL|CH Axis AHX|= MD5 2! SHA-256 3iA| 7|2 2= X|2&HK|OF MD5&CF 22

SO Chsh XHMISH LIRS AXS OS ZES MISIAAIR.
- SSH 3AE 37| 7| SE(SHA256). A2

QA OF BFLICE Axis & X|= MD5 % SHA-256 S{{A| 7| € 25 X|SIX|2F MD5ECH

t“Oﬂ Cigt AtMISE LH82 AXIS OS ZEZ HISHHAR.

- Use temporary file name(QA| ot 0|E AlR): Rz o=z MM
aAs ﬂgco}ﬂfﬂl MEHSHL|CE Y2E 2=z 5tH ot O|DO| d|
HUEETL SCHEl 242, £&4F ool Siﬁl—llif. JgjLt o ™35 A

e SIP or VMS(SIP EE= VMS) :
SIP: SIP X3t2 Za{® Metg Lot
VMS: VMS ®3E ZAa{®™ MEisHL|C}.
- From SIP account(%“.k_lx} SIP A|H): SEE20|A MEHTHL|LC}.
- To SIP address(**l X} SIP -.-_+_) SIP =AE Qs C}
- Test(HAE) &3t 480 &S5t=X HAESZHH 22
. O
- Send email to(O|H|Y MZ& C
o] 7| Y=stdd 252 oY
- Send email from(O|H{|Q ZAl): HLj= AHQ

41

- SSH Z2AE Z7) 7] RYMD5): 214 SAE S 7|(324t2| 16T+ ZAE) X2 &
=
=

24
24
S HOFS O[3l SHA-2562 AFR Sl 70| Z&LICH Axis HK|2 SFTP AHE LAsis ot

URL: HTTPS AH{0j| CHSt HERI "*S’-f Rx*o Melgd A3 EES YHYUCLL oE =

- Validate server certificate(MH QI=A| &Ql): O] AXIE MEHNSIO HTTPS MHZ} AM

- Proxy(ZEA[): HTTPS MEO| HZSLY| 2o ZFA| MHE Satol0F ot= B2 st

SAE: MHO|IP FaL SAE O|F d% %Iaé.”-llif =AE O|F2 Y™t 8% DNS
[=]

=]
d2E QUEHSIMA Q. CIHEZ|7} SFTP A HO0f| O]

At

al
x

DSAZ} 1 S|Z W2LICE SFTP ME{O|M AIR3tE SHIZ MD5 SAE 7|2 9l2isfof

=]

ot2 2|38 SHA-256& Afﬁ'—of'— A0 £ELLICE Axis X2 SFTP A\HE 7M=&

AH TAE ZI| 7|(43K}2| Base6d Q1AL EX}H)9|
X288 YHetL|Ct. SFTP E2I0|AEE 'RSA, DSA, ECDSA % ED25519 SAE 7| 89|
SSH-22 A23t= SFTP MHE X|QBHL|CH BAF A] RSAZ} MSE|= Hh0|0 ECDSA,
ED25519 S DSA7} 1 E|E mhEL|Ct. SFTP MHO|AM Al3%t= 2HIE MD5 SAE 7|2

A

o

———
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AXIS Q3819-PVE Network Camera

o QEmol A

|

- Username(AlX} 0| E):
2otk = 22 0 EE% H| % E'—IEL

o mlo
>
0o
Of
2
(7]
<
—
v}
>
=S
10
He
rE
fot
i
o
J.."i

- iE 0 65535 2ol Zk
o 587OI[_||:|.

- Encryptlon(°*29_}) oSS E Af Stg{™, SSL IE= TLSE MEHSIAMA|.

x

gLk 712t

. TCP
X &0 Y=X| SOISHAAIL.
- Por(ZE) A AN ASEE ZE MB2 YL

Test(E|2E): 23S HAES2EH S oL g0 X= W7ol g0l ZeE L T View

2 AMHO| AEX 0|52 YHYLICE Ol MHOUAM 2SS

com

- mAQE: O A1H1°| A5 LT olH Y MHOAN 2SS QFSHA| &
= 4% o] 2EEE H[Q s L}

- Email server (SMTP)(0|IJ||°I MB(SMTP)): 0| & =0{ smtp.gmail.com, smtp.mail.yahoo.
of 22 SMTP MH O|E& YLt

- Validate server certificate(MH QIS A 2Ql): AUSTIE AIESt= AR AKX o IDE =Qls}
EE MERGEL|CE Of °|"A1" CA( °._% 71200 M KA MYSEALE Lae = &L T
- POP authentication(POP Q1Z): POP AMH O|E S UG H HMAI2(0: pop.gmail.com).
H|
AR oY SEAt= Of4E O|H Y O FALSE HERE FASHHM ALZXIZL 20| 2
HE o2 AL BE= A2 Nosty| @i 2ot EHE AtEgLCh olH Y MaYgHel &
ot FHME =Q15t0] oMY AHO| F7|IZLE o4 O|HYES sX= YOl YEF StHA .

BAE: MHol P Bl BAE 0|82 AW, SLE OES A F2, DNS
A H 7} System > Network > IPv4 and IPV6(A|AH > HELA > IPv4 5! IPv6) Ofzf 0

recipient($ IIl- 517|) DE £AMX MR HEE 2l ot L| C}.Copy recipient(=Xl S AL): =4l
A2 AR 22sH Q. EA#% I M2 F=MIE HEY 5= UASL|ChDelete recipient(s= 24X} 4
H): =MXE -_r”‘*SE AtASte ™ S Lo

oy

AYT WAE BOM ZUOR AT + YsLICH BZols P (e Fuet B #X B0l 2L
Sf 9nn BAN BAEUL T Add scheduleaAE A7D: 9 i HAE Anse 2uec

=& EZ[HE MBS0 ES =328 Eg|AHY = JUSFLICHL OE E0 =5 E2[HE HE &4 & +4
St &2 NS ATE = USFLICH

MQTT

MQTT(Message Queuing Telemetry Transport)= AIE QU (oS st EF HAIN Z2EZQL|CH G
Stel IoT ESHE o ALY 22 AE FZZH(small code footprint)dt XA HEQA (HEZ0ZE 1A
A E AAGHY| ol CrYot Ao AFEELICH Axis X ~AZEQ|0{o] MQTT 22I0|HEE Fof A
OlM HdE GOl S OfHEE Ay 2| AZEQO{(VMS)7t OFHl A|ARI0)| ZHHSHA S8te = UASLICH
7|7IE MQTT EEPOI"*EE Ayt MQTT SH2 EEfOI"*ES’-f BE7ete F AHEIE 7|22 oy
Ct. 2E0|HEE= HAIXIE EUWd &S Ct BE27{s S20[HE 7to| HiA[X] 2t E S HIEE

|l L|
L|CHAXIS OS Portalo| A MQTTO| CH3H RFA| | topE £ 9J& LT},

ALPN

ALPNZ2 Z2t0|HE S MH 7t A9l AHENO|I ':+71I01IM OfEE|AHO|M Z2EEESS MEE = YA
St TLS/SSL SHEFQILICH O|= HTTPS} 20| C}2 ZEE=0| AREHLE =28t EE =38 MQTT £
S 2 Matst= o AFEELULCH Z20 ek MQTT E*' HMEoR JfHE ZEJ g8 =& AZY
Cf. a2t d2o| JAM2 ALPNS ALESiN H*S&PE”OHH 5 8El= EFE ZEOM MQTTE OfEZ|A
Ol —EEEE MEB8YUXE ZHst= AYLICH

42
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MQTT E2j0|HE

Connect(@d): MQTT ZEI0|HEE AL} T L|CLStatus(MER): MQTT S2t0|AEQ| HA MEHE HAITL
CLEHRHSAE: MQTT MHO| SAE 0|2 L IP TAE QAL Q. Protocol(TREE): AIRS Z2E
2 MHTLULLEE: ZE HS E L}

. 18832 MQTT over TCP(TCPE E3 MQTT)S| 7|27+l L|C}.

+ 88832 SSLE E3 MQTTSO 7|27+ L|LC}.

802 ¥l AZS ot MQTTS| 7|2t YL|C
o 4432 $-J| A7 HOIES ESI M 7|27t
ALPN protocol(ALPN Z2eZ) MQIT 527 Zox7F B2 ALPN Z2E2 0f
SSLE £t MQTT & &l A3l HEotS E3t MQTTO1|'3._P X 2 ElL|C}.Username(AL X}
ME{ O] UM AT -rIOH Af9°* ALEAL O|EE2 ?:!E*E.“—IEF H*°4': AHEXL Ol 229 llHi J
C}.Client ID(Z2}0|1E ID): S2t0|HE IDE YHSIMA|R. SEtO|YUE MHX= 20| 0f
g I MHEZE 7‘*"5' L|CtClean session(221 A[M): 912 % AZA 7 Al SAS 7(1|01E.“—|'1f A e
448 A4 HX1| A| ~Ef "HEZF AKX E LI CHHTTP proxy(HTTP EEA|): Z[CH Z 0|7} 255HI0|E QI URL,:,I
Ch. HTTP ZEA|E AIESIHA| Yo HEE HIY = UAELICLHTTPS proxy(HTTPS =& A[). Z([C§ ZO|
7F 255HIO|E QI URLRYL|CE. HTTPS mEA|E AIESIX| Yo{H HWCEE H|Q = 5= UEL|CHKeep alive
interval(ZtZd §X|): S2I0|HET}L 721 TCP/IP A|ZF ZHE 7|CHE ZQ Q0] MHE O Ol AtEE = Q=
ANEE ZXE = ASL ChTimeout(A|ZH X=1}): HZ0| AEE|E AlZE ZHA(EZ)Y¥ Lt 7|22k 60’“*I
g5 FA: MQTT S20|AE §o] AZ MAIX| S LWT GA[X[2| =X 0f CHSt 7|2 Zfat MQTT R
ROl AAl =HO|M AFEE L|CH.Reconnect automatically(XIS2 2 MHAZA). AZH SiK = +0|°1€7r
S22 CHA| HZAG|OF St=X 01—‘?'—% XI@C’“—IEF Ilillklxl dAAZ0l dEE W HAIXIE ELE“XI o2
£ X|deL|Ct.Send message(HA|X] ME): HA|X|E 2L H A2 HAHSIM 2.Use default(7| 27 At
) AtAol 7|2 HAIXE YHStHH Jl*'AIQ TOPIC(-’F-HI) 712 |31|/\|7<|°| FH £ Y=gl Ct.Payload(H|
O|2E): 7|2 HAX|Q] &S T L|CtRetain(FX]): O] Topic(FH[)o|N Z2t0 I°._1
M MEiSHL|CEQoS: I{Zl S &0 Ch3t QoS AES wAgL CLorx|et g ¥
AfROP SEO|HET ER 10” ClZE M Xt S =27 RS Mad = %‘ﬁ'—l
Y | ZBO|R7] HEY A
|

=
—|
|_o

59-|>

Pl
I'

ﬂJ

_J

(]
£ Scf0lAE0 BiAIK|S HES & S ch Of LWT BjA
. m

default(7|E7F ALE): XAl
L| Ct.Payload(H|O| 2 E): 7|% Al X| 2|
EHE |Xlste{™ MEiSL|CHQoS: Ii3l &

>
>
lo
4
2
i
Im L2

of Hé QoS A% %

74 St L|C]

MQTT ual

718 FH HEA AS: MQTT client(MQTT S 20| AE) HOIM YA =H FFAM0|_FOIE 7]=
AHE AHE5teH *JE"E LChEH 0|5 Zg: MQTT F=XojM =5 dF5H= =X
ChEFH HdAmo]A =g MQTT =X ONVIF =X HJAHO[AS =

g MQTT Ho|2E0f HX|of 28 Mo S Zolote M MESL|C] Add condition(Z=d F7I): =S
F7rote ELE'°“—I':fR tain(fX[): OffH MQTT HA[X|2 E%E HEE =X FolgL

-

o
T Q8 HAXE 2F E2E JE=Z EYLCh

MQTT 75

+ - o =%

Add subscription(t5 F7}): A MQTT tE2 F7I5t8{H Z&/3tL|Ct
E): 7 E5t2{= MQTT FHE Q=5 A2.Use device topic prefix(ZX| &
£ MQTT FH 0| EFALZ F7t2L| Ct.Subscription type(-'rL od):

Sub crlptlon filter(2 5 ¥
a5 BFA AE): = EH

- Stateless(E| 5 B7b5) MOTT BAXIS JE| =5 2ots oAx= dasielst deguict
. Stateful(ME £ J15) MQTT HAX|Z ZACZ Heisia{0l MeksL|Ch moj2Ci A

= ArgELL
QoS: MQIT T-=0f Chsf ste 2fwe Meqstu|ct

MQTT 2| o|
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o QEmol A

|

H|

MQTT 2B 20| +FAE F7t5t7| Ho| MQTT E27{0f HZSIYAIR.

+ Add overlay modifier(2H{2|0] £=™X} F7}): A 2H 0| =™EXE FItste{H 226t L|Ct.Topic
filter(FH| ZE]): 21|00 EAISIZ{ &= OO|E{7} EgtEl MQTT X E F7tgtL|Ch.Data field(H[0|E| ZE):
O A|X| 7t JSON @A0|2tn 745t @u{2f 0|0 ®AISHE= BIAIX] HO|Z2EQ| 7| X|FELICH
Modifier(ZXMX}): QH I O|Z OIS W A1} £XXIE AFRSHL T}

oz

—

=

=
« #XMPZ A|XNtE =FA= FHOM B2 2E HOHE HEAIGLIC
« #XMDZ A%t +=FA= HIOJE ZE0| X|FE HOHE HEAILICH

Mg

HE{3 A2EZX|

Ignore(2A]): HEQA AEZ|XE EAISt2H ZL|CH.Add network storage({|E Q{3 AEE|X| F7}): =3}
£ M¥Y = Ue HEYR 3]E F75t3{H S8t
o Address(FA). SAE MHO IP A EE= SAE 0|22 YHTHLCH UM o 2 NAS(Network
Attached Storage)L|Ct. D™ IP TA(SX IP A= BHAE £ QOO Z DHCP X Q))E At
8o E 2AEE FH5IAHLE DNSE At&3t= 0| &L LCH Windows SMB/CIFS 0| &2
X=X ¥&LCh
+ Network share(HEQ|3 3]). 2AE MHO| 57 X2 O Fo2 EX0le 17
ot E07F A28 2 02| Axis A7t Yot HEYA S/E Ct.
« User(AF&X}): MB{O| 27010 East 242, AHEX 0|S& YHTLICH 7 =0 Mo 22

olste{H THICNASA 0l§S YUHBIAUAIR.
o M2QE: MHO| 2I010] Hest A2 WAJEES YASIHAL.
« SMB version(SMB H{H): NASO| ®Z& SMB AEZ|X| Z2EZ M MEEL|Cl Auto(X}E)
L A

= MERSH RK|= 2O A SMB = & . 302, 30, £ 21, AS
A2 K| USHA| %= O[X NASO| QIS T 10 = 202 MEASIAIA|Q. Axis &X|O| SMB X|
ol Chsf o 7/ol M XM SotE 4= AZLICH

« Add share without testing(H|AE gi0] 3§ F7I): ¢ HAE 0| @77} LA A0 = 4
ER3 S9E F7tote{H METILICH OE S0, MHO| IHAYET HLSHX|PE O|E Y EHSIXK|
QT 2O 2F It LMe = AGSL|CH
HES3 AESX| HAH: HER/I 330 Cist AAS O E SN, QY oA U MAHste{™ S=gtL
O|EA otH HERZ S/0 izt 2= E780| MAELCHUnbind(HFQIY 8iH|): HERI SFE H2Y
SiMstn HEE Hoed®d L L
Bind(HIQIT): HERZI Z3FE HQYstn AASIHEH 2T L|CLUnmount(OI2E 8iH): HEYI S/E
O E siAste{® SeLCt
Mount(OI2E): HEQ3 S3RFE OI2ESI2{H 22 2L|CHWrite protect(#7] WX|): HEZI S {0 2
7|18 BCetn =3tE0| MALKX REE sta{H HLUCH M7 BHX] HEY/T S/ ZUE = Q5L
C}.Retention time(EE A|Zh): =3 22 7|7t QeEl =39 & 3t E& HO|H A&t HHE AH E
£ MEigtL|Ch HEXI AE2X|7t 7t5 X MEISE 7|7H0] X|Lp7| MO O|™ =37t AN EL|CH =
« Test connection(dZ EHAE) HERZI 370 Cist AZZ HAESHLCE
« Format(Z9): O|E =0 ZE HO|HE WEH X|0f st= AL, HERKNT 332 =Lt
CIFS= A8 7t obY A& SMALCt
Use tool(E4 At8): eI MEISH S5 dztetLC}

2HCE AEE|X|
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AXIS Q3819-PVE Network Camera

¥ QlE{m o] A
T2 A
MOl &4 8l &4& =3 9{g. X7t D Y= 520= SD FtEE F2[5HX| OHdA|L. SD
7tEE MASH?| o OIREE SiASHYAIRL.

o
rx
fjo
Y=
-
n
|z
N
ol
Ral
rm
wnm
w]
N
I
rr
Hel
=
mot
>

MI|7 XD 5380 MAR= AS
9l & L|CHAutoformat(XFS Z o). A= & S
ext4Z2 HOISHL|CtIgnore(RA]): SD 7tE0| 53 HAHES

222 HA|7 Of 04 oIMstx| 2eLIch o] MY Ta|RD A
h: 2eiE =3to| ¥2 MoStAL HOolH ME ¥ E5517
SD ZtETt 7v5 Xt EZ&E 7|7H0] X|Lt7| Mo &

I

— [=]

2% £ Q& L|CtRetention time(EE A|

ol =2 2oy J|7he MEigL o)
T

o Check(2+Ql): SD 7IE QEE ZOIIAMA|L.
* Repair(FTt): It A|AHEOY S5 LRI} HARSL L
+ Format(Z%¥): SD 7IES IZOHSIO] Ot A|A”S HFSD BE OO S X|&ELICL SD 7tE=
extd Ot A|ABOZ0OF LONSH 4= Q& L|CH Windows®O| A I A|AHIG UM ASI2{H EFA}
A

TS BHBSHNS. 0|

« Encrypt(233}): 0] =2 A3t S = =9
t of &sts ZE MEL OO

St SD FtEO| MIE 2=
He ¥22E YL

* Decrypt(=2} sfH|): O] =S ALY Y=ot §i0| SD FtES
SD 7tEO| MHE 2= Ho MHMELCL SD ZHEN MEdt=
2ot X| @&t

i)
S
m

d

ZOUSHUA| 2. O~ 51 H
ofd {22 HOoHE &

* Change password(I{A9|E tHZ): SD 7IES Aooiste O 2% WAJES HEY L
Use tool(=7 AME): 2ot MES =78 ZdetetLCt
Wear trigger(Ot2 E2|7): AM¥S EZ|73l{= SD tE OIR £F gls 2FgHO. O & Hel=
0~200% 4 L|Ct. oF B ALESIA| B2 Af SD 7tEQ| OfE #==2 0% YL Lt 100% Or2 &2 SD 7}
E7t o =0 7tZChE AS LEFRHLICE OtR =7 200%0] =EstH SD FtE7F 5SS 20|
&L 02 EZ|HE 80~90% Ato|2 @Fst= 20| ZELICE O|FA ol 5358 CI22E50
SD 7tE7} HM Moz DtEE 7| Mol Mo uxed 4 AFLECL 02 E2|HE ALESHE OMEES 4
ot o2 +=F0] 23 gtof =E2stH ES ¢S & ASLIC

Add stream profile(AE& Z=2ntY F7}): 2250
QS|

M A2EZ Z20es 44 L CtPreview(D| 2]
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oo XX|7} O|F AXIS OS H{M o2 | ZofztL|C}.
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