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HXNE SY SOt Al 7|24t 2 MEFotH 2= AS M7 AXE L Ch AFE AX[El CA IS M
7F CRAl & X[ E LI L.

O

r

_I_ Add certificate(QIS A F7h : OIS E F71512{H S| CH

« More(t] 7)) ¥ : ZASIHL Mete 271 TES mA|SHLCE
« Secure keystore(&20t 7| &) 7|2l 7| & QHHSHA| XSt ™ Secure element(H Qt
QA EE Trusted Platform Module 2.0 MEHSHL|C}H MEHSE HOF 7| M EFAOf CHSH K}

Mist |28 & 2™ help.axis.com/en-us/axis- os#cryptographlc supports xS A L.

© Keytype(?| R¥): QIEME BT Y EECI2 S20|M 7|2 AS8 ¥AAAFOILE O}
2 oot dna[Ee MEfBILIT,

—

’é*%oil 2= E'1|1-r01| = EP°0| E%E L|Ct.

_I_

Q.
e Create certificate sighing reques (?_I§ 1A @™ MM). CIX|E ID OIS M E AMHGY|
?lol SF 7|20 22 AT MY 2F S I Lt

Secure keystore(H ot 7| X{EA)O:

« Secure element(EQ 2 A)(CC EAL6+): HQF 7| K{EA0f HQt QA E AIRY}
L|ct.

« Trusted Platform Module 2.0(CC EAL4+, FIPS 140-2 g|'&! 2): 29t 7| HZ&A0f TPM 2.0
= At85ta{ T MEigtL|C}

EH S}
(e =

Iy
e
>

HESI E2 Mo A S=3}
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IEEE 802.1x

IEEE 802.1x= 74 S &M HEQA K|l EOt 2152 NSt ZE 7|8 HESRIA
£ 2|3HIEEE & Q! L|Ct. IEEE 802.1x= EAP(Extensible Authentication Protocol)& 7| &
C}.

S 2 Mo
oz gL

IEEE 802.1X2 2 k|= U ER A0 UM A3t H HESR I X7t AN H 22 Q1S5 E| 0 OF gL
Ch. Q1Z5 2 93 AMHO| A L OH, HE © 2 RADIUS A H (0f]: FreeRADIUS 5! Microsoft
Internet Authentication Server) & L|LC}.

IEEE 802.1AE MACsec

IEEE 802.1AF MACsec O|C|0f M2 S D222 9ot |17 HO[E 7| Ul % 22N
M O|5= IEEEQ| MAC(O|C|O| HMA AEE) EOF EFQL|CH

AZN

CA QIZA (0| TS}B M B Q1S A R4 HAZL HIZ A2 E D XS AZE HEYI0) B
7 gi0] AHH 212 Al =Lt

OIS AFSE Of Axis T8 Al 7|7| 9 015 A= EAP-TIS(SHE 7Hs 915 TR ES - ME A
5 HoNE AFBSI0l CIXE IS M AHHE R oI5 e Lt

K7L ASNE Sof BB el UELT0| ANAT 4 AT 2 5120 MFE 22t0|QE AS A
£ ZX|0f HR[S}OF SHLICt

Client Certificate(2}0|¢d
= MHE OIS ME ARSI 2240/ 91E 0| IDZ &oISHL| It

CA QIS A: CA QIS K E MEystof ol
CIZE U £ 950 2A glo]

EAPOL version(EAPOL H{X): 1| E Q|3 AQ|X|0f|A{ AFR E|= EAPOL H{FM S MENSHL|C}
Use IEEE 802.1x(IEEE 802.1x A}&): [EEE 802.1x T2 E 22 AFR}2{ M MENSHL|C}

O|= i O 2 IEEE 802.1x PEAP-MSCHAPV2E AL 3= Z20)0f 0|23t MX S 0|28 £ 9l
L

o HAQE ST ALSALIDS| A ES Y SL(CH
+ Peap version(Peap H{T): | EQ|3 A X|0| M AL E|= Peap H{H S MEHSIL|CE
« Label(2t'dl): 22}0|Q1E EAP A5 3tE A8 ME f
E Ar8ot2{ ™ 28 MENSIL|C} Peap H{T 13 ALESt= 4R HES
2t S MENSHL T}
IEEE 802.1ae MACsec(H X CAK/AIM 28 7|)2 015

= 0|82 &+ AsH Lt

+ 7| YA AT R 7| 0| F: A A O|S(CKN)S BBILICE 2 ~ 6AXHQE 23 I}5) 16
ZI4-010F BHLITE CKN2 01 BHR10j A 2502 TA810f 50, K20 MACsec2 &2}
st2{l 20| YZ BOIAT AXISIOF BiLICE

© 7| YAl HT B 7| 617 TR 7|(CAKS QR{BHLICE 3%} £ 64Xf0| 16FI010F B
C} CAKE 917 BRA0Af 5.0 2 7145 0f 5{0, H 30| MACsec2 Zjatetai B 23 o)
oFZ 2O A AAISIOF BHLICE

2P 1Y 379X
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K| Of AxisQ| E|AE AmEQ O] i J|EF ALRAF A AT EQO|S MX|S}2 T AL AR A|H A
G =] AXIS OS OIS A7t LR BHL|CH OB A= 23 E9 07} &K 2 S XHe} Axis B =0f /3] =9l
Q=] SHOISHL|CE AT EYoj= 1S3 SR HB ol & D2 AlE|s S5 KX of Mot At
2 QB Ch AXis7t T2 QI3 7|2 B 981 OB 2 AxisZHo| AL A X H MY El AXIS OS
SHE M 2 &L

Install(A%]): QIS ME Mx|32{ B SUSLICH AT EY S MX|317| Hoj ASME HX|3{0}
S,

« Delete certificate(QA =X

AE

A

T Add account (I8 71 M AR S Foks12{® 228U Ch 20h 100742] AR FoHe 4
OI¢|_| E|-,
M-

Account(H%): 173t AE 0|52 2L T

=
'8 AAES LHBL|CE T AYE = 1~64Xt ZO| O OF BhL|

New password(A] T A Q| E): A ™ =
E S Q4 753 ASCII 2XHZE 32~126) T THA QY E 0| AFR S ==

%
Ct. 24 AL #58, €7 7=
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Repeat password(Zj A |
Privileges(# ¢h):

+ Administrator(2H2| Xp): B.E 20| 23| YMABILICE Ba|Ks CHE AN S %71, ¢
ol £ A 72 4 LTt

- Operator(2YX}): CHS 2 H /3t BE MHO| AMAT 4 UgsLich

- B E System(AlA®) 27

o 0| ok A

Allow anonymous viewing( 8 27| §|8): A F2 2 205K F1E L 2EXE TX|
of AMLT = A=E SFEL L

Allow anonymous PTZ operating(2/ d2| PTZ 24 5| &) @: ol§ o| AFX}7} OO X| o CHH
WEENZSE + ACE 5t H HL ot

SSH A8
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+ Add SSH account(SSH A7 3=7}): Al SSH A|H & F718l2{H S 2lgtL|Ct.

|
« Restrict root access(root M| A H|8H): root HA| A7} QB 7| 52 H|SHst2{™ A L|C}

. Enable SSH(SSH EA13}): SSH A{H|AZ AFR3}2{H ZL|C}
Account(AHH): 173t AE 0|52 L T

New password (A I{ 2| E): A7 = YL Ch Ij AR E = 1~64XF ZO[O0]OF BtL
Ch X}, =X 58, €5 7|2 § 24 7hs3 ASCI —E—XH:'E 32~126) ”* INAEO AL S =
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Repeat password(T| 2| E BHE): 5 Lot A ES CHA| YESIYAL.
2% 232 g8 HEY).

© Mg 9 o R0l Ch 0| EEHE L O
Update SSH account(SSH #|”d YHI0|E): AN £ 42 HAT

L
Delete SSH account(SSH A|7d AHH|): A8 S AT KL Ch root A1 2 ATK| e &= Sl&LICH

7 5AE

_|_ Add virtual host(7} 4t

BAE TP M M SAES FTbot2 B 2t
BB 0| THY SAES ABSIR B MEyRLICE

M O|Z: AE{0] 0|22 YR{BLICH %7 0-9, 2XtA-Z I 50| Z()F ALBRILILH
EE MU GIZE ZES AL

=
= =
Type(Rd): ALEE 218 RS WELICE 7|2, CHO|HIAE,  E 1D S0 Af ME{gtL{CY.

—— |
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ZrE
+  Update(YH|0|E): 7}4 SAE S QG0 EgL| .
. Al-x-“ |.AI-2A EM‘X-||'<'>,;,H_|

—= "
H|gdat MH 7} B 2d ot e RS LICH

OpenID 74
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OpenIDE AFR3}0 21013 %= g A2 OpenlDE A8} 21013 [ AFRSH CLO|HAE
wE |2 A ZHS A
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Require claim(2 2 Q). E20] Q/0{0f 5}

Viewer claim(2t& Xl 2
Client secret(22}0| 2 E H|2): OpenlD Ijf

Client ID(£2}0| ¥ E ID): OpenID AL X} Of
Outgoing Proxy(Z 4l ZEA|): ZEA| MH
Admin claim(&2| X} 2H): 22| X}
Provider URL(& & X} URL): API ¢l
URL]/.well-known/openid-configuratio
Save(X{%&): OpenID

Enable OpenID(OpenID &H/d43}):
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_|_

Add a recipient(=MX} F£7t): = AXE FIt5te{H S/ oL C
O|&: =4Xto| O|E 2 Y=t Ct
Type(58): S S0 A ME:

. FTP@

-SAE MBS/ P FALF SAE 0|2 YRELICL SAE 0|52 QS B2, DNS

= =
MHE{ 7} System > Network > IPv4 and IPv6(A| AEl > | EQ|3 > 1Pv4 2 IPv6) O}
2ol XIS &|0f U=X| ZASHAIR.

- EEFTP MHJL ABOHE EE M E Yy

J
[
-
|
ﬁ
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= T A

Folder(Br) T2 KT CIAER|0| A2E YA 2. CIE217HFTP o]
O] ZX45HX| E’JEE, o2 dEES I 2F HAIX|7} EA|E LICH

—Username(AIE2X} 0| ) 20I512{H A2 X} 0| 22 QLS| 2.

- TAQIE: 201512 B HAYES YR{SHAIR.

— Use temporary file name(YA| I} 0| & AI): At5 o2 MMEl QA Ot 0|22 2 If
US YEESt{H MEISIL|CE Q2 EE & RS It 0| 50| Y}dt= 0|E2E Ht
B Lt °*§'27P3Ef5_| 4% & E ool glELch de{L o TS| Al oL S
A= = USLICL O|"HA StH A}tz 0|2 71T & IHO| SHEX & = A&

L|c}.

— Use passive FTP($=S FTP AF8): H A QI Abstof
B OZS 92 @X o} AHK| of
E—'|:— 73" &'OE *|”°”—|Ef Ol= gt o2 X2 O &f FTP AME{ ALO|0f 2ot

o
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- HTTP
—URL: HTTP MB{0|| CH3H | EQY T A QS Na|gt AFZEE UHSLICLOE
™ http://192.168.254.10/cgi- bln/notlfy cgi @ L|C}.

—Username(AF2 X} 0| £): 2 Q15I2{ ™ A2 X} 0| E S QHSAA| L.
~TAYE 208U A ES YA,

— Proxy(ZEA|): HTTP AH{0f| A ZB}7| QI3 ZEA| AH S SteHof ot Z2 TBash
HE 9:|—| QledskL|C}.

«  HTTPS
—URL: HTTPS M HOf| St L EQT A Q™S M| A TEE YHSLICLWE &
™ https://192.168.254.10/cgi-bin/notify.cgi 2 L| C}.

— Validate server certificate(AH Q1S A €0l): 0| AXIE MEHSIO] HTTPS A H{ 7} A A5t
OIS ME MEHTHL|CE.

—Username (AL X} 0| ) 20151 2{H AR X} 0| ES QUHGIAA| 2.
~TAQE: RIQISAB HAYES ¢

=
= =] .
— Proxy(Z & A|): HTTPS MHOf| S ZSI7| Il ZEA| MHE E1t5|0F o= E2 2ast
EEE 9:‘ n OIE#oFL_||:|-

r
J

- YHE3 AELX| @
NAS(Network-Attached Storage)EEf e HE/YI AEE
FAXE AL = JAS L L oY % KV(Matroska) It & &
TSNS YENA ASaxol b FAL SAE OB gaEl
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- Share(Z]): 2 2E0 M S/ 0|55 YHFLICL

2
- Folder(BL): THYS MES [l |0 RS YBBIAAIL.
—Username(AI2X} 0| ). 21915} 2{H AtEX
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~IfAQE: 2SI H I AQE

. SFTP @

~SAE IO P FALL SAE 0|22 YHBILICL SAE 0|52 YsHs A2, DNS
A H{ 7} System > Network > IPv4 and IPv6(A| A8l > | EQ|3 > IPv4 9 IPv6) O}
efofl XIFEY UK 2RI5HY Al 2.

ﬂJlﬂl

2SI AL

- X E:SFTP MH 7} At8St= ZE W & Y=HTIL|CE 7| 23f2 22Y L CL

- Folder(BCi): 21 S MNT CIE2]0| Z2E Q2{SLHAIQ. C|E2|7} SFTP Auiof
Of0] ZXotX| o™ mUS A2 I 2F HA|X| 7t HA|E LT

—Username(AF2 X} 0| E): 2 01512{ ™M A2 X} 0|22 QESIMUAIR

- TAYE: 2 0I5B HAYEE AHBAIR.

~SSHSAE 27| 7| SE(MD5): Y2 SAE Z7Y 7|(32Xt2| 16Xl4 EX1Y)9| X 22 ¢

= RSA, DSA, ECDSA % ED25519 A E 7| 39| SSH-
22 AFRSHS SFTP AHZ X[ 3HL|T} 1AL A| RSATF A S 5| 51 0|0 ECDSA,
ED25519 gl DSA7} $|§ 2 L|C}. SFTP A E{ Ol M AF23HS S HFZ MD5 S A E
= MD5 @ SHA-256 3jjA| 7|2 ©.& x| 25 X|of
MDSEEf el EOP% IoH SHA-256Z AL S} 20| Z&LICH Axis & X| 2 SFTP
MEIE A3 B0 Cfsh REAISH L 2 AXIS OS ZEE A ndtilAl 2.

A | S8 (SHA256): 22 SAE Z7J|f 7|(43Xt2| Base64 Q1A E 2 XtY)
O| X| 22 ATt SFTP 2210|4 E = RSA, DSA, ECDSA 9 ED25519 S A E 7|
2 80| SSH-22 ALZSF= SFTP MHE K28t L|C). $14F A| RSATF M2 5| argo]
0§ ECDSA, ED25519 9! DSA7} 1 |§ Lt SFTP A H{ O M At o= SHI2
MD5 SAE 7|2 2{8}i0f &L|C}. Axis X X|-= MD5 9 SHA-256 {{A| 7| & 25 X|
SHA| 2 MD5SEC Z 2o Hots $|6H SHA-2565 Arﬂ*ﬁ A0| gau Ch. Axis &
X| 2 SFTP MHE 4 5t= -0l Chet XtA|el
Q.

%*%—’F—‘BAQ'—IEF OIE* | ot &

« SIPor VMS(SIP EE= VMS) @
SIP: SIP M3l2 A E1D4 MENDEL|CY.
VMS: VMS Iﬁg}a 74E4EI _EﬂJI—IEr

14
—To SIP address(TﬂI} SIP F2): SIP FAE YL ct
~Test(H| AE): £3} HHO| AES}X| HAES W 22ASL|C}
- olm

- Send email to(0|{|Y &
2 7 Y5 EH '
i

— Username(AL2 X} 0| £): Oj|
QAKX U= HL 0

-~ AQE: O Y AH{ Q| Hi EE g=™etLc
2 0| ZEE H|9 sLCt

— Email server (SMTP)(O|H{| & M
comit Z-2 SMTP A H 0]
g

— X E:0-65535 #H{|o| 2t2 At
olL|C}.

— Encryption(253}): & SH2 AFR 12T, SSL = TLSE MENSIAIA|Q.
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— Validate server certificate(AH QS A &0l): AU ST E AIESI= 42 X9 IDE =0l
St & MEHSILICE O] QIZ M= CA(RIE 7| 2holl M AtM| MBSHALE ealiet = &
L|C}.
— POP authentication(POP 21Z): POP M| O|E& Y H5t2{H H M A 2(0: pop.gmail.
com).
ol
25 O|H Y SGAt= O &l Ot Lup I o FAtot HEYE LIS HAM MEX7F 0| 2
T oes AL 2= AS Hotsr| o) 2ot LE S ALERL|CE O|H & NS Ao ot g
M2 21510 OO Y AZO| F7| AL Of|&f O|H Y S SX[= LO| PEF SHUAIL
. TCP

~BAE MBI P RALFSAE 0|22 AHBLICE SAE 0|22 YRS} FL, DNS
At 7} System > Network > IPv4 and IPV6(A| 28 > | EL|3 > IPv4 5! IPv6) Of
2fofl XIFEO [=X| 225 AI2.
~ Port(ZE): AH| M A0 AHBEIE EE BB S YT
Test(E|2E). 472 HAESI2H S/ L(Ct

m=|

A0 2= B0 Ch2o| mEHE Lt
View recipient($AIX} B 7]): R E AR M2 HEE 820 228}
Copy recipient(4-A1Xt ZAD: +AIXLE 2AISI{ 0 2281 M Q. SALE Of M2 SAIXIE HHY

7 AS LI

Delete recipient(s= X} AH|): = 4AHE SAH 22 Mot H S EHELIC

U
UM WAS SN ZUOR NS & YELICH 20 IO T3t HEot 3 ST K2
of FAE BE QM BATL BAIE

+5 £2[72 AL8S10{ 22 £502 E2|A Y + YBLICL OIS S0 5 E2HZ X E 4K
U BYoHe ot Mg ASE £ st

MQTT

MQTT(Message Queuing Telemetry Transport)= Al= ClE L
QUL|Ch. Er22tEl ToT £812 9fef AA|E|Qon e A 27
YA AEC= YA YK E AASHY| @[3l CHot A A
MQTT S2f0|QI= S S8l X0 M M A Co[E] & O HIES

IoT) 2 ®Iot BEZ HA|Y Z2EZ
(small code footprint)dt £[A | E
2 =L Ct Axis X AT EQ|0{9
& 2| 2Z EQO{(VMS)Zt Of

o o O —
ol A|AEIOf ZHESHA Sete = ASLICH
717]5 MQTT 220|HE 2 AFetL|CL MQTT S412 SEI0[HEL ER2AEt= & AEHE|IS 7|
gto = gfL|C. 22I0[AE &= HAX[E EHDL &S 5 AGUH LT E27= S2H0|UE 7| T A|

Al eteds YU

AXIS OS Portalo| A MQTTO|| CH&H KFM|3] LOpE 2 9l L|Ct

ALPN
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ALPN2 Z2t0|HE Sl MH ZF HAO| HEHO|F EHA O M O E2|H Ol Z2EZS
UA o= TLS/SSL 2t QIL|CL O] = HTTPL} 20| THE Z2EZ0| A8 = SES ZES
MQTT E2f4 S 2datol= O AAEE LICH 20 W2 MQTT S MEo 2 T El ZET}
== AGLICL J2ot B2 ol ZH 2 ALPNS AtESHA Ao HO|M 3| El= #FE ZE
MQTTE OHE2|AH 0| Z2EZ 2 AFEEX| S 2F5h= AU CH

Ot

—

=2

£Qofm
2z Mjo 2t >

MQTT EZj0|AHE
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Connect(¥Z): MQTT 220|HEE H 7L}t BL|LCL
Status(%E}): MQTT S2}0|HE Q| SR MENE HEA|SHL|LC
22
BAE:MQTIT AMH{O| SAE Q|2 EEL [P =AEZ QHBIAA|Q.
Protocol(Z2EZ): AI2E T2 EZ S AENSHL|CF
EE ZE HSE ULt
« 18832 MQTTover TCP(TCPE £t MQTT)°| 7|24t L|LC}.
« 88832 SSLE E%tMQTTS| 7|27/ AL|Ct.
© 802 € AU S MQTTO| 7|2 HYLch
© 4432 9 A% HOHS E3 MQTTC| 7|22t LC

ALPN protocol(ALPN Z2 E 2): MQTT 527 gaxm HEstALPN Z2EZ 0|28 Qa3
Ct. 0] = SSLE &3t MQTT & &l

a7l
Username(A&%} 0| F): 20| A E O M HEH of HMABE7| ABH AHE R AHEAL O] 55 Y& T L

Ct.

THAQIE: AR 0|50 HASS Y2igriict

Client ID(22}0| Y E ID): 22}0| G E IDE Q| 2{3}AIA| Q. 2 2}0| M E Al Xt= 2210| A E T} A
H O Azt ij HEHE 7c1".:.'—I'if

Clean session(Z &l MM): 12 U AZA Six| A2 S22 MO{L|CH MEiSIH A A AZA ofiA|
Al Bl HEI ALK E LI

HTTP proxy(HTTP T2 A|): £|CH Z00| 7} 255H}0| £ 01 URLQIL|C} HTTP T2 A| 2 ALRSHX| %O

AR UESH|Y &+ Ys UL

HTTPS proxy(HTTPS TEA
o

Oo{H IZEEHR &+ M'ﬁl—llif
Keep alive interval(ZtZ §X|): S2}0|AHETJL ZI TCP/IP A|Zt =10HE 7|CHE 28 QIO AHE [
0|4 AFZ T 4 Q= AIHE AR = 8

Timeout(A|ZF X 1}):

o
K| $2 HE AL MQIT 220|Q1E 40| G

A|ZF ZHZ(X)QIL|CE 7|22} 60
| 4
MQTT 2l o] Al 22401 A AR ELIT

Ol AL RIS LWT B A| X[ 2] Z=R|off CHet 7] = Zf 1t
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Reconnect automatically (X}
Ste=Xl R E X gL L.

HIA|X] A Z

AHZ0| 2 E M HAIXIE 2EX| HEE XFHLIC.

Send message(H|A| X| HE): HAIX|E 22T A& 2F5HM L.
Use default(7| 2 2t At8): A4l 7] = BIAIX| S 25t H DYA2.

Topic(FH): 7|= HAIX[2] =X E YHE LT

SEtO|AET XAtS2 2 CHA| 1 AG| OF

Payload(B|0| 2 £): 7| 2 B A|X| 0| LI 8S @l2{3tL]ct.

Retain(£X|): 0| Topic(FH)OI A 22}0| 1 E AFEHS S X|3}2{ P MedstL|ct
QoS: Tl S20f Ch3t QoS AE S HASHLICH

ORX| 2} 201 0| A|X]
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Send message(H|A|X| H&): HAIX|S 2 L}2{ 0 AR SN Q.
Use default(7] 232t AL8): AHAI2| 7|2 BIA|X| S i3} 2

Topic(F=H): 7| 2 HAIX| o] =X & Y2{eiL|ct

Payload(H|0| 2 £): 7|2 B A|X| o] L 8L @l2{3fL]ct

Retain(£X]): 0| Topic(FH)OI A S210|o1E AIEHS S X|8}2{ B MefstL|ct

QoS: T % SZ0f T QoS AZ S HASHLICH

MQTT &t

7|12 FH FFAAHE: MQTT client(MQTT 2 2t0| A E) RO A FX| =X HFA0 2l 7| =
TH HFAE Aot H dEEL

FHl o] F =& MQTT F=H| 0| =S 2F5t=
FH dYAH 0| A =g MQTT =X 0f ONVIF =X U AT 0| A5 =etote] M =S LT

Y HS 23 MQITHO|ZE0| FX|o| 23 H=E Zatote{H ML},

=+ Add condition(=Z =7}): =S =7}8e
Retain(8X|): 0| MQTT HA|X|7} ER 2 &L=
« None(8l3): & & HA|X|7} HFX| &Ef= ASTLICL
« Property(£d): &Ei =X 7ts HAIX
o AIRF): HEf =8 7ts W HHE FHY = Q8 HAIXE B5F E2tE JEj2 2HLCh
QoS: MQTT 'l 0f| CHS ASH= 223 MEdRFLCt.

)
|u
u
9'1-
I
=]

=
Hr
rk
Q
0z
i
b
HT
T
-
Inl

MQTT 75

+ Add subscription(1= F7}): A MQTT =2 F7t6t8{™H S 2L L}

Subscription filter(T S ZE{): TE=312= MQTT M2 QSHAA| Q.

Use device topic prefix(&%| 22 HE AL AL): 75 TE(Z MQTT 1|0 HEALZ E7b8tLC
Subscription type(1 = §):

. Stateless(AlE % £7}H5): MQTT HA|X| S AlEH 2% 27 BAX| 2 w2hsta{ ol Ae
St
=

. Stateful(AE] 35 7h5): MQTT HA[X|S ZHO 2 wsksl2{o MetgL|ch Ho|z =& A
Fh2 ALS El LIt

QoS: MQTT =0 L3l RSt= 2 &S MEfgtLCt.

MQTT 22| 0]
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X

[}

< H

QTT 2 0] =FAHE F7t5H7| o MQTT E27{0f] HZJHUA2.

_I_ Add overlay modifier(2 2| 0] =" X} F7}): A} @B 0] =HXIE FItst2{H SaletL|CL.
Topic filter(=H| ZE{): Qu{3|0|0f| EA|S2{= H|0|E{7} ZHE MQTT FH|S 2743 L|Ch

Data field(H| 0| E{ & E): | A|X| 7} JSON H A 0|2t 7hF 5t QH 2| 0] 0| EA[SE2 & HA|X| H

O|ZE9| 7|5 A FELIL.

Modifier(gX}): 251 o0& 2= Ijf 21
«  #XMPZE A|K3}= 78 A= TR0 A
«  #XMDZ A|%ot= =g A= HIO|H EE0f X2

o

le.

SN=
oNMNE
o
w22

X

HEA AERX|
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Ignore(RAl): HER A 2EZ|X| S FAIot2{H AL Lt

Add network storage({| E I AEE|X| F71): 3£ XYY = A= HE/]T 3L E F715t
o S8 ot

+ Address(FA). SAE MHO|IPFA L= SAE O|ES Q&L
(Network Attached Storage) 2 L|Ct D IP FA(SHIP A= HEE
He)E MEOIES S AES G057 L DNSS = A0l &

CIFS 0| 52 X[ & = X| E&LIL,.

* Network share(HES|3 & ]): 22 E MHO| 557 /X2 O|F S YetL|CL ZF FX[0f

Qo o= DHCP
ZL|Ct Windows SMB/

S Qs EC7t Yoz o] Axs BA| 75U HEYT 29 E AFBE 4 U LTt
« User(Ab8XH: {0 219I0] TRt A2, 0|22 YTL|Ct £ Tl MK

A

o] 210l THNAEA 0|2 ¢S

o H2QE MHO| 20010 Heot 4R IIARIES YEHMA|2.

« SMB version(SMB H7): NASOf| &Zdat SMB = EH

(X}&)E HEISHH X = EQt {7 SMB & StLTE & &5te{ 0 A|=gfL|C}. 3.
2.1 & HEZ X| §SHX| @f= O™ NASO| 4

ZX[2| SMB X| 20 Cis of 7[0f| A XtEM[S] LOtE 5= U

« Add share without testing(E| 2 E 2i0| 3§ F7h):

Ol HEHI SFE F75te{ ™ MEitL|C} O E S0, MHO| Il AL =7 HQSHX| T Of

=
S YO BV ME0 77 2 = ASH L
HEHI 2EC|X| HAH: HERT 70| Cict HZES 02 E SiA|, BtelE ofA| 8L A5t 2
SLICE O|EA ot E HERIR S0 et 2= 2F0| MAE LT
S5 HlE SiA =

Unbind(H}Q1E SH]): LI EXS
Bind(H[IQ): HEQA S/RE

Unmount(DL2 £ 8jH)): 3 ZQE 0r2 E sfF|312{ B S2etL|ct
ETEE

Mount(OI2E): H E3 3FE OIRES
E O

Write protect(227]| &X|): HIER3 S 70| 27| S SEHSID 55420 MAZK =5 5t2{H G

2to| Y ot = Of|O| B A&t 2 E
7 bS]
—

cEio 7| ZF0] X|Lt7| o O =27t 4
S
£

+ Test connection(®Z HAE) HEQA 370 st HES HAE

+ Format(Z%): 02 SO| 2.E T 0| E{S W2 7| X|0f 51 A2,
L|C}. CIFSE AFR 7H5 3 IHe Al A8 ML Ct
=

=
Use tool(E 7 AFR): 22I610] MEHSE = 12 2 lgtL|Ct.

—

2HE AEE[X]|
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SD 7tEE Z2[5HA] OF A

Unmount(O+2 E i H|): 22510 SD 7tE S QHESHA| K|St Al 2.

Write protect(2A7| ®X|): SD 7
M2 AL Ck A7 28X E SD 7}

ol KO

il ol

<l ol
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< B
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K ®
i glK
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<1 g
m._u o3
=< Ar
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I
o ™Jo
_.___ow O <r
|_.A|L n
2O =y
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Ew oo
]
oM 5
= I
S £
<o 2

7t
ot

D
s

| SLICLS
= 0f) 24 Af

=
=

H|O| &

=

—

indows®O0f| A It Al

7|Z+0] | L}
XS
o

b WMo R OpR E| 7| Fof A mjof

HASD @
ot OtE F0| @78 &0 =2

M
=

=
[

St7Lt G| O H X

-

=]

F

o

SD7tC Ot

tX| @42 A SD 7+E 9| Ot

A

Mg
At

—
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%
LIEFRHLIC O 2 &=

80~90% A}O| 2

ISIA A 2.

—

=2

A=
=

(0]
=

-
o

L—

—

2
&)

Ct

2 Ea|Astg
2|7

1
]

=
EA

| 7t

77+
=]

IS
E

- of

2l):SD7tE R 7S &
il

1o
Repair(81): O} A|A

3|
=}

)
Check(

=23
hL|CF.

=
ET

e

o

f

A

Retention ti
Use tool(= 7 AF):
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—I_ Add stream profile(AEZ Z2HtY F7}): 22610 M| AEZ T2 A MAsL|Ct.

Preview(D|2| B 7]): HEict AE R T2 0t @ A8 S AFE5H0] H|C| R 2AE &8 0|2| FLIC} 10|
Ao 23S HEoH D|2| 27| 7t [ O| EEL|Eh FX|of ChE 27] EHO0| = 8% 0[0]X| 2]
IS ot A= ESL2UM 27 d9s BEdd + ASLICH

Description(M®): T2 o}lof 3t 42 Z7ket|ct.
Video codec(H|C| 2 A H!
.'

):
off &=: 0] 2730 Lot 2¥=2

29
o= =]
ZaQl #o]£: 0] HHo| et MYS A2 DAL,
Compression(%): 0| 40 (3t HHE #22 AL

Zipstream @ Ol 2780f Cict 2= =2 H5HHA|2.

Optimize for storage(2 E2|X| & X|H3}) o/ : 0| 70| Ciot A2 =S UYL,
Dynamic FPS(EX FPS) ®: O 270 thst 22 E HXSHUAIR.

Dynamic GOP(SX GOP) @ O] d7dof Cist 42 E &R AIL.

Mirror(0]2{) @: O] 270j Ciot 42 &S HSHHAL.

GOP length(GOP 7'0|)® Ol ™0 CHSt ML S22
Bitrate control(H| E 0| E X|0{): O] MM 0j CHSH MHL

Include audio(2c|2 Z#) L. o] M7-oj et MBL 822 HIBHHA|2.
ONVIF
ONVIF A| ™

ONVIF(Open Network Video Interface Foru
JHLR 7|z S 7%““ = g4 28 + A dF= =228 QI
S S5 M2 02 WG AE 750l A2 8Y, R0 S B8 B2 9 AjAHo| [z AMHES &
U gL

ONVIF A8 S 445} H ONVIF E410| XH5 2 2 o El L|Ct & X|Qfo| B E ONVIF 5410 ALEX
A 0| ST XSS S AL LI T A MEH L 82 axiscome] Axis 2R 7 RLIEIS AZ 31 A
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New password(xu nn cy. 74|7g9| I AQC S QS| Ch A S = 1~64} 20| C{0F $fL|
T B SO ole F S oM 71 e al ASCT BRHBE 321268 T Al o A} 24 4
QA LICH

Repeat password(T{A 9| #H2): S S I|AQIC S ChA| LABLAAI 2.

Role(¥gh):

« Administrator(22|X}): 2= H7Z0| 25| AN ATHL|CE 22[XH= CHE A™ 2 =71 Y

HOIE X MAHE = ASLIL.

* Operator(2FA}): CH3= Moot 2= 280 AM2ag = ASLCH
— 0 = System(A|AH) AF
— QH =7}

« Media account(O|C|0{ A|™): H|C|2 AEZI0)| Tt WM AT 4= Q& L|CF

Aol Ot Of 0| = CH2 0| ZEHE Lo},
Update account(#|’d HHIO|E): A7 &4 HESLICL

Delete account(AH|’d AHH|): A°"d =2 At K| @ LICE root A2 AR = el&LICE

ONVIF 0|C|0f =2t
ONVIF 0| Cjof Z2mele 0jC|of AE2 MYS BYste O ASE
A

o= AN
M USLCE AHAERe LY MEZ M 220 eSS WE5tAL HE 285
oS AR £ QA& L|C}
== o= T AMmd .
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_l_ Add media profile(0|C|0{ T2 I} F7}): Af ONVIF O|C|0| =2t
L|C}.

o
I
N
Ot
I
=
I
Ju
oo

Profile name(Z 21}Q! 0|&): O|C|0{ ZZ 0O} O| O|E S F7tgtL|Ct.

Video source(H|C| 2 A& A): 10| = H|C|Q AAE MEASHL|CH
+ Select configuration(t4d MEd): S =0 A| AFEX} X|H +42 MEISIL|CL EECIR 55
Ol T2 HE| 7 E7| Y Sl Jta M 22 Z&oh &Ko HIC| 2 X 2o shEhetL|Ct
Video encoder(H|C| 2 AAG): 40 = H|IC|Q QAL A S MEHSHL|CL.
«  Select configuration(F14d M) S0 M AFEAL XY 9= MEG D Q1A A¥S =
SELIEL EEL2 S50 Pd2 HL| 2 AAE 79| 4FHX/0|S AetS HLICH ALE
EY olag A0 CHsf AFE Hol=l A

S

U2 24 U 0|2 AAH THE N BUE VoM BAN 20128 SHIL
Al2.

Audio source(2C|2 A A) @: T = QL s AAE MEH

X =
220 A AFR A} K|
X

I
C
il

+ Select configuration(qL/d MEH): N A E MEHSID QO A™HE X
YLt EECe =52 142 TX[Q| 2C|2 YO sfFatL|Ct ZX|0f 5tLte| 2L
20| U= A2 userOYL|CE EX|0f 012] 74| 2L Q20| U= HL 220 £ AR

X7 EA| =L L}

—
’%% ZPSLCL EEOR 382 72 QL AALH 749 A|EX/0|E 92 gL
C}.
Audio decoder(2LC|2 C|AH) @: 240 S&t= 2C) Cl3A
« Select configuration(1t/d MEH): S E 0| M AFEX}L K| H
Ch EBCHE S20| 242 20jQ 10| A¥X/0|S AL S L
Audio output(2LC|2 £3) CD: T = QLR = FAlS MENSLCH
« Select configuration(t4d MEH): = =20 M AL X} X|7H f 2 MESt D H™EZ 2L
Ch EECHR =52 742 2O 79| AlEX/0|8 92 gLt
Metadata(H|EFE| O] E): 744 0fl tSt BEFE|O|E1 S M EystL]Ct.

=z

«  Select configuration(714g M&): S Z 0| A| AEXL XY 9= =S HEIHO[H &7
=
—

— 1
2 ZYPLICHL EECHe 220 742 0|9 HEIH O|E T 40| 4 #x}/0|2 &S o
it

-
n

prz@D: 2a0p 21 Pz m2 Hap
o

4 ox

+ Select configuration(qtd MEH): 220 M ARA X H A H S MEHSI DI PTZEHE XH
2L C ESCHR 282 7192 PTZE X[ 5t= X[l H|C|2 X Eof s Skt
4 d5te{ ™ S gL

Create(’d4). 28 S NSt 202
Cancel(F &) 18 & F a5t

profile x(Z2M x): TZ2mY 0|ES
Ct
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=
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o
=

A
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ol
H
hL|CF.

=

k=3

1740
)y A8 Rt 0158
JEL

=g

A
+

Speaker pairing(A 0|7 H &) HEQA

oro|3 HiofF @: e

Address(F4): HEA
HAIE: AFEALL| I A

Username(AI-£X} 0]
Close(Et7]): 2

Connect(H&):

Tl




+ View the device server report(ZX| A{t| HE 1AM H7|): £ E0oAM XS AEHO CHSt HE
E SLCL UMA 2O XE2 2 MH E 0 M0 23 Lt

« Download the device server report(ZX| A{H H11A{ I:I--E—E ): @ XH 'A|7P E7| O|D|
X| O] Ak A¢se Of |2} UTF-8 340 M| At B4 HAE Tl
MEILCE X MH| A0 203 I A M B 1M zip TS Eaﬁ}*'AIQ

« Download the crash report(g HIAMLCIR2E2E): MH MEJO C S

O7t0|EE LR EEYLICEL S5 E0M 0= AtMoH ClH 1 FHEeF MH H MO /=
EHE§EHQWMEIMW“WE%EXHW”%N”HHEWQ%¢N%%Wh
IMELES=H 2 B 228 £+ ASLHLCH
21

« View the system log(A|AEI 27 H
O|H1I E0| Cigt HEE HEAISI2{EH 2E

NICRN]
4=
I o
o>

—..:.”-I':f
A7 A|AEHI 2T
=4 — O
Syslog= HA|X| 24| #HZF L|CL SyslogW| M= HA|X| S &-dSt= 2T EQO, HA|X|E MESt
= A|AH, HAIX|E 20 8 —‘?'—“3 _+_“ E%I £ welg + AFLHCE A
Byste amegiof g2 N2 3 .

%_%NawerMH%$ﬂ&ﬁE%ﬂaL

=

n
B

SAE: AHO| BAE 0|2 £ IpZ=AZ Qa3 L}

Format(ZH): At& S syslog H|A|X| ZBH S MEASHL|CL.

« Axis
« RFC3164
« RFC5424
Protocol(ZT2EE) A2 T2 EZ MEH:
. UDP(7|2 MF ZE:514)
« TCP(Z|E MM ZLE:601)
o TLS(Z|= A LE:6514)

ZEOE ZES AESIHE ZE iz
O

2| AHE Al .
CA certificate set(CA QIS A] MH): S 0| MAS 0I5} ALt QIS M =7} I},

Ut 7y
vt 7 Ads B 74 Z0 9l T3 ABAHE Y8t #= 2Lick o Ho|xof A chEEe
o7 S 280t WY = ASLICH




Restart(Xj A Z}): X[ S AL O = o X 2780 &S FX BSLICLEE T
HO|H0] A5 = YA ZfElLIL.

Restore(F): Ll &5 9 *a“éig S BOAI 7|22 2 B2 AR LSO FX[Qt

= H =
T8t A EXE[X] 2 2= WS ChA| X5t O E S m2| A5 CHA| S 0{OF 2F L Cf
T8 At
=¥ 2 ML= fect €82 L& Z2& L0
. HE Z2EZ(DHCP £ 1)
. DHIPZA

. 7|2 B2

« AMEBU OlAZ3

. 802.1X MH

. O3CHX

. DNSAH{IP=
s

s

FESHA 7|22 2
A Px =
M =

Factory default(& EMMES ZXZSHA| 7| B2 S| MAIQ. O3
S0 X0 HMASY = JqEFIP FAE XY FsHOF LTt

PN
(o 8 L8
2E Axis A AZEQIO & CIX|E MBE O ZX[0] HSE AZES
Ct. O A| &} ™ Axis ZHX| Q| MEFE Ol X| A MOII:H 2ot
L2 -2 axis.comOi| A B4 Af "Axis Edge Vault"E & ZESHMA|

o

2
0% &3
orm

| 7|5, O =3 2 2t o| MEL 7|50| ZSHE L Tt SHAF | Al AXIS OS 2 Elx
| E& LICH =4 2 22| = Ot 2 812 M axis.com/supportZ 0| S gL Ch.
HOo|ESH | CFS M| 7}X| S M SOf| A MEHSH 2~ QLT
Standard upgrade(E= & T|0|.E): A AXIS OS H{Z 2 27120 EL|C.
I.

2 rjro
o

S LI

Factory default(S& =3} Al 7| 22f): Y 20|Estn B= HYS ST E9HA| 7|=
2 E[E2HAL. 0l S-S MEiotH H 2 0|E =0f O] AXISOS UL = £[=E

S OS upgrade(AXIS OS € |0|=): M| AXISOS HH S 2 80| =3t CL M EE|AN =

£ Ar83t

. Autorollback(X}F= SHH): A& =l A|ZF Lol 10| EtD Q1 0|E2 SHOISHAIA| L.

SOI}X| OO M A7} O| 7 AXIS OS H{F O 2 &| = opzL|Ch
AXIS OS rollback(AXIS OS EHH): 0| 0j| A X| =l AXIS OS H{M O 2 g|=2/L|C}.
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=
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=
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tc = Roll(2) A A0l o
of
£
=

t

I

e
o
=

NSRS

4Lt B E{7}
A BEE[D

=

PTR

o
N

Reset PTR(PTR X} A1)

=H i &

L|C}.

s

7|2 QX2 CHA| E X S

o2 DEE

E
HEIE

E]

LR @ : Calibrate(&

SO Kr

I Start(A|

P/UDP ZE= O
<)

24
=]

=
[

.
o

Port chec
QI5}e

HEQI F=H

L|C}.

Ol A

HE2S &+ US

s 2st=
|11 Download(C}2RE)E 2

=
=

7| &3ty 2H|

FLICF

=lke)
=

Trace time(ZF
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S 60 ZhA| XIEH@RIO| A OFA D)2 AFRALVF BL|E| 2G| Polo| AL S BX| 23 31
AFBAE R G IQIL|Th HIC| @ AE2I0[M S8 QS ZhA| ATh@ato|#A| DjAT)2 THo| 22
o= Ltepec),

@E AUAY =815 H|C)Q 9l 2H0| 2 AE 0] £ QO ZHA| AFEHZ2L0|HA| DhA3)0| FA|E L
C}.

olg] S8 9 & Al A THZEEO[HA| OfA3)E AH8otE 82 ME2 50 s 2 =+ Us

Of2f 7 O ZHA| AHTHZAHO|HA| DLAT)S WY 4 Y& LICH 2 OLATE 3~1070] YA =
olEg 7 4+ iz

AE2|Y L XY

H|E| @ 9% A

OftH OF% U2 AL SRS H7| R AFE I LSS 40 wat Ct2 2 ZY Y Uch ohgat 2
o 2 M2 AT 2 QA L|C}

— HdL-= o= "T Md .

H.264 &= MPEG-4 Part 10/AVC

=i

H.264= 20| MIA T 2O &l 7|& Y L|Ct Axis M| S0 = 1712| H.264 E7| S2t0|AHE 20| Ml A Tt
ZotE|Of ASLICE 20| AT Gl= =70 2210[YE A2 S EX|5hs A2 5K 20 ASLIC
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