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Ot

re oo

T
5
—

PS port(HTTPS ZE): Al2%H HTTPS ZEE QS| FHK| = ZLE 443 £= 1
SHL|CH B2|X2 23008t A2 1-1023 Mo ZEE =Y = JESLCH O] e

Bt #AFLC

otwn
o

2= |m
oo mju
Ot

re oo

Certificate(2 S A): %[0 HTTPSE &-d3tot2iEH ASAME MESHUA L.

HESI AM Z2ES

Bonjour®: U EINM Xt& HMZS &34 H 0| 95 FLICH
1=

30 BAZ O|ES €

o

™
o
-
o
N
rr
o
alru
rlo
02
>t
o
oju
=
<
>
(@)
L
i
o
-
o

Bonjour name(Bonjour 0| &): 4|

J

UPnP®: HEIOM X5 HMS &3t 0| 85 FLICH
UPnP name(UPnP 0| §): LIEQIZ 0| #A|Z O|FS YEHYLICL 7|= 0|2 X 0|51 MAC =2 LT

=
WS-Discovery(WS-AM): HEIM Xt& HMS 5185124 H 0| S8 S FLICH

One-Click Cloud Connection

One-click cloud connection(O3C)1t O3C MH|AE 0| = X0 ML} 2t0|E H =3} &l H|C| 20| &l 10 etMst OIF
Sl ANAE HSTLICH O] MH| A0 CiSE XhA| S L &
ZOIMAI2.

rot r

Allow 03C(03C 31 &):

« One-click(E23]): 7|2 AYYULICH QAE{LIS 3 O3C AH| 20 HAZE5H2H YX|O| MO HES
2 FEUCH MO HES FE F 24A17F O[LJ 0| O3C MH| A0 FX|E SEH0F gLt O
X| o™ FX|7k 03C MH|A0|M A sHM ELICH TXE SFET Always(Bd)7H 23t
X7t 03C MH| A0 AZE M /X E LT

+ Always(24): X7} QIEHU S S8 03C AH| A0 CHet HAS XEXO 2 ACYLLCH TXE SF
S 03C MH| A0 HAAE M FX|ELICEH FX 2 MO HEO| FX| s B2 0| SM82 ArEE LT

+ No(OtL|8): O3C MH|AE H|Zd3tatL|Ct

Proxy settings(ZEA| %) Z 2EES YHSI0 TEA| Muof AZTL T

fo
rot
o OX
Ho
[El
d
>

=)
Host(Z2AE) ZEA| MHO| =AE YL T}
Port(ZE). MM A0 AtEE[= ZE HSE AUH

Login(21¢l) & Password(I{ A ¢ E): LRt A2 ZEA AMH O CHSH AHEX} O|E U IHAREES Y= THL|CE
Authentication method(2/ S )

o
+ Basic(7|&): O] ¥&2 HTTPO

CHSH 7t = 2hd ol ot Q1 M A YLICH S SHE|X| G2 AFEAL
O St HAEE MHZE &S| 20| Digest(CHO|HIAE) B H T OHHSEX| BF& L T,
« Digest(CIO|H|2E): O] 2 o HIEQJIE Soll F2otel WAJYEE &S| W20l o ¢

et

o Auto(XIS): 0| SM 2 ALESIH X||lEl= 2o et 2X7F o5 SRS MElg = Q&L|CH £
M +=2|= Digest(CIO|H| A E) & Basic(7| &) &8 =¢QlL|Ct
Owner authentication key (OAK)(£ RXt 21F 7|(0AK)): 23Xt 215 7|2 7t 22 M Get key(?| 7tH 27))E
SESIHAIL. 0|42 FX| 7t ehatHO|L ZEA|GO] QU AAE Z20 P 7tsThL|Ct
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SNMP

SNMP(Simple Network Management Protocol)E 0| 8310 HIEQ S TKE FH42 2 #elgd = ASLCL

SNMP: AL SNMP B A2 MEiSHL| Lt

« v1 and v2c(vl % v2c):

- Read community(2{7| HFLIE|): X|JZ|= ZE SNMP Z4A|of CHal 17| M-& H3to| U= 7
HLUEl 0|28 AT LIt 7|24t2 public(Z7H) & L Ct.

- Write community(27| #RJ L E|): X[} &= 25 SNMP K0 Cis 97| == A 7| HPHO|
U= HRLIE 0|22 LHTILICHA7Z| M8 AH Hl). 7| 222 write(2A7]) & L| T},

- Activate traps(EY 43} EYEDNE Y515t H HUYUA . X = EYZ AESG
5923 O|HMIE = AEf BHZO| CHst DIAIX|E 22| Al A0 2HL|CEH Y AT o|A0
M SNMP v1 R v2cof Cist EE ™Y = ASLICH SNMP v3RE HZASI 7L SNMPE
NH EYO| XAt 2 JHELICH SNMP v3E AF83tE 42 SNMP v3 2| Of E2|H 0|M 2
Sol EYE2 4™ &= AS LT

=1

mu
M
3

- Trap address(E &

- Trap community(E
HSLEE L

- Traps(E®):

- Cold start(EE £8): X7l A|ZE U} E- HAIX|E EHLC}

- Warm start(8 £ %) SNMP 28 g HZE [ |X| & =L Lt

- Linkup(33 ¥): 237 Ct20| A Yo 2 HAE 42 E- AKX E E-L|CH

- Authentication failed(2/S A 1ff): 2= A| FH E AKX E 2L CE

1}
Al

o
e

H1

N
=i |m
El u
oF =

o

SNMP vl H v2c ERE 7{H 2E Axis HIC|2 MIB EZ0| 2d3tE LICE XtAot LH&2
AXIS OS Portal> SNMPE & Z3SHN 2.

o v3: SNMP V3£ 2535 U EQt S E HEZsts ECF QhM st ™ QA LICH SNMP v32 ARE83te{ H Ij
AYETLHTTPSE &3l S E[EE HTTPSE 2435t 40| S5 LICH 5t o] gl= YALKLIL
ASDHE|X| U2 SNMP vl & v2c ERO) HMASHE A S BHX| S LICH SNMP v3E AL&%t= 29

2C
SNMP v3 #2| o Z2[AH o] 2 Sl
- 1

=2 = O [ LS
& L|Ct SNMP v3 T§A QI E = o HEE MG 4= QI HTTPS7t e atEl 20Tt 4™t A
Ol Z&LCH HARAEE MYSIH I|AUE TEJL O 0|4 EAIE|X| RELICH AYEE Ot
Al MEste{H K E 3 7|2 4502 x| of gL Ct
Kot
oIE AN
BN = HEYIAAM ZX|E 2SSt O AFREILICE O] &XlE F 7tX| Yol ASME X AT Ct
+ Client/server certificates(22t0| A E/M B QF M) N N
Z20|UHE/MH AZ M= HX[2 IDE ABoIH AtM MBS = A2 CAQS 7|2HoM LZE 5=
SLICH AHA| MY QIS AME Hotel 252 HSotH CA 25 ASANE ¥7| MUK AtEE = A& LI
« CAQZEAM
CA RIS ME AtE35t0] m[o] QZME QS SLICE O|E S0, &X| 7t IEEE 802 1XE EZ k&= HEYZ
o] A= B 2F MHO| IDE ABELICE ZX0ol= o 7] AFH HX|=l CA AS M7 ASLICH
XeE= gA2 et 25U
. 95N HAl: PEM, .CER, .PFX
o IOl 7| HAl PKCS#1 I PKCS#12
38 At
AKX E BH Bt A 7| 2402 MAHSH D E ASMIF AXELICH AP DX = CA S M7t Ct
Al &KX E Lo
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¥ olE|H o A

“Q

=E0M ASMHE EHYSMMAIR.

. More(®7h) 7 - AL Meis 20t TES B L O

o HObF| MFEA: JfQl 7| E QHH S} {M Secure eIement(E°* 2 A) L Trusted
Platform Module 2.0S MEiSIL|Ct MBS HOH 7| XM Z A0 CHot XAtMS &S E2{H
help.axis.com/en-us/axis-os#cryptograph. 0 .

* Key type(5’| Fd): AUSME Eoote{H EELE SEOAM 7|2 Y=ot 08| FO[LLCHE &=
2|. _T|_E|§2 A EH oI—|_| |:|-

Oo=2

01
N
Rl
m 0
Of
ru

g0 &= H7ols thaol = EL L

« Certificate information( A HH): HX| =l AF A9 £4& FLCt
+ Delete certificate(2 S M 4} AFR H): ABME
« Create certificate signing re quest(‘.’_I SM
7|20 2 QM ME @FS ddey
Bt 7| MEA O
« HOI QA(CCEAL6+): HOt 7| A0 2Ot QAE ALSI2{H MENSHL| T}
H

« Trusted Platform Module 2.0(CC EAL4+, FIPS 140-2 2|'& 2): 20t 7| HZ A0 TPM 2.02 A}
St MESHL T}

IEEE 802.1x
IEEE 802.1x= FM X M HERQ FX| o EOt 2152 HIote ZE 7|F'J';|£-?J &2l HOolE /2t IEEE &
F=L|C}. IEEE 802.1x= EAP(Extensible Authentication Protocol)E 7|&E2 £ gfL|LC}.

IEEE 802.1X2 2S£ Y 90| AN 23120 HELYA X7 HHHO2 ASE|0{0f LT AFL o=
ANHOA 3L, LEtE O 2 RADIUS M B (0: FreeRADIUS & Microsoft Internet Authentication Server) & L|C

-

eIZ N

CAQIZM Q0| LdtH M QBN FEE AAL HZ2 M3t X = AdZE HESIZo 2Hglo] Xt
XN 5 Al=gL

S ME AT M Axis T8 Al 7|7] Y 215 MH{ = EAP-TIS(EHE 7t5 QIS ZZ2EE - M4 A5 HEOhE At
250 CIX|E ABME RHHLE 21FTLC

BRI ABME Bl EE= HEYAO AMA AT = JEE 6t2{H MYE S20|HE AZTME T

Ao dX|sfof ghuct

Client Certificate(2 20| HE QI F A): [EEE 802.1xE A2 S2I0|HE AFME METILICL QAT AHE ¢
SME ABBI0 S2to|HEQ| IDE & olgtL| .

CA Certificate(CA 21 A{): CA OJ
= dZ4= 4 E Jﬂoﬂ A GOl X

A
EAP identity(EAP ID): 22t0|Q1E QIZ Ao} HAZEl
EAPOL version(EAPOL H{H): [ E Q|3 AQ{X[0fA
Use IEEE 802.1x(IEEE 802.1x AF-8): IEEE 802.1x Z2EZ 2 Al23|2

-

Prevent brute-force attacks(£ Xt Q) 3 tx|)
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Blocking(AHEF ): 2AHS ChQl 322 AEHSHR B A Al 2, 2
O FE Ei ofdet S 5L

Blocking conditions(XtEt Z=71): 20| A E|7| MO 5| 8E= =Y 2T A0 sI+=E = L|Ct 1O
X &0t HX| +=F RN 5|8 M1 8 48T 5= ASLLCH
P FEA EE

Use filter(2 E| AI2): X0 HAMAT
Policy(d2). E7F Ip =20 T3t ™2

=

Fa BKO| O3 HEO0| SIS EALL HEE P WSS AALICH CIDR BAS AL E

A8 Xt HO| Signed Firmware Q15 A

Yal

R MY YO AEAMT T
Lol |ct Hoj= n gt

K0 Axisl B AE BOI0f S J|el AL} K| HRI0|S MX|5tai P ALBX
¢ o3 =l e
ICF. AxisBHO] AF8 Xt B&| N Helofol o

I
FLICE IS M= HAllol7t K| & FAHe Axis 2+ 0

ojMme fo o

nx
Ra
ro
oA
x
nu M
%
o
i
g
mju
I}
ot
-
Ix}
I}
Ho
<

Accounts(A )

Accounts(A| ™)

+ Add account(A1™ F7h): M AEE =it ™ S2ILICH Z|Of 100712 AEE =7t
Account(AlI ™). 1/t AE 0|2 YL L}
New password (M If A ¢ Eg: A7 ol mh

A
£, 98 7= & QM 7kt ASClI &

Repeat password(T{ 29| E Ht=): S Lot {AQEES CHA| LTt

Privileges(# 8):

+ Administrator(Z2|X}): 2 & 20| 25| AM AL T 2E|X= O E AEE F71 Yol
E QLMY = ASLCH N
+ Operator(2FA}): Ct3S Moot & AE0| Hha = ASLCH
- EE System(AMAE) MY,
# =Tt

« Viewer(70]): €82 MY 4 A= ABHO| YEL|Ct
o Viewer(50{): CtS0f CHst ©2 #$to| JLELICH
- HCR AEZo AWAS B W&L|CH
- =3ME A|HStD WYL CH
- W EE QE PTZ AR UMNA TS,
[ ]
[ ]
* MEo %E OF50= CHS20| ZEHE L

Update account(#’d HHIOIE): AHE £ HESL L

Delete account(AlI AHH[): A H 2 AN TLICH root A™ S AXE &= l&LICH

J

Anonymous access(YE M 2)
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Allow anonymous viewing(2d 27| 5| &) AHCE EAQI5IX| Yk FFL FOE ZX 0 AMA

[=13

+ ez dusU )
Allow anonymous PTZ operating(2d 82| PTZ & & &1 -&). 42| ALEX7F o|O|X|off CHe ™, HE X E2
Sh A OICE S0 HAAQ.
SSH accounts(SSH Al %)
T Add SSH account(sSH AR £7b): Af SsH AES Asteie 2o
« Restrict root access(root ol | A Xﬂ?"*) root YN AT EHQSH 7|52 Hotste{ ™ Z L Ct
« Enable SSH(SSH 2/d3}): SSH MH|AE At8ste{ ™ Z Lt
Account(A’d): 133t AF O| 2 gL
New password(M If 2 S| AQEE SHLICH IjARIE= ~64Lﬂ 40|00 oF gFL|Ct, EXF, =&t
o s

i 40

TEH R 7= & ¢
Repeat password(I| A% E BH&):
Comment(8F): 4F 2 YLt

[ J
[
* d¥0 &= twol= thsol ZYELL

Update SSH account(SSH A8 YHOIE): AE £9& HES L

Delete SSH account(SSH A8 AtH|): A H S AXTLICH root A™2 AN E 5= Y&LICH

OpenlD Configuration(OpenID %)

=2 A'-‘c‘il-
X of Al 200 = AES SHE ¢S Y™ LICH

Client ID(£2}0| Y E ID): OpenID At X} 0|22 & BtL|Ct,

Admin claim(Z2| X} 2H): Xt ol ¢t LHTL L}

Provider URL(Z Xt URL): APl AEZOIE OIS ¢jot @ YIS LHLICH https/linsert
URL]/.weII-known/openld configuration 24| 0| 0{ OF &

Operator claim(2 3%} 278): 2 A Il g2 YL
Require claim(2% &R): EZ0 A0{0F ot= HIO|HE YLt

Viewer claim(ZE X 2H): 2H&E X}t Adgto| gt

M AEAE BAISHE O =F0| &L
Scopes(d?l): E22 €F7t E 5 U= HEHH HAYLIC

Client secret(S2}0|H E H|Y): OpenID jAQE

o
=
Remote user(#Z AH&X}): A ALEALE AlEotE g2 YU o= X9 @ AHE 0|20 &

Outgoing Proxy(Z 4l ZEA|): ZEA| MHE ALE3I2{H OpenlD HZEE 9IT ZEA| FAE YL L
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2

ujd

L]

= Mo X +9E

Lct 220

(

78|0|'5
==

of thall EB|AHEE =AU S

iz
=

21 218t

Lt 550= 80 tiet S22t g

FL|Ct.

g FobsteE 223

xF
RISt A2,

FLct.

=

A
—

b gu o

=

A MS
o O
x| &to

o
—

)glki'é‘
AT

S AIXEH EAE LT
ES RS
ol

A
(™

=

[

Of A &e|AL oS 2L =
=2

Host(SAE): MH{O| P TALI TAE O
DNS MH 7} System > Network > IPv4 an

of X8 =of

na
L|Ct Ol =
=) Txkel o]
FTP

F

Add a condition(ZZH F7}):

Z[CH 256702 AM EZ
Add a rule(& F7I): €S
Add a recipient(3

A MEZzo 8
Z|Ch 2070 9] %=

—

+

Name(0| &):

+

Action(

+

Name(O|

Invert this condition(O|
Type(Rd): S0 A] A EH:

Use this conditio
Recipients(3= 21 X})
O E0f CHaH =4l

ojHl E
H

o

=
[

2 21 Lt
C|2 E 2|7} FTP AME{0f O|O|

MA2.

— Al U i
N
LR oEr<
[ it
T =< 10
= 0 2ol
ol H =____u fir
A1 5o
O < - M
MU Y < oy U

=00—1
0l g0 & ~-oF

A
o

_1
2

I}
xf

Cf). m}
Password(Ij 29| E

Port(®£E): FTP
E
MK Qto ™,
Username(AH2

Folder(
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« SIP or VMS(SIP L£= VM
SIP: SIP M2t E Ze{H M | Ct.
VMS: VMS H3HE Ze{™ MdEeigtL|Ct

Use temporary file name(Y Al It O| & AI8): X152 2 W= YA OIY O|EC 2 MAUS
YEEotH M MENSIL|CH YEEE RS H O 0| 50| dt= O|EQ = HHEL|LH YEE
7t SHHE 4 ¢ E o o] glELUCH L ofS| YAl A 2E 5= UASLICH O|HA
StH 25t= O| &S 7t B & HhU0| SHHEX| & %= AE LTt

Use passive FTP(& FTP AL8): H& X 0l 40| M X E2 thed| e FTP MHOf HojH o
A2 G = QEYLICE TX|7F 4 Mu{of Chot FTP A|Of 5! CIO|E HAS 25 HIXo=z
AlZftL| T Ol = YEHM o 2 FX|QL CHeh FTP AMH ALO[Of otH o] A= HR0| 2agtL )
URL: HTTP AMH{Of Ciot HEQA T2 Q¥ S Me|g A3 HEE YL oE =2

http://192.168.254.10/cgi-bin/notify.cgi LI Ct.
Username(AH2 Xt 0| &): 20152 AFEX} O
Password(I{ A9 E): 201512 H THAQE
Proxy(ZEEA|): HTTP A 0| GASI7| Q8 =
£ A0 Lo

URL: HTTPS A{H{Of| CHSt L EQIT A% 2™ 2 NMejgt AJEEE gL CH
https://192.168.254.10/cgi-bin/notify.cgi & LI Ct.

Validate server certificate(A|H Q1S A 2t0l): O] AXtE MEASIO| HTTPS AMH 7t M5t QI
SME MEiBtL| L}

Username(AF2 X} 0| B): 2015121 H ALEX} 0|52 YEHSHA|2.

Password(I{| A9 E). 200152 H A EE YAHSMUAIL,

Proxy(ZEAl): HTTPS A{H{ O] S1Z3}7] Qs =

FEE 7D et

+ Network storage(HIE¢|3 A E2|X])
NAS(Network-Attached Storage)2t €2 W ER{I AEE|X| S Ft510] TS XN Fots FUXR AL
8% = AL LICH IHY 2 MKV(Matroska) It Y HAlo2 X EL|CH

Host(ZAE): MBI IP FTALI ZAE O|E2 UHTYLICH TAE 0|52 Y™HS= 42,
DNS A H 7} System > Network > IPv4 and IPv6(A| 28 > HIEQ3 > IPv4 U IPv6) Of2f

of XIZEOf A=K ASHUA L.
Port(ZE): SFTP AH{7} Al85t= ZE Mo S Aot 7|2 f2 22 YL Lt
Folder(ZL): Lt s xget C|HEL[Q e |

ZEZ QASHAA|R. TIE2|7} SFTP AjB{0f 0|0
ZETSHA| gto® mUS A2 I @F HA|X| 7t HA|ELC
Username(AL2 Xt 0| 8): 20182 M ALEXL 0|22 YHBIMAIL
Password(T| 29| E): 20015t H IIAQES AU AIR,
SSH 22 E Z71 7| R (MD5): ¥4 A E J71 7|(32At2| 167+ 2AtE)2| X2 YU
ShL|Ct. SFTP 22t0| A E = RSA, DSA, ECDSA B! ED25519 EAE 7| 9| SSH-2E A8
b SAH A| RSAZ} MBS E|= HHH 0| ECDSA, ED25519 X DSA

ot T
=2
>
>
0
el;
rir
Mo
o
rn
<
O
(0a]
fo

>
m
N
i
o
1
eld
=)
o
-
=n

=]
K SHALA| Q.
SSH SAE 27 7| S8 (SHA256): YA SAE ZJYf 7|(43X2| Base64 Q12T 2
E = RSA, DSA, ECDSA % ED25519 T AE 7| 8¢
@&t Al RSAZF Mz &= B 0| ECDS
Ol M At2dl= 2HIE MD5 TAE 7|5 ¢4H
Al 7|18 25 X|SIX| 2 MD5E CF 23 s EotS Q8|

. Axis ZX|2 SFTP MHE Fdst= 2R O

ng
B
ZN
wv
OZ'_I_I
sy dn
rr
z 8
O I
V-
>|'E_|T|_
N
T wn
>
E'U
o x

DoE

In k1ot
i o«
10 o

o
=
o
lo
N
x
(92
Q
b
iy
o
O 3+ off
Hu 2= o
e
>
to

=
Use temporary file name(
YZCohe B MeErstLC)

crel 7

re ofy
T
Teir)s
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| E{ 5| o] A

o
—

2
=

FLICH A5 o2 i

FL|Ct.

243}
Ol MHOIM 2SS 2

=]
=0 smtp.gmail.com, smtp.mail.yahoo.com1}

=

=

FOl SMTP MHel ZE H & AL 7|22
) ol

b

prut
il

.
o

g
tef®, SSL
7|

.
o

=

=)

S
t=
L|Cf.

Ab

o

2
=

—

B (SMTP)): 0
(o]

9]
CA(

=

s

Validate server certificate(A|H QS A Etol):
—

[

ekl
A

=

=

ot
|

o]
[

teidH B2
Send email from(0|
32 o|
Email server (S
Z2 SMTP AMH
45 3h:

.

[e)
587 & L Ct.

=

2
POP authentication(POP ¢!3): POP A{H{ O]

From SIP account('Z 21X} SIP A|H):
To SIP address(3= 2 X} SIP F2):

Send email to(O| |
Username(At-8 X} 0|
TSLX|

Port(2£ E): 0-65,

E MEfStL| T} O

o

Password (I

=]

oF

LS
Encryption(

Test(HHAE). 3t 4H0| & &
ol

o] &

e

Ka

TCP

ZAEO

ohL|Ct.
AH S HESI3

o
o

(Al

=9 o
|EE I:IE4

of AEE=

A
te{E S ESHUAI L.

Host(BAE): MHO| P FALI SAE O
DNS A H{ 7} System > Network > IPv4 and IPv6
of XIZ 0] A=X| =I5ty Al 2.

Port(E£E): AH A

2
o=

MES EAES

Test(H| 2 E):

L Cf.

a4
I

B[
oK

Tof0
<0

g &

View recipient(=4lXt 27]): &= =X N E T

M2 SURE HEE S AL

B S B85t 2. SAtE

AFS

=
=

Copy recipient(

B

Delete recipient($ 4 Xt

=

g

AN Mol

=

g

F

.
o
—

Lot S50= #d0f o

AL,

muju

i

Add schedule(¥™

+

& Ef|A

<+

g4 & =0 =3 E2[AHZ MZF 24 & 74
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MQTT

MQTT(Message Queuing Telemetry Transport)£ At2 21E S (loT)2 #
loT 822 9ol 2AEYeH &2 I E FZ(small code footprint) 1k X[ A

o
[}
Z25}7| ?loll Etet LhHOA ALEE LI Axis XA HHY OS] MQTT S Et0|AE S Soff FX0f A g &l O OlE
A OHMES Fo 2| 2ZEOf(VMS)7F Obtl A~ Ol ZHHSEA S e = AS L T

A ciO|HE=Z A-YLICE MQTT S42 Set0|HEQ HE272t= & AEE|S 7|HIO 2 hL|C}
SEO|HUEE= HAXE EHD &= & ASLLH E27= S20|UE 2t HAX| 2teES BT

>
o

L

N2 2
C

2
o
%

>
o

2tO[HE Sl M 7t HZO| HEN|O|S THA O M 0 =2 d =z 2! 5

FRALICE O]= HTTPRL ZO| LHE Z2EZ0 MEEE S2ot ZES 3| MQTT ESfE S 2Y3tot= H| A
|Ch. <0 met MQTT S 8o = VY E ZEJ gls == JASLCH Ao 3229] §

HA LotHOM S8 El= BEF ZEONA MQITE HEZAHO|H Z2EZZE MEEXE 2F

f}f TLS/SSL

>0fo It
oo
OF rr

A2 ALPNS
St= AYLICE

MQTT client(MQTT S2I0|HE

Connect(¥Z): MQTT E20|HEE HHLI &L
Status(&Ei): MQTT 22I0|HE Q| A SEHE EAITLICE

Broker(E2#)

Port(£E). ZE W3

=
=
. 18832 TCPE St MQTTC| 7|27 YLt

+ 88832 SSLE E%F MQTTQ| 7|27 L|LC}.

. 802 Wl A3 ETHMQTTY 7|27 LT}

o 4432 @ A HOtE 3 MQTTL| 7| 244 & LI C.
ALPN Z2EE: MQTT EE7 22A7 §| &t ALPN Z2EEZ 0|22 AL 0|= sSLE E3F MQTT
2 A7 Hotg ESt MQTTO| 2 B E L L}

—

=1}
x

Username(AtE Xt 0| §): 220|HEO A AHOf HMASIT| U] AHER AHEXL 0|52 2 HEHL|CH
Password(I{ A9 E): AtEX} O| S| IHAYEE A HTHLILC

Client ID(220|HE ID): 22I0|HE IDE YU EHIMA|R. S2t0|UE MEXE= S20|AET MH O HZEY
W M2 HSE L

Clean session(2 2 MM): A2 % AZ S|K Al S22 MO{gLCH HEISIH AZA B AZ YK Al &

B §E27F A M E Ut

A {X|: S2O|AETL ZI TCP/IP AlZH ZTHE 7ICHE R 80| MHE O ol¢ Ar8E
Ag = AFLICH

Timeout(A ZH X3}y HZ0| b=z a|E= AlZH ZHA (=) L|Ct 7[2Zk: 60
X 2= HEFAL MQTT client(MQTT 22t0|HE) B10| AZ A X| B LWT A X|] X0 CHet 7| = 2k 2}
MQTT publication(MQTT Z&H) E40| HA| =AM AL E L|CH

Reconnect automatically(XtS 22 MHH). HZ oiX| = S20|HET} ApS 22 CHA| AZ G OF St=X| 0Of
B = x| &S| O
T = oH .

Connect message(Hl Al X| HZ)
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# QIE{H oA

ME Ar-Eote® e e LT

AZo| dEE W HA|X|E ELX| O£ E X|FgLICt

Send message(HIAIX| &) HAIXE BB ALE 275N .

Use default(Z| 22} AF): At Q| 7|2 AKX E YHSHTEH DU,

Topic(FH): 7|2 HAIX[S] FHE LT LI

Payload(H[O|2E): 7|2 HA|X|S L4&S A=HTLICE

Retain(FX]): O Topic(FH|)0llA S2t0|HE MHENE F XISt B MEISIMA L.

QoS: Izl S50 Tt QoS A5 S BHE LI

Last Will and Testament message(OtX| 2t ¢ M| A X])

O[3 FA(LWT) S A8t S20|HET E27{0| AHE I XA S e KIS M3 = A&
ct. —Z‘Ef0|°157f LSO Ol AIFO|M HIFH X2 AAO| i%WﬂE(ﬁ%ol i%01§i7| [[H-E-oe' = AZ) B
27} CHE S20|AE HAIX|E MY 5= ASLICL O LWT HIA|X| = Lt HA[X| QL & Y5t HAlo|O
= Lot 0| A l—|§9 S 2t 2 E o

Send message(HIA|X| &) HAIXE ELi2{H AHE HESHN K.

Use default(Z| 22t AFE): Atdl2] 7|2 TIAIX| & YHSH T OYA L.

Topic(FH): 7|2 HAIX[2] FHE L LT

Payload(HIO| 2 E): 7|2 TA|X|2| LH&S YL CL.

Retain(FX|): O| Topic(FH)0|M S20|HE HEIE SRSt T MESHHUA| 2.

QoS: IfZ! S E0|| CHE QoS ASE ML
MQTT publication(MQTT ‘& &)

712 FH H5FAALE: MQTT client(MQTT S22t0[AE) RO M FX| FH ZFA F2lE 7|2 FH F

75 0|8 E MQIT FHO|M TS MBSl XxS matsia e MeyeL|n
=7 HUAHO|A E8: MQTT ZXI0] ONVIF %] Ul A AT|0|AS Taisra o MeystLic}.
QB ME BB MQIT HO|ZE0| RX(o| U MBS metsial B Mete Lot
t add condition(Z7 7l ZAS XolsHE 2L
Retain(SX): OfT MQTT HAIX|7} 292 H&E X Holg|c
. None(2l8): BE HA|X|7} B[ QX AEj2 Has Lt
« Property(54): MEf FX 7t HAIX| 2 2 2HEl MEf2 2 WL|CH
o AI(BE) AE| 2% 7S O ATE|S A8 4 G BAIXE D5 waE AR 2L
QoS: MQTT fsof CHsy %WE B ES MENSHL| O},

MQTT subscriptions(MQTT %)
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¥ olE|H o A

T Add subscription(75 £7h: M| MQTT 752 Z7ks1ae 228Ut
Subscription filter(7+ 5 EE): 7 =5tH = MQIT FTH E YEHSMUA 2.
Use device topic prefix(ZX] &5 HFAL A2): 715 ZHE MQTT
Subscription type(Tt5 ®3):
- Stateless(&Ei £ 2715): MQTT HAIX|
« Stateful(&Ef =X 7}5): MQTT HAIX|E

2 A8 gL
QoS: MQTT T-=0i| Lo &5te 2| &S ML T

MQTT 21 20]

o

MQTT 2H 2|0 =FXAtE F715t7| ol MQTT 2270 HZSHY A 2.

+ Add overlay modifier(2H2|0] Xt =7h): Af 2H2{ 0] +=FYAE F7t5t2{H YL CH
Topic filter(FH EE|): 2 2|0[0] EA|StE{= H|O|E{7} ZotE MQTT M E F7he L

t
Data field(H[O|E{ EE): B A[X|7} JSON E4{0[2t 1 7H 35t Q2| 0|0f EAIS2= HA|X| I 0|2 =2
7|1 R EggLct

Modifier(+=’3Xt): 2H2)|0| & 2= U Zat +=FAE ALEEH T

o =
o #XMPE AXStE +FAHE FHOAM B2 2= HOIHE BAL L
« #XMDEZ A|%St= =F A= HOlH EEO X|FE HOIHE HEAIRLICH

AETX|

Network storage(H EH 3 A E2|X|)

Ignore(FAl): HEXI AEZ[XE FAISHHE ZHL L
Add network storage(WIE®|3 AEE|X| F£7h): 53E MY = Y= HERKI SFE FItste{H S|t
o Address(F&) SAE MHO|IPFA L SAE O|EE QAHTHL|CH LEIN © 2 NAS(Network
Attached Storage) Y LICt D™ P FA(SN IP FAE BZAE 4 OO0 2 DHCP HQ))E A2t 2
SAEE Fg5tALL DNSE AHE6HE 40| £&LLCH Windows SMB/CIFS 0| &2 K| A E|X| & L|LC}
« Network share(HIE9|3 38): TAE MHO| 35 X/ 0| E2 LHetL|Ct Z KXo 033t
EZ07I A2EE 0l Axis A7t 5L HEYA SRE AHEE = USLILCH
o User(AFZh: MHO| 20010 229t A2, AHEX O|E2 LHLICH EF =0 Mo 2192
Ste{™ THICNWAFES AL 0|2 YHSIYAIL
« Password(| A9 E). MHO| 21010 2ot Z2 IHAYEE LHSIHUAL,
+ SMB version(SMB B H): NASO| HZE SMB AEZ|X| Z2EEE HH S MEISILIC} Auto(XHS)
£ MENSIH A= 2ot T SMB & StLHE Hfsta{ i A|= gL CE 3.02, 3.0, £ 2.1. 49| H
ME K| BtX| %= o|F NASO| HASIHH 1.0 EE= 202 MERSHAM AR, Axis ZHX| 2| SMB K| &
o CHsll &/7/0ll M AEMS| LotE = AEL|CH
« Add share even if connection test fails(HZ HIAE7} MIjslEHEIE S/ E F7IstMA2): HZ H|
A2E F0| LR LA ZR0|E HERI SFE FIH6I2{H MESIHUAIR, O|E S0, MH0f IjA
UEZL ZQTX|Tt O| & UK LUT| 20| LF 7 Ll &= S LTt
Remove network storage(H|EH3 AEZ|X| H|7): HEYI 70l Cist AZ 2 O E S|, HQI S sHA| &
Motz ™ S2/3tLCH O] A ot H WERKA 370 oist 2E AF0| M AHE Lo
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Use tool(ET AlE): 2

—

A

Test connectio
« Format(=Z%H):

Bind(H}QIE): LI ES/3
CIFS

9
Retention time(&

o
o

E

| E{ 5] O]
Lk HEY3

| -

F

=
Unmount(Bt2 E 3 Hl): 2 2/5t0] SD 7t=S A5 M AHSHU Al L.

Unbind(H}2
Unmount(OI2 E
Mount(OI-2 E):
Write prot

]
Tools(= )

o
S8 A

Onboard storage(2E.E AEZ|X])
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AXIS Q6075-S PTZ Network Camera
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Add stream profile(2AE & = 2Ot F7}): 28510] | 2AEE ZT20tU S ML CH
Preview(O| 2| E7[): MEiSt AEZ Z2m A AH S ALESI0] H|IC|Q AEE S 0|2 ELCt Ho|X|e] MY ¥
4stH I:'|E|E7|7f AOO|EELICH FXO CHE 27 dY0| A= E <2 0|0|X| 2] £ZF otEtof A= EELHR
oA E7] 92 HEE &= JA&LIC
Name(0| ). =29 0|ES F7tgtLC}.
Description(d¥): Z =0t of st M S FItetL|Ct

=
Video codec(H|C|2 AH): =220 HL}|0f 3}= H|C|L AE
Resolution(s&t&): O] B7HO|| CHot Y2 AEZ LO/X 36 2=
2

Frame rate(Z 2| 30| E): 0] B7F0| C 3

e el
ot
nx

Compression(Y¥%): 0| 20 thot @H2 2 EZ 1f/0/X/ 36 TS BESUAIR.

Zipstream @ ;0| 280 tiot HE2 2 EZ 10/X] 36 ¥FE HXUAIL.

Optimize for storage(2 E 2| X| *| X3} @ DO MYO| it MH2 AEZ HO/X] 36822 RESIMUAIL.
Dynamic FPS(S X FPS) @ (0l 2780t 22 2 EZ 1/0/X] 36 ¥ _E FRSIYUAIL.

Dynamic GOP(S % DOP) @ O 20| Chet B2 2EF L0/A) 36 T2 HESHUAIL.

Mirror(0] 2{) @ 0 0] 2780 Chot E82 2EZ L0/A 36 252 HRSUAIL.

GOP length(GOP Z0]) @ (O 20| thet HY2 2EF 1/0/X 36 2 =7S ZOHHAIL.
Bitrate control(H|E 20| E H[0{): O] E7Y0f Chot Y2 2EF H0/7 36 ¢ 5E HZSHA
Include overlays(2H{2|0] Zg}): Zotel Q20| RS WESLICH H 0| S F715t= YO CHS RhA B
&2 L24/2/0/ HO/X 38 d5S FEIHUAL.

Include audio(2C|2 Z&h @ SOl -0 it HH2 AES IO/X 36 T2 HASIMAIL.

ONVIF

ONVIF AH

ONVIF(O [Jen Network Video Interface Forum)= %5 ALEX, S M|, AEEHE S HZAZF HER T H|E R 7|
=2 St /tsd2 A 2EE = YA sl =2 Y QHLO|A EEQULICE ONVIFE S8l ME CHE S=2¢
ME U MS2EM, oM od HE HEZ S A|AHO D2 AYHE =L &= ASLIC
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o UEH o] A

ONVIF A& 4 d5tH ONVIF S410| Ats 2 2 E/YSHE LICH FX|QF2] BE ONVIF &40 AL AL A 0| &
WL axis.com?| Axis LAt HBLIE[E2

o= o
WAREE AFETL|CH XEMITH

S EN RN PNEeN

t

+

Account(HH):

Add accounts(AH™ F7h): M ONVIF AEE F=7tste{H
N33 AH o|ES YLt

New password (M o A ¢
TEE YR 7= & M

-\Jﬂ]
2
0%
1o
=|?=|

Role(¥ &):

Repeat password(Tj 29| E HH8). S U IHAQES CHA| gLt

R

LICh IfARE= 1~64Kt
(ZE 32~126)2F THA =0 AtEE 5= JUSLICE

Z O[O OF gLt

2R %

A

At

« Administrator(Z2|Xl): R E M0 ™| WM ATHLCEH BE|XH= CHE A™ S F7t Y0 0]
E 4 X-"j-l_é; = ‘Rlﬁ'—l':f
« Operator(28X%}): CHS2 M ZE A0 HMA AT = ASLICH
_ nE System(Al*E") A X-I
_ OH ;tjl,
« Media account(U|E|°1 A): HIC 2 AEZOTF HMAT = ASL|CH
[ ]
[ ]
* Mgo &= o®ol= CHE0| =& E L Lt
Update account(AlId ¥ GI0|E). A8 £d2 HESL|C}
Delete account(Al1%d AHH|): A E2 ANBLICE root A™2 AXE &= l&LICt
ONVIF O|Cjo] =2}t
ONVIF O|C|of =2 nte2 0|C|0] AEE A2 HESE O A S™ = A= 74 S22 0|R0H JEL|C

+

profile x(Z2Mt x): B Zzutd g S2lgLCt

Add media profile(D|C|0f Z2 T} F=71): Af ONVIF O|C|0f Z2OtYS FItsiz{™ 2

Ju

= I EtE| O E
H| EtCf| O] | 4 LbX}

HIEtHOIHE AE2|Ydt= Aut s WOl Argot= AES LI Lt

Producer(A4 A %}): D EFC| O E{§ M 43ohs @ @lLICh & Of2fofl& o]
"ol 220 ULt

A

oM 2E2|T3t=

O EFHIOIE &

Channel(Xli'd): 0| AFESH= A 'E & LI CF. O EFGY| O] B 12 2 Mslste{H MEiSL|CH 28hd £ 2la
A 2| 4ol O|g 2 MEHES FHATHLICH

| & Ef
Shock detection(Z2Z ZHX|)

Shock detector(Z A ZEX| 7). X7t SH 0| SRS AL ZEE Z42 YE2 st AL

Sensitivity level(Z = +&): S2t0|HE 0| &I X7t L& 2 W0 o= QL =F2 =HT LY

Ct 2 a2 S|EJF Zeist 4200 X7 LS S onjetL|Ct 40| ™ ZX|7} k7o H
501IE ZEE MMstCtE= o0 YL Ct
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¥ QIE{H 0] A

| -

Address(F4): HEI AL|7{0| SAE O|F £ IP FAE LHBLC
Username(AH8 Xt 0| §): ALEXL O|ES oLt

=]
Password(I{ A E): AtEXLS| IHAJYEE A HBHL|LCEH

Connect(¥ &): 2H|7| £ 00| 30f Cist HE S 2ot ™ SO

|
HaMel a1
HIANM
o FX MH 2ZE H7|: T HOM MHE MEHO| it HEE SLCH HNA 2= KFE2E
MH 2|ZEo| ZghE LT
o X MH 2EECIR2EE: WX HA|ZE 27| 0|0 X[ AHAE OfL|2} UTF-8 @Al 9| TH| AfH
2|ZE EIAE IUO| ZEE zip THUO| M E LICH X[ MH|A0 E2o/g I et M 2[ZE
zip TS ZESMAIL N N
« Download the crash report(ZE& HE11A C2 2 E): A ME{Of CHSH XtAISH YE 7} Qe OFFt0| =
EOREEYLLC 5= 2|ZE0= AtMo i1 FELQ MY 2[ZE0| U= HETL Lot L
Ch Ol E MO YEQA =X 22 Tst YEIL JS = USULCHL BEOME dHste
O%EeEd: and s+ AsHLC
23
« View the system log(MA B 21 H7(): X A2 A0 Sl S0 HAIX|QF 22 A|AR O|HIEO Cf
ot MEE mAlS{H SagL )
WA RO HY ERE ZOQ WAQAEE AES 22 & AT HX| HNAANEE ZF
HAISHHH SESIMAIR.

HEYI =5

T2 AY

HEY =N TANE ASH EE HAYS 22 Uze Yuot mog & AL
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Format(Z°): AH22 syslog A K| ZBH S M

=
=
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o AIXI S

Aol A
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Lo =

T2 E
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CA certificate set(CA

A

Axis

RFC 3164
RFC 5424
T2 E

4L

Server(MH): M| A\HHE F 75t
. UDP(Z|2 A XL E: 514)

« TCP(7|
« TLS(Z

Severity(& 2

| E{ | O]
Protocol(

| -

+

Host(ZAE): AMH

(o)
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