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o QEmol A

AEM= HERIAYS HXE 255t O AFEELICE O HX|= F 7HX| FHe ASME A AL
» Client/server certificates(Z22|0|AHE/AH QS A)
SO|AE/MH ABEM= YK IDE AESHH AtA| MY = Aol CAQT 7|2H0AM &
2 & AU A MY USHE NSE 238 B0 CA 2y ASHS @] M
A S + st
- CA AZN
CA AISMEZ ALg30| Hof AIZME QIZSLICL 0|2 SO|, &7} [EEE 8021X2 B E|s
HESSO| HAE 2 9F AHO DS ASTLICH FKXO|E ol JHo ALY EX|E CA
IS M7t L&
AT = YAl Ef%lf ?z*ﬁl-lﬂf
o Q=AM HAlI: PEM, .CER, .PFX
o JiQ 7| "Al: PKCS#1 9 PKCS#12
=Q At
RS B B Al 7|2IUOR MWW BE ASATF ATFLICL AH HXE CA ASH
7 ChAl X &Y

| Add certificate(QIZS M F7}) : ASME FIt5l{H FElgL| L}

=]
" N el me s ol
- More(t{ &7]) . RPMBI7{LL MEiSt X7p W2 mAjeL o)
« Secure keystore(&H o 7| XZEA): JjQ 7|E CtHGIA X ZESt2{H Secure element(EHO &
H

) =
£ Trusted Platform Module 2.0 /.\jE_*.‘E,H-I Ct. MEHSE HOF F| KMEAO| CHEE XpASH LH%% =
E:I ™M help.axis.com/en-us/axis-os#cryptographic-supports x5}

* Key type(7| f¥): °._|"HE ESSH EEMR SEOAM 72 Y23t ¢a2F0|L o
€ Y23 gaglE5S HEgL L

© MO e oiRols 480 ESELCH
. Certlflcate information(ZA HE): HXE QESA9 £482 FLC}
* Delete certificate(21Z A AA): ASME AH S
- Create certificate signing request(QZAM MY 9F MM): CIX|E ID ABSAME LA Qs &
2 7|20 B SN MY 282 ByeLc
Secure keystore(sl?j 7| MEA) @
« Secure element(H9t @ A)(CC EAL6+): HOF 7| XZE A0 EHOt QAE A28} MENSHL|C}
» Trusted Platform Module 2.0(CC EAL4+, FIPS 140-2 g 2). &9t 7| MZE
= AL8dote{® dESLC

HEHI M2 Mo X st

IEEE 802.1xIEEE 802.1x= SM % 2AM HEQI XX|o HOF 0158 K Ists ZE 7|4 HEY
£ 2|5t [EEE &=L Ef IEEE 802 1x= EAP(Extensible Authentication Protocol)& 7|&2 2 &
BO2IXE e E HESA0] o LoiHE HE e AA|% HAHeE SEe oo i, o
MHOA sz, 2EI™ o 2 RADIUS AMHE(0]: FreeRADIUS 3! Microsoft Internet Authentlcatlon Server) ¢!
L|C}IEEE 802.1AE MACsecIEEE 802.1AF MACsecS O|C|0f A~ £2 mee=S 98 4joide [0l 7|
QM gl BZAMS Xo|st= IEEES| MAC(O|C|of ou)\ﬂz\ 9-|E§) EOP ii-’F-O'Llﬁf OI*A-ICA OIKA-| 90| 2A
N 9B 2AD} R ESED BX s AZE HEYI0] BASO| AH ASS A=uch

I Axis 7+31 Al 7|7] § = A-|l:|-|'— EAP TLS(EFJu IIs 91 Z2EE - M& A HE9Y)
X SYLCEEXZL ABME Soll E2E|&= '-1IE°4301I o | A5t
FeidH M= S20|9E QASAME ZHK| o MX|sjof L |l:f Authentication method(Q1Z HiH):
ient Certlflcate(aEI-OIWE ?J%kl): IEEE 802 lxg Afoa E'-EfOI
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10| X} IEéFLI Ct.EAP |dent|ty(EAP ID) aa}om OI= M} HEt=
215l A A| 2.EAPOL version(EAPOL H{ZF): HESQT AKX 0AM AIRE|= EAPOL M EH
IEEE 802.1x(IEEE 802.1x A}-&): IEEE 802.1x AEE——T‘—Q At8%le{H MENSHL|CH QIS 2 o 2 IEEE 802.1x
PEAP-MSCHAPV2E At23t= Z20|C 0|23t MM E o|l&T = OI§L||:
« Dj2RIE: ST ALEX IDO| EH*°JE% °'E45H-IEF.
« Peap version(Peap H{H): 4 EQT AQX|0M A
« Label(Z2}tl): S2}0|YE EAP A S3IE ALESIE{H 18 MEistn, 2
2{0 22 MEFL|Ct Peap BT 1S AMBOH= FQ HEYI 2
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¥ QIE{H 0] &

|

A3

A¥

ghLjct. TjAQEE= 1~64X Z0|0{0
AHEE 32~126)0F A EO| AR
£ C}A| Y254 A| 2 Privileges(H $t
« Administrator(2t2|X}): 2= MAHo| 2
E % HAY = AFLICHL
- Operator(2¥A): C}22S AQe BE
-  HE System(A|AH|) A7H
- Viewer(£0]): C+S0j T3k ¥ ATHO

~—

.l
o

Ch.Account(Ad): RS A O|ES YUHYLICI New password(Mf AP E): HFo| AJEES
e =X, =4 AEE, 22 7|z S 2l

= QUEL|CtRepeat password(If AL E HESF):

Ho| HM ~ghLC.

#Ext= CHE AZS F7h dol

© J"o Y= 0Rol= ChE0| Z3HE L ChUpdate account(H™ UHIOIE): AF £d4& HYHU
Ct.Delete account(A|1d AtH[): AEES AM B LICE root AE2 AMY = g&SLICH

ool Yy £

St A
=2 T
At7b olojx|of Cisl W, ©HE Sl 55 &

Allow anonymous viewing(2]H 27| 3| &) ANMo=z ZIQISIX| YT =Lt

Uz E HHEIL|Ct.Allow anonymous PTZ operating(2 92| PTZ 29¥ 3 &)
T UEE St FHLCh

BEXZ FX|Of HM 2

ool A

SSH A%

Ch TAQE= 1~64XF Z0|0{0F BHL|C
£ 32-126)% HAYE O ABY + A

Al YBIMA 2 HH: 4 AT L CHSM).
SSH account(SSH A
2 AH|BHL|CE root AMEE ALK

_|_ Add SSH account(SSH A|™ E7}): M SSH AXEES F7tst2{H el .
 Restrict root access(root WM A H|St): root WH AT ZRF 7|52 Kotsted ™ ZHL|Ct

L|Ct.Repeat password(ij A E HH5):

—

« Enable SSH(SSH &M3}): SSH MHAZ At23}2{H ZL|Ct.
Account(AH): 183t AN 0|E8 =HBIL|Ct.New password(M] TjAQE):. AT
gtuct 22X =X AEE,

Y= 7|5 £ ol 5 ASCH
H

© AO| W ojH0ls ChS0| E3HE L|CUpdate
ZIStL| Ct.Delete SSH account(SSH AH|™ AMH|): AH

Y s AE

_|_ Add virtual host(7}4 &
E ArEote{ ™ MEISHLCE MY
E

IE: MHof o=
UchEE: AH7} A ZES ©

fo

£ ID S0jM MEdBEL|CE
« Update(H|0|E): 7t
< MF: Tty ZAES
HIgdak MH 7 H 283t A

F7h: M 7t

£ YL CHType(

SAES =7hotE B SYBLICLRMSE 0| Jhy BAE
S QEYLILL 24 0-9, A AZ 9 50| Z()EF ABE
2¥) g2 d5 gEe ML J|E CoAXE
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o QEmol A

|

_|_

oL Lk Type(®

.« FTP

« HTTP

Add a recipient(-’,‘-l.k_lx} £
A

4

220N Me:

SAE: MHOIP FAL SAE 0|2 YL
X H 7} System > Network > IPv4 and
AEE A=K =2RISHU A 2.

EE: FTP AU{7} A8ols ZE WSS QestLch 7232 219t
Folder(BC{): I}AS X2 C|YE0/0| =2 YA CIZEa|t FTP AHof O]
O EXSHA| o, S P=Es I @F HA|X|7F BEAE L CH

Username(A}RI} 0|E) 2018l H AIE2XF 0|28 QUESIAUAL

IALE: EO0%I8{H INAQEE LESIMAIL

Use temporary file name(Q A| _H’E O|E Al2): X502 MME UA| It O|ECZ I
U2 YEESIHH MEHSLICE YEEE AESIH DY 0|F0| {ste O|EC = HHELIC
O*EEW SHhE 22 &=4E lLPOE'OI SiELCh OgLy oj™g| AA TIPS 22 = USL
Ct. O|&E7 ™ R3t= 0|52 77 BEE mao| SHEX & = USL|CH

Use passive FTP(=& FTP Al8): THHQ 20 ME2 Ered| CHA FTP M0
ol AAdg E= 5 FTLCH X7 o4& Mo Chst FTP Ao % GOjojE HZA
2 BF HIFHOE AFTLICE Ol Yutdoz FX|Qt CHA FTP AME AtO[Of
20| A= 420 EaghLoh

URL: HTTP AE{ O CHot L|ERIS "*9-} 2¥s Nl 23 EEE YHYLCL o SH

http://192.168.254.10/cgi-bin/notify.cgi 2} L| Ct.

Username(A-&X} 0| &) 201512 H AL O|ES YHIIYAIL.
HAQE: 20151 H IAQEESE YHSMA L.

Proxy(Z & A]). HTTP MHO| AASY| 3 ZEA HHE S0t st=
HEE 74_' YL

URL: HTTPS AMH{0f Lot HERI T2t RS XMalgd A3HES YHYLLL & =

M https://192.168.254.10/cgi-bin/notify.cgi & L| C}.

Validate server certificate(A{H] Q=AM =0l). 0| MXIE MEHSIO HTTPS
& OIZMZ MENSHL|C].

Username(A}B-x} O|E) ZQIslz{H AIRX 0|28 YEHEAMAIR.
mASE 2Ioleie(d Ao E BlEoHAlL.

Proxy(ZHA|): HTTPS AMH{O| AZSH7| 23] ZEA MHE S0 ot=
@E% 911 OIE1oI-|_|[:|-

+ HESH3 2EZX|

g & ASLICL o2 MKV(Matroska) oh @ gAjo 2 X g LICf

t
SAE: HEQI AEZX|Q IP FAL SAE O[F5 YHY L
Share(38): TAEQM 38 0|28 YHTL|LCT
Folder(ELC): O x-|7<+oF CIAEZ|o ZEE QaABAAR.

o H 7
Username(Al2X} O|£): 21015124 T AFRX} 0|22 QEBIAIA|Q
HASE: 20I5l2{0 IjASC S QEslAlA|Q

SAE: NHO| P FALL SAE 0|52 YABLILL SAE 088 YYs

e B, DNS

A H 7} System > Network > IPv4 and IPv6(A| A8 > Y EL|3 > IPv4d U IPv6) OfzfOf

R0 UK HoIBIAAQ.
EE: SFTP M7} ALBSlE BE #SE agnt 7|2zt 229 Lt

Folder(EC{): TS MY CIHELZQ F2E UHSMAR. CIHEZ|T} SFTP A0 Of

of ENSK oSl AL Y=E Ul OF WAXIF EAEC
Username(AL8X} 0| 8). =10I6t2{8l AL8%t 0|52 YAl

WASIE: 2I0I3elti HAYCSE gAML

SSH SAE 37 7| SY(MDS): €2 SAE 27| 7|32xte| 1674 2x12)o| X2S o
E4oFL|Ef SFTP 22}0|2 E= RSA, DSA, ECDSA 5! ED25519 S AE 7| Q30| SSH-2E& At

2512 SFTP MHZ x| L|Tt. & A| RSAZ} MBS | Weo[n] ECDSA, ED25519 %

DSAZl 1§12 MELCE SFTP ME{0|M AI83IS 2HZ MD5 SAE 7|2
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¥ QIE{H 0] &

|

kL C}. Axis AtX|= MDS5 9 SHA-256 siA| 7|2 B &= X|{SHX| Bt MDSECH 283t &
ot2 ol SHA-256E At8dt= 20| £HL|LCH Axis ZX[2 SFTP MHE Fd3= &
2ol CHEt XtMDE LHE 2 AXIS OS ZES FUSHHAIL.

- SSH B3AE ZJ| 7] S8 (SHA256): Y7z SAE ZJ| 7|(43K}2| Base64 QAT ZXIY)Q|
X 28 QasHL|Ct. SFTP 22I0|4E = RSA, DSA, ECDSA 3! ED25519 SAE 7| 939
SSH-2Z2 AF23}= SFTP AMB|2 X|USHL|CE. SAF A| RSAJ} MBS E|= 0| ECDSA,
ED25519 Sl DSAZt O & WELICH SFTP MEO|A AL&%t= 2HE MD5 2AE 7|E
Q3 S|oF LI Axis ZX|= MD5 I SHA-256 sijA| 7|2 25 X|5IX|0F MDSECH 243
of HOotZ 2|8l SHA-256E8 AL&3dt= 20| £EFL|CE Axis X2 SFTP MHE F45I= &
fHoll CHot XEMISH LHE2 AXIS OS ZES HASHHA L.

- Use temporary file name(YA| It O] AlE): X522 MHEE A Ot O|ECZE u}
US UZESIH M MEHTIL|CH YJECEE 2tRstH Ot 0|E0| |stE O|E2 = HHHL|CH
URETL STEl 242, &4F ool giaLct d2fLt o™y YA oS 2 = USE
LICt. O|HA 3tH st= 0|52 7I7 ZE m0o| SHEX & = JASLICH

« SIP or VMS(SIP IE&= VM :
SIP: SIP M3l2 ZHa{™ MEisHL|C},

- From SIP account(ZAIX} SIP A &™) S =20 A MEdSHL|C}
- To SIP address(x=MZX} SIP FA): SIP TAE Q&THLC}
0|u_1|°l Test(HAE): 83t 40| &&5t=X HAESZH S L|CH
° =

- Send email to(O|HY M& CH4): Oo|HAZS M3 oMY FAE YHSLICH FAE
o 7 Yt HEE oY FAE FR2SHAL.

- Send email from(O|H|Y L) Hifj= MHQ| O|HY FAE LHGHL|CH

- Username(Al8X} 0| 8): 02 MH Q| ALEX O|E2 YHTLICEL o0 Y MHOAM 2SS
Q7K = 4% 0] ZEE H|Y sLCL

- DAQE: HY MHO| IHALEE YHTLICE O|HY MBOIAN ASES 2FSHA| %

- Email server (SMTP)(O| 0| & klI:H SMTP)): 0| & =0 smtp.gmail.com, smtp.mail.yahoo.com
L|c}

o
0O = = .
- EE: 0-65535 ®9lo| 22 A5}l SMTP AlBo] ZE MBS YHFULCL IR
2 587¢L|LCt
- Encryption(d33}): 2SS ARSIE{H, SSL &= TLSE MEHSIAMA| 2.
X

EE MERSIL|CE O] 2IE5 M= CA(RIE 7|2h0ollM KA MESAHLE Lot UAE LT
- POP authentication(POP Q1Z): POP AMH O|E & U H HMAI2(0: pop.gmail.com).
H| D
AR oY SEAt= OfE O|H Y O FASE HEE FASHHM ALZXIZL 20| 2
HE otds 2AL B AS Hotsty| 28 2ot DHE AFERLCE O|H Y MMl £
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