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1. SEMAEAEE O5S MENGLICL
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Cf.
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Lith AH A 18 e

4. Save(MF)E SEL|CL
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1. AMRXFEE D22 MetBLCt

2. Remove(H|AH)E SElstL|C

=
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WES MEXEE 15 2752 FRSHIAL
X} - D E 2ol MAIZH Y =5t o, EE /O ZE Sl H7|0f O M 22 ZEH5H0] TA| Al
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2FA} - 702, 27],1/0 ZES HEISHY A7 Sl =55t Y0 B2 L|Ch 2 A= AL
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Windows® 20| E

Settings (&%) > Windows Update (21 =% QIH|0|E) £ 0| 5gL|C}
Check for updates(2H|0| E &9Q1)E S2lstL|C}

Windows® HO|E MY 114
Z 0] 2t Windows® AH|0|E =& St A|7| & HAE = USLICH

H| D
02
1L o ae YUt

- Windows System > Run(Windows A|AEl > AM3H)o 2 0| F

ra
Rl
[>

m
=
Rl

bal
mjo
4
0
Of
rir
ofn

(o]

oF el S 2 E =27t SX|ELICH

& 7tsct AHO|EZF A H FX|Of M &0
L

gpedit.mscE YHSID OK(EQ)E &L C}. Local Group Policy Editor7f & &I L|LC}.

3. Computer Configuration > Administrative Templates > Windows Components >
Windows Update(Z FE 7t/d > 22| lE5! > Windows 1144 24 > Windows ¢ G| 0| E)

Z o|sgLtt
4. Hot= Oz 28S FISLICHO Ex).

o

|of

AEXH7H Y 80| YOIO|EE X522 CHREESI0] HX[Stn B I YF Azt
A|EHS

SXE M

N
1. Always automatically restart at the scheduled time(24F 0| 2FEl A|ZHY| XIS 2 2 CHA| A]

e ¥m Ct3 g MEhBLICh
11, gdstE

1.2.  The restart timer will give users this much time to save their work (minutes)(C}

Al Al EFOIHOM 2t XM ZS Flo AHEXtof| Al IS5k AMZHE)): 15.
13.  OK(Zeh)E 2agrt.
2. Configure Automatic Updates(X} = HO|0|E M)E Y0 Ct22 MENSHL|CY
21, gdstE

2.2. Configure Automatic updates(X}-5 2 C|0| E 1/d): Auto download and schedule

theinstal(AtS S 2 CHRZ L5 A X[ & 0|2
2.3.  Schedule Install day (04| 2F=l 42 X| '&&}): Every Sunday(0f 3= €2 )
24. Schedule Install time(0] 2F=l A X] A|ZH: 00:00
2.5, OK(&Q)E S&eLCh

3. Allow Automatic Updates immediate installation(X} 5 ¢ H|0|EZ HIE MX| 5|&)2 €1

LSS gLt
31 #AsiE

32, OK(=ehE =L
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RAID 7

a F2

RAIDE B &5 C|A3 0| 2 H|O[ K 7t AFA| & LTt

1. Lifecycle Controller £ &l:
1.1,  RX|o ML ZAL|Ct

- ==
1.2,  AXIS A|X 3}0HO| EA|E| M F102 SE2LLC}.

2. Lifecycle Controller0j| A{ Hardware Configuration > Configuration Wizards(st=j|0{ 14
> J1/d O AN 2 0| 55|11 RAID Configuration(RAID 1t44)2 MEHSHL| LY.

3. RAIDE UH=2{ 11 8l= RAID Controller(RAID ZHEE2{)E MEHBIL|Ct MEHSE 7HE E2{0f| A
A& 7tseh 7ty A3 M2 ZETI ZHEEE 5= Ol H|O|X[0f #A|E HO| LIEFE L
Ch. MEHHO| AR 7t QI8 & X7|31E|X| &2 HDD7} /U= 4L Foreign Configuration
(& #+4)0| #A|ELCt.

+ 9|® 7 X| Q7| MeNStRAID ZIEZ {0 A AFG 753 BE 9% HDDE X/ St
+ 9|2 4 RAI RAID 449 A| RAID Z1E 2 2{0j 4] A 7H53H 9 HDDE RAIEL Ct.

4. 2% HDD 8! x£7|3lE|X| 32 HDDE X| ALt FA|ZLICH
ASHe FP £7|BHEIX| 42 ClAAE X7|st2 4 ULICh
41. S E H|RAID(X7|3tE| K| &42) HDD 2 &0 A RAID 7ts(X7|=2he 2 HetstH
HDDE MEi5t 1 Next(CHg)E S 2I6H0] 7|3t LIC}
4.2.  Configuration Wizards: RAID Configuration(7t4d O£ Al RAID 71/d) | O| X| Of| A| Slj &
Mg MeBLt,

= L=

5. RAID 2 &S HEStLICY.

rir

Ignore foreign configuration(2| 5 71 2 A|)E MEiSH A2 22 HDD= BOf| BHA|L|X| &

LT
by A3 £42 AL
Next (C+&)E S22 LT
282 dEStn OEE S L
10. Lifecycle Controller= ZAEZ2{0]| M AL 7t ot 7HA ClATOf CH3 2 E SR H|O|E{ 7L &
HE[ASE LEIU = HAIX|E EAIZ LT A& Zste{H OK(=He)E S 2L
11. OK(=&Q)2 S&/5t 1 Finish(OtE)E S =L Tt
12. OHEALE B2 A2 " S R ESL T
SlE £E2jo|H F7}
N 27 A2 CHE == AS L CE MY E HO|Ee BHE 7|7tE 52| AL Dojd . =3 oS X
Yoo ot= R0l 2= &2 220 O|2A gLt F § B2 2E2[X S ZX[30f gfL|C}. Of
MMM = O B2 S5tE E2I0|E 2 AXIS S12 A 2| =8 27 5t= &3 1F RAID 5 718 0f| =7t5tH=
g s 2L O
H| 1
Che K& 2 S8 AXISS12 A2| =0 2E2|X| & F=71e I ALEE LICE O] X|H2 = JMHE H|
S &[0 Axis Communications AB= O| EFHA| =0t H|O|Ef S/ = &R E 7149 &4 0f Ci5 2 Y
= XX 5L R4 520 O|O|EHE MASI2H HE oY =X[E Fo{of gLt Ot &
E2|X| &% HXtE= Axis 7| K| 20| A XY E|X] & LICH
H| 2
Y| LS YRS H A LH RO+ RAE OHE e 2o @07 YX| HERIE &
S AHB3IE 20| S LT
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230

CHt XbM|SF M 2 = www.axis.com/support/warrantyOf| M Z2tolg

— = -=
I
1. AR 3IE £210/E M X, on page 19
1.1. & 22/, on page 19
1.2. oft C|A3 HE2 & XA, on page 19
13. 3fE EZF0/|E 4X], on page 19
2. Aj RAID ofzZfl0] 44, on page 19
2.1. Dell PERC 11 44 2 & 2|E| 2/&, on page 19
2.2. RAID A E2|X| 0{2{0] 44, on page 20
2.3. RAID A £ 2|X| 0{2]|0] 74, on page 20
3.
StALESIE E2l0| B AX]
| 22|
1 HEZIEZHYAR.
2. F|1E M8 HA S T = SiAMgLIC
3. =g efXE fE 2oy 2F E2 FU(HAR
4 RLEXZ EE8 225t HES ZestHA 2.
SIECIA ESE HA
. HTEMHO Y B HES L2 SE E210|E S 20|A o HLICE
olE Egjo] B MX|
a F9|
o AXISS12 A|2| =2} EH| AIESIEZE HIAE 8l £Q1%l SE ECIO|ERF AIESHAA| L.
. BIC C2l0|22 HX|E O QTS E2H0| 27} TS| HA|E|0f QK| SOISHAAIR. BLE
E2to|H 7i2|0jE M UStn FEH = AX|E 7H2[0f Hoj HES T AH D StH FE2XH
2 AX|E 7H2|0je HE A Y0 2HE|N ALEE = QA 2 = A& LT
« S2THRAID 250 A SAS Sl SATASIE E2I0|EE ZATtste A2 X[/ E|X| & LT
1. StE E2i0|E E3 50| 5tE E2I0|E £&0 X E 42 MAS L}
2. o= E2}0|E 712|010 3tE EBIO|EE M X|SIAA| L.
3. StE EEIO|E 7{2|0 M| 22| tHFE 21 5= E20|E Fi2[0f H=S FLICf
4. Ff2[0{7} =™ £Hof| HZE {7X| StE E210[E 2|0 & StE E210[E X0 &f /ISHY Al
k=l
5. ot EZ20|H F{2|0f HE5S FHOt St EBIO|EE A AL2| 0 27 A L CE.

M RAID 0{|0] A

HII(Human Interface Infrastructure) 7+ S EIZ|E| = A|AEl BIOSO| E¢H=l A E

O H

2| x| 22| o =S 2| 7

O M LICE O] FEIZ|E|= HEEDY, 7t C|A3 8l S2|H |23 5 745t 22[5t= O ArEE
LICt O] 7 &2El= 23 MA et FaetL C

Dell PERC 11 7 A SEI7|E| 913

1. A|AHS FHAAQ.
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https://www.axis.com/support/warranty

2. A|AHIO| A|EtE|= S0 F2E £12 System Setup(A|AEI ™) 2 S0{ZfL|C}
3. A|AHIo| I E RAID HEZ2Z & 2{H Device Settings(C|HI0O| A MH)S SalistL|C}.

=
RAID A E2|X| 0{2f|0] A4

1. Dell PERC11 74 RE2/E| 28, on page 19.

2. Main Menu > Configuration Management > Create Virtual Disk(H| Q! 0| & > 7t 22| >
I-AI- ElAﬂ AHA‘l)O aglol_j [:I.O 7|-AI- [lAﬂ [|H7HH:|A = I—lO o|-|_|[:|-.

=T =

- Select RAID Level(RAID 2|l 2 MEH): RAID |l S MEHSHL|C}.

- Select Physical Disks(Z2| C|A3 MEH): 7N CIATE MM Z2|H C|AFE MEH
gHL|Ct O] 242 Unconfigured Capacity(? 4 E|X| %2 8F)E MEHSIH S2|F [
A3 20 Z FA|EL|C}
- 7?“ ClA3 /4 Chs 7ty ClA3 07 H=E Fd e L T}
714 ClA3 0| &: 714 C|AT Q| 0| 52 Y SHLICE
5 8El= EXt= A-Z a-z,0-9, 2=() X StO|=(-) B & L|CH.
- 7t ClA3 37 744 ClA3 o 832 AL
3. Create Virtual Disk(7}4 ClA 3 MM)E ZEEISHL|CEH
A F9
8 = U= I HE=7F o QS L CE d2{Lt Axis Communications AB= S{ & Of 7| HE ==
et glet = Qe 78 2 F0f CHsl MAS XX FELCLOH+E - M= 24 F
O|BIAIA| Q.

A F9

« RAID 50 % 607} Z+2 ATH =
. JHC23S HREN0 QumoR KRy Ngo| ead UK (A3 50 @S =

H £ 2 UBLICL QX Bel 717t S0
« B2 AIES| ROl B4 HI0IE S HEE HYS BEMAL.

Dell PERC 11 4 2 &/ 2[E| 2/, on page 19.
ua
7

Main Menu > Virtual Disk Management (| Q! O|+ > 714 C|A 3 22]|)E E=IeHL Tt
RAID HAE Z2{Q} (&l n = JpAFC|A T T} EA| =l L|C}
3. {82 22 7y f23 8 SEELCL
Operations(2 ) =S L2 0| A, Reconfigure Virtual Disks(7}% C| A3 T 1/d)E MEHS]
11 GO(0] &)E M EgtL .
5. RAID Level(RAID gj|®!)= MEHSI 1 Choose the Operation(ZH MEH) 2 +EL|CH
6. 7hAt ClAT0) 27}8 C|A3E MEiStD Apply Changes(#HZ X 8)S FEL|Ct
7. S =t YES(O)E 2= el Ch
8. Start Operation(Zt! A|Zh & Z=lgtL|Ct
9. OK(EQNE SsLCt
7t B3 ke HO|X|of| M =F &l 7h ClAF 0 g HEE 2 & UASLICH
M0l AAE = 2tz E 77X A|AJS Dell PERC 11 7144 REZ|EIO] AMHZ FAHLEA|IAE S
23 MMz HEEL = JSLICH
A AEI0] 29 HA 2 M EE | B I T250| 22E K| A A 50| Feke graLct

[} O%
F2 Zl [ 77LX] Windows®Of| A C|ATE 2hAtsh 4= 9i& L C}

A
ro
1
A
L
rto

20



A -rgl

s AlZH2 A ARIOICHCHE 0 X0 A0l AR E 4= JASL(CH
Microsoft Windows®
ME=&2 35tz T:
1. AR ORE OIRA QEZ HECE 228/51 Disk Management(C| A3 2t2]|)E M EHTHL

2. SIECIATO| HEEX| A2 IS O A QEZ HHE o Z 2215110 New Simple Volume
t.

3. New Simple Volume Wizard(Af St 28 OFH AN O A{, Next(C}2)E E=!eHL|Ct

4. Migsteis 20| 37|2 0|7hHLO0| E(MB) THe| 2 QS Lt A|TH 7|2 27| 2 $atstn
Next(CH2)E ELEIo*LI Ct.
5. 7|& E2f0|E ZAHE FEIStAL CHE EE2I0|E XIS M ENSIH0] IHE| M-S A E5t 10 Next
(che)= 23t
6. IHE[4d I8 O} &M XH0) A
- X|a 252 EOSHX| 2o 2{™ Do not format this volume(0| 2 &2 ES}X| Ot
AlR)E MESD, ext(E}%)% SESLC
- 712 4822 252 X058 ™ Next(Ct3)E S2lgLCt
7. MERALSLS HAESHD Finish(OHA)E S &lgfL(CH
O|H| C|A= 2|0 Aj S&0| EA|ELICE O|H| ClA3 #e[E HE = UM AIAHE2 M =
S2 A8 EH[7t &} T
71E 282 5 H:
1 A% 0F& OR2s LEZ HELZ S8/5|1 Disk Management(C| A3 2t2])E MEISL
C}.
=252 092 QEZ HELE Z 2|51 Extend Volume(E & &&)S MEISLICT
3. Extend Volume Wizard(8 & =% OH AP O A, Next(Ct2)E S 2lgtL| T}
A E|X| F2 S7t0] = CIATE MEISE D Next(CHE)E S/ L|CH YUHH o2 0| A2
J|Exoz MefglLc
5. ME AS AESHA Finish(DFE)E SE/9tL T}
Ol C|A3 The|of Shatel 250 EAIELIC O[F ClAT B2|S ©2 4 9o Alage
M EZ&S A8 EH| 7t E A& LT
iDRAC 114
Lifecycle Controller?t £ gt =l iDRAC(Integrated Dell Remote Access Controller)= A| Al 2H2| X} 9|
|.

L 1
O 7 25 SH|0) Chof Zmot 22 AN PalS seotz = =20 A|lAsof e a|x of
2ol e 4S SoLICh DRACOIS| S48 gistote{B HEYT QI=atE 7|uoe &7 Y

/3 MFZ T OF Lict.
1. ™ AH7| XM HAE(POST) 0| F10& =& L Lt

H| T
Lifecycle Controller Initial Setup Wizard= X 2 0f| 2+ #A| & L|C}. Initial Setup Wizard & A2t
ooj el 7| HEEZ MEHSI D, | EQA AE'I?gI iDRACHIEQ|A AN XA =0 1AHS M8l M
S| R°t° =1 Ef LI5S0 A4S HEst2{H Lifecycle Controller §E|O|X|01|k| Settings(dd)=

MAFNS 20| 1 Dell A|AHI0| MUIH Ol 12 M S SHAIA|7| = 2 A &L CF. IDRACE 22| X}
|

2. 0] Y 7|EEE 74510 Next(CHZ)2 &/ etLCt
3. ME 7S =I5t Next(CHS)S S 2leL
4. Lifecycle Controller HEQ3 ¥NH S F+deLCt



41. NICCard(NIC 7}E) E&2 r-g 2E0|M FASHNIC ZES MEISHL|C}.

4.2. 1PV4 Network Settings > IP Address Source(IPV4 L EQ|3 ™ >IP FA AA)
L2 5E0A O %’S StLEE M EASHL|CY
—  DHCP: NIC7} DHCP MB{O| IP A2 A}R3}0] TLA 5| 0fOf BHS LIEFH LI C.
DHCPL= 7| & 240|0{ DHCPIP ZA f 293 S H 0|X|0f HA|E L|ch

- Static IP(2% IP): NIC7} D& IPZ AF23}0] 1A |0{Of &+ LIEFHL|C} IP
Address(IP ), Subnet Mask( -IH';i }*El) Default Gateway(7| & #| 0|
E9J|0[), DNS Address(DNS F2A E g.g FoHIP =4 £4d2 gL ool
=7l glom Y Eg 3 ma|Xio| A 2ol8FAIAlL.

- No Configuration(t4 21.€):NICE 1A S}X| QLOtOf &2 LIEFH L| T}

41 VLANS At83}: 7 Enabled(E45HE))S 22/5t 0 VLAN ID X Priority(2M &
2 E st=0q O| i) Lifecycle Controller VLAN Settings(Lifecycle Controller
VLAN A7) Ofaiofl $Ix|3tH NICO| VLAN MH 2 PAstL]ct,

4.2. Next (Ct2)E et} Lifecycle Controller 80| SHIZA L HE X (A2 E2
© & HAX| 7} BAIE L}

5. iDRACHERA X XA 5H 72 M:
51. IPV4 Conflguratlon > IP Address Source(IPV4 11/d > IP A& AA)O = 0| 55110
Chg S8 & StLHE MR LI

- Static(11%): U E9{ A7t LIPS Ar&5t0] 1 d5|0fOF & & LtEFEL|CL IP
Address(IP F£2), Subnet Mask(kl Ul OrA 3), Default Gateway(7|51 Ao|
EZ2J0]), DNS Address Source(DNS i.’.‘.ﬁ) DNS Address(DNS F=A)2
ZSSHIP A 248 QstL|Ct o] HE 7L QoW H EQ T A2|Xtof| A 22
SHAA| 2.

- DHCP: NIC7} DHCP M 9| IP =45 AFESH0] 49 | 0fOf &F S LIEFHLLCY.
DHCP= 7| = 40| DHCPIP 2= HESRS 278 HO[X|0f ®A|E LTt

5.1 Credentials(JE|-7=I Z ) Ot2{ 0| A|, Account Username(#|’d AI2X} 0| &) &
Password(T{ 29| E)E ©/2{5}0] iDRAC Ll 9 0| H M ASHLITH

52. Next (C}2)Z aalon_m

6. Lifecycle Controller &l iDRAC | EQ|3 714 2f= =t0I51 1 Finish(ZE&)E 2&!gtL L.
Ao|H ok

M2 Y AtO|H H Ot HE = axis.comOi| A 3| K| Z2| HIO|EHA|EE FH XS A|

AXIS OSO| AFO|H K QHOI| CHBH XFM|3H LIRS AXIS OS & OF 2t} 70| E2 KHRSHAIA| L.

[0

Secure Boot

2ot RE2 B0 B QS| 2 AZEQ 07 A LA™ dAEl= AS YR|ot= 7| s YLICH
0| 7|52 AlA” AL SO 2AE|H CIX| 2 MBS ALESIH 2ZEQ|0{QF OS2 IS M E =Helet
LCE M2 5= A= 2T EQO{LL OSTH A| AR M dlE 5= AES LT

TPM(Trusted Platform Module)

TPM2 QI Z E|X| aE HNAZREH YES H257| 2[5 =z} I%%Xﬂ ote 78 fagyY
Ch 72X o= gdsth|ol A28 2 0| 7|58 e AS AYSH| HELIL,

oF

E

Axis ZHX| O] AFO|H| EQF 7|5 0f CHBH KFA| B
Of AO|H| EOHZ HAMSIAA| L.

s s TX|o| S0t 8L 71t 201 BIEL BHO LS B S HBYlE 28 Ul g ST
.com/security-notification-serviceO|| | 71 =S} F

9
E
ru|0
ne

|o
i
rg
Q
X,
ln
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https://help.axis.com/axis-os-hardening-guide
https://www.axis.com/learning/white-papers
https://axis.com/support/cybersecurity/security-notification-service

AXIS Camera Station S1232 Tower Recording Server

Axis T740| 125 9312 £ 22f617| 9Io) CVE(ZE H2Hy U i B) CNAGHS X1 7|22 A ¢
A BES F010] K|, ATEYO| U MU A0 A LAE FOIHS

i ~
o

© HAHLIZ2E AP A HE|0 JASLCEF
ZSLICE 2 AR, 2[AA 3 EX] 20t2 2
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