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St 227 HTTPSE S3l| TEE| B2 HTTPSE &doldt= A0| E&LICH o MTHO|
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O| SNMP I A E & QAUHTIL|CE HTTPSE 2H43l6X| R IjAQJEE ME5g
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PoE(Power over Ethernet)
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Disk temperature(C|A3 2&): 3M &5
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-

C}.
. YA
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Total PoE consumption(Z PoE 2 H|&): AH|E| = LE(W) =R L|C}

Keep PoE active during recorder restart(2f| 2G| £ CIA| A &St SQF PoEE 2Hd MEfZ §X]):
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ot C| A3 Z7HQIL|CY.

2 LICF.

HZE|H s Y27t #A|E L CH

Friendly name(%l%3t 0| §): XI=%t 0| 20| Network settings(H E 3 M) E |0
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« Client/server certificates(Z2}0|H E/A{H QI
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=210/¢1. E/HH'I ISM= X2 IDE 4 = A2 CAQF 7|20 M
Srael = S CE XA M B ASME AetEl RS2 K20l CA 23 JENE &7 A

TR AR E & QI LIC
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CA 0I£A‘|7|- §L| C}.

. QIZ A HAl: PEM, .CER, .PFX
749l 7| Al PKCS#1 I PKCS#12
S8 A

ZHE BT SG A |22 HUBH RE AFNZH AHELICL AL X CA 1B A
Jh CEA MR LT

_I_ Add certificate(QIS A F7}1) : QIS M E F7}5{H S| CL EHA| Y 7}0| E7F D&l L

+ More(t| 27|) 7 ZtASIALL MEiE 27} WES BA|LCH

« Secure keystore(E.Qt 7| K& LA): 7|9l 7| E 9t SHA X ZESHE{ H Trusted Execution
Environment (SoC TEE), Secure element(EQt @ 4) Tt = Trusted Platform Module 2.0
= MERGILICEH el H ot 7] XMZA0f CHSE XtAM 2 =2 2 2™ help.axis.com/axis-
os#cryptographic-support% RS A 2.

=
Ol

+  Keytype(7| & OI"ME H35HH EE0L 220|A 7|2 Y53 Y| S0|Lt ot
2 ors st o, EI S MENSHL|CY.
¢ Alglof OHe O 0f = TS 0| ZBhEIL|C)

« Certificate information(@1Z A HH): dX| =l QIS A9 £H &= &L|LC}
« Delete certificate( S A AHA)): 2l

y .
+ Create certlflcate signing request(QUSM A|H @ MMH): C|X|EH ID QIS ME AHSEHY|
o S5 7|20 22 SM ME ¥ S ddeL T}

Secure keystore(H QF 7| X{EA)®:
» Trusted Execution Environment (SoC TEE): £ ¢} 7| & A2 SoC TEEE A2 3t2{ ™ MEH

st ct. o
« Secure element(EQt @ A)(CCEAL6+): EOF 7| A& A0 EQF @AE AL25I2{H MEHT!
L|C.

+ Trusted Platform Module 2.0(CC EAL4+, FIPS 140-2 2|8 2): 2 QF 7| X ZHA0f TPM 2.0
= ArE5te{ ™ dEighL|Ct.

HEHI 2 Hol X =3}
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IEEE 802.1x
IEEE 802. 1= R4 8 4 L E9IT Ix|0| £t 152 NSt ZE J|8t Y =93

Ef

Internet Authentication Server) 2! L| Ef.
IEEE 802.1AE MACsec

IEEE 802.1AE MACsece O|C|0f 2\ A
X o|&}= [EEEC| MAC(D|C|0f QA A 74

Authentication method (9= ). 0| =0 AR L=

S MHE ASME AE3HY EEH0[HUES| IDE 22

Ol
CA QS M:CA IS M E MEISHY] 2
GIZEl L =9 o] A glo| AHH| o

oF L|Ct
EAP identity(EAP ID): 22}0| Q1 E OIS A{Q} I THEl AFR K} IDE QI HBAIA| Q.
A ol

EAPOL version(EAPOL B{H): Li| E 2|3 A 2| X|0||A] AFR £|= EAPOL H{ &S MEHSHL|C}
Use IEEE 802.1x(IEEE 802.1x A}&): [EEE 802.1x TEE 22 AF2 3|2 MEHSH|C}.

OlZ HftH O = IEEE 802.1x PEAP-MSCHAPV2E AF23= Z20( 2t 0|23t MM S 0| R

o Password(Z AL E): St ALEX}IDO| AR EE Q&L C}

—= HTag
+ Peap version(Peap H{T): | EQ|3 A Q| X|0| M AL E|= Peap H{H S MEHSIL|CE
« Label(21'H): 22}0|HE EAP U S3IE AR SHE T 12 MEH
= ALR3lai Bl 22 MEfBtL|Th Peap B 12 AL 3= 22 Y EY)
2t S MENSHL T}

IEEE 802.1ae MACsec(®™ CAK/AIE ZS 7[)= Q1= o 2 AL St= H 200t 0|25
=2 0|8¢ = /A& LCh

ﬁO
o I_
2|sHIEEE & -’.f—%l L|C}. IEEE 802.1x= EAP(ExtenS|bIe Authentlcatlon Protocol)E 7|&=O 2 Tt

[EEE 802.1X2 E3 E|= HEQ A0 UM ASIHH HEQA EX| 7} AN RO 2 QIS E|0{Of &L
Ct 2152 QS MHOAM =L, Y™ © 2 RADIUS A1H-|(01| FreeRADIUS & Microsoft

QZ K

CA IS A 90| FHSHE M) 21BN R4 HAZ BB T HAlE AZE YEYT
A glol Al 91 F 2 A= gLict

QIS A S ABY 1) Axis 28 A| 717] 8 01 Aol EAP-TLS(HE 7hs 915 ZRES - & 2
S oNE ALESI0] CIX 2 OIS ME KM Ao 2 SEELIC

A7 A HE o) BBl HENTO| AN AT 4 UZE 2B HBE 2240/ 91E ASA
£ X/ 0fl (e} OF 2t ic.

EA

o

Client Certificate(22}0|H E 21Z A): [EEE 802.1xE ﬁtgg S2l0|9E QS ME MEiSEL|CT. QI
[s)
=

+ 7| X A £ 7| O] A Z HE O] S(CKN)S RIHBILICE 2 ~ 6AXI(2E 22 7Hs) 16
7150{0F SHLICE CKNS 917 B20| M 25 0 2 2 A8|0f 3, 420 MACsecS
ot P39 A B0 M L[S OF 2L Ct

© 71X A S 7 A F o 7I(CAKS BT 32X S = 64X19| 1681010
C}. CAKE Qi {0 =5 0 2 A 3]of 8[0, §-8 0| MACsecS EH4data} 2y o
S B0l A LK[SHOF L T

o
Iot
B
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Firewall(4r5h): %38 S 2 3tot2{ o LICk
Default Policy(7] & #): 3t={0) A 0| HBE|X| Q= A Q8 S Hasts WS Mzt
L ACCEPT(R: BN Y 22 (e HBYLICH o B2 72 HFE| YL

+ DROP(S): B X|0| gt RE HZS KEHetLCh
712 Mol 09 S Mot P EF Fa TRES U TEO|M FXO| L2 HAS S GSHALL
Aot B2 4N £ sl

+ New rule(M| & F7}): E2 d4d2{H S=2LCL
Rule type(£& §%):
« FILTER(EH): E0f Go|& 7|E1F LX|st= &KX HZE 2 5| 6tHLt AtLtste & MES
L|C},
- Policy (M) 2ot Z0f CisH Accept(+2}) == Drop(H &)= M EigrL|C}
- IP range(IP H9|): 5| & &= Xt =4 HR|E X|d5t2{H MERGHL
Eh) 5! End(E)0f IPv4/IPv6E AtESHL|CL.
- IP address(IP =24): | 28} L} Kjchst =AZ Ql24S}L|C}. IPv4/IPv6 tE= CIDR &
A2 AHERHLICH

[
__I_
(7]
~*
Q

-

(=
—~
Rl

A

—

rn
ot
s
[m
10
|
I=
HU
HM
[T
3
(@)
qv)
(e
O
)
=
rir
mn
in
mjo

= QL ZE T X|™8|0fF gFL|Ct
— MAC: 8| 8 £ = AJEHs ZHK| o] MAC F=EAE Qa3 stL|Ct.
- Port range(ZE H2|): 5| & == Xtthet L E HQIE X| G524 H HEIL|C}. Start

- Port(ZE). 6|8 L= X|Ciet T E HG E QESHL|Cl T E HS = 10| Al 65535 A}
0] 0fOf BfL| }:
- Traffictype(ET 93): 512517 Lt XTHe £ T S MestL|ct
~  UNICAST(SLIFHAE): EHY AR} Ch 44
C}.
- BROADCAST(EEEF|AE): CHY HHAIXIZF {{EQT 0| B E XX 2 HIj=
EajmefL]ct,
~ MULTICAST(HE|F|A E): S}Lt 0| Abo| WAIXE7} BFLE O 4h2| 2= MKFOf A &
e ezt
. LIMIT(HSH: 0| Ho|=l 7| Z0 Ax|3He BA|o HHS 8] 83E Ie
7| i8¢} Mishe = gstain MekelL|c
~ IPrange(IP H9]): 5|8 £ XPTHS F 4 OIS K| KD Mey
L]

ro

SR

Of

A

o

FL|C}. Start(A|

[

— 1P address(IP F2): 5|23} 7L} XFCHst A2 @ 2{SHL|C}. IPv4/IPv6 = CIDR &
A S AHEELCH

- Protocol(ZE2EE): 5|2 L= XICHY HEQ/JI ZZEZ(TCRUDP E= E Ch2 M
ettt Z2ESS MESHE 49 ZE X X8| 0f gL Lt

~ MAC: 3|8 T XHEH B[O MAC A2 aistLct

- Portrange(ZE H2|): 5 & &= XAt ZE HRE X|’g5t2{H et LT} Start
(MZE) S End(8)0f =71t Tt

- Port(ZE): 6|8 L= AT LE HS E QT CH T E Ho = 10| A 65535 At

OO Of gL Ct.
- Unit(fR): 51 85tH LT AtEHe 82 RS dEgL Ch
- Period(7]|ZhH: Amount() 2} 2H& &

7 =
- Amount(%): &g &l Period(7]ZF) LHO M ZX[Q] Z|f HZE 3 & 2U+E dFEH
Ct. X[CH ¥F2 65535 L|Ct.
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- Burst(HA E): 87 =l Period(7]|Zt) &2 @™ E Amount(¥)E oF H Z=1gh =
= g2 35 Yot CL Y Sl0 ZHSHH ™o 7|72 S H- o Lt S

EL|C}.
- Traffic type(E2| T §&): 5| 2| AL} XICta EE QS MEHSHL|CE
 UNICAST(SLIHAE). T WHAIRE} £ A RIO1 A 2L =o)L
Ct.
- BROADCAST(EREIHAE): Ct HAMXIHER T 2= HX[E EL&
EajmelLct

- MULTICAST(HEIFHAE): 5Lt O|A0| SAIXET} SLt O|4f0] AR &
= Efm LIt

Test rules(E H2E): Folot E2 HIAESIHH S L
« Test timein seconds(X TtQ| H|AE A|Zh: £ H|AE0]| CHSH A|2F H|SHS ™St C}
* Rollback(Z4): & HAEZS 2t25t7| HOf, Y2t S O SEZ St H S LI
. Apply rules(8 H8): HAESHK| 1 &5 2ot H S EELICE of HE 2 2K

BE LI

MEXt X MHE AXIS OS QIS5 M

O AxisO| HIAE AT EQ|0 E=
XIS os 0,_I’C§A-|7f u'RoH_l Ct. @l
| =

7| Et AP%XP A8 X EH0]S dX|ot2 B ALEA X *1
SM= 2T EQ| 07} YA &7 Atet Axis L 0| 2J3 &

e RGP e U
o5t 72 293} 11 0/0 0 2 Axisato| AL XF XA A B &l AXIS OS Ol

03Qri >t
g

30
MNm>Hr

L

o> H oz oA

x
0x I_|_|P0

m.?l'>
+ 5
o+

5
7}
o
nx o
Rl
ro
ol
x
mjn
X
Pas
Ot
i
rg
mju
Ju
o
-
_l:
| t|

EAE 2X|ot7| ol S ME X80

A

A
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+Add account(AH8 F71): Mf A S 7ot S LT X0 100712 A& =7t =
OIA|_| |:|-

Account(H|H): 133t A 0|52 Y L|CL

New password(M| 2 E): Ao A E S g St Ch T 29 == 1~64Xt HO| O OF Bt L
Ch. X}, AL L5H, L& 7|15 S Q4 7t58HASCI 2XHZE 32~126)3H THAQ E0f AR =
AE LT

Repeat password(Ij A Q| E HHE): S AUSHI|AREE CHA| FEGIAM AL

Privileges(#oh):

o Administrator(Z2|X}): 2= MA™HO|| &AM S| WM ASHL|C 22| XM= CHE H™HE F=7H A
HO|E Sl HAY == AFLCt

« Operator(2Gxh: Ct2 S X Qs = A0 A
— EE System(AIAE'“) PSS I‘|

. Vlewer(-.-.-O-I) CtZ0 CHer ™2 Hoto] LS Lt
HIC|@ AEZIO| AHAFS H ] R L|C}

_ _L.—_g|. A|7<‘|o|-_l LHE"HL|E|'
- W EE 9E PTZAE UM A =

OI'

I- |¢|_||:|.'

A H

HJ

SSH AI’8

=+ Add SSH account(SSH | & 27}): Al SSH A& Zx7}8l2 ™ 223t C}.
« Enable SSH(SSH £/43}): SSH A{H|AE At238}2{ T ZL|C}.
Account(A|’d): 1 72t 74|’5§ Ol§2 gL

New password(M| 2| E): Ao A E S g HefL|Ch I 29| == 1~64Xt HO| O OF Bt L
Ct. 2}, <AL 754, Oa'—'?‘— 7|2 & Q4f 7ts %t ASCII EXHZE 32~ 126)at I AQIEO AFEE =
QUL l:|-_

A H

Repeat password(Ij A Q| E HHE): S AT INA R EE CHA| AHEBIMA| 2.
MY 42 YTLHS M),

© g0 X= Hw0l= ohSZ0| ZetE Lt
Update SSH account(SSH #|’d HGI0|E): Ad £ M8 S WS

L
Delete SSH account(SSH A’ AtH|): A2 AT M| g LICH root A2 A g 4= giELICH

7 sAE
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+ Add virtual host(7} A+

BAE FIN: M It 2AEE FItoE S L
282}k 0| 7ty = AES ALESHE H M ESELICE
=

MH 0| &: MH 2| 0| 5= Y= LT =X} 0-9, XA A-Z Bl 5102 ()2 ArE LI
Port(ZE): M7} HZE ZEZ YL CH
(0]

=
Type(7¥): AHEE QIS RES WERLICE 7| &, CIO|HAE, 2 Z ID S0i| A 1= RfL|CY.

——

0x

betoll St ol of = CHE 0l
 Update(HIO|E): 7t =
« Delete(2tH|): 714 S AEE AbX||ghL|Ct.
H| 2 gsh AH 7t I G2t RS L

S2H0|HE X4

ol
of

ol

-4
0x

Admin claim(Z2| X} @ &) TH2| K} Q&to| 7+ QlaiBHL|C}.

Verification URI(ZZ URI): APIAIE QI E OIS & Q|5 ¢l 213 & st
Operator claim(2 33X} 27): 2 A Aol LS YT LICL
Require claim(28 E ). E20] 20{0} 5= HIO|HE YHe LT}
Viewer claim(ZH& X} @ H): 2HEHX} sto| Zh2 Q12T

1=
Save(MF): ¢t= Mot H S LICL

OpenID T4
2 A

OpenIDE AL830] 219I%H & gli= Z2 OpenlDS 7A810] 21018 If ALS S CIO|H A E
EE |2 X 52
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otL|C}. https://[insert

t2{™ OpenID

.
o

=2

o
HO[HE YHE LI

At

—

—

=

=

1% AFE Xt

—

L|C}.

I

=]
e
O

-

URL]/.well-known/openid-configurati

Provider URL(Z& X} URL): API 2l

24
2
o

Require claim(2 2 Q). E20] Q/0{0f 5}

Viewer claim(2t& Xl 2
Client secret(22}0| 2 E H|2): OpenlD Ijf

Outgoing Proxy(& 4 ZEA|): ZEA| MH
Save(X{%&): OpenID

Client ID(£2}0| ¥ E ID): OpenID AL X} Of
Admin claim(&2| X} 2 H): 22| X}

Remote user(2Z A}

Operator claim(

J 30 T= . =T
i Ia g el .xrm _ﬂ% R0
a -~ u] o

o = T ) 21 >
ofu 1 =g o2 K&il g KT
Klo > gqou N XEOL g <
o %. i K j01 o Mloh =l Iy
h = w Tl=
K T 00 — T === -tn | o
< . mvro, jo H B <0l ot - =
= il Sof . Bk Fg g = O
= fol 1o RO w <k kjo o | mr o
D mﬁ_u _ﬂ@ﬂ% one S Kzl Ki i H_HH
B3 . gy 31 gom ) g O
M1 m_.e Mwoo_u &I K mmwum & - MH
Ho R ol =yl ESNCI m

_.An_ < =10 KO 10 =.__=._
M SRy RH o Mmz o o@m X g
o & wox B Rma 7o Ko
Eh RooT wge TTol QiEE Xy
il T T oy o o 2Rz o0 m W
& m ! 5 5 ..x._o_a B0 21 m_.fo_::__ = -
= = ot =1 =7 R K w90 o . X ~ 1
! = o om Ll wlly Mg = o« O
e = BRI Mol oz sRT B2 ¥
— =S 0 = o ~N o ~— - - T
o =} jolt 20 ol uq.lu.ml._lmvl ﬂu;u_ﬁe__: T _oFml Tl = Xl
0 Hio X0 ou o Ty o Q13 m._Jo.E____Lu = i oo
o 3 £ Mmoo X0 N Sy 22
ol = W Mg o0 S8 M ® O
=] B, | = o Syuy, =k sz g K Ky
g WW ____E o m_______o_ Hr B < nwo_.uouo =4 5 WW
OD. Ulﬂu ML i = £ IS _“_._ﬁ.n_u.n_V Mhy sz oAl gl .m = =_._ﬁm=_
g B o | T o SOl GilU Em®s 8 E g
' FH A 2 .~ oWzl oI Twuh g S =
(] — ~N © =\__I ELlo__._._ I\_/Lw OI_I|L| (V] e ._..-Aln_
=y O © - c THT w

o Ak K4 o o 2
o i & o gIW ST aykT £ S
5 w o oFuw = | < ¥ S@d SR EuE ¢ < §
E o T E 2o 2810 Sasml O 2
m ot E o___u._ M 1 |_| © am_ﬁ._o._ MLl.nr @i o w9 o
w S W uhm T Z SOolE OuUwpl oWk £ |_| &
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AXIS S3008 Recorder

O|HMEOf Csll =& XHOf A LE|AL TS EHES

=] i

o

ROzf
Bl
<o
fo] o%
g
<o
T 4o
< pal
O_umlr;
AR

=]

FTP £ = SFTP

AL} HAHBHA|
SE0= g0 Chet Y22t

H| 1

| @S S AIXp7L EAIE LIC

AT MZof =

2Rl

Z|CH 2074 2] +=4IAHE E 9 = ASLICH
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—I_ Add a recipient(=4 X} £7}): = AMKXE F74Ste{H SalstL|Ct
Name(0| &): =4 At2] 0| & Y= ELIL.
Type(fd): S50|M H&:

. FTP(:>

Host(2AE): MH{O|IP FALI S AE 0|2 YHYLICL 2 AE 0|52 Y ES}
42, DNS M7} System(Al*EgI) > Network(4| E£/3) > IPv4 and IPv6(IPv4 5!
IPv6) OfEHOﬂ XN-EE O JeX| = .

r|r

m
Ot
IIZ
>a
to

£ YLt 7|22 21 Lok

~ Folder(Eti) TS M et 2lol 222 QEohAS. Clats 2t AT A
Of O|0| EXHSHX| o™, mMAUS HE2EY [ LF HA|X| 7} EA|E LT

- Username(A8X} 0| 8): 210I5}2{ B ALK 0|52 Y2{SHIAIR.

- Password(Ij AR E): 219215} 8{H I A EE QLHSGIAA| Q.

- Use temporary file name(%lM ol O|E AIE): Atso 2 MR QA Itel 0| ES
2 IUS PR CslE{® MESHL|CH Q2 C 2 eRsl0 I} 0|20| YsHE 0|20
2 uHELC Y2 BTl 49 24 E 0jQ0| Qi&L|ch ajLt o &3] YA I}
A2 LS = AUSLLCLO[HA StH RStz 0|2 717 2= THO0| SHEX| & £
UAELIC

- Use passive FTP(=& FTP AL): HA X 0l =0 M HZF2 T d| Ci o FTP M H
Of Cioje HAS S5 QP LICH EX|7t CHeh MHOf CHSE FTP H|of 81 0| H
AEE D5 HIHOZ A|ZSLICE Ol = YEHH O 2 FX|Qf T4 FTP M H AHO| 0|
0| s E20 2L CH

- URLHTTP AB{O Chot | =913 a0t 282 Ha|st ASREES YL
£ = http://192.168.254.10/cgi- bln/notlfycg| IL|C}

- Username(AI2X} 0| E): 212152{H AIE X 0| 2 QUESHAUAI 2.
- Password(Tj AL E): 2 Q1820 I AQEE QHSAA|L.

~ Proxy(ZEA|): HTTP 0| G Z5}7| {8l ZEA| NHE ETf5)0F 8= A TR
ggEEﬂjmadqq

« HTTPS
- URLHTTPS 0| Cfst HE9|3 X240 @S X2lgt A3 UEE YBLIChOf
£ =T https://192.168.254.10/cgi- b|n/not|fy cgi L.

- Validate server certificate(AMH Q1S A 2H0l): O] AXIE MEHSIO] HTTPS A{EH 7} A
M3 OIZ M2 MENSHL|C}.

- Username(A}2X} 0| 2): 210I512{ 0 AFR X} 0|22 QI2i3HAIA|Q.
- Password(T{ A Q). 2 1016 2{H T AQES Q2SI A

YEHSIHA|R
- Proxy(ZEA|): HTTPS At{0 Q12817 98} T2 A| MBS SafeH0} 8H= 22 B
RQQEEﬂjmaduq

« HE{3I AEEZ|X] @
NAS(Network-Attached Storage)2t Z 2 W EQ3 AEE|X| & F7t510 LY S MY st=
TR ALY ¢ QU2 LICh T2 MKV(Matroska) I 2 SA| o 2 RAE LT}
- Host(g HEQZ AEZ KO IPFALISAE O|ES
- Share(& gAEOHM Do 0|28 QaEstL|Ct.
~ Folder(BE]) TUE KEE Claselo] A2 E URSUALS.
- Username(AH8X%} 0| F): 20152 H ALE X} O| 52 Y EBHUAIR.
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SFTP

Password(Ij|A S E): Z015l2{H I AQEE QESHAA| Q.

®

Host(SAE): MHO|IP AL SAE 0|52 YEYLICE S AE O|F2 Y=

A2, DNS A H{ 7} System(A|AEl) > Network(H| E9|3) > IPv4 and IPv6(IPv4 5!
IPv6) Ot Off X|HE|Of U=X| ZQISHYA| 2.

Port(£E): SFTP MH{ 7t AtE3tE ZE Mo S YL CE 7|2 a2 22 LTk
|

Folder(BCi) I} 28 X8t |2 £2|0| 222 AGHIAI. [|2 = 2|7} SFTP A
B{0fl 0]0] ZRSA/ o 2B, T

=
Username(AI2X} 0| E): 219! |
Password(Ij AL E): 2015t 2{H I AQEE U=

SSH host public key type (MD5)(SSH S A E &7 7
78 71(32AtE| 16TI4= EXAtE) 2| X| 2= Y etL|Ct. SF
ECDSA 5! ED25519 S AE 7| Q& 90| SSH-2E AFE3}= SFTP M HE X|&lgtL|LC}.
S AF A| RSAT} M S | = g1 0|0 ECDSA, ED25519 3 DSAZ} 11 §|2 wHEL|C}.
SFTP M HHO| M AF2St= S2HIE MD5 S A E 7| £ Q&8 0F €L C}. Axis &2 K| =
MD5 2l SHA-256 8 A| 7|2 B= X| K| 0t MD5 & Cf ZH2i31 5 02 2|3 SHA-
2565 AHE5t= 0| 5 LICE Axis X2 SFTP MHE F1/d5t= 2 0f CHot XbA|
5t LIRS AXIS OS ZES X SHAAQ.

SSH host public key type (SHA256)(SSH S A E Z71 7| K8 (SHA256)): ¥4 =
AE ZIK 7|(43%}2] Baseb4 Q1AL 2XLE)O| X| 2 Y LICE SFTP 22I0|HE

b=
O

L

s M

=
= RSA, DSA, ECDSA 8! ED25519 T A E 7| 2| SSH-2& ALESt= SFTP A|HE
K| gL T} 24k A RSAZL M3 &| = HHEH 0|0 ECDSA, ED25519 5! DSAZH 1 &

9
[H= L|C}. SFTP ME{ 0| A AF23}H= 2HIE MD5 SAE 7|2 23} 0f &L L. Axis
SA|= MD5 & SHA-256 i A| 7| & 2% X[ &SHA| 2 MDSELCH Z 3ol 5ot 2{d|
SHA-2565 AtE83t= 0| TS L|CH Axis ZX| 2 SFTP MH &S 7 g5h= 2 &0)| ot
REM| S L8 2 AXIS OS ZES HIBIAAL.

- Use temporary file name(A| I} 0|5 AIR): XIS O 2 MME AA| It 0| ES
EoYUS A= CEStHH MEASIL|CH Y =EE et It el 0| 0| A5t= 0|82
EHELCL HEEJSEHE 49, &4 E Dol giE L Ch 2Lt o FS| Al ot
AdS ¥E = USLICL O|EA 5tH JSt= 0|2 718 2= mHO| SHEX| & =+
AL o

SIP or VMS(SIP EE= VMS) @ :

SIP: SIP T3t E ZAe{ ™ MEtgrL|C}

VMS: VMS M3}2 Z43{ 0 MEISH |},

- From SIP account('Z 41X} SIP A ™). S E 0| M MEHSHL|C}

- To SIP address(={X} SIP £4): SIP A& Q &3t}

- Test(E|AE). 33t 270| 2 S5t=A| HAESHH S22t T}

o|m

- Send email to(0|H|Y & Ci4): 0|0 Y2 MEL O|H| Y FAE YHSL|CH FA
= 02 7 Yot 5= O|H Y FAE FESHIAIR.

- Send email from(0| 0¥ Z4l): HUjl= M 2| O|H| Y F=AE LTt

- Username(At8X} O §): 0| 2 MH 2| ALE X} 0| 52 RIS TLICH OO & A H{0f| A
OIS S 75| gt= 8% 0| EEE H|% ELC}

- Password(Tj 2| E): 0| & MO fAQES AT CE O|H| Y MHOIM 2SS
QTSR e AR 0| HES HIY SLITH

- Email server (SMTP)(0|H{| ¥ A H(SMTP)): 0| 2 =0 smtp.gmail.com, smtp.mail.
yahoo.comd} Z+2 SMTP MH O|E& Y &etL|C}

- Port(Z E): 0-65535 H2|0| 7S AFR}0] SMTP A{H{O| ZE S Z Ql2istL|C}

J|2Z+2 587QIL L},

— HA '
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~  Encryption(Y&3}): QS BI2 ALRSE{ T, SSL L= TLSE HMEBHAA|Q

= = "1 =] .
- Validate server certificate(AH QS A E91): U S3E ALRSI= AR &HX| 9| IDE
OIS & MENBILICE O] IS5 A= CA(QIS 7| 2)0l M REX| M ESHALE alie o=
AL o
- POP authentication(POP 21%): POP A|H{ 0| E2 ¥ HSI2{H HMA|2(0]: pop.
gmail.com).
H|
L5 O|H Y SEXAts O E O ap T1oF At HENE =4ISHHAM ALEX7L 20| 2 H
2 oS WAL B 42 Nots7| o) 2ot HHE ARE S L|CE Ol Y MSgX el 2ot ™
S 240I510] o & AEO| &7| AL of| & Ol 2 X[= €O| YIEF SHMA|R
. TCP

- Host(gﬁE) MH{O|IP ZALI SAE 0|28 QESIL|CH SAE 0|22 Qaidl=
2, DNS M B{7} System(A| A& > Network(L'IIE 2/3) > IPv4 and IPv6(IPv4 3!
IPv6) OF2{of| X[ |0 A=K| 2RI AIL.

Port(ZE): Mt MM 20| AL E|= =
Test(H|2E): 23S HAES2H ST LICL

View recipient(=MZX} B7|). D &= 5

E-UN|
Copy recipient(= Xt ZAb): =LA SA P3PE1E %E'OWIR- A I A2 = 4IAHE HEY
= ASLHIL

Delete recipient(4=AIX} AHH): &-AIKHS @R 0 2 AbK|8}2{ @ S2jetL|Ct

1
UMD WAS SO M X0 2 AR S USLICL SZ0IE T CfeH HBot 8 ) X B
of TAHE RE NI WA EAF L

+8 E2|A

+& E2[7E AI83I0] E8 $E2R E2|AHY = JUFLILL O E S0 5 E2[AHZ HF 2%
U T Yots SO AN S AT = UG

Sk

2HLC AEEX]|

25



Unmount(O}2 E sjiA|) @: INES=T)
7t SX|ELCk

8lc E2to| =

Free(0] &7h): 7 C|A3 S 7t 8| L|CH

ood
Status(&El): C[A3 7 O E XY =X| O £ &L C}
O A AR CIAT 0| M AMESHE THY A|ARI QL T

|
A2 otE: C|237 H23tE| A=K o F Lt
Temperature(2&k): SIE Q| X 2= & L|LC}.
Overall heath test(F4FX{ QI AtEH| E| AE): C| A3 0| AFEJE £0I8H S 0| ZAnQlL|Ch,

Check(&H9l): X &X|o| @ BE 0lstn XIS O 2 B1E A|E8HL|C}

Repair(£7): K& KA S 22|t Ch B4 =3l 278l S0 UA| SX|ELICH HE
AKX 2 4288 HojE 7t 24 E 4+ S Lo

Format(ZY): D =312 X910 M& &A|S mUEHL|Ch O} A|AEIS MefetL|ct
Encrypt(2&3}): K& =l G0|E S Qs sietLict

Decrypt(2t &3} 8iA)): MZEl HlO|E o] RS 8lE SASLICH A|ARO| KA &X o mE

oS AL

Change password(Ij
CEEHEH= AT

QE HA): C|AT U530 CYst IHAQES HATHL|CE AL
= |
Use tool(= 7 At8): MEHSH L E HAlS

o>
Jr
ot

M ZXE Zelor7| Hof| 2L T SO ZE 55t

Write protect(22 7| 9tX|): M & &K E HO{MX| Y2 MHSHL|LCT

=21
HaAxSlz]
HIA
« View the device server report(&X| M HE 1M E7[): £ A0|A M &EHOf Ciot &
E SLCLAMA 2O= X522 M E0 M0 22HE LT
« Download the device server report(&X| At E 1AM CF22E): X A A|ZH E7] 0|0O|
X|O AHAFEE OfL|2} UTF-8 HAIO| MM MH EIA E|AE IO| EHEl zip I 0| A
HELCE X3 ME| 20| Zog I ehaf M BN zip TS YA L.
+ Download the crash report(S& E11A C}2 2 E): A H AEHOf Cist XS HET Q=
Ol7}O|EE LR EELICEL 55 E M0 = AbAoh ClH 1 HE o MH H M0 =
Bt 2ot ELCEL O EAMO|= HERA =X 242 Rgst @27 UAS = ASLEEE
DMELES= R & e 222 = JASLHCH
23
« View the system log(A|AHE 21 H7|): ZX| A|ZH, A0 8 S5 HA|X| 242 A|AH
O|HIEO| CHoH HEE HAISHH T S22 LT
e View the access log(WMA 2 H7|): 2= 200 ALY EE ARSI 42 5 AOlsh
TR AMA AN EE BF HAISHHE S LT
HHA A2 2T
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Sysloge MA|X| 24| BEF¢

L|C}. Sys |0901|*1 = I31|/\|7<|+% ddots 2ZEL0f, HAIX|E HFD
= AL HAXS B Sl 245 2AZEQ0{S 2|8 = ASLICE Z4 HAIX[EZ O HAX| S
MMote +ZEQOf S S LIEIE A8 RE7F BAIE 1 A2 230 gete o

—I_ Server(MH): Al MHE X7}8}2{0 22
Host(SAE) NHO| SAE O E EEIPF

Format(Z3): AL syslog M| A|X] ZOHS MEsHL|C},

s

o« Axis
« RFC3164
« RFC5424

Protocol(ZE2 EZ): ATt T2 EZ MEH:

« UDP(Z|2 A7 ZLE:514)

« TCP(Z|2 278 ZE:601)
« TLS(Z|&# 278 ZE:6514)
Port(ZE): CtE LEE AIE5|2{H ZLE Ho E HETL|CH

Severity(MZtE): E2|HE I} M&SH HA|X| S MESSHL|C
Type(R¥): d5g 210 RS MEiGL T

=
Test server setup(ME{ A% BHAE) MHS HE517| Ho| BE MO HAE HAIX|S B
Ct.

CA certificate set(CA IS M MH): sixjo| MH S =0l ALt CQIZSME F7tetL| L

27



X2

X 2

Restart(F A|Eh): 4|2 TA|ZHEHLICH O] S7) MH 0| @ate FX| LaLch A 0

70|44 0| XtE 22 THA|ZHE L Ct.

Restore(E5 1) O£ 22| €2 3T S5 Al 7|24 22 KFE|HA L. LSO
T8t A EXE[X] 2 2= WS ChA| 2X[5t O|IE S m2| M5 CHA| 2H50{0
T8 At

=¥ 2 ML= fect €82 L& Z2& L0

. HE Z2EZ(DHCP £ 1)

. IFIPFEA

Y

. ME=

- 8021X MH

- 03CHH

. DNSMHIPZ
g-

=13

Factory default(&
Eag=1

S0f| ZX[of A4 M|
H|
2= Axis HX| 2AZE Q0| = C[X[E MHE[0] FX| 0| A5 E ~2ZEL|0
Cl. O| A S} Axis T X[ Q| THIE Ol X|A AO|H HOt =F2 HE =Y
L8 2 axis.comOj| A Bi A "AXIS Edge Vault"E &XSIAA| 2

a
e
=
A
T

-E—I>
130

CEE
e

>
o>><
H‘|

RS 9}7<1o| MEL 7|50| ZahEL|C| SHAF | Al AXIS OS 2l 2|
=2 L|CF A4l 2 22| =2 CHR2 2 E 32| M axis.com/supportz 0| = ¢tL|LCt.
0| =& I CF2 M| 7FK| M =0 A MEHSH &~ QI LT}
Standard upgrade(EZ ¢ 13|0|E): M "AXIS 05 HEe = g ol=grL|Cf
I.

o

I rrod
>
offl

HH

g

S LI

. Autorollback(X}= SHH): AR = A|ZH LYo @ 120| =3t 9 180|E2 &tolst

SOI}X| OO M A7} O| 7 AXIS OS H{F O 2 &| = opzL|Ch
AXIS OS rollback(AXIS OS EHH): 0| 0j| A X| =l AXIS OS H{M O 2 g|=2/L|C}.

Factory default(Z3% &=} A| 7| 22)): @A 0|ESl1 2= A™HE S E5HA| 7|
2 5|E2/4A2. 0 M2 MSHE @O0/ 0 OF AXIS OS HN O 2 &|E

A 7|20 2 | E2|AMA|2. O

o>

L

o
| o)
—

_—

f

>

Is os upgrade(AXIS OS Y 1#[0| =): A AXIS OS T O 2 @ Jajo|=etLich Af 2B| 20|t
=5 A8t
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=H i &

Reset PTR(PTRI M )@ Pan(@H), Tilt(E! E) &£ = Roll(E) M 0| O AT 2 RHES}X| U= Z
45 I—IE

=2 o o
S PTRE X AIHBIL|C). PTR RE|= SFAL Af 710210 A| =& L|Ct 22]it 9PEHIEf9-I 0| K|
L BE|7} 202 2X0|= ZL0|E BHO| £AE 4 AUXLICH PTRS HAFSHT 5102i7 Cf

=o= =
Al BHE| D 2% 8 Al 7]2ZO 2 SopZiL T

HA @ : Calibrate(27d) S E&/ot0] H, EE Sl & 2HE 7|2 /X2 LA EF = LT

==
—’F—i% e Start(*l he —E‘E' 2L Ct

M EXMIPF=A 9 TCP/UDP LEZ 0|0{X|

= !
. — L=
OlE E=1PFAlt XE HS E Y34 Start(A| =) E S22 LT

mjo

fot
b
=
ot

HESZ = 0idol= A SM E= IfAYJE 22 DIASH BT ZehE 4= JASL[CH
HEZ =N OY2 HE/IA 2 7|50 EME HZst= O =22 & =+ USLHICH
Trace time(FH A|Zh): & 7| Z7HE £ 2)2 M E5 10 Download(CH2 2 E)E S 2oL Ct
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=
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t=| 01 OF

3

FAd
o
2l & ofjH| 20| ChAl A+ E Lt

=

=)

X Of A

—

[
I 1/d) > Network({| E{3)

1 =] = FX| et Hll0] 10.2 0]

=

ol
EI:I

—

= 65WgjL|Ct.
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o
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H7tE

|

=

_I

—

|0 9.80 O|AF0| X|
x

T -
SESEHEE

UN

oo
(=]
X

¥

—

AXIS S3008 Recorderdj|
LLDPZ} THA QALE HA = X[ 0

F

A8 3t T gepe

AXIS S3008 Recorder0f| A2

L|C}.
LLDP POEO{| A{, LLDP Send Max PoE(LLDP %|CH{ PoE &)

b

.
o
=]

=

=

L=
=)

—

—

LLDP
2. Settings(7d) > System(d ) > Plain config(

H|
LLDP
L
3.
0| G| A|0f| A AXIS S3008 Recorder2| Z



AXIS S3008 Recorder

L|c}.

SWHHS A8

FX 22X 2=

FSke)

=)

N

K
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AXIS S3008 Recorder

PoE S|4 3 ZX|. 15.5W MHE @ ™SIX| Ot AN 2= 7.5W M&H S AH|gL|CT.
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RPN
POE 222 X2 B
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AXIS S3008 Recorder

. 2 EEL HX|Q| PoE 2220 ufet MHS bl

« PZG = PoE SeiA 3 K| 272 PoE S A 2 TX| 4740 M H

222 (2 x15.5) + (4 x 7) = 5OW L|C}.
. *'X1I7.‘JE—4._+-H|% (2x7.5) + (4x5) =35WgL|LC}.

H
LLDPE S¢ot M 22 HERA AHO|=2 Soll M= X|CH M3 &40 CHH|s 0t T2 H]
XY EL L
PoE A 1 2 3
*|Cf M 7hoy 2t 3.84 6.49 12.95
Z|CH M3 &4 A olE | 014 041 1.92
a1|=| Mol Zest M2l |3.98 6.90 14.87
ZaAZ Qs x| A | 4.00 7.00 15.40
24 2k
-1 O
HIZCO| ofH| =l M | 4W 7W 15.5W
=13
o

37




AXIS S3008 Recorder

ke

nio

4
mr
K

3

nio
mr
K:

ofi |

38



AXIS S3008 Recorder
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AXIS S3008 Recorder

« IZE X0 ofo) AHEE | MY,

o 4 ZE=FX|Q| Z|C PoE ™3 AH| 20 2} 32 of| 5| gLt

« OfZ0= 0] MY Q@ AF0| ot LHof| Ql= B Z[CH 87| Ko MEHZ2 35
UG LICH

. LLDPZ AM23} PoE 22fA 3 AHA| 871O| = OfjH| M E2E2 (8 x 7.5) = 60W Q! L|C}.

. LLDPZ AF23}PoE 22fA 3 AHX|O| AKX M2 AH|ZS (8x7) = 56WSlL|C}.

« O|2t YA o= Pok 7+ 20| O HHS S X|H O 2 HXE e = ASLICL
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AXIS S3008 Recorder

FHe

H

20| E LED

E

—
1=

—

USB ZE

2 AEHLED

REN
==
CE

5 ZE B

-~

o
6 Oft c£2folE

7 &X|

8 X0f H

9 LAN EZE

10 PoE Z E (8x)
11 M

1

4

lJ

orl
K

AlR.

HEEHS S=otHH HMOIM B2 22712 M7 P HES 2H +2

HA FEHAIL.

E
[

Hof ¥

Eff LED7} =

0

At
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el LEDE O B2 E HISEL Ct

AFE} LED HA|

=4 BZCI7EAH D H A AL CH

Qx| 3| A7 AR Z0| 7Lt B o7} Y30 = S|t
LED7} Mo = vhE Ii7hX] 7|Ch2| (A 2.

HE 7+ AR O|= PoE %|C{ ™2 2k0| L|Ck

AL
=1 o = .
S EREEL E'J:E}iL A4 ot A2 CHA| HASHUA L. &=
[e]

Of| Al PoE X gtof CH

SlE E2l0|H LED= CH2 HE E NS ¢eL ct.

3l= £3a}o|E LED

HA|

=4 CO|E{7} 5= S 2k0| S.0f 7| S| B LED7} 5440 2 24t
QLict

w7t 7|2 STHO| MBS LICE N A > AER|X|0f A AAE
gg otz A2

0|2{3t 0| R 2 H{X| 2|7} L}

+ POE AT} M A1k HXS W3 HRC0) ABS FS
SHOl| CHof XHAI 3| 2ot AT 2.

H| 2
M HES WA+
Bl 27} HX| = 0] |

« H2E7 dotA ot

CEAl A7 2L CE 250 A PoE |

—_

EHHNE HE &= ASLICH

ne
H
3Q
>
C
il

7|&H 2R, EhA U o1 et

Y27t £

=oES M8 = | EF2E olaYLCt
Lt

ot HZ2e = | ¥F2=2 olaYLCt
st

“No contact( et | d=2O=Z 0| 5L L}
012)" QE (o] 3=} 2 =13

HA = D = =

L Ct

L AfO|EZ} 2 H}Q AXIS Companion 2 HFQY 4 H™ 47} QLEX| QIS A| 2.
HOj| LIEFLIX| R

L|Ct.
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1 ZiH2tet 2 Eo| M R0| SEEl=X] 2 QIS A|2

2. QU0 HAE| U=X| 22ISHHA|2

3. WESIAI} HESH=A| BOIBHAIQ.

4. A HEf7LOtH 2 727 AFHe s 2ot HEYA0 HEALO JA=X| 25t A| 2.
OFEl & RHEBIX| U& L 72

5. Zto2h |25 X AXIS Companion HlAT & 0| Z[4A HAYO X AZEQO HOHO|EZLH

X E]0f Q=X SrolsHAIAl 2.
= ILX(‘5|.AIA|2

6. AXIS Companion A3 & WS MA|ZSIMA| L.
7t 2tet 2 EHE AR SHUY A2,
PS.E LSO RS LI
8. ZiH|2tet 2| 2L S StE 2| Mot RS ST =73t SHZ ES2[HAIR.
g HESHAIAIR.
9. MEYE 7IHZE CIAl ALO|E0 F7HSHYA 2.
OfAl &= At SR Ea L F?
10. z[4 E2O|H =z O 7t=5 YOH0|ESHYA| 2.
OFA = 2SOt B LIt
11. A|A" EHOME MESID Axis 7= X[ 3 AH[ A0 22|5HMA| 2.
g HESHAIR.

~

Helol gagol=
M=Z2 ol YHolE= g 2 54,7
L 2|H 3Xe @ AHL 0|~ 2 O STL LY.

2. Maintenance(§X| E4) > Firmware upgrade(H90] ¥ 18|0|£)Z 0|55} Upgrade(
a3 0|E)E e Lt

3. 3}HO| X|AE WLt

rz
M

32 st 3|Al

- =
S8 A
|:'E‘| PR HEfO A= ZAAEA SEO|MA|. LRAH FAYOILF 542 StE EEI0|E
o =42 e = JASLICL
bl
o SIEZIM2IPFAE EZSSHRE AF S MHE™SL Tt
« StE 2|H A S3t=2 M AHSHK| &L T
1. HZHE &Lt
M2 Z0| =2 W7HX| 2L M He| M HES 4~5% 5 +ELICt
HZE7FHE W7LK] Z|CHRCHE FE M X HEZS &AL
Mol HESZ 27 -'T—E'—l':f HYAHEZ SHCHYHO HZEHE AESHAUA[2.15-30 ofl
LED EA|Z7|7| =Moo =2 77“”0@ Mo HEZ s&LIC
4. YHIZOE ZAAEHA AKX FHAR.
5. AEHLED HEA|SO0| Ao 2 HHYH 07 HO| b2 & LICE N EO0| ST St Al 7|2 4o =2
MWEEERSLICEL HELATOAM DHCP MHE 0|8 == gl 8% EX|QIP FA£ O
= StLtE 7|2 A E L L
— AXIS OS 12.0 O AFO| AYX| €l BHK|: 2|3 -2 2 Z=A A EH4(169.254.0.0/16)0 A 712
A
T4

- AXIS OS 11.11 0|5} 7} M X| &l &X|: 192.168.0.90/24
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A0 HZ2E A
(o]

stE Cato|e vt et stE A J
71 =X|o| € OIE{H0|AZ 0| =3t C}.

7.2.  System(A|AH!) >
73. JSIE ERIO|EE USpl S AIRE| = Ut INAQES QlastL|C}.

HE2 & AE{moj20| 2a0lE 5 YASLICE

T4 SO XS0 chet AR EES 2o 2 LIS0| sl Y HES AIO|EOf F=7}5HH Aok oA 9
CZ O 0|A HZ9| &l QIE{H| 0| A0 21T 4= QL L|CH AXIS Companion A E Q| 0{7} AFO|E
of A= B= X[ HEHSE HFSHY| T LT

7
ALOIE LY FX[of 22152 ALE X} O] F rootlt AO|E I ARES YHBIYA|L.

ofo

BE 53122 X5 WY
1 Ex[el @ QB 0| A0 A System(A| ABl) > Storage(2E2|X|)= O] S L{C}
2. Format(=Z=)S MEHSI D Use tool(E 7 AFR)S =Lt

H| 2
O| EXIE =S St E E2I0|E0|M B= =220 XX X| 2 2| R 2f AFO|ES| 42 H
BEX| &L

AA” BN M3

1. AXIS S3008 Recorderdj| A @ > Save system report(A| 28 H M X&) Z 0|52 L|LCt.
2. AxisEZEQAT M K= T I A|AE EOME HESIAAL.
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