CCCCCCCCCCCCCC

AXIS S3016 Recorder

ArE&X 28 M



AXIS S3016 Recorder

X EH
X EH
AXIS S3016 Recorder= PoE A9|X|9} ZtA| E2 3tE cajo|=7t E3tE YES I HC|Q 3= LCH
ot HICR oS A WEY 4= = USB 30 ZEE =S| O QUELICH A L= 8TB, 1618, 32TB

of M 7txl 222 HMESEUCt



AXIS S3016 Recorder

A E5t7|

Al &5t

RO HM

HES MM X &7
HEQI0M Axis ZXE X Windows®O| M ST FX|0f IP FAE SE S
AXIS Device Manager ExtendE AIESIMA|2. T OfEE[AHO|ME

g & AgUrh

PEot=R AhMB] &

P T2 g5efa FA0f dHLels BELZ O|S5t O{EA IP F= sor = 2
OtEMAI2.

Hatex X

OhE E2tMoM EHXE AHE8Y = ASULC

Chrome™ Firefox® Edge™ Safari®

Windows® HE HE v

macOS® A E A E v v
Linux® Mz o v

71EF 9% M| v v v v*

4OS 15 i PadOS 150)4f AXIS OS £ OIE/TJOjAE APL312 5
Settings(& &) > Safari > Advanced(i13) > Experimental Feature(4/ 2%
NSURLSession WebsocketS H2H&8fglL/LCt.

Jl&§)ez o/&8t

HYE= 22t A0 e AMS YR BRBHEH AXS OS Portalz 0| ST LT

Fxol @ AEmo|x~ EI|

1. HERME €10 Axis X|Q IP T4 L= TAE 0|E2 YystL|LCt
IP FTAE 2 H20|= AXIS IP Utility EE= AXIS Device M
AIM FXE HELICL
2. AMEXH O| B4t IHAQES YL T X Hg AM25t= 2, &
ZE|AF AT Y& LojA 3E HISHUAIR.
gl OIEE o/ mo/x] 1201 M FX|o| & AHIO[A0M 2 = As B HUE
= dHEHAL.
e[zt AE 48
Ao Mg 2a235l= d% &e|xt AEES ddsioF gLct.
1. MEZX 0|52 YEHSHUAIR.
2. WAQEES YHY UL HFPF G2 LO/X 45 FERSHUAL.
3. AQEES CHA| Y=Lt
4. 2tOo|H A A %S FESHHUAIL
5. Add account(#A|™ F7hHE =L C}

anager Extend& A3} 4 E

2 A M
= oo

2| Xt A 8ilOF &Lt

3


https://www.axis.com/support
https://help.axis.com/access-your-device
https://help.axis.com/axis-os#browser-support

AXIS S3016 Recorder

A E5t7|

01)|

OHH % TAgE

T8 AE
HEYIE E8} Axis &X|7} £7|
XS Boolef@ oMot 9l o

YH Wasle s HolE 3 Mu20) o
2 3jg 4

YA AZEYOIE IEE A0l QX ol
ZRof 22 AXIS OS7t UA=A| 2QIStALE ot &4 = X E Y| MOStHH L3S

1. 23 =8} Al 7|2 M™Oo=Z NMMMSILICE ZZL SE 24 Ho/x 118 &=}

MAEAE = Secure Boot= ZA|Q AMENE HETHL|LCH

2. ¥XE Fgstn Axjg ot
o UEHOIA iR
Of @2 Fxlol & AHmo|A0f Chet 7HRE MSE L

Of HIE|RE Al ® O] M2 & H
X-Igg o|50|.AIA|_Q__
help.axis.com/?&piald=73282&section=web-interface-overview
Axis ZA| & OIEm oA

Al ES}7|
Hl D

A2d" 27 Al 2ES &0 et

Atet

Xt

//_,—__/Ef e 2IA 1[//0/;(/ 118

ool-

gX|of 7|= AEO| §l&LICt

1. My Axis % & SZ Bo/x] 5
2.

StEROf EA] EHOIA] 5

of 28 WAES BE gAHoz I HZ 21003
=otEl HTTPS AZ3 278 ohg WA EE HEY UL
bol2 23U Axis X Cheh g2 o Ar8E &= U



AXIS S3016 Recorder

A E5t7|

3. f2=3& & A Ljojx] 6
4. MOIE Y& mfojx] 6
5. 2Hg 2 £X mojx 6
MK 2= Al
« A" BE Axis FX|[0= EA HYOZH AqAE L
+ 2= FXO= WAYETE JGSLCH

« 72 €8s MEY =37t E8stE Y

[> o

7 AMAE ASE £ ABUCH

My Axis A8 S5

My Axis AH9o H?Q

ot 3 213 E &dststa. MFAE ARt dEs =els
£ ChE =2 ASS Fotots 2ot AI*
o

=

MFAE -d3}5te
1. axis.com/my-axis/login@ 2 0| &gt L|LCt.

2. My Axis Atd ZHOoZ ZI0QlstL|C}.

® O Z 0|53}0] Account settings(A|H MH™H)E MHEistL|C}.

3. M EH

4. Security settings(® ot MH)E Z=sL|Ct

5. Handle your 2-factor authentication(2TtA| Q15 Xz|)s S|t

6. My Axis Atz SHZ gL}

7. Q1% HiH Authenticator App (TOTP)(Authenticator ¥(TOTP)) == Email(O|HY) & StLtE

1 gtEel XHe mEUL

stegllof Ex|

1 7tH2t StE/AE EXSHUAIL.

2. LAN ZEE &l g ZHE WE/IO FZSIHAI2.

3. 7tH2tE HEEHS WE PoE AKX = 2F PoE A9X|0f AZESHUAL.

4. HAFHE g2} Lo HERAN AHESHUAL.

5 MHE #HIAGo FAYLCHL
T2 A

MM M@ ZEE HIAMO FE% ohE PR ZEE ZUEN Ao gLt

6. AL TASH7| Hof HAEet Fto2tvr 2 2 M7t R & & 7|CE[HAIL.
AZF9|

nEe Ot YIAHE 30| Hrl= g YIAM FHO s& 8 U2 FUAL.

21 <IoH


https://www.axis.com/my-axis/login
https://www.axis.com/my-axis/login

HAIE 4 4%

1.

w

10.

Dot

Android
2z

In

axis.comy/products/axis-camera-station-edgeL £ 0| &5l0{ Download(CI2Z2E)E 22510 Windows

g 2(8) t2REY LT
2% oegs g1 438 =08 hEY

My Axis Z/ES 2 2°0lstL|LC}.
My Axis

My Axis Z

EQX

= ~
[==}

Create new site(AIO|E M2 F1 AIOJE 0| ES

ghL ot
Next (Ct&)E 2
AOIE O Z=7¢
Next (CIF)E 2

Hg gXE

b m

Next (C}Z)E 2
Ready to install(d x|
glojE)= 7[2Xo=
2 YO 0|=EFR| &

A1
X o
Mo

of
H

o

o =gl
2|5

2L

Install(A k) 2 |Ct.

[e]]
A

Lt O[HET St ALL +27t 2

2

0



https://www.axis.com/products/axis-camera-station-edge
https://www.axis.com/my-axis/login
https://www.axis.com/my-axis/login
https://play.google.com/store/apps/details?id=com.axis.companion

ZHr
My Axis

WS AW Axis AHH Yoz 2IQgLCh

Aol YoM axis.com/my-axisE 0|t A AHEZ SSLCH

—_

QR Code= &= Z Z/Ef F7f0JA Denso Wave IncorporatedS/ &Z AtE S/L/LF.

AXIS

gl 20

H

kl

Camera Station A|Z%}

!

AXIS Camera Stationt Af AJARIO| 2| AEE Z7be @) o[ AlAHOAN 5312 FAHLCt

o

T4 > X > X FIIE oz L CH

=50M g AHE MES D Add(FZHE SEISLICH HAGH 550 2™ Manual search(=&
AM)S A8SI0 £522 FoUAL]

712 482 Ar&%t1n Next(CH3)E 2=/ LCt

AERK YS3E Qo WAYEE HH™HEIAMA 2. Next (CF2)E S2IeL|Ct. AXIS Camera Station
Qo MIAG StE Ezt0|E0| HMASHALE HX|ol ¥ QEIO|AAN HAHIE ST &St Al 7|&
Ztom x7|stel A2 o WAYEIF R

Configuration > Devices > Other devices(Ttd> &X|> 7|E} TX)Z O|=s ZH7} F7¢t
5 QEX solstLct,

Configuration > Storage > Management(11d > AEZ|X| > E2)E 0|55t &AL AEZ|
Xl 220 &E7b5=X gelgict.

- =

F7totn Y RACE =3 2EL X2 MH

2 o|sgLct
SEOM XS ML Add(F7h)E SH LI X7t LEEX| 2 Add device manually(%
" K FIHE M8t HE TXE HEUCh

i

=
Recording storage(=2t 2E2|X|) EELIR SE0M 3522 2IHE HESHL Install(2X])
|


https://apps.apple.com/us/app/axis-companion-4/id1385994562
https://www.axis.com/my-axis

AXIS S3016 Recorder

A E5t7|

H| D
HZE = Automatic(X}&)S MEHTH AR =3 AEZX 2 MEIE|X] &L T

5. 78 > M¥E > Moz o[FLCL FXE S St 2E2X|7F HZEH AKX =HQASHHAIL.
=3 74
1. Configuration > Storage > Selection(t4d > X% > MEH)O Z 0| 55l0] HX|E MEiSIL|Ct
2. Retention time(HZ A|ZhHS FMdgL|Ct
MENSHL|C}

- 2EZX|7t 7HE # WK s3tES 2852 Unlimited(RH|8H EE AZHS Y

- Limited(HghE MEiStD =3t EEY HM € 5 dFLICH

H| o
N S3t=s 7|2Xo2 550 U0 AXIS Camera Stationd} 2|2 G Zto| ¢ZAO0] EONES M =2
ool =3 42 MEYULC 4 S22 HRSAAR.


https://help.axis.com/axis-camera-station-5#fallback-recording

AXIS S3016 Recorder

R
R 74
X2 skoh

AECE 2t ZEof Chs) AMEO| MRS ofu|BLICE & oy MBS & M JIBS XIS & oA
Ch. 2|2E7F AME 7hsot ARECH O B2 ¥ ofH|5t2{n o ZEO| MU0l HXX| gLt Ol
Al SHH AZE BE FXO MOl S=ELUC
oil:
O ool M=:

o AXIS S3016 Recorder?| = M3 oAt 305WQL|LC}.

| 1]

. POE ZajA 3 AX|. 155W M S QASIX|0F AX 2 7.5W M2 S AH|SHL|C}

« W PoE A 4 FX|. 30W MBS QASIX 0 MM EE= 15W MHE AH|gHL|C}

o Lo m

. MR Y A
ofu| =Y uF MY v

L ]
A — “
L ]
—L 1]
w w
w w
w w
w w

© 4 ZEE TX|Of Pok S20f Wl MHHEZS OHIZLICE

« 53 YHI= Pok 2L 4 X 974 Pok F2iA 3 YK 2700 HHE S5 = ASHCH
« & 0fH ML (9x30)+(2x15.5)=301W & L| C}.

o MR M Ad|2E (9x15)+(2x7.5)=150W ) L|C}.



AXIS S3016 Recorder

A 74

RAID 4 HHA

AF9|
RAID 2i#S HZSIH b A|ARO| CHA| ZBE[D ClA30M 2= HO[H7F 44K & Lt

1. ZHX|o ¢l QIE I O|AO|A System > Storage(A|AHl > AER|X)Z 0| 5¢L|Ct.

N

Tools(= 1) 0| Al MEESICE Change RAID level(RAID 2| HZA)S MEHSIT Use tool(= ALE)
S ZastL|C}.
= = = |

3. RAID Z[#lg MeEi3tn Next(Chg)ES 223tLch

4. Encrypt the disk(C|23 9&3NE Meisin HAYSES S L|Ch Next (CHE)E S23fLCh

5. o2 2L

6. ME| DIAIXIE Q2% ATl LIEFHLICE Xi0] R UK 7| SR RATD configured (RAID
) HoxE o] Mo mAIELICH

H| 2
Y7 WS XS H A2 RO 74 Q45 OF Me oo W7 &X| HEQL nFE &8
t8ot= A2 FHELOH

tol2 =8| E(T10)9] LHAFS &ELIC

Ol H|O[OM St= E2to|E S EE &7 WHLCH
OIE(T8)& LIAL 474 E & LICH

to B E0M StE EE2I0|EE HHYLICH

HEo M StE E2t0[2E M YTLCH

5

P S

StE E2t0|Eg LiA 4748 = LICH

* LU =S stE Sa2tolE Blojo] B7tX Astn Lo gLt
EL

| Eo| LIAFE ZQL|Ct LED7} Ao = Hf

e

M7LX| Z|CIE| M A 2.

ILHES A = HE 22 HAE =0F L

M RAID M/d
AZFO|

RAID QZ7} 2HAisE 200 A RAIDE A ASHL|CH Af RAIDE MA3SIH 3lC Cgaloj2o] RE
Clol & 7t Arx| & Lt

SME SE E2I0|EE DR SINAQ. BLE S2t0/E @A HO/A 102 EESIAAL.

1
2. RAIDE JAMEHLICH RAID &% HZ H0/A] 9S EESIAASL.

10



AXIS S3016 Recorder

X +48

FAAN 2. RIMB LR L A/Z8E7) BJjo/Xx] 4 S AXIS Camera

3.

yAL 3t g Al

md

upd

ol
00
H
i

Kk

ol

ul
10

M AR G LT

=X
=

t

2EHE ELICH

2. YRE7t HE WX ZICHECH2E FIEOM MO H

O LED EA|

=3
-

RCH Hof 2ZHE AlESHUAlR. 15-30%

LI

A 4o

Mol HE
|:|-|E
A LK ol FHAR.

1

fi|
<l
<o

K

4 YHIAHE

PFAE= 192.168.0.90QL|LC}

I

ST =t Al 7|2 2822 MEYL
H
—_

7]

Xl

[
gle 8

go| =g HE

= DHCP ME{Z}

Ly
[e]]
PN

A
oA AE"

AMEl LED BEA|S0| Ao 2 dHiYY

ALt HEYS

5.

gL et

i OF

.
]

PPN
o=

A
+50=2

{oF

L|c}.

F

.
[<}
=

HIolA2 Ol&

ol
—

FL|Ct.

=ik}
=1

017t Mount(H8X))E 2

=
=

6.2 System(A|AHl) > Storage(AEE|X|)Z

11



AXIS S3016 Recorder

# QIE{m 02

e

¥ oIE|H 0|2

—

gXof @ AHLo|A0 HIotAH @ B2t Mo X P FAE YHOIHUAIR.

H| 2
O] MMO|A MBS 7|5 W AHo| (et X|@e TxojCt CHELICE O] Ofo|2 @ e ug wx o
Mt Jj5oll} B ARY & Aee LtErd L

J
et ct. Al oloj2 AL ot e BlOp T£ o5 EOrE MEeLCt ® & AHB AL
ol%=ole Cheo| mekgL|ch
. 208 Ao e ",

- < Change account(A|® ®Z): 3§ AFoIA RZIA0FRSHD A AHO| 2L
1
. E]'_) Log out(210}2): &HX| AHH™Eo|A Z 0L L}

© 2o %= oRols Crg0| ZRE LI

EEHE
.24 HoIE: H0Ig0] ol SRS CIO|ES BRoHA SEYAL.
+ Feedback(T|S4): A8X S Mot Of £20| £t TEWS FRGUAIL
+ Legal(48). 77| U ato|Mof Cfst ¥ue &Lt
+ About(BE): AXIS O B{H 9 B WSE = K YL Ut

S E
TH ¥e

AXIS OS HT % 28 HSE motol X YEE BA[LICL

—

Upgrade AXIS OS(AXIS OS YI1H[0|E): AX|o| AZmEQ0|2 YA O0|ESL|Cl Y 0o|ES LsHe =

QS QEE- HOXZ 0|SeLCt,

MZH S713F SEy
X7t NTP MHet S7|StE =X ofF 8 Ltg S7[=20tK| 2 AlZtE 25t NTP S7|=t 2 &
HAIGH

NTP settings(NTP 27): NTP 235 H1 HOIELLIC. NTP 283 HEY 5+ U= Time and
location(A|ZF U Q|X|) I O|X|2 O|Z¢tL|C}.

Hardening guide(& 9t Zt$} 7}0|E): Axis ZX|9| ArO|H| HOQtut BB At of CHS| XtMS] LotE = U

—_

= AXIS OS Zt8f 7fo/= 23 L|ct.

HES3 ZE

STE M2 Ol 5 PoE AH|FS EHP YEYD ETE U MY Y| MBS EAFLCL Network ports
settings(IE2I3 ZE M%) BHZ HMAY + b UEHNS Ze= oSSR LI



https://help.axis.com/en-us/axis-os-hardening-guide

L|Ct. Storage settings(X]

F

=

Alg

H

Od £}

H7]):
, AE} % PID/Z

I3

o

-
[=]

EESE ZE

QI E{m o] &
View details(M| 5 A}

X%

AL

| — |

AXIS S3016 Recorder

2l

Kio

=
10’

oo

Lt AiMet W2 =8/= H/o/x 138 E=

L|C}.

I

=

S

7+ Al

teb X| K

FAA2.

of
10
Hr

CcC

A =

]
=

.

f

2
=

=
=

tL|C}.Export(Li E L} 7|):

=ike]
=

=
O

=

7| gt
=t
o

g Al

=

=]

L|Ch. A

te® 2
—=
st

AN
HA|

L|C}.Find more apps(FE7F A 3t7]): Xz ¢S § RESLCH Axis

=

=

t
F

3
=

.
o

=
=

L|Ct.From(A| Z):

=T
=
L|Ct.Source(AA)

(]

=

o
|MES 7[He=

Al
0

=32

=55 HHI5HE 28
| Add app(¥ =7}): M ¢S 2X|
Aol |2 H|O|X|E O|== L|CtAllow unsigned apps(MHE|X| %S N 5 8) @ 1

Ct.Event(O|HIE):

NE=V/[%

=

(o]
N
o3

. root #SHO|

®

| 2o o]

)

58

OH

Al

5| 252{H ZL|Ct.Allow root-privileged apps(root F¢to| I

=}
=

FAAI2.
A

L|C}. A

F

=13
S
=

of MO M2

°
OH
=

H

0= &80l gSLIch

L|CtE7]:

F

=

.
o

StAL X
13

PN e
A

Ag Al

of

t& 3t

123820 ZL|C, Q AXIS OS 9 ACAP ¢
Al

.
(e}

Xlof the TH S

H| 2

At



« Open-source license(2LE LA BIO[MA). WO AIEL= E A4 2io|MAQ Cist HE
=2 =2(|c}
= =

- App log(¥ 21): ¢ O[MiEC] 2O2 ZUCt. 21& XY MHA0 2o/t O §8LCE

« Activate license W|th a key(Z|2 2fo|MlA EMd3h: Ao 2fo|MAT ottt AR =d3ts|or o
L|C}. ZEFX|7} QIEulo) HAS = 9= AL 0] SME AT L]
2ol MlA Z|7F QICtH ax/s.com/products/ana/yt/‘csi Ol%ﬂl_l C}. 2lojMlA 7|2 MASIz{ D™ oAl
A AEQ Axis ME LA HS T} E|_9_'6'F|_||:|-

« Activate license automatlcally(al-olMlAE Aso2 M) Mo 2o|MAT Zosl 4L =X
SRS|OF SHL|CE A X|7b QIE{SIO| AHE & Q= AL 0
ghgststed™ gto|MA =T Lt

o
>
o
>
oo
o
I
o
ol
(@)
-

« 2tO|MIA H|ZHE3L O S0 HI%*E 2tO| M A0 A A 2tojdA2 HASI= ZR, 2to|HAE
Hl g2 dststol ChE 2to|dlAz uXgfL|Ct 2t0[ A HiZdotstH XM= MAEL o
 Settings(27): Oj7jH+E YL
o MH: FRM WS STH2Z MAHSHUAIR. A 2tO|HAE HIZEGASHA| @GO 2
dEZ RAEUCHL
Al AE
Al Ztap G
ELREUNEL
Azt HA2 @ 2ete Kol o] 270 el ChELCh
H| D
RO It AlZtE NTP Muet S7|3tste 20| E&LICH
Synchronization(E7|3}): &X|Q YR 8 A2t S7|3 M8 MEighL|C}.
« Automatic date and time (manual NTS KE servers)(XIS X S AJZHES NTS KE A H)):
DHCP A1H101I AZE HOH NTP 7| 4 MH et S7|otetLTt.
& NTS KE MH: SfL} &= E"— T 72| NTP MO IP F=AE Bl Ch. & 72| NTP AMH
AFROF“ 4% A= & MHO| LHE WES 7|8oz AMZS F7|stotn =gttt
- Max NTP P0" tlmG(*I':H NTP =3 *I?_*): YHOIEE AlZtS 7] fI8) NTP MHE Z2
2 WIER| X7 7|ChEOF She ch A7 ML
- Min NTP poll time(]2 NTP Z& A|ZH: QHO|EE A[ZtS 27| Q8] NTP MHE =2
S OLX IR|7 J|CHRoF St A4 AIZHE MBI,

. Automatic date and time (NTP server using DHCP)(X}& =& % A|ZHDHCPE At85l= NTP
Mei)): DHCP (0] Qe NTP Ajsjo} S7|ieiLIc.

Fallback NTP servers(CHHM| NTP A{H{): &}L} EEE S 09| ChA| MH Q| IP =AE QaehL|C}
- Max NTP poll time(X|C§ NTP Z2 A|ZH: QG 0|EE A|ZtS 27| Qs NTP AHE =2
S LR A7 7|CHR{OF She ACh AjZbS MEBFLICH
- Min NTP poll time(X|4 NTP £ Alzh: SAHOIEE AIZHS 27| 98} NTP AHE =3
& WEX| FX| 7L 7| Ch2{oF Sh= *I* Azt dEigtL|ot
. Automatic date and time (manual NTP server)(X}S 2 & S! A|ZHES NTP AlH)): MEHSH
NTP Aﬁl:l-lgf =7|gpgtL| .
£ NTP MB{: SLf & £ 70| NTP Me{o| IP Z4E QI2stLich. = Jjo| NTP NS
ArROP‘— 42 FX= & Muo] YHE HES 7|8z AZtE 57|25t mFES LT
- Max NTP poII time(§|t|| NTP =2 A|ZH): CO|EE A|ZtS 27| &) NTP MBZ2 =2
St M7bK| KX 7 7|Che{OF Bt A[Cf AJZHS MEHTLCH.
- Min NTP poll time(X|2 NTP Z& A|ZH): UGO|EE A|ZtS AJ| Q3 NTP MHE Z2
@ U7X X7 Jlcreiof Be A Azig Mefet
al L
x

m
T

« Custom date and time(Al2Xt X|H™ AlZh: A
from system(A| AE 0f| A 7H127I)% 22510 AFH E= ZHY FX0M
d= o A b L

AZHCH: AFRE AlZFCHE MEfelc g3 2o NZH I BE AIIO| 9 AIZHo| B o2 ZFELIC)
+ DHCP: DHCP AfB{o| AIZICHE TS 0 gHE WASH2{B BN T 7 DHCP A
o AZslof oo 2 LiCh
. Manual(+) EE2CI2 220|M AlZHHE MeistLiCh

14



https://www.axis.com/products/analytics

AXIS S3016 Recorder

2 QlE{H oA

e

H| 1
AM2EOMeE 2= =2, 23 8 A" A0 Ex 3 Al 20| AL8E LT
HEYa
IPv4
Assign IPv4 automatically(IPv4 XHS CH: YEI 2t2E 7} &X|0| IP TAS AECE SUSIEE 33
o MEdSILCH CHEE2| WIER A0 CH3{ Xts IP(DHCP)E AT LLICLIP FA: FKX|O| ARSHIP FLE ¢
HEAAQ. IH P Fas 2t F47 09t 42 HolH YEYI oy 2a9z gete & gy
=S YXotHEH Y IP FAE LSV Mol HEQA 22| XA 22|5t= A0| ZEELICEMEL OpA
3: MEd oA E 23350 LAN(Local Area Network) LHEO| U= FAE HO|THL|ICE LAN QHQo 2 E
F4o= 22 EHE SteLCLRouter(2t2E): CHE HERI & HERI MOAHE AZAE TXE AASI=
O At2E= 7|2 2t2H(AHOIEQ0))e IP =AE ¢t Ct.Fallback to static IP address if DHCP isn't
available(DHCPE A28 £ Q= ZAQ IH IP FAR Eu): DHCPE ARY 4 QI IP FAEZ XHEO=
sors 4 e Z9 HE AFBY P F4S Hsketaw Mewich
H| 2
DHCPZ ALSE 4 @i BA7t 1F T4 (NS A8sts Z2, 1% Fat Mg ¥olz 7
ME L|C}
IPv6
Assign IPv6 automatically(IPv6 X}-3 &t gt): IPv6E AL HEQA 2t2H7F X0 IP FAE XI5
oz YYSIEE StH MedgtLct

SAE O|E

SAE 0|22 XHEOR B YESD ASHT} B0 SAE 0|52 P FAS NS0 U2 o
20l ME{SILCLEAE O[5 FA(0| YNASHs 2 WHOER ASeH SAE 058 +50= Y
Lic Mo 80N % NAE 215 SAE 022 ASHULL o{8EE BAE A~z a~z 0~9, -2L|Ch
S DNS YO|0|EE SNBHBILICE FX|o| P =47 MY Goict ZX7 =09 0[S AB(ONS)
7|22 24502 YH0[ES=2 S{SHLILLDNS 0|8 S2: X9 P FAE 73|7|E 188 cof

ol O|EE YHstLCt 2= 2Xt= A~Z a~z, 0~9, - L|CLTTL: TTL(Time to Live)2 DNS AL

7 fHOlER7] Hol REg Sej2 gxEE e MFTUL
DNS AMH

Assign DNS automatically(DNA XI5 &t2f): DHCP AMH{7} M =OQl Sl DNS M FAE XX X}
Soz st of2id MEistLICy Cf 2ol LESIS0| Cfof AHS DNS(DHCP)S M 3L Ct Search
domains(ZH|Ql M) YIJE|X| U2 SAE 0|52 AE8HE 4P Add search domain(ZHM =0 Q!

£7}H)e 22stD AX|JF AFRSe SAE 0|22 ZAMSH -0l Q23 |C}.DNS servers(DNS A{H):

Add DNS server(DNS MH =72 Z2/3}1 DNS A{H{Q] IP =AZ QUATIL|CE O M= HEQI0A
ZAE O|F2 IP FAE HEEH KNI LICH

Bonjour®: HEQAIOM XS HMES 5|832{H 0| §M4S ZL|CL.Bonjour O|F: HEAIO| EAIZ 0|2
YetLict. 7|2 0|§2 TX| 0|3 MAC F2YL|CLUPNP®: L EQI0AN AtS ZMES 5183t H 0] &
M= ZLCLUPNP O|&: YESRI0 EAY O|§5 YHLICE 7|= 0|F2 X 0|53 MAC F2a L
CtWs-HM: HEAIM X5 HAMS 5{8ol2{H 0| 5= ZFLICILLDP 3 CDP: L EQ[I 0N Xt& HM
= o|83%t2{® O] S ZLICt LLDP Sl CDPE 11 PoE T2 HYO| X|HO0| 4Z = ASLICH. PoE M
Yo 2He 2HE HZSHHH SIEQ0] PoE MR g MEL2Z PokE A9X|E FILIC)
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o QUE{H oA

Http proxy(Http T EA|): |25 A0 et 22 ZTE2A| SAE £ [P TAE X HE L CHHttps
proxy(Https ZEA]): 5|85 HAlof mpat 229 ZEA SAE T& P =42 X HLCH
HTTP S HTTPS ZEA|0] 3 L= FA:

« http(s)://host:port

 http(s)://user@host:port

« http(s)://user:pass@host:port
H| 21

HAE MAIZESIO 22Y ZEA 232 HELLO
No proxy(ZEA| g1Z) 2 2E ZEAE 23512 No proxy(ZFA| gIF)E MELICE =50 A= &
M & StLE YESIAU HEZ FE5H0 o JHE YHeL o

« HIYF7

. IP _7'52\ XlX'i

o CIDR HAlo| IP =4 XA

« Q2 o|E XH™(0: www.<=OQ O|]E>.com).

« Ed =oe 2= 59 =0 XF(O: .<=HQl 0] &>.com).

One-Click Cloud Connection

One-click cloud connection(O3C)1} O3C AMH|AL= Ol QXA L AAIZE X =351 A
HMNAE HMBTLICE XM LI 22 axis.com/end-to-end-solutions/hosted-servicesE

Allow 03C(03C & &):
« @23 o|Ao| & HAFEYULCE QAHUS S O3C MH| 20| AZSIEHH FXQ HO HE
2 Z4A FEULCL MO HEZ $2 F 2447t O|LJ0 O3C MH|A0 HXE SE{0F 2L
Ch X o™ FX|7F O3C MH|A0M A M ELIC TXE SEZH Always(24)
7t 2date| 0 FX|JF O3C MH|Aof AAE x| FX|ELCH
o e XTI AHU S S3lf O3C MH|A0| CHet HAS XEH 2 AL HXE SE5IH
03C Mo HZE x |X|ELCH &K MO HEO HX| Y= 2 0 SME A LICH
« ofL2: 03C MH|AE H|gdatatLCt
Proxy settings (Z8A| M%) ZQot 42 ZTEA UFHS YHSI0] ZEA| MHO| AZAYLICLSAE: TE
A MH Q| FAE YHBLICLEE: ANA0 AHEEE ZE HSE LHSMAIRQ2ZIQ 3 IjAYE: EHQ
ot B2 ZEA MHOf Chiet AAEAF O|F S I AQEES Y elL|CtAuthentication method(215 4H):
« 7|&: of &2 HTTPO| CHsl 7t ==tdo| F Ot 215 A YLICH L23telX| A2 ALEXL O
S WAYEE MHE HES7| 20| Digest(CIO|HAE) S HCH QHNSHK| Qf5L|CH
« CIO|HIAE: O &H2 Ttet HEQIE S d2oteE AYEE MESH/| 20| o ot Ch
« A& O] SMES ALESH X|AEl= SR mat X7t 2F HES MElg = JASLCH fME
?l= CIO|HMIAE B, 7|2 & =M= d™eLCt
AKX 2IF 7[(0AK): 23X 215 7|5 7t H Get key(7| 7t 27)E S LCt O|HE FX
7t drotgo|Lr ZEAIQI0] QI U0 HAE B0 s
SNMP

SNMP(Simple Network Management Protocol)E O|23}0 HEZ XX E ddo=z &

SNMP: AL2%H SNMP H{A S MEHSHL|C}.
« vl 8! v2c
- Read community(2}7| ZFLIE]): X|E= 2= SNMP o CHalj 97| M HTHO|
U HRLIEl O|E2 LHTLICL 7|&242 S| LICh
- Write community(#27] HRJL|E]): X|2Z& ZE SNMP Ao CHsl 97| £ M7 AHDt
o] A& #HFLIEl O|E 7| H M. 7|22 A7 LCt

E=2 2
= [=)

- Activate traps(EY 48] SYLIZ YHIRE AHUNS. MK S AE
ef E g olEfT

=9t O|HMIE = B HAO CHot EIAIIE ZHE| A AEo HELCH ¥ QIEL| O] A0
A SNMP vl ! v2cOj Clist EEE AP = ASL|CE. SNMP v3e 2 HZASHLE SNMP
£ I E#O| X}522 HELCL. SNMP v3E At8%t= 4% SNMP v3 2| ofZ2[7
O|dE 83l EfME HEY = ASLLCHL

- Trap address(E&®Y FA) 22| MHO IP T4 = SAE 0|28 UHSMUA|IL
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2 QlE{H oA

e

- Trap community(E3 HELIE|]): |7} 22| A|AHO EY HAIKS 24 0f ALY
HRLES e,

- Traps(E®):

- Cold start(E2E BEl): X7} A|ZE [0 EZ HAIXE BEHL|C

- Warm start(® AE}E). SNMP &g BHAgs I EE KA

- Link up(3 ) A3} Ch20M ¢

- Authentication failed(21Z Al1Ij): OIF A|Z7

H| O

SNMP vl 2! v2c ES 7D QE Axis H|C|Q MIB E0| ZABIELICH XM L{ES
AXIS OS Portal> SNMPE & Z&HN K.

e v3: SNMP v3&= ¢33 49l EOF &t £ X|Jste ECF oHRSH HA QLICE SNMP v3E AFE5ta ™
A It HTTPSE &l MSE2ZE HTTPSE &d3st= A0| ZEFLICE ESH #HBH0| Qs TAMALY
LS E[X| 22 SNMP vl U v2c ERO| AMAstE AS WX|BLICH SNMP v3E AE3t= 2%
SNMP v3 #2| ofZ2|Ao|HE Sl E2 B8 = ASLLCH
- Password for the account “initial”"('xX7|" A|™He| IJA L E): O|Z0]| 'initial'@l HH9|
SNMP IfAQQEE A= BHL|CE HTTPSE ZM3lstA| fnr MAJYEE MES 5= UAX| Tt
HESHA| U&LICH SNMP v3 IHARQIE = T B0 M7k o= QI HTTPSTt =HM3tE 42
oot d™sSt= Aol EELLCH AYEE HFSIH WARQE EETL O O|&f HEAILX
SLCHL ASEE CHA| 4785 H X E & 7|8 d™8o2 X4 dsoF gLt
HEQ3I EZE
PoE(Power over Ethernet)
 Allocated power(Z2THEl M=) A SHE AEW) = L|LCH
« Total PoE consumption(Z PoE AH|E¥): AH|Z|& QAEW) =L Ct
+ Keep PoE active during recorder restart(Z| 2G| & ClA| A|ES= SQF PoEE =4 MEIZ S X|):
HIZLE MAIESHE S AZE TX[of MYES SS3otz{H o] MS ALCH
T XE O|O|X|E EAISIAL 7| H SEgtL|Ct
« O|OX|OIM ZEE SEGH ZE ZE0M ZE MF FEE & &= UG
XE &
o« E: IE HS,
« PoE: LEO| C{sff PoEE HAL} & L|Ct
« Network(YEQIT): & ZEO| Cjsf HER/AIE 7Lt SL|CH
« Status(&El{): O =EO| GZE HX|Jt JY=X| FAIZLCH
+ Friendly name(%l=%$t 0| £): Xl=3t 0|£0| Network settings(E3 MH)E HFE O US|
Cf. 7|2 o|&2 ZEut AZAE FXQ OIC|of M2 KMo FAMAC FA)9| Z=ptL|Ct
o Y AH[F: AZE IX|OAM A AHStD SHSHE LEW) =L L}

HL
re

re
oA
R

ASME HEJIYC HKE QABste O AFBELICE O] X F 7HX fE9 ASME X|ATLLCt
+ Client/server certificates(22}0|AHE/AMH QS A|)
SE0|HE/MH QFAN= TX|O IDE HBSHH AN A = Aol CARIE
=2 = ASUCH XN MY ABSME HMotel ESE NSsHH 2l
X A8 &= UELICH

Q)
>
nT
00|'
r

ol
Rl

- CA ZM
CA 2IEME AEI0 T ASME ASYLICE OE S0, ¥X|7} IEEE 802.1XE H3E|=
HEQIo HAdE 2 25 MU IDE AZLCH ZXoes o 7Hel AP AX[E CA
IS M7t A&
XN== gA2 o3 25Ut
. oI=AM HAl: PEM, .CER .PFX
« ROl 7| HWAl: PKCS#1 9 PKCS#12
=2 A
HAE ST B Al 7|2U2E MAESHH 25 AS M7 AFELCH AP HXE CA SN
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2 QlE{H oA

e

| Add certificate(QASAM F71) : ASME F7t5t24H S L O

. More(tf 87)) ~ : XasiriLp MeEyS X7} WS mAISLC
+ Secure keystore(&H Ot 7| X ZEA): 740l 7| E ¢t [ =4
£ Trusted Platform Module 2.02 MEHSL|Ct. MEHS HOF 7| HZE A0 CHSH XHMSH LHES &
2 ¥ help.axis.com/en-us/axis-os#cryptographic-supports EZSIM A L.
+ Key type(7| ). QSME E52{H EFLR2 STZ0M 7|
2 Yoot ¢ud|Es WELLL

© HEo %= OFols o300 EZetELCH

« Certificate information(QUS M ™MH): X = QAFSAo| £4HE FLC}

+ Delete certificate(A= A AtH|): ol M

+ Create certificate signing request(Q/SA A|H @& MAM): C|X|E ID AASME AMHEY| Q8 S
E 7180 24 5 ME 2¥s ddg T

Secure keystore(®#9t 7| XM&EA) @

« Secure element(HQF 9 A)(CC EAL6+): HOF 7| HE A EHO QAS A2 H MEISHL|C},

+ Trusted Platform Module 2.0(CC EAL4+, FIPS 140-2 g% 2): | &
= Ar85ta{H dEietL )

HEHI M2 Ao U Azt

o =
Ol E It IEEE = L|Ct. IEEE 802.1x= EAP(Extensible Authentication Protocol)&
8021X2 HS g[S YEYI0| AAASI2 T HEYI HA|7 AHEHOZ QFgofof Lt AZeS Ol
MHOAN $diz, 2EI™ o 2 RADIUS AME(0f: FreeRADIUS 3! Microsoft Internet Authentication Server) 2!
L|C}IEEE 802.1AE MACseclEEE 802.1AF MACsec2 O|C|0| HNA E2 TZ2EZS 3t H|HZY Oo|H 7|
% R4S Foloh IEEES| MAC(DICIOf AN~ HES) Hot EEQYLICLOAISMCA 25N glo| 74
A o

IEEE 802.1xIEEE 802.1x= /M S EM HEYZ EX|9 EO 2152 NESsle ZE 7
7

o
N SBM ZAE BT D XS S WEYT0] 280l X 915S Az g
NE MEE [ Ads T8 Al 717 % 915 MHE EAP-TIS(EY Jt5 915 Z2ER - M3
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PEAP-MSCHAPV2E A3t ZA220|2t O]2{st M*% =1

o TIASQE: S|C AR X IDO I|AQEE

« Peap version(Peap HZ): 4 EQ3 A2
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Z|Ch 20742 +AAE ddg = AT

| Add a recipient(=2 Xt F71): XS FIototE FELICE O|F: #4UXAo 0§28 ¥
HeLIChType(RY): SS0A MH:

4

. FTP

- ZBAE: MHOIP FAL ZAE 0|52 YHTYLICL TAE 0|52 LSt 42, DNS
X H 7t System > Network > IPv4 and IPv6(A|AHEl > HEQ|T > IPv4 3 IPv6) OfZ|0f
XHEO A=K QIS HA 2.

- HEE: FTP A7} AF8St= ZE HSE QT CH 7| 2902 21 L C}

- Folder(Er): M3 X CIHERQ FEE YHSGMUAR. CIHERZ[Tt FTP MHOf O
O EXstA| gtoH, mtdE YEES If LF HA|X|7F EA|EL|CH

- Username(AI2X} O|E): 20T AFEXF O|EE YUESIAA L.

- IjAQIE: 205 EH WAQEES YESYAR

- Use temporary file name(YA| Tt 0|2 AI2): X522 MME AA| Ot O|ESZ I}
AS Y= ESt™ MENDILICH YPEEE 2tE2stH ot 0|E0| o= 0|ECE HHEL|Ch
U2t SEtE 29 &=4E Dol RSLCE 8Lt N5 A DS 2 = UA&Y
Ct. O|EA oM RAdSt= O|EE 717 2E ntOo| ZHEX] & £+ AUSZ L

- Use passive FTP(=& FTP Al8): HH &0l MH0|M HEF2 TthEd| e FTP AH O
ol AAd2 E=5 FTLCH X 7L 4 Mo Chst FTP Aof % GOjojE HZA
2 BF HIHOE AZEPYLICH Ol YEEOE Xt CHet FTP AMH AtO|Of &
shefo] b Ze0 Hasic

« HTTP

- URL: HTTP MH{O| Cizt EQT FAe QXE Nl AFZYUEE YHILICL O E Y
http://192.168.254.10/cgi-bin/notify.cgi & L| C}.

- Username(AI2 X} 0|E). 20158 H AIE2X} 0|EE LESIMA|IL.

- IPALQE: 208 H IN|AQYEE QUHBIMUA L.

- Proxy(ZEA|): HTTP MHO| AZHSH7| Qs ZEA MHE S1tcliof 5t 2% East
HHE AL L™t

URL: HTTPS AMH{0| CH3t WEYT A0 @HS Mald ATYEE ABtLCL 02 5

M https://192.168.254.10/cgi-bin/notify.cgi & L| C}.

- Validate server certificate(MH QIZ A =t0Ql). O] MXE MEHSIO| HTTPS MH{ 7} MM
S OIS A{S MEfgtLCh.

- Username(AF2X} O|£): 210131 H ALK} 0|22 UBIAAIL.

- HAYE: 208 H HAYSS YBIMAIL.

- Proxy(ZEA|): HTTPS N0 Zs7| Qo) Z2A| MHZ SDHe|of st F2 T

MEE 71 QAL

- HEQI 2EZX|
NAS(Network-Attached Storage)?t Z2 U EQI AEZ|X|E F7t510 MY S XEUStE AXE
Agg = AEULE Y2 MKV(Matroska) ot Aoz XFEL L
- BAE: HEQ3A AEZX9 IP FALI SAE 0|ES T LCt
- Share(3R]): TAE0M 37 0|52 YHe LI
- Folder(BCi); T2 XY CIHE2 0 ZRE YASUAL.

— H =
- Username(Al&X} O|8): 2015t H ALEX O|F 2 YHIMAIR
- jAQIE: R2IQISIE M IAYEE YHSYAR
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# QIE{m 02

e

- BAE: MHOIP FAU SAE O[5S YHYLLL 2AE 0|ES

AZEO A=K 2O HAL.

t“Oﬂ Chot AtM|SE LHE2 AXS OS5 ZES #IS

5

ED25519
o248} oF SFL|Cl Axis &K= MD5 2! SHA-256 sfA| 7|2 BE X| &

Ol CHSE AbMiet LHE2 AXIS OS ZES HISUAL.

HEAL):

- Username(Al2X} O|E): O Y A
QPSR U= HL o] WE

- GjAQE: HY A1H1°| ALE
L #e o Ic= HY U

- Email server (SMTP)(0||J1|°E' M
If 22 SMTP AMH 0O|EL

- mE. 0-65535 2l 9| A% At
o 587o||_||:|.

ﬂl||1]
|IOI-
-
i

510] SMTP AMH{o| mE HSE ¢

. TCP
- BAE: MHQ| IP FAL} SAE 0|22 YABLCL SAE 0|2

AEE O A=K 2OASHHAL.
- Port(ZE): MH HM20| MEEE ZE HIE YHIYLICL

22

M H{7} System > Network > IPv4 and IPV6(A|AE! > | EQIT > 1

- Use temporary file name(YA| It 0|5 AlR): Xt5o2 MMHE AAl Ot o222 1}
|

- EE! SFIP NH{7 Ab8ct: EE s gLt Jj=3te 29U

- Folder(ZL): WA XY g OdEee Z2E AHGMUA|L. CIMER|7L SFTP AH{0f O]
O EXotX| Ho™, s YRS I @7 HAX| 7t EA|IEL|CL

- Username(A}Q-I} O|E) ZI0I5l2{H Ar2X}t 0|2 YUHSIMAIL

- IAQE: 20 B HAYHCE YRSHAIL

- SSH SAE ZJ 7| §Y(MD5): 3 SAE ZJf 7|(324t2| 167+ EXtE)e| X225
HotL|CE SFTP 22}0| Y E= RSA, DSA, ECDSA 3 ED25519 S AE F| A9l SSH-2E At
83l= SFTP MHE X||ITLICt & Al RSA7I M3 E[& H80|0 ECDSA, ED25519 Y
DSAI 1 SIS MELCE SFTP MH{0|M AI83[= SHE MD5 SAE 7|2 °'345H0F

o+|_|tr Axis HX|= MD5 U SHA-256 s{A| 7|2 BE X|sX| 0 MDSECH 223 &
oS 93 SHA-2562 Algsls 20| B LT Axi ’é X2 SFTP MH{E TAsHE o

- SSH 3AE 27| 7] SH(SHA256): Az SAE +7H 7| (43X}2| Base64 Q1T El EX})O
x2S o2{srL|Ct. SFTP Z2}0] ol E = RSA, DSA, ECDSA G ED25519 SAE 7| 0640|
SSH-22 AF2 81 SFTP MHZ X|ASIL|CH SAF A| RSAZ} 415 &[S 8 # 0|0 ECDSA,

9 DSAZF 1 E|2 MEL|CH SFTP MHO|M AlR23tE SHIE MD5 BAE 7|2

SFX|oF MDSE CH 2+

oF 2otS 9o SHA-2565 At&dt= ZiOI EZUC Ads BA2 SFTP MBS pAsts o

U2 YEESIHH MEHSLICE YE2EEE 2AFESIH OY 0|F0| |stE 0|22 HHEL|CH
A2 EIJ} ZCtEl 2%%’—, 4= ool ELc dgLt of s YA O FE £+ US
LICE O|HA olH Ysl= 0|22 7t ZE IOl SHEX & £+ AELC
« SIP or VMS(SIP EE= VMS)
SIP; SIP M3l= ?gam MENSHL| T},
VMS: VMS F3l2 ZigiH AJE_,H@q C}.
- From SIP account( kAL X} SIP AH): ZE0|A MEHSHL|C}
- To SIP address($=#4IX} SIP F4): SIP =AE LTt
- Test(HAE): 53 *E”SOI anr X HAESI2™ Z2/gh|ct
- oY
- Send email to(0|HY H& CHH): O|HYS MESY O|H Y FAE YHTLICHL FAE
o2 7 YsieiH AERZ O|HY FAE FESMAIL.
- Send email from(O|H|Y HA): HLijE= MHO OO £ gEgyc
H.l (o]

of L| Cf.
o & MEoM 2SS
ol g MHOM 2SS Q7okA| &

SMTP)): O € =0 smtp.gmail.com, smtp.mail.yahoo.com
C

ety oh 712

- Encryption(°*§§|-) USTE ARSI M, SSL EE= TISE MEHSIAA| Q.
- Validate server certificate(MH 21ZA{ =tQl): °*§§}E Af% = 42 &Ko IDE =9ls}
== S o] SISHE CACIZ JIE0IA AN ABeL wE & alguic
- POP authentication(POP Q2IZ): POP A-|H-| O|EE =ste{™H HAMA|2(0: pop.gmail.com).
H| 2
L8 O|HY SeXAt= OffE oo Yat O FAISH HERE FASIHM ALEX7F 820 2
HE mdg 2L E= A4S HMoHsH7| Qs 2ot HHE AL olN Y M3 Mol &
oF HMES =050 o|H Y AEO| F7|IAHL o4 O|HYS sX= YO| YT YA,

A H 7t System > Network > IPv4 and IPv6(A|AE]l > HEQ A > IPv4 3 IPv6) OfZ[0f
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g QEmo] A
Test(H|2E). 283 E1IAE6+E1E* SagLch ¢+ Ao 2E 0RO0s CHE0| EEELICHView
recipient(=4l X} & 7|): FAMI M E JEE E2{H S 2/gtL|C}.Copy recipient(= Xt A =4l
AHE SARSHEH —Z*Eﬁﬁwlﬂ EM%‘ W Mz +=MUAE HEY = ASLICDelete recipient(5=2 X} A
H): =AMXE FFAHZ AHSHeH STt
ol x{

d&

J L WAE MM H 25| C}.

T35 EE[AHE A8 E2 822 E2|AY & UASULL & S0 =5 E2HE HMF 2% & 74
Stz SQ HHES H3Y = ASULH
XN
25 AEQX|
RAID
« Free(0§ 3. O/ ClA3 Z7tol & QL|Ch
« Status(HEH): ClAA7t OIREE|Y=X] o2 L|LC}
o OtY AARL CIAS0|AM AMEStE OhY A|AEILICH
« Y33t Cl237) dSoE A=A O F LI
- E: SEgojo #x| =Lt
+ Overall heath test(TBHH QI MEj| HAE): C|A39| JEIE 2ol =9 ALt
« RAID level(RAID ojj#). AEZ|X|0f| AfEE|= RAID 2. X|2 == RAID & 0, 1, 5 6,
109 L cf.
» RAID status(RAID #El). A~AEzZ|X|Q| RAID AE{. 7t53t Zf2 Online(22}Ql), Degraded(ds5 X
5h), Syncing(&712} F) 5! Failed(& ) L|Ct.
L
Hl D

o Check(&t9l):

£ = clstH HOo|E 7}

Format(i'}ﬂ) o= —L_=|§}§
Encrypt(233}): X & &l ]
Decrypt(Z = s} s H[): M7
Change password (I A ¢
dofe Tl T S3t= T

+ Use tool(= 4 AlE). MEHT
Hard drive status(sfE EZ2j0|H MEH) SIE £
2 Write protect(227| tX|): 27| 8X]

Che =& 2dd of ol 2t=2 M7tX| Z|CHECHE HOIX|E &

. -IO O 2 _.E_ =1 1- > - N
- Repair(27): W& UAE solBUT. B4 SiE mTel S04 o
L]

= LI Ct
« Change RAID level(RAID '8 HZA): ﬁiEleOI RAID E{IH"% HZASHL| C}
LIS IS

zrl
of
A
o
T~
il
_>.'_

I-X|

- |
H23M % 22
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2l
| — |

QIE{H O] £

« View the device server report(&X| M E A 517|): o AOM HE AMEY Cist HEE
L WM 2O S22 M BEAMO| ZotE LT
« Download the device server report(%X| A-|H-| M CF2E2E): S| AAZE EH7] 0]OX|9 A&
o !

i AEE OfL 2t UTF-8 Ao FAM Mu HIOM HAE LpQlo| ZotE zip Tp0| S ELCH el
*1H|*01| =olg M o MH HE1M zip ﬂf%% LY AL,

+ Download the crash report(% HIOM CIR2ERE): A AE{o Cist XtMSH HEIL Qe OFFHO|
BE OREEYLULL 55 EXM0= XM C/HI FYEF MB E0M0f| = YEIF 2ot
gL o EuMOls HESS XM 22 Qs WEZL U = ASLCL EaME

Note ol 2 £ ¥E 28% +
23
+ View the system log(A|28 273 H7|): MX| A&, Zd10 5 ZQ3F AKX 22 Al2H 0
HIEO CHS HEE HA|SHHEH ST
+ View the access log(dMA 21 H7|): Z
M2 ANEE 5 BAISHHE S gL

=
>
Ral
Hu
oN
|_o
FI)I
ﬁ
inl
(V2]
<
ul
@]
[(e)
2
>
rir
=
>
Ral
i
0=
0x
_9_'.
rr
> P>

—
=
QAR S 22 8 —Er“ﬁfé iEE%I‘H% el & %'ﬁ;—l':f. Z o
—
=

+ Server(MH)): M| MBS Z7tsi2ipl 223
E El

SStLCL2AE: MHO 2AE 0|8 E= P A5 YHeY
Ct.Format(Z8H): A2 syslog HA|X| ZOHE MEiSHL|CY.
» Axis
+ RFC 3164
« RFC 5424

Protocol(ZE2EE). A2 ZZ2ZEZE &
« UDP(Z7|2 M™ ZE: 514)
o TCP(Z|E MF ZE: 601)
o TLS(Z|E M4™ ZE: 6514)

JL“:

HE: [[2 ZEEZ AI232{H ZE HSZ HASIL|CLSeverity(MZtE): E2|HE I MES HAIXKS AME
SILICHCA certificate set(CA QIS A ME): 3ixjo] MHS oLt ASMHE =TbefLt.

X &l

=X el

Restart(X§ A|&H): EHX|E R A|ZISHLICE O|l= SX| MHO

s FX| FELICh ¥ S¢ Z2(H0[40| Xf
o= J(H/KP“E! LIC.Restore(57): [f#z2 dd2 &8 =6 g
H C AE-I

Ae. LISof FX et

o =]
MZ CHAl FMSED AN MK X 2 25 WS CHA| XSt O|HE U =2|MZ CHA| BHE0{OF L Cf
= 5t
=8 Atg
28 = NEE s o d¥2 Oosot Z2&UC

. MEY OjA3

. 8021X MH

. 03C MY

< DNS MH| IP =4

Factory default(3 &3} Al 7|12) Z5 A8= S 2ot Al 72422 F[S2HAR. O =0 X
of AMLe = JA=F IP F2E HEFHOF L
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o QUE{H oA

H
BE Axis X AZEQO = CIXE MEL0of ¥X0f AT E AZEQOTH X 4= JAELCH O|H
Al SHHE Axis FX|Q TEEH QI XA AO|H EQt £=FS
axis.comOj| A| B A "Axis Edge Vault"E EZSIMA|L.

AXIS OS upgrade(AXIS OS z0|E): A AXIS OS HH

= QI O|SFLICL A ZaA0s FE T
S #1 2% Y kHe| M2 7|50 ZRELT gy H)

o
Z| 4l AXIS OS E2|=F AM83%t= A0l F5UY

o o =
Ct. X4 2B|=E CIR2ELSEH axis.com/supportE 0| 5T L|Ct.
FagolEg mf Ch2 M 7tX] SN S0 MEIE &= UASL(Ct
+ Standard upgrade(E2= YH0|E): A AXIS OS HHE S Z Y7 0|=EgtL|LCt.
+ Factory default(S%E £} Al 7|22 FAYO0|=Estn BE HHE 3T 5t Al 7| 2URE &=
Z|MAlR. O SMES MEISIH PP O|E =0 O™ AXIS OS H{TMo = E|Z3 4= I&LCt
+ Autorollback(XtE E): HdFE AlZH L{o| A020|ESI D HO20|EE QIS AR, 2QlISHX]
gto ™ ZEHX|7F O] AXIS O

S Mo =2 m|sofzhL|Ct
AXIS OS rollback(AXIS OS ZHH): O|FM0j A%|=l AXIS OS B{Mo=z =2 L|c}

=H siZ

Ping: BX|0|H S FA0| B & =X OIGAH W2 SAEC| SAE 0|2 EE P F4S ¢
245t 0 Start(A|ZHE 223U Ct.Port check(ZE 2Ql): EHX|ojA EF IP =4 3 TCP/UDP X EO| Cf
ot o2 MEfE =Qlsie{H, SQl5l{is SAE 0|8 EE IP TAQ ZE HT E SN Start(AE)
£ SEsLCHLYEQT =X
8 A
HESA 8 mAo= ASM £ HAEQ 22 UL FEJ ZeE = JAS LT
HEHZ =5 ot HERQZ &2 7|§50] 2ME silAste O =82 & + USLICH Trace time(F
H AZH: FH J|ZHE £ )2 MES D Download(CH2E2E)E S Lt

25


https://www.axis.com/learning/white-papers
https://www.axis.com/support/firmware

AXIS S3016 Recorder

M BH

gMH BE

ArO[H| KO
HMEY Aol EOF HEE axiscomO|A i XNE2| CIO|HAIEE &ISHMAIL.

AXIS OSO| AFO|B| HOtO| CH3H XpM|SH LIRS AXIS OS HoF 2+ 710]
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mju
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_<')_I-
i2al
>
to

Signed OS

MPE OS= 2T EL0 S M7 74Ql 7|2 AXIS OS O|0|X|0f MK FHELICE. MFO| 2 M A of

2X|5t7| Ho| 2ZEQOE 2QAGLICE FAHM 2ZEN FEY0| 25

=1

Axis Edge Vault

Axis Edge Vaulte Axis K& HFSt= SFEQ0 7|HE AtO|H] HOF ZSZ &S NZTLCh ZX|9 ID 8l &2
282 B&stn B WNAREH FQ% HEE ES6tE 7|52 MSELICHL O EHELS Uzzt A
Eg 2E(EQ 94 3 TPM) 8 SoC EOHTEE Sl Secure Boot)o| ZH&{st 7|Ht Q|0 =g, Of X &

X 2otof cist ME X|Alo] AgEo USLICH

TPM &

TPM(Trusted Platform Module)2 QIS E|X| U2 WHNAZEEH MEE HSS7| {8 ¢33 7|58 N35t=
T8 AQULCH A 2MEtEl HEAY = s AdH™o| &L

Axis device ID

gl ENME golg = A= A2 K| IDO| thet M2 E F=5t= O AYHl AYLICE WA 0pF ol A
Axis Edge Vault7} dX|E &K 0= SHOM ZEH XM JE 13510 IEEE 802.1ARS F=5t= Axis &X| ID QI
SMN7F HEELICH Ol ZX[Q EME Y= AN Z2 A2 SLCL TX| IDE Axis RE ABME
MYE CISME Hot 7| XEA0 etMstn FFMoE MNEEHLCH AszE 2o X 22T 3 2ot &
X MEZ sl Do IT o= alof M HX| IDE EHEEE 5+ JUS LTt

r2
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H Hots 4

1=
Ot
=
>
to

26


https://help.axis.com/axis-os-hardening-guide
https://www.axis.com/learning/white-papers

AXIS S3016 Recorder

AL

AL

HE e

ur_ L L

o looool] l looooocooo | “ locoocoocool ]

o)

- T P BT T

- vl

A
|mmmm|[lhjﬁo

AL

FH LED

o o

USB 30 EE

AE SEf LED

3}C £l0jE AEf LED
POE/I/ ES/ T AL LED
HE e

PoF ZE

AUX R/45 ZE

LAN R/45 ZE

LAN SFP EE

10 USB 20 ZE

11 X0 HE
12 FE HE

WO N AN WN KN

o aa;m

27



AXIS S3016 Recorder

A
LED =2 A
S el = A AZEoF A T A AN
L|Ct.
TEM S| 27} AIE F0|ALE Heof7t
Q0| ZYLICE LEDI} =
O 2 HHE W7tX| 7|ctE| M Al 2.
it 0| PoE 2|Cf M22tol x1hE|Y

88 oo = 4+ USLICh WS
Aciol wa o o Z A

SHAUAIR.

StE CE2t0|E HEY =AM Ezto|E7 22t SEf YL Ct
T O] E2t0|E = 22t210|X|8t C}&
C2to| BTt =M EJSLICH
RAIDO| 2|E EHA[ZF Gl& LTt
7k Calo|E 7t &AE| S Lot
Q5 el Tt RAIDZ} MIfRELICE A|AHRO| &
o5t UAX| &L
RAID @77t ot @ &4&
StE E2to|EE AYEHSIE M FHX|
2l OlE{HO0|AZ 0|Z38}0| System
> Storage > Hard drive status(A|
AH > AEZ|X| > 3lE Eato|H
HE) = O|SSHHAIR.
7| StE E2t0[E7F gi&L Lt
PoE 2 Ef =AM X7t AAEAS LT
T PoE7} AtE FO|X|2 HEYA &
37t Y& CH
th7hAY AZE TR E A = l&U T
PoE X|CH X2{zk X7}
PoE 1%t
7| ZEJL A8 F0| OfL{AL} H|g
Aot AE LI
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LED g HA|
HEQ3A ZE Mo g 7Ztdhel 2.5Gbit/s
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7| HEIA S
PoE ZE =M POEE At ZQIL|C}
QZ LED
i 7+ A PoE 1 ZE
PoE X|CH X2{2k A7},
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gt A5 LI}
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=st=22 A" = ®l | BT ZX e Z 5o/A 30 522 O|FT L
= LICH

=

Ftojatol AZS = Y | FEHY 2 HZ HO0/A 30 g=22 O|STH L

“No contact(H2tN @1 | Lo 22X gfZ mjo/x 30 Y= 2 O|&¢gtL|Ct

L AtO|EZt mHIY 40| | AXIS Companion EHIY 4 HF 47} Q=X 2QISHA AL,
LIEFLEX| Q&L Ct.

ue
rx
A
ro

=M siZ

AR L] Hoj RAS LA AL HAHE L

1 Ftojatet Ao MO BIEEA HASYAIL.

2. QIE{H0| AZE|0f YK HAABUAIL.

3. HEYAT HESER| HolsAL.

4. 97| MEN7} OfH A FHU|a7t ZHEEQ SUS YEYIo| HHEO UK HHOIGUAIL.
OfRlE REBA A& LI

5.

Ftojet, HAE H A XIS Companion HAa3s ol x4 HAYo X 2ZEQ LHOo[EZ &K
£0] A=A 2QASYAIL

ol g0/ HO/X 308 HESHUAIL.

AXIS Companion HIA3E WS KfAIASHUAL.

N o

Jtatet HAHE TAIR SHAAQ.
OlxlE REBA A& LI
8 Ftmjatel RS St MO BAS 2 x| MEE TS MAL.

AL SfE N EHO/A 118 EXEAAL.

ILAIA®™ BEAME Mot Axis 7|& A& MH|A0| 2254 AL
AL E HOA HE EO/X 315 HZSGUAL
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MZe Helol YEOlEE BAE AN 54, 7|5 % =etg MBI
Ef I

1. 2|0 =X % olE

2. Maintenance > Firmware upgrade(gX| 22| > H90| Y1y 0|E)Z 0|53I0 Upgrade(H 1z

0|E)E SE YL}

3. 3Eel Xjds WEUL

HEel ¢ Qefmoj2o =2a0lgd = USLIC

7 B0l HEO| OfSt HAYES SHE » LSO 3T HES AOIE0| £7810 HHe gz
g mEel 8 olEmolxo] =aeg & QB LITE AXIS Companion £Z =807k AO[=0] 9l RS
Xiof HuHeg wasl geec

MOIE L FX|of 21015t

r2
0_5

At O| 5 roote} AIOIE MARAES YHIIYAIR.

=] 2 O
BE =388 X9 W
1. &Xe| & QOIHHO|AO A System(A|ARl) > Storage(AEEZ|X|)E O|FTL|CH

2. Format(ZW)S MEHSIT Use tool(ET AI2)S ZElghL| L}

>

OF
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rg
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N
[n

2tO|E0A 2E =ot=0] XXX HEEQL MO|ES #4942 H

1. AXIS CompanionOf A{ @ > Save system report(A| A BEA XE)Z 0|FgL Ch

2. AXIS Camera Stat|on01|A1 - > Help(= &%) > System report(A|28H HA)Z O|ZTfL|LCt.

3. Axis Ao AT oM KE S U A2 EOME HESIMAR.
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