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C}.

DNS servers(DNS A{H{): Add DNS server(DNS A{
HL|CE O] M= HERIZNM ZAE O|EZ1P

HEYI M ZEES
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Bonjour 0| &: HEYA0| EAIY 0|52 YHYLICL 7|2 0| &2 TX| 0|52t MAC =L Tt

UPnP®: { EQ|A0| M AtS HAM S 3185t H 0| M2 ZHL|CH

UPnP 0| &: Y ERIZ0| A O|E S | CEL 7|2 0|52 TX| O|F1F MAC F=AQL|C}
WS-ZAM: HEQIINM XtE S 5{&85t2{H o] 83 ALICH

LLDP S CDP: | EJ 0| A AHE ZA 2 8| R35}2{H 0| M2 ZL|C} LLDP U CDPE 11T PoE

[
F 2l B0l X Z0| 2 = LT
2 34 M8 O2 PoE A9/K|S 7Y

<

9'_|_—|—
-

ZREEZFA

Http proxy(Http ZEA|): 5| & & 40 W2t =22
Https proxy(Https ZEA|): 518 & A A|0f W2t =

HTTP S HTTPS T2 A|0f 3| &&=
«  http(s)://host:port
e http(s)://user@host:port

e http(s)://user:pass@host:port

1)%
>

H| D
X E WAIZSH0 228 ZEA| dF S HEL| Tt
No proxy(ZEA| gi8): 224 ZEA|E 22|52 H No proxy(ZEA| giZ)E AHELLICEL I =
of A= =M FStLHE LS AL 2 HE 72510 o 7HE YL Tt
LS
= A

« CIDRHAIOIIP =4 X|H
Em el ol K& (Of: www.< =0 @1 O] F >.com).
« EF &0 BE 5 =02l XI7F(0: <=0 2l O] F>.com).

One-Click Cloud Connection

One-click cloud connection(O3C)1} O3C AMH| A= = QXK AL AAIZE S =351 FAY| £ 1 oF
HSEOIE Ul M AE H-EEL Lt XM T Li8 2 axis.com/end-to-end-solutions/hosted-services
£ &XSHAUA 2.
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Allow O3C(03C 5| &):

O3C MH| A

._umvu7|._mﬂ_._t

oRI W1 T <0

FL|CF.

of & e

pzke)

A
O
L

F7| i

-
o

o

SALMH O A

IL

HA

=

o 1S

A&t O]

F

—

-

o

0| &0
[ 2 0] Digest(C}O|H

o

L|Ct.
M
[

3

=

.
o

g}

ZEAl M Of Cf

OfL| 2: O3C MH|AE H|ZH

Proxy settings (=& A|

ZE: HN20| AHEE = ZE M E Y

Authentication method(2l

{0
o3

<

ol
i

Xl

X
ofn

Klo

KOiz0

LTk o] 2

=ik}
=

st

7tXH22{™ Getkey(7| 7t 7)) E 2
17

| HZ = B0 27t

L|C}.

SNMP(Simple Network Management Protocol)E 0|-&

SNMP

A
=



SNMP: At82 SNMP ™ 2 MEHSHL|C}.

« vl%v2c

- Read community(2{7| #{L|E|):
o] A= AHRLIE| 0|55 §E

- Write community(227]| #
7| 20| U= HRLIE| O
L|C}.

— HA'— —

H . A o
AL El): X RE|= 2= SNMP K| off CHol 817] EE& A
E= YEHYLICHEY| TE AA M 2l). 7|2 a2 27| Y

~  Activate traps(E Z48h): EHE TS S|SB AHAA|Q. BA|= EAS A}
2510 520t O|HE = AEf HA0 Ciot A X|F 22| A|A=0f 2-L|CH &l
QIE{H O] A0f| A SNMP v1 3 v2coj Ciot ERS A = QEL|CL SNMP V32
HASI7{LF SNMPE 11 EZHO| A SO 2 JHEIL|CE. SNMP v3E AIE5t= 42
SNMPv3 2| O Z2|H 0|2 Sl ER 2 B = JASLICH

- Trap address(Efl FA): 22| MHO|IPFA L= SAE 0|52 QUHEGIMAIL

- Trap community(E34 H-JL|E[): X7} 22| A|AEO| E-Y HA|X[E 2 O Af

g HRLEIE Lo}
- Traps(E#):
- Cold start(8 £ EEI): ZHX| 7} A|ZHE [ E3 O A|X| S 2 HL|C
- Warm start(2 AEFE): SNMP A& S B4 [ E24 BA|X|2 £ WL CH
- Linkup(Z3 &f): 237 CHR 0N Q22 HAE B2 EB HAIX|E 2L
Ct.

- Authentication failed(21= Al1}j): 215
L|C}.

[n

=7t HIfSH ER HAIX]E 2 H

>

H| T
SNMP v1 2 v2c E3HS 70 0 E Axis H|C|Q MIB E240| SHAISHE|L|CF XFM|SH |22 AXIS
OS Portal> SNMPE £ XM Q.

e Vv3:SNMP V3= S5t Ol HOF AT E N Sdt= ECFOHRSHHAE QLICE SNMP v3E AFE
Sle{H LS IHHTTPSE SEoff &L 22 HTTPSE 24 31St= 40| & LICH EESH HBH0|
A= FAKZL 2ot K| 242 SNMP vl Sl v2c ERH0)| MM ASH= A EHA| 2L CF
SNMP v3E At&3%t= B SNMPv3 22| Of Z2(H0|M 2 Solf ERE 28Y == A& LT
- Password for the account “initial” (‘X 7|"' A|H 2] A X E): 0| 20| 'initial'@l AHH

O SNMP Ij AQIEE Q&S |C} HTTPSE 231X U DL IfAQEE M&st
+ UK 2 AESA| Qe LICH SNMP v3 IjAQIC & Bt Rt - ot <= 911 HTTPS
A C ol

7t 2dstE g0 285 A0| 5Lt oy

o2 TS| OF gL Ct.
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HES3I ZE

PoE(Power over Ethernet)
+ Allocated power(&t2HEl H=): S| H =l FE (W) = L|C}.
+ Total PoE consumption(Z PoE A H|ZF): A H| T = QE (W) 5= L|C}.

+ Keep PoE active during recorder restart(2| ZE £ CIA| A &St SO PoEE 2H4d AFE
B RX):YHIZEHE YA |E St s HEE HX[O RS %‘-E.L St o] FHE ALCh

- O - -

= mE 0|0|X|E BABIFLE &[0 228 L}

. O|OjX|0M ZES S0 mE 220N BE AE HEE 2 4+ AaLc
ZE2E

. HE WD

. PoE: iEOH CH&H POES 7 AL} &L C}.
. Network(1| £ °43)- 2t mEo 8 HIEYAE HAL BLCH

« Status(AE): O| ZEO| HAE RHX| 7} Y=X| EA|SHL|C}
«  Friendly name( ._=;3._P 0| £): XI=3l 0| 20| Network settlngs(L'|| Q|3 MA)Z MXE|0f
UASLCE 7|2 0|82 22t AZE FXQ O|C|o M2 KO FAMAC FA)o| =YL

C}.
. M AHZ AZE BA|OM HIY AHS D SEEE FE(W) 2L

HL
ro

ro
ol
x
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o

M= HEAI YL X E 21Sste H A8 ELILE O] §X|& &+ 7HA| w2l ASME X &
Ct

Client/server certificates(22}0| A E/AH Q1= A{)
SEI0|HE/MH QB ME X IDE ASSHH XA MY = 2 CA(RIF 7|20l A
a2 = USLICHE XA ME QIS A = KMotel E5E MSHH CA LM ASME 7| ™

T_LMlzl
MA| Mg 4= ASLICEH

CAQIEA
CA SIZME AL30] T|Of QB ME QAISTILICE 0|2 SO, KX| 7} EEE 8021X2 B &
S YEYT0| ZE A2 15 MH{| IDE ZZELICh ZX|0fE ofa] AHof AbH HX|E

Il%Eli S{AlO [|-°_||- 7}-§|__||:|.‘

1= =

OI= M & Al: PEM, .CER, .PFX
Ol | S Al: PKCS#1 Q! PKCS#12

HXNE SY SOt Al 7|24t 2 MEFotH 2= AS M7 AXE L Ch AFE AX[El CA IS M
7t CEA] AKX =L

_I_ Add certificate(QIS A F7h : QIS M E F7}18le{H S| C

More(t| &7]) 7 : &8} 7L} MEtEt 220t WE S EA|EHLCh
Secure keystore(H Ot 7| K{EA): 719l 7| & QHHSHA X ZHSl2{H Secure element(&E QF
= St

8 A) £ = Trusted Platform Module 2.0 MERSHL|C} MEHSE HOF 7| M EHAOf CHSH K}
Mgt L 88 E2{H help.axis.com/en-us/axis-os#cryptographic-supportE & Zx=SIAMA| 2.

Key type(7| 98): QIZME B os|a{0l CECLR 220|M 7|2 oos} 03| 0Lt o}

o
—
£ Y=ot gagEs WL

2o 8= w0l the0l Z2E L

Certificate information(21Z A ™M H): AX| =l OIS A Q| £MH S FL|C}.
o =

Delete certificate(QAS A AHA)): OIS A Q2
Create certificate signing request(2/SA M @8 MM): CIX|E ID IS M E MHEHGI7|

o
?lol SF 7|20 22 AT MY 2F S I Lt

Secure keystore(H ot 7| X{EA)O:

Secure element(EQF 2 A)(CC EAL6+): 2t 7| X EAO| 2Ot QA E ALRSI2{H MENSH
L|C}.

Trusted Platform Module 2.0(CC EAL4+, FIPS 140-2 &' 2): 29t 7| & A0 TPM 2.0
= At85ta{ T MEigtL|C}
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Active(Zd2l): S0 HEL A=3}

+ Default — OpenSSL(7| 27} —
l:|l-7< |__| |:|-

DU 0L A SHE O A Bt 352

—

»  FIPS — Policy to comply with FIPS 140-2(FIPS — 140-2 = JM): x| A= 9

FIPS 140-2 &= &= 3 I L|C}.

1%
mjo

-
ot

HEHI E2 Ho X =3}
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IEEE 802.1x
IEEE 802. 1= R4 8 4 L E9IT Ix|0| £t 152 NSt ZE J|8t Y =93

Ef

Internet Authentication Server) 2! L| Ef.

IEEE 802.1AE MACsec

Authentication method (9= ). 0| =0 AR L=

S MHE ASME AE3HY EEH0[HUES| IDE 22

Ol
CA QS M:CA IS M E MEISHY] 2
GIZEl L =9 o] A glo| AHH| o

o L|C

EAP identity(EAP ID): 22[0|HE QFS X2} AEtEl ALZAHIDE R ESIHA|L.
EAPOL version(EAPOL HHZ): | E Q|3 AQ|X|0|AM A ol
Use IEEE 802.1x(IEEE 802.1x A}2): IEEE 802.1x T2 EZ S AIE25I2{ ™ MEHSHL|C}

OIZ ute O 2 IEEE 802.1x PEAP-MSCHAPV2E AL 3t Z-20) 0t 0|2{8t AN S 0|2

+ THAQIE: ST AL RHDO| THAYEE
+ Peap version(Peap HH): H EQ|3 A&
o Label(2}t): 22|0|HE EAP U312 Afﬂ6}E1 012 MEHSID, 2
£ A5t ™ 25 MEfSL|C} Peap H 7 °
TR E S
IEEE 802.1ae MACsec(®™ CAK/AIE ZS 7[)= Q1= o 2 AL SH= H 200t 0|23
= 0[28g = UAS LI

ﬁO
o I_
2|SHIEEE & -’.f—%l L|C}. IEEE 802.1x= EAP(ExtenS|bIe Authentlcatlon Protocol)& 7| =2 2 Tt

[EEE 802.1X2 E3 E|= HEQ A0 UM ASIHH HEQA EX| 7} AN RO 2 QIS E|0{Of &L
Ct 2152 QS MHOAM =L, Y™ © 2 RADIUS A1H-|(01| FreeRADIUS & Microsoft

IEEE 802.1AF MACsec2 D|C|0] MM A S8 T2 EZ2 QB H|AZAH Hlo|E| 7| LN A THNS
0| 5= IEEEQ| MAC(O|C|Of M A HEE) £ Ot EEQILICH

A A

CA OIS 81O - gotH M QSN F=2d AAL HIZGtED X = A= HESAo 2
A SLO| Rt 1SS Al =g LICY.

QIS A S ABY 1) Axis 28 A| 717] 8 01 Aol EAP-TLS(HE 7hs 915 ZRES - & 2
S 2ehE ME0t0 CIX| 8 AS M= A {22 QS eL LY.

X7t SN E Soll E=k|= HEAIO HMAT = AT ot H M BE SEH0|AE 2ASA
= KXo X5 OF gL Ct.

EA

o

Client Certificate(22}0|H E 21Z A): [EEE 802.1xE ﬁtgg S2l0|9E QS ME MEiSEL|CT. QI
[s)
=

» 7| EX AE £ 7| O] A Z HE O] S(CKN)S RIHBILICE 2 ~ 6AXI(2E £ 7Hs) 16
7150{0F SLITE CKNS 917 B210J M 25 0 2 2 A8|0F 3, 420 MACsecS
ot P9 A B0 M LKXIBHOF 2L Tt

- 71X A S 7L A E o 7(CAKS BRI CH 32X S = 64X19] 1681010
C}. CAKE GiZ gh2iof M =5 0 2 A 3]of 8[0, §-8 0| MACsecS EH4data} 2y o
S 20| A LK[SHOF L T

0%
Iot
B

22




Activate(

7|= 285 AgLHCt

Allow(d{

Default Policy(7

L|C}.

s

Deny(7&): K20 B E HAZAE AHES

ZEZ A ZENAM FX|of CHet

Hl

K-

KO .
wror
]
=<1

=%

jo ©=
ojo<k
KI 36m
M <0
of 20
So
S N
=

1
HiDF

NN

&k IPv4/IPv6 &

S| 7L} 7=

185

Address(FA). ©2S ©

=2 E

Protocol(

.o
[
T ol
ol
i mu
< m
on
o
%0 X0
of <
mm o
oW
ROl

f 712 AlZE A
L|Ct.

LT KO

— =170

Time in seconds
SH2 300k 2 M%

Add rules(& F7}): ™o

OF
R0

jol

-
o=
Jolmn
=T
RIZ0
=< Dol

20T

Pending rules(&

e

o

1 O Off A
o[ of g2l

oo ny
ol ol o]
T 1RO
R
< W)

Confirm rules(

A Z K[| A

ga3h):

Active rules(&

T
0
ol
mlr
mu
Tl
o
10
=
[
T
ol _H_._
ml
mn ol
M
Fanl
o X0
L.
T =
T M
ol ol
m Kl
X0 mF
o H

AR} X A E AXIS OS QIS A

KOTOTH <|Klo

FLICE 2 ZEQI0jE 2X[H| Hof| IS ME X[l O

2ls
=

m

Install(dX]): QIZME

L|C}.

Delete certificate(

A

A%
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+Add account(AH8 F71): Mf A S 7ot S LT X0 100712 A& =7t =
OIA|_| |:|-

Account(H|H): 133t A 0|52 Y L|CL

New password(AH I|AQE): A XO THAQAEE Q2HSHL|CH T A QY E= 1~64KF Z0|0fOF L
Ch. X}, AL L5H, L& 7|15 S Q4 7t58HASCI 2XHZE 32~126)3H THAQ E0f AR =
AE LT

Repeat password(Ij A Q| E HHE): S AUSHI|AREE CHA| FEGIAM AL

Privileges(#oh):

o Administrator(Z2|X}): 2= MA™HO|| &AM S| WM ASHL|C 22| XM= CHE H™HE F=7H A
HO|E Sl HAY == AFLCt

« Operator(2Gxh: Ct2 S X Qs = A0 A
— EE System(AIAE'“) PSS I‘|

. Vlewer(-.-.-O-I) CtZ0 CHer ™2 Hoto] LS Lt
HIC|@ AEZIO| AHAFS H ] R L|C}

_ _L.—_g|. A|7<‘|o|-_l LHE"HL|E|'
- W EE 9E PTZAE UM A =

OI'

I- |¢|_||:|.'

A H

HJ

Update account(#|d YHIO|E): AE £ HEY

L
Delete account(#|”d AtH|): A H S AP K| LICH root AE 2 MM &= & LICH

SSH AI’8

+ Add SSH account(SSH A =7}1): M| SSH A ™HE F=7t5t2{H SElgtL|Ct.
« Restrict root access(root 8 A| A K| SH): root WM AT LS 7|52 Mgtste{™ ZAL|Ct
« Enable SSH(SSH 2/d3}): SSH MH|AE AtESH2{H ZL|CL

Account(A|H): 183t HH 0|22 YAHTHL|CT.

New password(M| 2| E): Ao A E S g et Ch I 29| == 1~64Xt HO| O OF Bt L
Ch X, £, 158, Y2 7|5 £ olaf 7 HAE 32~126)t T|A QI E0f AR S &
AS L L

Repeat password (T A Q| E HHE): S USH DA QC E CHA| YESIMA| 2.

M MHS QAT CHSM).

or
rot
>
wn
s
>

Aol gHe o0l & Ch2 0| mEHE L L.
Update SSH account(SSH 7#|d HO|0|E): A|H £ MMS HET

L
Delete SSH account(SSH A7 AtH|): A S AT M| g LICH root A H 2 A Mg 4= giELICH
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i

—

e
[

2fL| LY.
of

it
=

L|C}.
Mgz
A

St

=1
[
-

A&

F

—

u]
ID S0 A

L|ct. 220

il

(=

3

=

.
o

L|C}.

3

o
=

A} 0-9, ZAt A-Z AL 30| E(-)

LICt. 7|2, CIO|HIAE,

2

—_
A

St
=
L|C}.

E

3

L|C}.
=

e
o

=
Al
=0f Lol E2|AL= =dE §2

It
=

245t
=]

F

(o]
=

t71 <{aH A

I

MH 2| 0| E=
Update(YHIO|E): 7t = AE S YHO|E

L|Ct. S0

AR 7}
HIEHA 8L A 7L bl E A Sl Qi L O

8

-
(<]
=]

+ Add virtual host(7t& S AE E71): M 7t

Wait between acti
Hol7t ES

—I_ Add a rule(

A o]
o2,

Rl K4 Klo
olllle
m M <
ALY
Ul
Yoo
RURETE
< TO|
S FHloh
N
Kes
EEU
Blo7Xd
&Ldoj

EX
o

StZ[o M 5

Xt
ay

21514 9.
LIC} OJHIE 74 Al

=i ke
=1

=
XE 28 = AsH

3

X
o

A = 0O
=HdHEE ¢

i
=

ani

Invert this condition(0|
_I_ Add a condition(Z=Z F7}):

Ol E0f CHo =L RO A 2| AL THEES HLES

H| 2

ol

RO
S
<o
10] o2
Bl

P

_
o

g
HLE HAHSHA| R A2

S A

FTP tE = SFTP
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AXIS S3016 Recorder

=E50= FJof oot YR eH M B0 & Ze SR EAIE L
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_|_

Add a recipient(4= MK} £7}): AIXHE 7182 0 223t ct
(o]

O] F: =4IXte| 0| 55 Y H Lt
M

Type(§d): 559

A EH-

— ~1-

. FTP@

. HTTP

SAE: MHO|IP FALI SAE 0|22 YHFLICL SAE O
DNS M7} System > Network > IPv4 and IPv6(A| A& > Lj|
IPv6) Of 2 of 7<|7é*>5|01 U X[ 2ol A2

ZEFTP MH 7L A E0t= ZE HS S YA LI 72402 21 L CH

Folder(BCf) el & XISl CI2A=2|0l H2 8 YAUNL CI2AR2|7HFTP Al
off 0]0] EX{oIA OB, T YR o 1 ©F HAIX 7 EAIHLICE
Username(A}-2 X} O|§ 918} =5

AQE: 2O0I52{H I AAEE YHSIMA|L

Use temporary file name(A| I} 0| & AI8): XIS 2 MM E A ItY 0|52
EOYUS UZESIE{ ™ MENSHLICEL Q2 EE b2 51 H Ut 0| 0| |st= 0|22
Z HHELCL YZE7 STHE A &4 mAo| Q& LT defLt of M| YA ot
UAS HdS 5= UYSLICE O|HA o} H {St= 0|22 71T B E THYUO| SHIEX| & =+
USL|Ch

Use passive FTP(=& FTP AF2): HA N Ol M2t M HE2 Chd| CHA FTP AMH
Of CIOjEe HZE2 E=& 8oL Ct & X7} CHa ME{Of| CHSF FTP MO % G| O]
HZZ2 RE NI™MOZ A|&StL|CE O] &= YEtX o 2 FHX|QF CHat FTP A{H AtO| 0
HIotE 0| Qle= A0 gL Ct

URL: HTTP MH{ 0| CH3t H[EST =40t QXS x1a|6+ ABIEZ QASHL|C} 0
£ =5 http://192.168.254.10/cgi- b|n/not|fycg| IL|CtH

Username(AI2X} O|E): 21252{H AIE X 0| 2 QUESHAUAI 2.
IfAYE: 205 H I AES AHSIUA.
Proxy(ZFA|): HTTP M Of HZ5L7| ?[3] ZEA| MHE S5H0F ot 89 ER

[0)

URL: HTTPS AB{0fl TS S22 =290 28-S X2lD ~3TES AHIALICL O
£ =M https://192.168.254.10/cgi-bin/notify.cgi  L| C}.

Validate server certificate(AH Q15 A =Ql): O] M XIS MEHSIO HTTPS A{H{ 7t A4
dot IS ME MENTEL|CY

Username(Al2X} 0| 2): 2 101t2{H AR} 0|22 QS BIAIA|Q.
A 201612 B AYES LSBHUAIR.

Proxy(ZFA|): HTTPS ME 0 AZSLY| 23 Z=A| MHE Sutsl{0f ot = &2 &
3l I—IEE 71 QlastL|Ct.

« HES3I 2EZ|X| @
NAS(Network-Attached Storage)2t Z 2 HEQI AEE|X|E _,_ 71510 S M ESH=

TR ALES & 91’.:7 L|Ch 0} Y2 MKV(Matroska) I+ 4]
o

SAE: |:|| o3 AEZ|X|OIP AL SAE 0|22 Q1
Share(28): SAENAM ZQ 0|22 Y &stL|C}
Folder(=é=l:-|): oS MASHC|HER|ol AZE QESIAAL.
Username(AI2X} 0| E): 219Q15}8{H AKX 0| ES ¢ =
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L=

AE: 205k I~

it
i

2SI AL

SFTP @

SAE MHOIIP FALIZAE 0|2 YHSL|CEL SAE 0|52 YEHSt= B2,
DNS M B{7} System > Network > IPv4 and IPv6(A|AHEl > Y EQ|3 > IPv4 YU

IPv6) Of 2 0 Jil"*EICH U= X[ 2B A2,
EE:SFTP MH{7} AFR3l= ZE MBS E Qs

p't
In
=]

oY [
Hu
N
(o]
I

=) BN
>

Zre 229/uct.

Folder(ZC): I g XAt C|al£2| 9 = 0l 5HAIA| Q. C|2 £ 2|7} SFTP A
HOfl O|0] EXHSHX| o™, oAU S P2 Eg U @ F H|A|X| 7t HA|E LICH
Username(At8X} 0| §): 21015t H AL X} O| B2 YESIUAIR

|

TAYE: 2 1016t B HASES Y3

SSH SAE Z7|| 7| S8 (MD5): 22 SAE &) 7|(32Kt2| 16714 EXtQ)0| X| 2
S QlaistL|C} SFTP 2210| 9 E= RSA, DSA, ECDSA 3 ED25519 SAE 7| 89|
SSH-2Z AFRSF= SFTP ML= X[ I3H|CF $1AF A| RSAT MBS 5| = Brei o] Of
ECDSA, ED25510 81 DSATH 11 #1 £ THE LIC}. SFTP AB{ Ol AFR B]= S HIE MD5
SAE 7|2 9l s]0F BHL|C}. Axis A= MD5 B SHA-256 SA] 7| = B = x| o
X|OF MDS5ICF Z+2ist 510k ©|3) SHA 2562 AFR 812 240] Z&LILE Axis K| 2
SFTP MH & 79 2ol EHOF REMISH LIRS AXIS OS ZES & 13l4A|Q.
O

Sl o
SSHSAE 27 7| S8 (SHA256): 14 S AE Z7| 7|(43X}2| Base64 QA E 2
XtQ)o| x| 22 gaq L|C}. SFTPEEfolo.jE'.: RSA, DSA, ECDSA % ED25519 & A
E 7| §YO| SSH-2E A& dt= SFTP MHE X| 22 L T} o4 Al RSA?f M2 t
B 0| ECDSA, ED25519 3! DSAZ} 11 |2 S L C}. SFTP A-|I:|-|O1|A-| ARSI 2
Hr% MD5 SAE 7| £ ggeqanor &L C}. Axis & X|-= MD5 4l SHA-256 oHA| HAEE
5 K| ASHX| 2t MD5ECF ZH 35t H ok 2|6 SHA-2565 fﬂﬂ“ 20| & LCL
Axis XHK| 2 SFTP M E A SH= ehHof| CiSH XFA| St LIRS AXIS OS &= TES AT
SHAUA|Q.

o
> ot
=
Jz
to

POP

S 120 rir

fll|ﬂJ

SIP or VMS(SIP &£ = VMS) @:
SIP: SIP M3l=2 &4 am MEHSHL|C}.
VMS: VMS x'|2|'E Ze{™ MEistL|Ct.

O] | &

From SIP account(2 A X} SIP A|H): S Z0f| A MEHSHL|C
To SIP address(5=£4IX} SIP 4 ): SIP =A & &5t C}
Test(E|AE): S3} 4740| &5=X| HAESIZH S=/gL|CL

Send email to(O|H|Y ME CHA): O|0| Y S S O] Y FAE YHPLICEL Fa
S0 7 YT AHE O|H Y FAE FESIUAL.

Send email from(0| | E4l): ELfj= MH 2| O] Y FAE &L CL
Username(*fﬂxr OIE O Y MOl ALEX} 0|2 YTLICE 0|0 Y M H{Of| A
015 S 7| = 42 0| EEE H|Y L CH

IjAQIE: Y MO I|AQYEES aTLICE O|H Y MHO|M Q1S5S 7SHA|

Z2 0 WEE B9 BLIC
Email server (SMTP)(O|{| & A :

yahoo.comi} Z+2 SMTP AH{ O|E& Y =H3tL|Ct.

ZEE:0-65535 H 2| 442 A5 SMTP MH Q| ZE HS E L SL|L} 7| 24!
= 587 L Ct.

rr
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- Encryption(¥=3}): S 3tE AFRSIE{ M, SSLEE= TLSE MEHSIAA| 2.
- Validate server certificate(AH Q1S A E19l): A ST E AR S 42 & X|QIDE
OIS & MENBILICE O] IS5 A= CA(QIS 7| 2)0l M REX| M ESHALE alie o=
AL o
- POP authentication(POP Q1Z%): POP MH 0|52 AHSI2{H M A 2(0: pop.
gmail.com).
H|
L5 O|H Y SEXAts O E O ap T1oF At HENE =4ISHHAM ALEX7L 20| 2 H
SOt s BL 2= A S Motolr| o) 2oF LB S AFS R L|C O|H 2 M X el 2ot 7Y
S 240I510] ot & A0l &7|A L of| & O Y2 X[= €O| PIEZ SHMA| 2.
- TCP

- SAE AHO|IP FALISAE 0|28 QETHL|ICH SAE O]
DNS M B{7} System > Network > IPv4 and IPv6(A| AEl > I
IPv6) Of2fjOff X|HE|Of U=X| ZQISHYA| 2.

Port(ZE): Mt MM 20| AL L= ZE S S YT LT
Test(H|2E): 23S HAES2H ST LICL

View recipient(= 4%} B7|): 2= 4% M & RS He{H S L

Copy recipient(=2l X} §A}): +=LIXHE SASHH T S ESHM Q. AN [ A2 +AAHE HEY
A OlAL|C}
T Mg

Delete recipient(4-AIX} ALH): 2-AIXHS JRE O & ALX|312{ @ S2f3tL|ct.

U
UHI BAS S0|M FHOE ABE 4+ USLICL S20|= 0| fet HEot $ $T) M2
of F4E 2= UFT BAT BALC

+8 E2|A
+& E2|HE N80 5 822 EE|HY £+ ASLICLOE SO +&8 EE|AHZ HZ 2|
U T Yots SO AN S AT = UG

Sk

2HLC AEEX]|
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RAID

A2,

Free(0=|°-7'-7*) Ol Cl&3 &St 8FYLILE.

r|-|

°*§'>_§}5' El*ﬂ7f°*§§FEl A=K O:I—'?'—ou' L|C}.
2L SlEQY 0o AR &= QlL|Ct.
Overall heath test(F2FX QI AEj H|AE): C|AF 0| MEfE 2HQIst = 0| ANt L|C}

RAID level(RAID #|'l): A & 2|X|0f| AFR E|= RAID Y. X| 2 E|= RAID #1120, 1,5, 6,
109/ L|C}.

RAID status(RAID %El): A E 2| X| 2| RAID AtElf. 753t 452 Online(22}Ql), Degraded
(‘45 X3l), Syncing(& 7|2} F) 5! Failed(&f) R L|C}.

YLt

Change password(Z{ A | E HA): C| AT 25210 LYot I|AQEE HATHL|CH DA 2
EE B T T =53t=

Change RAID level(RAID 2j|%! tHZA): A E2|X| 29| RAID |l HASL|LC}

. Use tOOl(E?- Al‘-g-) A'| EH ot E—_rl'% AEI'soH-C')-l_E;i E %é!'o;l' |_| EI_
Hard drive status(3}= E2}0| 2 AME|): S} S 202 AR}, R2F Ol U3 MBS Z Ho{H 2 2Is1Al

Write protect(*A7] HIX|): A 7| BEX| 2 A K& &K 2 EHO|MX| U EE BB}

=}

HAM

e
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HOM

+ View the device server report(ZX| M H1 A B 7[): TH Z0|A X2 AE[Of et HE
E ELCLAMA ZOE AM5C 2 M 2 MO ZeHE Lt

« Download the device server report(ZX| A{H{ 211 A{ C}2 ): AX| AAIZEEZ| 0|0O)
0] St st OF L2t UTF 6 S a1o] Tl Kbl 500 7S THoI0] 2918l ip 5120l 4
JELCE X MB| 20| Zog I ehef M BN zip TS ZeSHIA L.

- Download the crash report( = BNMLCIR22E) MH AEHO] CHSH XtAMISH 2T A=
O7I0|EE L2 2 ERLICEL & EJ-H Of = RrM|t CjH O HEQt M HAMO| A=
E7f E°*E' I—| Ef Of EJ-HOH =1 IE%EL FHu 22 Dot EILAS = UG E

21

ru
)
ri
HU
|
ro
=|I:=|
[>
10
I
i
>
o
rot
ox
o
oln
>
=|:I=|
Ot

E.
+ View the access Iog(°"A1|A EH7|) AL
YA HBMAAEE BF HAISHZHHEH

27 A2 20

Syslog= HA|X] E%‘ | £ 8 L|Lf. SyslogOf A= M A X| S d'dot= 22 E0f, BIAIXE X Go
= AL HAX[SE B3 8l 245t 2AZEQ0fS 2|8 = AL 4 HAIX|E 2 O 0AX| S
ddot= iEE°JI01 %%% LIEtL= A2 R ETL EAE| D HA4E 50| SEE L

Server(ME): Aj MBS Z7}5i2{ 0 22/gtL|Ct
BAE: MHO| SAE 0|2 TP FAE Q2G| C}

Format(Z4): AtE 2 syslog | A|X| ZZBH S MEASHL|CL.

o« Axis
« RFC3164
« RFC5424

Protocol(Z2EE): ATt T2 EZ MEH:

« UDP(Z|& *EIO" HZE:514)

Severity(MZtE): E

E’ —
CA certificate set(CA QIS A MHA): Axjjo] M™HEZ = QIStAHLE OIS ME =7}etL| L}
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X2

X 2

Restart(F A|Eh): 4|2 TA|ZHEHLICH O] S7) MH 0| @ate FX| LaLch A 0

70|44 0| XtE 22 THA|ZHE L Ct.

Restore(E5 1) O£ 22| €2 3T S5 Al 7|24 22 KFE|HA L. LSO
T8t A EXE[X] 2 2= WS ChA| 2X[5t O|IE S m2| M5 CHA| 2H50{0
T8 At

=¥ 2 ML= fect €82 L& Z2& L0

. HE Z2EZ(DHCP £ 1)

. IFIPFEA

Y

. ME=

- 8021X MH

- 03CHH

. DNSMHIPZ
g-

=13

Factory default(&
Eag=1

S0f| ZX[of A4 M|
H|
2= Axis HX| 2AZE Q0| = C[X[E MHE[0] FX| 0| A5 E ~2ZEL|0
Cl. O| A S} Axis T X[ Q| THIE Ol X|A AO|H HOt =F2 HE =Y
L8 2 axis.comOj| A Bi A "AXIS Edge Vault"E &XSIAA| 2

a
e
=
A
T

-E—I>
130

CEE
e

>
o>><
H‘|

RS 9}7<1o| MEL 7|50| ZahEL|C| SHAF | Al AXIS OS 2l 2|
=2 L|CF A4l 2 22| =2 CHR2 2 E 32| M axis.com/supportz 0| = ¢tL|LCt.
0| =& I CF2 M| 7FK| M =0 A MEHSH &~ QI LT}
Standard upgrade(EZ ¢ 13|0|E): M "AXIS 05 HEe = g ol=grL|Cf
I.

o

I rrod
>
offl

HH

g

S LI

. Autorollback(X}= SHH): AR = A|ZH LYo @ 120| =3t 9 180|E2 &tolst

SOI}X| OO M A7} O| 7 AXIS OS H{F O 2 &| = opzL|Ch
AXIS OS rollback(AXIS OS EHH): 0| 0j| A X| =l AXIS OS H{M O 2 g|=2/L|C}.

Factory default(Z3% &=} A| 7| 22)): @A 0|ESl1 2= A™HE S E5HA| 7|
2 5|E2/4A2. 0 M2 MSHE @O0/ 0 OF AXIS OS HN O 2 &|E

A 7|20 2 | E2|AMA|2. O

o>

L

o
| o)
—

_—

f

>

Is os upgrade(AXIS OS Y 1#[0| =): A AXIS OS T O 2 @ Jajo|=etLich Af 2B| 20|t
=5 A8t
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=H i &

Reset PTR(PTRI M )@ Pan(@H), Tilt(E! E) &£ = Roll(E) M 0| O AT 2 RHES}X| U= Z
45 I—IE

=2 o o
S PTRE X AIHBIL|C). PTR RE|= SFAL Af 710210 A| =& L|Ct 22]it 9PEHIEf9-I 0| K|
L BE|7} 202 2X0|= ZL0|E BHO| £AE 4 AUXLICH PTRS HAFSHT 5102i7 Cf

=o= =
Al BHE| D 2% 8 Al 7]2ZO 2 SopZiL T

HA @ : Calibrate(27d) S E&/ot0] H, EE Sl & 2HE 7|2 /X2 LA EF = LT

==
—’F—i% e Start(*l he —E‘E' 2L Ct

M EXMIPF=A 9 TCP/UDP LEZ 0|0{X|

= !
. — L=
OlE E=1PFAlt XE HS E Y34 Start(A| =) E S22 LT

mjo

fot
b
=
ot

HESZ = 0idol= A SM E= IfAYJE 22 DIASH BT ZehE 4= JASL[CH
HEZ =N OY2 HE/IA 2 7|50 EME HZst= O =22 & =+ USLHICH
Trace time(FH A|Zh): & 7| Z7HE £ 2)2 M E5 10 Download(CH2 2 E)E S 2oL Ct
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125t 7lsS

H

L
[e]

H2517] 9|

=

=

H25t=

=

=
= A= 2380| gL

He
NAZREE NME

A S TPM) B! SoC & QHTEE &l Secu

b

—

e

o
£|0] ASLIL.

2

3

=
=

=)

.
o

AN

|3 AXIS OS & 12{|0| =7
ol £

=

AtMSE L &2 AXIS OS 2 0F 2t3f 710| E5 HESHIA L.
Al

EMAY L L

-

o
H25t= 5290 7|8 AFO[H 2ot

MAZEH

1T

3

—

AKX 7L 7§21 7| 2 AXIS OS 0|O| X
N

ZEQI01S HX|oty| MO| AZES

0| 2 2| (£ E ROM

HE Xl

.
()

a1
[=)
7t
(i

1=

=

=

OH

2H

(=13
<]

AFO|H EQF HHE = axis.comOj| A 8 M| Z2| H|O|EHA|EE EXZSHAA| L.
T4 QAQLITH

—

—

=2

AXIS OSO| AFO|H{ HE Qtof CH
TPM(Trusted Platform Module)

ALO|H| Eot

S|

Signed OS
Secure Boot
Axis Edge Vault
TPM B &
XS5t

Axis device ID

S RO
HW%HE
HMﬂﬂﬂ
™ 0
ML I_L_u_
moMWJA&mE
O ~rKlo—
DN ToT I
L_EI_

1<
%5%%%
(T B
D
ol 3T
o= KloKjo ™
yy 001

P

-
[e]

=
=)

| 2Ot 2{™ axis.com/learning/white-papersz 0|
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AXIS S3016 Recorder

AL

HE7He

11

T l |OOOO| H l |OOOOOOOO| I | |OOOOOOOO|
D : : : D

. e O o
e monn pnne EREC o

o o o uuu

1 USB3.0ZE
2 X|Z AEH LED
3 BlE C£Z2f0/E2 AEf LED
4 Pot/H|EL/F AFEff LED
5 8l AHYE
6 PoEXZE
7 AUXRJ/M45 ZE
8 LANRJ5 ZTE
9 LANSFPZE
10 USB20 ZE
11 X0 HE
12 M3 HE
AP
M™ LED
LED A4 AL EA|
HIZ Aef = 2R C|7E A QUm A Aef
2luict
T2 g2 E7F AE SO[AHLE HEY
o7} ¢ agolE S LIC} LED
7t =AM o = HHE DY 7HX| 7| Ck
2| AN 2.
it Z b A O| = PoE Z|CHf ™ & 2F0| Z= 1t

I
Ao e = AsHH F
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AXIS S3016 Recorder

XEHIZH LYz HAE ot F
X|7-|o|-*'A|2

ST C2H0|E ALEY

1=

o
ay
=

2to| 27k 2212l JEf LT

M|
Olok
1=

0] E2t0|E = 22}210|X| Bt

CrE E2t0[E7F &4 &A=
C}.

RAIDO|| 2| & EHA| 7} Qi & LICt.

E2t0| BTt &Y ASLIL

RAIDZ} A& L O A 2 H
o =3ketn QUX| QLT

-

RAID @ E7J} B MEE 4 A

E StE EEPOI ENEEE

ol 54X 2 OIEH 0| A2 0|5

6}01 System > Storage >

Hard drive status(A| AE] > A

EZ|X| > SIE £210| H AEl)
0| S5 A 2.

HE St =20l 27t Q&L Ct.
PoE & Ef =AM X7t AAEAS L T
T POE7} AFE Z0| X[t | EQ S
CEM R =
R HEE TXE AL = 85
L|C}.
PoE x|C{ ™ =d2F X1},
PoE 1%t
THE ZET} AE FO| OfL| AL} H
%gmma LI C}.
& LED
LED A A HA|
HEXI EE =AMo g 7Ztdtol 2.5Gbit/s
FMoz Z8rY 1Gbit/s
THE HESXA S
PoE ZLE =M PoEE AL S RILILCEH
Q% LED kA PoE 1%t
PoE *|Cj X242k A7},
UES ZET} A-E FO| OfL| AL} H
2ot e RS L T
PoE L E =AMO Z 72tdrol 1Gbit/s
QE= D ZZIMo gz 7ztdtol 100Mbit/s




AXIS S3016 Recorder
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N
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OF
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of
re

43 &2
=322 A8 &+ | $BOR 0|SFLIC)
gle Ut
Joato) @Ze 4 | @B ofSLIL
Qe

“No contact(@2tx | =202 0|53tL|C}.
9oy Q= otz |2 H}
HA O TT o= ¢
= LICH

LH AFO|EZ} 2HFY | AXIS Companion ZHIQ! 4 B 47} QI=X| EHQISHAIA| 2.
Xl LIEFLIX| Qb5
L|C}.

Uzl

Moz

A2 Hof| GXE P F5tALE 2 E L

Mo

1 ZiH2tet R0 M0l SSE=X| &5 Al

2. QIHUIo| A0 UA| %MOH;MIE-

3. HERIAZ}ESSt=X] 2RIt AIL.

4. AA LENZLOLE H2 FtH a7 AFEHet S et HES RO HALO UA=X| 2RI A2,
OFEl = RFESIK| LSL|I}?

5. F10j2} R L AXIS Companion H|A3 & H0f Z[4l HYYo] X ~ZELQO AHO|ETL A

K| =|0f A=K 2“&'3?’&!*&.
£ AXSHAUA 2.

6. AXIS Companion A& WS MA|ZSHAMA| 2.
7. 9fﬂ1laf9f 12 lHEXH/\I’S.* SHU A 2.
N

8. 9fﬂ1laf9f I:I HE F': 2| A5t HXE ST =713 JHE HF2HAIR.
= TOAIR.

9. F{AHE FHH2tE ChA| AFO|E0f ZTFSHAAIL.
OFE| & KHEB}A| Y& LI
10. XAl EE}O|HZ O FIEE Y OH|0|ESIAA| 2.
OF%| & KHEB}A| Y& LI
11. A|AE HME HASHD Axis 7| = K| MH| A0 29|35 A| Q.
S HESIUAIR

Hellol dagol=
M=Z2 B0 H0IEE S E H
1. 2|5 &x|o| ¢ QIEI0|AZ 0| SELC

2. Maintenance > Firmware upgrade(§X| 2| > Hej|of ¥12j0|E)Z 0|=3}0{ Upgrade
(gagol=)E ==L

= =2 1d

3. SEO| X|HE UL

M 7|

(@]

orr

X 2ots HSEH

am
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HE2l ¢ QE{moj20 2a0lE 4 YSLICt

74 S0 MZ0f Ciot fA Q=
E2 0 0l MEZ2| & QIE L o[A0
of AU ZE X[ HYHSE HASY|
ALO|E L ZHX|Of| 2 1 Q18}2{ 3 AR Xt O| 2 rootQ} ALO|E IfAQEE QESIAA|L.
RESIES X UH
1. AHK|Q| ¢ QIE{ I O] A0 A| System(A| AEH) > Storage(AE2|X|)2 0| StL|C}.
2. Format(Z9)S AMEHS T Use tool(ET AMR)S 228t C}

=] i
O] BX+S +A5HH S5t E ERt0| 20 A 2E =220 XXX 2 HAEHL AO|ELS| T+ 92 H#
BEX| s L

AA” BN X%

1. AXIS Companion0j| A{ @ > Save system report(A|AE! H M HE)E 0|52 L|CL.

2. AXIS Camera Station0f| A{ = > Help(= &%) > System report(A| A& HA)Z 0|5 2fL
C}.

3. AxisEZHAI M H= S M| A|AE HETIME HESIAA L.
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e AXIS Companion AF& X & 3 A
e AXIS Camera Station AfEX} & FHA{
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_}I_
|.|-|
o
kel
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fo
of

F™ axis.com/supportZ 0| s3I A| 2.
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