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L Ck
DNS A

Assign DNS automatically(DNA X3 &t2h): DHCP A H{ 7t AM =0 Q1 Bl DNS MH F=AE EHX|
Ol Ats2 2 L I5HA St MElStL|CL 222 I E 0] CHal XPE DNS(DH

C}.
Search domains(Eﬂﬂ 0| Z4M): M A3IE|X| A2 S
domain(Z 4 EH Q! 712 S2/5t1 TR 7 AL
Ct.

(@)
3
m||u
b
0zt
o0
r

DNS servers(DNS A{H{): Add DNS server(DN
HEtLICE O] MH = HEHYAN M 2AE 0|52

n
X
44-E
>4
N




DHCPZ b 248153 SAE 0|2, DNS A, NTP § AHS WEQ T 740 9| Zsts 7|50| &

o —

Bonjour®: 4 EQ A0 M Xt5 M2 1 85t2{H 0| F8S HLCH

Bonjour 0| &: HEYA0| #AIY 0|5 YHYLICL 7|2 0|§2 TX| 0|53t MAC AL Tt

g H
UPNPE: L E9| 5014 XHS A4S 5|8 ct2{B o] 42 ZHLICt
UPNP 0| 5: L E9/30) EA|Z 0|2 YBILICE 7|2 0|52 BX| 0|21 MAC T2 LT
WS-ZA): HIE|T0A XHS 2442 51852 B 0] 42 HLIC,
LLDP 5! CDP: EY IO At AME 5| 25l2{H 0] SMHE ZAL|LCT LLDP & CDPE 11™ PokE
72 S0 XIZH0| 42 2 AL LICH Pof M e HAI T ZEAS 2 S o) 26123 =Y O] PoE
2 34 M8 O = PoE A9\%|2 RABLIC

HEYIA ZE

Power and ethernet(Td 1} O|C{4ll): AQ|X| ZEO| HEQIE HHH 0| M= MEHTHL|CE
.I

r

Power only(H@ H8): AQX| ZEQ| Y EQIE N2fH 0| M S MEGLICL ZE= O{ T Y|
O g S M 352 3Lt

EEE ZEN
Http proxy(Http TEA|): 5|25 A0 M2} 22 T2A| SAE TP FAZ X[ HSLICH
Https proxy(Https ZEA|): 5|8 & SA0f 2t 222 ZEA| SAE E=1P FAE XL
HTTP B! HTTPS ZEA|0f %= HAl:
«  http(s)://host:port
«  http(s)://user@host:port
« http(s)://user:pass@host:port
H|
SXE AN =222 ZEA 23S HESLIL
No proxy(ZEA| 812): 222 T2 A|Z 23(512{ 01 No proxy(ZEA| 912)2 ALRSL|CL 22
of A= 8 T otLHE 5L 852 F2510 o2 & UEELICH

o
« CIDREAIOIIPF=A XA
o  LZOQl Ol & X|7H(0: www.< =0 @l O] F>.com).
- E™Lholo 2E G =M X7H(0: .< =0 @l O] & >.com).

One-Click Cloud Connection
One-click cloud connection(O3C)1f O3C MH|AE= Ol XML AA|ZHE =3 A0 &l o

Sk OIE{ Ll M| A S H|-2SHL|C XFM| B LHE -2 axis.com/end-to-end-solutions/hosted-services
£ XS 2.
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FL|CF.

a3

HAHE A} O

—_

-

L|C}.
A HE S YHBI0o] ZEA| MH0f A
o

LS

8

=

e

Gk

20| B

_
(o]

[ 77t K|

XIEILICH 5 o] H
< mEA| MH{0f Cf

E35l O3C AMH|

o

Q3 A

|
=

IjAQE:

No(OtL] 2): O3C MH|AE AHZA i K|
=x

Proxy settings (Z & A|

m]

(o]
—

a

Allow O3C(03C 5| &):
Port(ZE): UM A0 AFR L
Authentication method(2l

2

o~

MA LY

s
t7] = 0il Digest(C}O|H~E

O] F0f

2k

Pl

=0 & et

&7

{0
o3

<

ol
i

xd

X
ofn

Klo

KOiz0
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L|C}.

SNMP(Simple Network Management Protocol)E 0| 83}0] H EQA

SNMP

A
=]



SNMP: At82 SNMP ™ 2 MEHSHL|C}.

« vl%v2c

- Read community(2{7| #{L|E|):
o] A= AHRLIE| 0|55 §E

- Write community(227]| #
7| 20| U= HRLIE| O
L|C}.

H . A o
AL El): X RE|= 2= SNMP K| off CHol 817] EE& A
E= YEHYLICHEY| TE AA M 2l). 7|2 a2 27| Y

— HA'— —

~  Activate traps(E Z48h): EHE TS S|SB AHAA|Q. BA|= EAS A}
2510 520t O|HE = AEf HA0 Ciot A X|F 22| A|A=0f 2-L|CH &l
QIE{H O] A0f| A SNMP v1 3 v2coj Ciot ERS A = QEL|CL SNMP V32
HASI7{LF SNMPE 11 EZHO| A SO 2 JHEIL|CE. SNMP v3E AIE5t= 42
SNMPv3 2| O Z2|H 0|2 Sl ER 2 B = JASLICH

- Trap address(Efl FA): 22| MHO|IPFA L= SAE 0|52 QUHEGIMAIL

- Trap community(E34 H-JL|E[): X7} 22| A|AEO| E-Y HA|X[E 2 O Af

8 HmLUEE YLt

- Traps(E#):

- Cold start(Z2E F8): YX[7} A2t E [ E® HAIX|E 2Lt

~ Linkup(Z3 &) 237 CHSOIN QO2 MAT HS E HIAIXZ 2L
C}.

~  Linkdown(ZA C}2): A7} YoM CHE o2 HAE HS EH DIAIX|2
YL

- Authentication failed(21Z AMil): Q1= A| =7} AMI|SIH E AKX E & 'H
L|C}.

H| 2

« Vv3:SNMPV3= ¥=3} Ol Hot 4SS K35t Bt oHHo A L|CE SNMP V3E AL
St 227 HTTPSE S3l| TEE| B2 HTTPSE &doldt= A0| E&LICH o MTHO|
U= GARZL 2ot X| 942 SNMP vl 8l v2c ERH0)| dM|ASH= A2 2R gL Ct.
SNMP v3E At&%t= 42 SNMPv3 2| O E2(AH 0| M2 Sl ERS 248 &= ASLICH
- HUHE B3 SNMP HO|E{E 250t O AL S YD ot WAS MESHAAIR
- Password for the account “initial”’ (‘X 7|' A|™Ho| T AL E): O|= 0| 'initial' @l AHH

O SNMP If A E & A SIL|CE HTTPSE 2 ototX| i IAQIEE MEY
= UX| 2t HESHX| G LICE SNMP v3 T A9 E = of HEF A- g 4= QI3 HTTPS
7t A3l F20| 8t Aot 20| S&LICL A ES Y0 A E TE
7O O] HA|E|X| QL CH IHAYEE CHA| 278512 X E S 7|2 23

o2 TSl oF gL Ct.

HL
re

re
ol
x
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SME HERIYS X E Sote Ol AFEE UL O] EX|= & 7HX| 2| ASME |-
Ct

« Client/server certificates(Z2}0|H E/A{H QI
a3

=210/¢1. E/HH'I ISM= X2 IDE 4 = A2 CAQF 7|20 M
Srael = S CE XA M B ASME AetEl RS2 K20l CA 23 JENE &7 A

MR AL S % QU LIL

. CAOZA

CAQIZEME A} 810] M| Of QIS MZ QIS BIL|CE 6|2 S0f, ZX| 7} IEEE 802.1X2 E S &
S YEYT0| GZE 42 oI5 MH{o| DS ASELICH ZX|0fE 0f2] o] ALK HX|E
CA 0I£A‘|7|- §L| C}.

. QIZ A HAl: PEM, .CER, .PFX
749l 7| Al PKCS#1 I PKCS#12
S8 A

ZHE BT SG A |22 HUBH RE AFNZH AHELICL AL X CA 1B A
Jh CEA MR LT

_I_ Add certificate(QIS A F7}1) : QIS M E F7}5{H S| CL EHA| Y 7}0| E7F D&l L

+ More(t| 27|) 7 ZtASIALL MEiE 27} WES BA|LCH

« Secure keystore(E.Qt 7| K& LA): 7|9l 7| E 9t SHA X ZESHE{ H Trusted Execution
Environment (SoC TEE), Secure element(EQt @ 4) Tt = Trusted Platform Module 2.0
= MERGILICEH el H ot 7] XMZA0f CHSE XtAM 2 =2 2 2™ help.axis.com/axis-
os#cryptographic-support% RS A 2.

=
Ol

+  Keytype(7| & OI"ME H35HH EE0L 220|A 7|2 Y53 Y| S0|Lt ot
2 ors st o, EI S MENSHL|CY.
¢ Alglof OHe O 0f = TS 0| ZBhEIL|C)

« Certificate information(@1Z A HH): dX| =l QIS A9 £H &= &L|LC}
« Delete certificate( S A AHA)): 2l

y .
+ Create certlflcate signing request(QUSM A|H @ MMH): C|X|EH ID QIS ME AHSEHY|
o S5 7|20 22 SM ME ¥ S ddeL T}

Secure keystore(H QF 7| X{EA)®:

« Trusted Execution Environment (SoC TEE): 20t 7| & A2 SoCTEEE AI252{H MEH
stLCt.

Secure element(&H 9t 2 4)(CC EAL6+, FIPS 140-3 Level 3)®: E0t 7| K& A0 29t 2
AE ALEote{ T MEiSEL|C

« Trusted Platform Module 2.0(CC EAL4+, FIPS 140-2 g|'el 2)®: £t 7| X & A 0| TPM
202 A5t ™ MEdSEL|CE.

A=l M2 HOIH B2 S ?I3 F22tE ArE5te WS FalgLth.
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Active(Z-g2l): ZA0| HEY Pzt YA S MEHSLCH
« Default — OpenSSL(7| 274} — OpenSSL): LEtX Ol A2 2 2ot 7 &ol 2
.l

— (=] OI_I-
«  FIPS — Policy to comply with FIPS 140-2(FIPS — FIPS 140-22 Z=48}= M) 75| Cf
A AFRIS Q|31 FIPS 140-22 T4t 25 3QILC

HESI E2 Mo A =3}
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IEEE 802.1x
IEEE 802. 1= R4 8 4 L E9IT Ix|0| £t 152 NSt ZE J|8t Y =93

Ef

Internet Authentication Server) 2! L| Ef.

IEEE 802.1AE MACsec

Authentication method (9= ). 0| =0 AR L=

S MHE ASME AE3HY EEH0[HUES| IDE 22

Ol
CA QS M:CA IS M E MEISHY] 2
GIZEl L =9 o] A glo| AHH| o

o L|C

EAP identity(EAP ID): 22[0|HE QFS X2} AEtEl ALZAHIDE R ESIHA|L.
EAPOL version(EAPOL HHZ): | E Q|3 AQ|X|0|AM A ol
Use IEEE 802.1x(IEEE 802.1x A}2): IEEE 802.1x T2 EZ S AIE25I2{ ™ MEHSHL|C}

OIZ ute O 2 IEEE 802.1x PEAP-MSCHAPV2E AL 3t Z-20) 0t 0|2{8t AN S 0|2

+ THAQIE: ST AL RHDO| THAYEE
+ Peap version(Peap HH): H EQ|3 A&
o Label(2}t): 22|0|HE EAP U312 Afﬂ6}E1 012 MEHSID, 2
£ A5t ™ 25 MEfSL|C} Peap H 7 °
TR E S
IEEE 802.1ae MACsec(®™ CAK/AIE ZS 7[)= Q1= o 2 AL SH= H 200t 0|23
= 0[28g = UAS LI

ﬁO
o I_
2|SHIEEE & -’.f—%l L|C}. IEEE 802.1x= EAP(ExtenS|bIe Authentlcatlon Protocol)& 7| =2 2 Tt

[EEE 802.1X2 E3 E|= HEQ A0 UM ASIHH HEQA EX| 7} AN RO 2 QIS E|0{Of &L
Ct 2152 QS MHOAM =L, Y™ © 2 RADIUS A1H-|(01| FreeRADIUS & Microsoft

IEEE 802.1AF MACsec2 D|C|0] MM A S8 T2 EZ2 QB H|AZAH Hlo|E| 7| LN A THNS
0| 5= IEEEQ| MAC(O|C|Of M A HEE) £ Ot EEQILICH

A A

CA OIS 81O - gotH M QSN F=2d AAL HIZGtED X = A= HESAo 2
A SLO| Rt 1SS Al =g LICY.

QIS A S ABY 1) Axis 28 A| 717] 8 01 Aol EAP-TLS(HE 7hs 915 ZRES - & 2
S 2ehE ME0t0 CIX| 8 AS M= A {22 QS eL LY.

X7t SN E Soll E=k|= HEAIO HMAT = AT ot H M BE SEH0|AE 2ASA
= KXo X5 OF gL Ct.

EA

o

Client Certificate(22}0|H E 21Z A): [EEE 802.1xE ﬁtgg S2l0|9E QS ME MEiSEL|CT. QI
[s)
=

» 7| EX AE £ 7| O] A Z HE O] S(CKN)S RIHBILICE 2 ~ 6AXI(2E £ 7Hs) 16
7150{0F SLITE CKNS 917 B210J M 25 0 2 2 A8|0F 3, 420 MACsecS
ot P9 A B0 M LKXIBHOF 2L Tt

- 71X A S 7L A E o 7(CAKS BRI CH 32X S = 64X19] 1681010
C}. CAKE GiZ gh2iof M =5 0 2 A 3]of 8[0, §-8 0| MACsecS EH4data} 2y o
S 20| A LK[SHOF L T

0%
Iot
B

22




Firewall(2ts}): iS5l S 2t 5}6le{ ™ ZL|C
o_l_

no
]
o
Q
c
-
)
S
a
=
N
re
o
2
M
=2
x
i}
u
A
51’
rir
e
Y
FO
ot
mjo
0L

SHHO| Of A M ex| dEigtY
Ct.

+ ACCEPT($:): TX|0f [t R E (A & 8ELICL 0] M 7|2 MHE|of YL LC
- DROP(H&): BX|0f (3t 2E ¢i2 st|C

=
OF

=
+ New rule(\] & F7}): £ 451248 S =T LICH

Rule type(£& §%): o
« FILTER(EHE): 20| Zol& 7|= 0t LX[St= FX| 2| AZ S 5{ESHHLE ALEStE & e et
L|c}.
- M eholH S0f L) Accept($=2) == Drop(H&)S MEfBL|C.

- IP range(IP M Q|): 5{ &5t HLE X EHet =4 HR|E X|HSI & MENSHLICE Start(A|
=H 2 End(&)0| M IPv4/IPv6E AFRSHL|C}

- IP =4 5|28} 7L} AEHStE{= =AZ QI 243HL|C}. IPv4/IPv6 I = CIDR HAIS A
.9.ol-|_| |:|-

- Protocol(Z2 E&): 5{ S} Lt Kpthed
El

MBSt Z2E 22 Mot 2

— o
- MAC: 5| 25| AL} XSt = X[ 9

HEQAIA Z2EZ(TCPUDP == E CHE
JmE & X|H80} LT,

S AC TS AL CH
- Port range(Z £ U 9]): o{ 3}7{Lf Attt L E HR S X GO E e gL ot

Start(A|Z}) 2 End(8)0] 7L Ct

- Port(ZE). 5| &5t AHLI A CHSte{= L E HS 5 Y L|CH ZE HS = 10 M
65535 AF0| 0fOF &FL|C}.

- Traffictype(E2T 93): 58317 Lt XTHlel s 2T S MegLIC
~  UNICAST(SLIFHAE): THY SHAIX{7} THY S AIXFOI A R L EjmielL|

C}.

- BROADCAST(EZEI|AE): Ct EhMXI7 HEQFo B E X2 ELf=
Egfj=eiL|Ct

- MULTICAST(HE|F| A E): StLt O] &f 2| = AIXE7} SfLt O] & 2] =4I KO A 2
L= EciE & LCh
«  LIMIT(Hgh: 20 Fol& 7| =1 LX|o= HX| 2 AZS +&HoX| 2 Mot EAfH S =

0|7 ?iell Mets MH-8oteH MEgtL|C.

- IPrange(IP 'H?|): 5| o[ HLf XTI =4 HRZ XYoL F MEGI LI Start(4]
) & End(8)0f| M IPv4/IPv6 E AHERFLCY.

- IPFA S ESIL e FAS Q2{3HLICE IPV4/IPV6 = CIDR HAIS A
23t C}.

_ Protocol(ZE2 E E): 5| 25} HL} X}
MEHSIL|CH T2 E22 MEY PE’

- MAC: 5| &3} 7{Lt At EHSEA = F K| 2

- Port range(EE H2): 1%6}7{ L} XpChst
Start(A| %) S End(8)0f Z=7tetL|Ct.

- Port(£E): 5{ 85| AL X}CHota{= ZE Ho E QHSIL|LEL ZE Mo = 101N
65535 A}O|Of OF ©+L|LC}.

Y EXQI Z2EZS(TCRUDP E&= E CHE
S 2E E X|d sl OfF tL|LCt.

~ Unit(EHS): 3183} LE AHEHS o] Rue ekt
~ Period(7]Zh): Amount(R1)2} B El A|ZH 7|7k MeEdgtL|ct
~ Amount(3l%): A4 5| Period(7|Z) L0 BX|7t QS 4 QU AT S4E M

2 LI 2|0 242 65535 L LY.




- Burst(tH{A E): 27 =l Period(7]|Zh) =0t of H A
A= AE slE =
HAEE A0S EELCH

- Traffic type(E2i T |): S 5L X HSH= E
- UNICAST(RFLZHAE): THY ZAUR7F B =LA A EU= EfEH Y
C}.

- BROADCAST(HEEIF|AE): CtQ EIAXI7 HER TS RE AKX 2 E&=
=3 ZQ Lt

~ MULTICAST(HE|FA E): 8} Lt O] Abo] SAIX}7} SHLE O ko] 2= A RLO A &
e ezl

Test rules(& E|AE): Ho|st EE HAESIZH SEIgHL|CH
« Test timein seconds(X EtQ| H|AE A|Z
* Rollback(E%H): E2 HI2ESI7| T2l O|F ME{Z Yot

o
= =]
. Apply rules(8 ®8): HlAE3X %0 22 TS M S2ALLICE 0|2 H e e
ol K| LTt

MEXt X MHE AXIS OS QIS5 M

0

ZX[0f AxisO| HIAE AT EQO| EE= J[EF AFEAL X|H 2T EQIO|E AX|S2{H ALEA X[ A
FE AXISOS Q1S M7t HaetL|Ch QIS = AT EQO| 7F THA| AF KRt Axis H 50| 2[sH 5¢I

LI A=X OIS CEL AZELI0j= 3ot A Ho o A IDE AlHL[= E7d TX|0f| A2 Alis
T ASLICH Axis7} MHES @[t 7| & ERotD AL B =2 AxisTHO| ALE A X|H A& AXIS OS 2l
= 4 2L|C}
o (=]

—

>
i
>

o
Install(4%]): QIS AIS AX|5t2f P S2YLICL AZEQI0{Z MX|5}7| Fof ASM S Ux|8Ho}

A

A

24



+Add account(AH8 F71): Mf A S 7ot S LT X0 100712 A& =7t =
OIA|_| |:|-

Account(H|H): 133t A 0|52 Y L|CL

New password(M| 2 E): Ao A E S g St Ch T 29 == 1~64Xt HO| O OF Bt L
Ch. X}, AL L5H, L& 7|15 S Q4 7t58HASCI 2XHZE 32~126)3H THAQ E0f AR =
AE LT

Repeat password(Ij A Q| E HHE): S AUSHI|AREE CHA| FEGIAM AL

Privileges(#oh):

o Administrator(Z2|X}): 2= MA™HO|| &AM S| WM ASHL|C 22| XM= CHE H™HE F=7H A
HO|E Sl HAY == AFLCt

« Operator(2Gxh: Ct2 S X Qs = A0 A
— EE System(AIAE'“) PSS I‘|

. Vlewer(-.-.-O-I) CtZ0 CHer ™2 Hoto] LS Lt
HIC|@ AEZIO| AHAFS H ] R L|C}

_ _L.—_g|. A|7<‘|o|-_l LHE"HL|E|'
- W EE 9E PTZAE UM A =

OI'

I- |¢|_||:|.'

A H

HJ

SSH AI’8

=+ Add SSH account(SSH | & 27}): Al SSH A& Zx7}8l2 ™ 223t C}.
« Enable SSH(SSH £/43}): SSH A{H|AE At238}2{ T ZL|C}.
Account(A|’d): 1 72t 74|’5§ Ol§2 gL

New password(M| 2| E): Ao A E S g HefL|Ch I 29| == 1~64Xt HO| O OF Bt L
Ct. 2}, <AL 754, Oa'—'?‘— 7|2 & Q4f 7ts %t ASCII EXHZE 32~ 126)at I AQIEO AFEE =
QUL l:|-_

A H

Repeat password(Ij A Q| E HHE): S AT INA R EE CHA| AHEBIMA| 2.
MY 42 YTLHS M),

© g0 X= Hw0l= ohSZ0| ZetE Lt
Update SSH account(SSH #|’d HGI0|E): Ad £ M8 S WS

L
Delete SSH account(SSH A’ AtH|): A2 AT M| g LICH root A2 A g 4= giELICH

7 sAE
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+ Add virtual host(7t& S AE E71): M 7t

L|C}.

b

AHEE

il

A} 0-9, ZAt A-Z AL 30| E(-)

URBLICE %

tME Sl 0|FS

MH] 0]

Port(x2 E): A{H{ 7}

e L CL

ID S0 A

=
(=

LICt. 7|2, CIO|HIAE,

EHSH
=

[N
oK

Jof0
<0

L|C}.

3

Update(YH[0|E): 7}4 S AEE AHHO|EY

Mg et

F

<r
mujn
|
<I
1of

<0

I

AR 7}
HIEHA 8L A 7L bl E A Sl Qi L O

Admin claim(22| X} 2 H): 22| X}
Verification URI(ZZ URI): API

Operator claim(

HOIHE

=
—

Require claim(2% E Q): £20j| 210{0f 5}

Viewer claim(2t& X 2

Save(X

= Mol = 78

L|Ch = Z0f

8

IC->|O|'c'>'
—l =

of il E2| A= =US

it
=

t71 {3l Al
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LICt. £0| Of

8

o
=]

Wait between actio

Botrt E5 H=H

—I_ Add a rule(

Q2

Kl KA Kfo
odulie
M H &
X mjs K
En_u:__
L o
K538
<=0l
o Hlol
7._%W
_A._FW.LH._O
B <0
Tlg7Xd
&dojn

Use this conditi
SIEE S}
10| ZZg|
Z =l mjojct

==}
=)

7
—

EX
(]

StZIo M 5

Xt
2

SHM 2.
[LIC} OJ#IE 72 Af

=Eke)
=]

A = ol
+ZEE Y

1o
=

i

—I_ Add a condition(ZZ F7}):

Invert this condition(O|

Ol E0f CHo LI XpOf| A 2| ALt Th

H| 2

ey

N
BT
<
10 5%
Bl
<l
™ o
<l
O_unnﬂ
A

At&o}

HLE HABHA| O A| 2. H#

=
=50= 730 Chet g=2et

FTP £ = SFTP

| B = =MX7F HA|E L CH

=
[

M
o
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_|_

Type(Rd): S0

Add a recipient(4-AIX} £ 7)): S AIXIE X718t @ S 2Bt Ct
4AIXto| 0|2 Btk
A

A EH-

— ~1-

FTP @

SAE MHO|IP FALI SAE 0|52 YHYLICL SAE 0|52 YHSH= 32,
DNS A|H{ 7} System > Network > IPv4 and IPv6(A| Al > HEL|3 > IPv4 Y

IPv6) Of2j{ Of 7<|7é*>5|01 US| 2RISR

~ Port(EmE):FIP HH{JL B EE WS E YT 722 218
- Folder(ZL): mOIO x xrcg Cl2E2|o) AZE QUASIAA|Q. CIAEZ| 7} FTP AH

S
|AIX|ZF Al E L CH

|2
of ojo] ZXSHA| 2 H, E
o H ALE AL O| & YHSAL.
|

iy
- Username(AIX} 0| E): 219018
- IjAQE: 20182 I

=

| >
i)
[
ujr
o
1
Of
>
>
fo

- Use temporary file name(QA| T} 0| B AI). A5 02 MM El AA| Ot 0|22
EOYS 2Lt MEiSL|CL F2EE tEstH O 0| 50| )Ist= 0|2
E HELCL H=E7I STHE 42 &4 F 0| gLt 2Lt O[S YA| o}
AdS P2 = USLICEL O|E A StH Rt= 0|2 717 2= mHO| SHEX| & =+
AS L

~ Use passive FTP(:5 FTP AL8): T AX O ASI0| M K| Z 2 Ehad| ThAF FTP A1
O HIOJE HZE S & QLT FX| 7} T4 MH O Ciot FTP X 0f & 4| O] H
HEE 25 XHF —19% A2t L|CE Ol = YRt o 2 K| QF T &f FTP A{H{ ALO|0f
53} {0] 9l F Lol Bagc

- URLHTTP AB{O) Chot | =913 a0t 282 Ha|st ASREE YL
£ = http://192.168.254.10/cgi- bln/notlfycg| IL|C}

- Username(AI2X} 0| E): 21252{H AIE X 0| 2 QUESHAUAI 2.
- IARIE: 20083 HAEE YL,

~ Proxy(ZEA|): HTTP NH{0| Q1Z3}7| QI8 T2 A| MH{S STfsl0} 51 A T
ECER I ENaY

HTTPS
- URL: HTTPS MHE{Of| CHSE U ES{E F=4% QHE I1EI3* A EHEE YgetL ot of
£ =T https://192.168.254.10/cgi- b|n/not|fy cgi L}

- Validate server certificate(AMH Q1S A 2H0l): O] AXIE MEHSIO] HTTPS A{EH 7} A
M3 OIZ M2 MENSHL|C}.

- Username(AI2X} 0| £): 2 Q15I2{H AR X 0|2 S QAUSIAA| Q.
- HAYE R0 HAYEE ¢

- Proxy(Z S A|): HTTPS ME{ 0 AZSH7| ol Z=A| MHE SIHH0F ot= 87 &
st JSEE 7110 QB C}

[0)

HEL3I A2EZX| @

NAS(Network-Attached Storage)2t Z 2 W EQ3 AEE|X| & F7t510 LY S MY st=
AR AL S 4 QU LICH 01 S MKV(Matroska) If 34|02 X &HE L|TH

- SAE: L1|E 9|3 AER|X|Q|IP AL SAE 0|22 Q&S| C}

— Share(28): SAEQAM 28 0|2EE st Ct.

- Folder(=é=|:-|): OIS MEsHC|HERZ|o) GEE QLESIAMAL.

-~ Username(AL&Xt O|2): 2 19152{ M ALR R} 0| 22 YUBBHIAI2.
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L=

TAQE: 2101502 H A

it
i

TEETNES

SFTP @

SAE MHOIIP FALIZAE 0|2 YHSL|CEL SAE 0|52 YEHSt= B2,
DNS M B{7} System > Network > IPv4 and IPv6(A|AHEl > Y EQ|3 > IPv4 YU

IPv6) OF2{ Of JQI’SEICH USR] QIS A 2.
Port(£E): SFTP MH{ 7t AtE3tE ZE Mo S Y e = A2
| &

Folder(ZC): I U2 M & C|AER|0 FES UBIAA|IR. C|HE2|7} SFTP A
{0 0|0 ZX}SHX| $O B, MAUS A= ot ] Q= MA|X| 7} EA|ELICH

Username(AF8X} 0| 8): 21015121 H ALEX} 0| §& YHIMUAIR.
AQE: 20052 H LAY ES YHSMAL.

SSH SAE 27| 7| SE(MD5): Y2 SAE 27| 7|(32X}2| 16%I4 2XFY)o| K| 2
2 QI24StL|C}. SFTP 22}0| 91 E= RSA, DSA, ECDSA 3! ED25519 SAE 7| & 9]
SSH-2E AH85H= SFTP AH E K| 2L CF & &F Al RSA7H19_EI B 0|
ECDSA, ED25519 81 DSAZ} -1 £ S [ & LIC}. SFTP A{H{ O A] AFR 3} = S HF-2 MDS
SAE 7|2 OlZH|0F BHLICT Axis ZHX| = MD5 I SHA-256 3jA] 7| = B= x| o}
X|OF MD5SIC] Z+2i3H 510k O[3 SHA 2562 AFRSH= 740] Z& LI L. Axis &Hk| 2
SFTP MHE +4 ==y EHOF REM| S Lj 22 AXIS OS5 Z ES & n8HAIAIQ.
(o]

Sl o

SSHSAE 27 7| S8 (SHA256): QZ1 S AE 27| 7|(43X}2| Base64 Q1A E 2
Xtg)e| K| 2e gaq L|C}. SFTPEEfolo.jE'.: RSA, DSA, ECDSA 3! ED25519 & A
E 7| S8 0| SSH-2E A238}= SFTP B2 X|KITHL|CE HAF A RSA7f Mz :
HEEH 0| ECDSA, ED25519 2 DSAZ} 1 5| £ &L C}. SFTP A-|I:|-|O1|A-| ARSI 2
Hr% MD5 S AE 7| & C;:Eqanor SHL|CH. Axis & X|= MD5 9 SHA-256 oHA| HEE
T K| 2SHA[ 2t MDSECH 435t HOotS 2|5 SHA-256E fﬂﬂ“ 20| E5LLCL
Axis AHK| 2 SFTP AH{Z A1 at ol TS XHM|3H LI2-S AXIS OS ZES &1
SHAUA|Q.

e

|} 72 ghe 229iLct

S 120 rir

fll|ﬂJ

SIP or VMS(SIP &£ = VMS) @:
SIP: SIP M3l=2 &4 am MEHSHL|C}.
VMS: VMS x'|2|'E Ze{™ MEistL|Ct.

O] | &

From SIP account(2 A X} SIP A|H): S Z0f| A MEHSHL|C
To SIP address(5=£4IX} SIP 4 ): SIP =A & &5t C}
Test(E|AE): S3} 4740| &5=X| HAESIZH S=/gL|CL

Send email to(0| |2 H& CH4): 0|0 28 HEE Ol L F4E QB F2
E 02 7 Lo F 2R O|H Y FAE FESHUAIL.

Send email from(0| | Al): B L= AH{o| O|H|Y ZAS QgL
Username(*fﬂﬂ OIE ): O 2 MEH 2| AtEXt O] S5 I eL|Ct O[O & A H{Of| A
25 Q70X = 4% 0| 2EE H|H SLICH

WASIE: 02 Aiol HASICE AL LIC O|H 2 Mol AFE 27K ¥
@S0 TESH|Y S

Email server (SMTP)(O|H| ¥ MB{(SMTP)): 0 & =0 smtp.gmail.com, smtp.mail.
yahoo.comi} Z2 SMTP A|H 0| E&2 ¢ _|3,=,H_| C}

Port(Z E): 0-65535 B2 0| 7S AF2310] SMTP A{H{O| ILE BB = ol24atL|C},

7|2 at2 587 YLICt

T HA T
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- Encryption(¥=3}): S 3tE AFRSIE{ M, SSLEE= TLSE MEHSIAA| 2.
- Validate server certificate(AH Q1S A E19l): A ST E AR S 42 & X|QIDE
OIS & MENBILICE O] IS5 A= CA(QIS 7| 2)0l M REX| M ESHALE alie o=
AL o
- POP authentication(POP Q1Z%): POP MH 0|52 AHSI2{H M A 2(0: pop.
gmail.com).
H|
L5 O|H Y SEXAts O E O ap T1oF At HENE =4ISHHAM ALEX7L 20| 2 H
SOt s BL 2= A S Motolr| o) 2oF LB S AFS R L|C O|H 2 M X el 2ot 7Y
S 240I510] ot & A0l &7|A L of| & O Y2 X[= €O| PIEZ SHMA| 2.
- TCP

- SAE AHO|IP FALISAE 0|28 QETHL|ICH SAE O]
DNS M B{7} System > Network > IPv4 and IPv6(A| AEl > I
IPv6) Of2fjOff X|HE|Of U=X| ZQISHYA| 2.

Port(ZE): Mt MM 20| AL L= ZE S S YT LT
Test(H|2E): 23S HAES2H ST LICL

View recipient(= 4%} B7|): 2= 4% M & RS He{H S L

Copy recipient(=2l X} §A}): +=LIXHE SASHH T S ESHM Q. AN [ A2 +AAHE HEY
A OlAL|C}
T Mg

Delete recipient(4-AIX} ALH): 2-AIXHS JRE O & ALX|312{ @ S2f3tL|ct.

U
UHI BAS S0|M FHOE ABE 4+ USLICL S20|= 0| fet HEot $ $T) M2
of F4E 2= UFT BAT BALC

+8 E2|A
+& E2|HE N80 5 822 EE|HY £+ ASLICLOE SO +&8 EE|AHZ HZ 2|
U T Yots SO AN S AT = UG

Sk

2HLC AEEX]|
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RAID

AlR.

Free(0lQ 37H: 08 ClAa &

Status(**EH) EIAEUrDr-?Eﬂ Ex| oj=QlL|c}.

OI-§§|.EI [:l/\ﬂjl. Ol-§s_§|.5|91

gohs I AIAEQLITH

=Xl O F YLIL.

Temperature(2 ). SIEQ0{ Q| AR} 2= QI L|Ct
Overall heath test(HEt& QI AEJ| E|AE): C| AT Q| AE|E =018t 0| Al L|Ct

RAID level(RAID #|'#l): A & 2|
109/ L|C}.

X0 At &|= RAID 2| . X| f | = RAID 2{|#2 0, 1, 5,6,

RAID status(RAID &El): A E 2| X| 2| RAID A Elf. 753t 4f2 Online(22}21), Degraded
.l

(ds M3}, Syncing(S7|3t =
OIAL|C}.

I
L H
F) U Failed(M ) 2 LICH 57|32 0y 2 3 A[ZHO] 2E =

X = :9 A

Check(2tQl): M7 &X|o| L {FE =fQIstn XFEOE E:I'I'E Al =gt T}
Repair(53): M X[ E 2| L|Ct & Sot= S76s & LA SAEHHCE MY
X E =2|5tH HO|H 7t &4 E 5= AS T
Format(Z%Y): 2 & =35 X1 M YA E oL Ch THY A|AES MEiSHL T}
Encrypt(@232}): X & HIOIEHE Y=otefL|Ch ME &Ko 2& mbo| X[ ¢/ FH LTt
chlry#ot(%*§§} SHAD): MY E OO E 223t shML T MY FX|Q 2= 0| X%

L|IC
Change password(if 29| E $HZ): C|A 3 A2 3l0)| CfSt HARIES WAL Ch Tj A9
EE WA T S 53t= SLHE|X| YSLCH
Change RAID level(RAID 2| HHZ): & = =32} G2 X| 210 AEZ|X|Q| RAID | S &

At}

Use tool(E T AF8): MEHSE Z 12 MUK
Hard drive status(s}t= E 20| 5 AMEY): Ee

Write protect(2A7| ®X|): A 7| XS

AM MY XS LK B8 Bt

[}

HAM

E .|
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HOM

+ View the device server report(ZX| M H1 A B 7[): TH Z0|A X2 AE[Of et HE
E ELCLAMA ZOE AM5C 2 M 2 MO ZeHE Lt

« Download the device server report(ZX| A{H{ 211 A{ C}2 ): &4 XY 'A|7P H7|0|O|
Ko AHAFE OfL|2t UTF-8 FAIO] TA| M EM HIAE ﬂfoe'ol ZotEl zip A Of 24
FELUCH X MH[A0 2o )] g4 M 2 10M zip T Y-S ZESHYA| .

« Download the crash report( = BEOMLCI2E2E): A MENO| CHSH XHA| St
OH’}OIEE EF%EEE“—l ':f- E...H Ol = AtAM| St Ol 1 HEQF MH E A0 QU

21

* View the system log(A|AEl 273 H7|): &
O|HIEN] ot MEE EA|SI{ M S2/sH|

e View the access log(WMA 2 H7|): H2= 200 I ALY EE AR 4R & Al
k| WA A TS B E BAJS 20 22

. View the audit log(ZHA} 211 H7|): 22/} 3 M-I = ATj|s 01 9l 2T 2+ AL
AP 9 A|AE SHE0f| CYSH M E 7} EA|E L}

Syslog= DI AIX] 2 29| £ &LILT. Syslogd M= KA X| S dddh= 22 E90], I31|*|7(|—§ g5t
AAH HAIXS 220 8 2M5l= 2T EQNE Z2lg 5= 2
o
SL
=

+ Server(MH): N At 2 Z7}15t2{ @ 223t
BAE: MHO| SAE 0|2 EL P =AZ QlaistL|C}

Format(Z34): ArE 2 syslog M A|X| ZBS dEfgtL|Ct

o« Axis
« RFC3164
« RFC5424

Protocol(ZE2 EE). ATt T2 EZ MEH:

« UDP(UZ|2 A ZE:514)

« TCP(Z|2 MF ZE:601)
- TLS(Z|E 47 ZE:6514)
Port(ZE): CtE ZES AI8ole{H ZE Ho 5 HYYLIC

Severitymaz):éam o 1 M HAIX|S Mejst ot

Type(R¥): d&d5t= 20 A2 MEGLCH
TestserversetUP(MH HH2E) 4™ MESH7| Mo ZE MB{0] HAE HAIXE 2L
C}.

rulo
o
rO

CA certificate set(CA QI Z A A7) siXjol AN ISEHLF QIS E =7}t
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X2

X 2

Restart(R§ A &): K|S AYAIHTELICE O] = A 2730 s T HSLLh 2 T
0| MO| At 2 2 R A|ZHE LTt

Restore(E5 1) O£ 22| €2 3T S5 Al 7|24 22 KFE|HA L. LSO
TSt AP EXEX| G2 2E= WS CrA 2X[5t2 ORI E Bl = 2| M= ChA| 2
T8 At

=¥ 2 ML= feet 282 L& 2& Lt

. HE Z2EZ(DHCP £ 1)

. IFIPFEA

- 7|2 2%H

. Med oAz
«  8021XAMH

« QO3CAMH™

« DNSMHIPFEA
Factory default(3 % &5t A| 7| 23}): ZE 282 ST St A| 7| 2ULE K[Z2[HAl2. 0
20| ZX|of AMAT = JqEE P FAE R EYSHOF LT
H|

BE Axis K| ~AZE Q0= C|X| 2 MAE|Of YX[0 AS5E 2T EQOTH AX|2 = US|

Ct. O|HA| St Axis FX| Q| FEIH Ol &[4 ALO|H] HOt =32 LS =Y 5= UG LIC AbA|et

L8 2 axis.comOj| A Bi A "AXIS Edge Vault"E &X5IAA| 2.

AXIS OS upgrade(AXIS OS 41 3|0|E): A AXISOS HHH O 2 g 0| =Bt CH A EE|A0E=
SE Vs HA+=H A 9WOI M2 7| 50| ZgtE LCt & %A AXIS OS EI_ A& 5t
= 40| & L|LCE F|Al A 2| =E CIRELESIH axis.com/supportE o|ls8tL I:I-.

P ol =g I CtZ M 7HA| S SO A MEHSE == Q& L|Ct

« Standard upgrade(2= ¢ 18|0| E): AH AXIS OSHAMo =z ¢ago|EetL|LC}.

« Factory default(Sd £3} Al 7| 2%): ¥ 0|EStD B = HFS ST B A| 72442
2 D[Z2[HAR.0| SHE MEISHH 12 0|= 20 O AXISOSHT = &5 == 3
SLCH

« Automatic rollback(X}- S Stl): M™H = A|ZF LJO €AY O|ESID Y2 0|EE =tQISHA

Al Q. EHOISHX| Qoo XFX| 7} O| & AXIS OS H{ M © 2 | =0zt l:|-
AXIS OS rollback(AXIS OS EtH): 0| M0 MX|=l AXISOS HHH S 2 &| =& L|C}.
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=H i &

Reset PTR(PTRI M )@ Pan(@H), Tilt(E! E) &£ = Roll(E) M 0| O AT 2 RHES}X| U= Z
45 I—IE

=2 o o
S PTRE X AIHBIL|C). PTR RE|= SFAL Af 710210 A| =& L|Ct 22]it 9PEHIEf9-I 0| K|
L BE|7} 202 2X0|= ZL0|E BHO| £AE 4 AUXLICH PTRS HAFSHT 5102i7 Cf

=o= =
Al BHE| D 2% 8 Al 7]2ZO 2 SopZiL T

HA @ : Calibrate(27d) S E&/ot0] H, EE Sl & 2HE 7|2 /X2 LA EF = LT

==
—’F—i% e Start(*l he —E‘E' 2L Ct

M EXMIPF=A 9 TCP/UDP LEZ 0|0{X|

= !
. — L=
OlE E=1PFAlt XE HS E Y34 Start(A| =) E S22 LT

mjo

fot
b
=
ot

HESZ = 0idol= A SM E= IfAYJE 22 DIASH BT ZehE 4= JASL[CH
HEZ =N OY2 HE/IA 2 7|50 EME HZst= O =22 & =+ USLHICH
Trace time(FH A|Zh): & 7| Z7HE £ 2)2 M E5 10 Download(CH2 2 E)E S 2oL Ct
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125t 7lsS

H

L
[e]

H2517] 9|

=

=

H25t=

=

=
= A= 2380| gL

He
NAZREE NME

A S TPM) B! SoC & QHTEE &l Secu

b

—

e

o
£|0] ASLIL.

2

3

=
=

=)

.
o

AN

|3 AXIS OS & 12{|0| =7
ol £

=

AtMSE L &2 AXIS OS 2 0F 2t3f 710| E5 HESHIA L.
Al

EMAY L L

-

o
H25t= 5290 7|8 AFO[H 2ot

MAZEH

1T

3

—

AKX 7L 7§21 7| 2 AXIS OS 0|O| X
N

ZEQI01S HX|oty| MO| AZES

0| 2 2| (£ E ROM

HE Xl

.
()

a1
[=)
7t
(i

1=

=

=

OH

2H

(=13
<]

AFO|H EQF HHE = axis.comOj| A 8 M| Z2| H|O|EHA|EE EXZSHAA| L.
T4 QAQLITH

—

—

=2

AXIS OSO| AFO|H{ HE Qtof CH
TPM(Trusted Platform Module)

ALO|H| Eot

S|

Signed OS
Secure Boot
Axis Edge Vault
TPM B &
XS5t

Axis device ID

S RO
HW%HE
HMﬂﬂﬂ
™ 0
ML I_L_u_
moMWJA&mE
O ~rKlo—
DN ToT I
L_EI_

1<
%5%%%
(T B
D
ol 3T
o= KloKjo ™
yy 001

P

-
[e]

=
=)

| 2Ot 2{™ axis.com/learning/white-papersz 0|
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AXIS S3016 Recorder

AL

HE7He

11

T l |OOOO| H l |OOOOOOOO| I | |OOOOOOOO|
D : : : D

. e O o
e monn pnne EREC o

o o o uuu

1 USB3.0XE

2 MEZ &EfLED

3 ofE E2t0/E YEf LED

4 PoE/HE9/T e LED

5 Hg 74

6 PoE ZE

7 AUXRJ45 ZE

8 LANRJ45 ZE

9 LANSFPZE

10USB20 #2E

11 H0f HE

12 J el HE

At
HH LED
LED A -~
ol |_| El_
e AT 7F AIK SOIALE, B
AZEQOE 20| ESI=
Z=QlL|C}. LED7} A0 2 H}E
7EX| Z|CE| M A 2.
2UA O| = PoE Z%|Cjf 7,<_-IEL1EC';O| Eaniie

Aes 2ol g = ASLCL H
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AXIS S3016 Recorder

XEYIH Y5 HE S F
F MASHA 2.

ST C2H0|E ALEY

=M E2t0|E 7} 22l SEf LTt
=AMoZ Hzop Zerey RAIDZ} 57|28t & YLIL} 53}
= 753X 2, 0| = 2= O
SYEX| EASLIC
T O] E2t0|E= 22tQI0|X| gt
CHE C2t0| 27 245 AEY
Ct.
RAIDO]| 2| B EA| 7} Q& LT},
ZHM E2to|ETt &M AS LI

RAIDZ} HTfSH &5 LCh A~ 8

O =25t UKX| Y LICt
RAID @ RV & ol 3¢ &4
= St E2t0|E & A E5tY
M YA & CHIOo|AZ Ol
St0f Sys tem > Storage >
Hard drive status(A|AE! > A
E2|X| > 5lE =2}0|H AER)
2 0|Z3lAA| Q.
HE Ste E2t0[2 7t @i Lt
PoE 2} EN =AM X7t AZE[/}S L L
Z=ghAl PoE7} AL SO[X|2HH ESIR
237t lE L
kA HAEE TXE AES = 85
L{C}.
PoE [T = 2F =0t
PoE 1%t
UEs ZEJ} AL 50| OfL| ALt H|
%’SQPEI%S LIC}.
S LED
LED A HA|
HEQI =ZE =AMo Z 7Ztetol 2.5Gbit/s
o2 7t 1Gbit/s
HE HESZ S
PoE ZLE =AM POEE At ZQIL|C}
QIZ LED fipdee: PoE 1%t
PoE %|CH X242k X0},
HE EEHM% S0 OfL{ AL} Hi

2ot ASLIL
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AlR.

HEHE SEotHH HAMOM B2 227t 2 M7HA| M HES 2 +2
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3
o

<

A2,

38



N
>
A
Mo
=

a

R
x

il
>

Mo
mjo
>
o
mot
4>

—_

— ~
[ [
e}

[N
mot
4

—_

£ | R | mE
oy 2 | oy tot

_—_—

L§ AFO|E 7} B HFY
HOf| LIEFLEX] &
L|C}.

Uzl

H) 82

R A ZES} 7| RO K| 2 S LE A
Jtoatel A0 HYlo| 2%
OIE{ 0] AZE0f Q=X| SHOISHAAIL.
H E937t AHESH=R| SHOISHAAIQ.
A7 AENT OF Ll 29 702t} HEE 9 52

Eﬂ%amgauw?

=

Mo

A
SRSkl

x| oIt Al

L|C}.

|_\
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A3t 1=

—

Of

vl N w N

A2
S BRI L.

A3 HAL U= = eloHy

7t 2}, 2|25 Y AXIS Camera Station EdgeQ| ZHA| A E Q|07 X[ Al

AlR.

H7H QK| = Rl5HY

6. AXIS Camera Station Edge& C}A| A|ZtgtL|C}.
7. Ftoietet ZEHE THAIZ SHY A L.
OLE| & ZHEBIX| & L|7H
8. ZtOetet | ZHE StE 2|t TAE ST 7|3 JHZ & S2|MA 2.
g AxstiAle
9. MAFEE FIHEHE CHA| AFO|EO| 7MY Al 2.
OFE| & ZHEBIX| LI}
10. z[4l E2tO|HZ Oef T FtEE YHO|ESHYA| 2.
OFE| & EHEBIX| Q& LITN?
11. A|AE HME HESHD Axis 7| = K| MH| A0 29| A| 2.
S EXGHAA 2.
AXIS OS ¢i1g|o|=
MEX ~ZEQ0] YHO|E& XA e EEHE, 7|5 & Eot H3tE M3 L L

1. 2|0 &0 @ QIEHo| AR o] 5Lt
2.

(@aalo|E)E S2etLct

3. goio XK WELC
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HE2l ¢ QE{moj20 2a0lE 4 YSLICt

T S0l M-S0 ot H EE 20t 2 LIS0| s S HMZ2S ALO|EOf =715t A7 ot i A2
EE O Ol MEZ2l & I olA 2~ Ol & L|C}. AXIS Camera Station EdgeZ} AFO| E LK
D= &x|o] HAYEES S| W2 LT
G

=
ALOE LY FX[0f 22152 ™ ALE X} O] F rootet AO|E I AR ES YHBIYA|L.

RE 3= X|*= Uy
1. ZXol ¥ A HO| A0 A System(A|AB) > Storage(AEE|X|)E O|FL|CE
2. Format(=8i)S MEHSI T Use tool(E AFR)E SElstL|C

=] i

Ol gxrz At StE EBfO[20IM 2 =2kS 0] XXX 2 2 ATk A0 E 2] g =
A X| E&L|CH
o

A2 B2 XA
1. AXIS Camera Station Edge0j| A{ @ > Save system report(A|AH H M HEZ 0|58
L|Ct.
2. AXIS Camera Station Pr001|A1 = > Help(Z=2%) > System report(A|AH HA)Z 0|5

oI-|_||:|-
3. Axis Sl AT O A H[Z S| A|AE B DME HEBSIAIAQ.
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AXIS S3016 Recorder

s AXIS Camera Station Edge AFEXf H FHA{
»  AXIS Camera Station Pro AF& X} & 3 A{

4%
N
|.|-|
o
je)
1]
fo
of

F™ axis.com/supportZ 0| s3I A| 2.
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