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HTTPS) Z2 £ 2 £ (2 o] X0 A Z3IE 2 & & x| Meigti|ct
H| 2
HTTPSS Sdll Y= otel B HO[X|E E& 4% 59| HO[XE X5 28e I §50[ Mot =
UAE LT

HTTP port(HTTP EE): ALSS HTTP ZE S 213t
O/ BE BES BBULIL. HEX=E =10
o] &<l2l mEE ArEStH B 07t HA[E LT

HTTPS port(HTTPS ZE): A ==
HO|o| IE ZEZ $ Kt |C} 22Xt 210
I—I Ct. O] Helel ZE
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Bonjour 0| 8: Y| E9/30 HA|Z 0|2 YAEL|Tt 7|2 0|22 &K 0|23 MAC Z£ QLT

UPnP®: H EQII0|M Xt HAME 5 &3t2{H 0] 82 FALICH
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LLDP 5! CDP: 1 9|30 A XHE HMS 5/ 83}2{0 0| 242 ZL|Ch LLDP U CDPE 10 PoE
A2 SO X 20| A2 % ASLITE PoE M@ HAL1} THetot S S of Zoka o oF= 9 0] PoE M
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Http proxy(Http ZEA|): 5| &= FAlOf| 2t 2 EH ZEA|SAE TEIPFAE C
Https proxy(Https ZEA|): 5|8 5l HAI0| I8} 22 T2A| SAE TP FAS K| HELC

HTTP S HTTPS T2 A|0f 32| = HAl:
s http(s)://host:port
¢ http(s)://user@host:port
e http(s)://user:pass@host:port

H|
BRI E MYAIZSIO 2 2H TEA| 42 ML
0 proxy(= ) =28 TEAE £2/52{™ No proxy(ZEA| g13)E A8 LICL =5

« CIDREAIQIIP T4 X|H
« 09 0|2 X|H(0f: www.< E0| @ O] 2 >.com).
- EZ 0o 2E ohe =Ml XFY(0f: .< =2l 0] F>.com).

One-Click Cloud Connection

One cIick cloud connection(OSC)I_'f 03C A—IHIA = 0= -‘?—IIIOiIH Lf *'AI =] —L=§} OE'“OH =n OF

«  One-click(g122al): 7|2 8 ML r 03Cof|
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B
_FH
Ot
m =
s el
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«  No(0}L|R): O3C MH|AE %
Proxy settings (ZEA| A%): Lot 4 T2 A| NS I2{s10] T2 A| {0 AZEIL|Ct

SAE TEA| MHO| =AE QlEstL|Ct.
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Authentication method(21Z HitH):

o
«  7|2: 0| B2 HTTPO| CH S
X 0|23 A E 2 ME 2 Hadts| 20

S LIC
+ CHOINAE:O| Y2 Y HEAIE Soll =otel A ES TESH| WE0 o &
oot
« XS 0| U= ArEotE X AE[= LYo K2 X7 T WS WEE = ASHE 2
H&=fl= CHOIHAE & ], 7|2 S8 =M 2 8Lt
2] IF 7| (0AK): 27X 15 7| S 71224 H Get key(7| 7tH 7)) S LI 0| A2
X7t S2tHO|LE ZEA|QO] QB HZEE 20T 7S H
SNMP
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SNMP(Simple Network Management Protocol)E O| 23510 H ERA HX|E /42 =
s

rk

1|
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SNMP: A28 SNMP A S MEHSHL|C}.

« vl%v2c
- Read community(2{7]
oto] 9= HELE| 0|2

o= -+d A

- Write community(227| Z{FL|E|): X| &&= 2 &
7| Moo A= HRLE| O]
L|C}.

- Activate traps(E®H 2/d3}): EFE N E S35 H HAMA|
£5}0] S0t O[HIE L=
Ol E{ | O] A O A SNMP v1 2l
$2 5174 Lt SNMPE 1181 E210]
SNMP v3 22| Of 22| 0]

NMP 24 0] o 9)7] = 44
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- Traps(E#):

- Cold start(EE ELEl): R X| 7} A|ZHE [ EY HA|X|E 2HL|C}

- Linkup(33 ¢): 237 CtRO|M P2 HEE FR E
Ct

- Link down(d3 C}2): @37 HO|M 22 HAE 42 EY HAIXIE
HHML|CH

- Authentication failed(Q1Z AlLf): 01 A|Z 7} ATI|SIH E2H QAKX 2 E'H
L|Ch
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H| 2
SNMP vl 2! v2c EHS 740 B E Axis H|C|Q MIB E240| ZA 3}l L|C} XFM|3H LIRS AXIS
OS Portal> SNMPE £t S}HA|

2.
A HOH A2 S M St
[} H

« Vv3:SNMPVv3E= 2535} Q! HCF ot S H M QILICEH SNMP v3E AR
St 227 HTTPSE Solf &S E|E 2 HTTPSE &/d3ldts A 0| S5 LICH ESH HTHO|
A= A7 42 ot X| Q52 SNMP v1 8l v2c EROf| M| ASH= A4S WHX| L C
SNMPV3E ALl A2 SNMP V3 22| 0 Z2/A[0| M2 S8 EY2 MEE = Y& LT
- Password for the account “initial”’ (‘X 7|"' A 2| T AL E): O|E 0| 'initial @l A

O] SNMP If A EZ Q&S| Ch HTTPSE SAS}ISIK| YD E IHAQEE Mast
% QUX| PESLX| QZLICE SNMP v3 TjAQIE = St HEH MRS 4 97 HTTPS
7t 2 otE 3202 A-St= A0 ESLCE AR ES H7YSH A9 E IE
7O O] EA|E|X| &L CH IIAYEE CHA| 278512 X E ST 7|2 23

=]
O 2 XA ™ of stL|LC}.
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O[O|X|M ZEES SEHIH ZE SF0AM ZE MF FEE = = gL

ZEZF

Port(£E). X E H3S,

PoE®: ZLEOf CH3H PoEE 7{ ALt & LICt

Network(Y| E{|3): 2t ZEOf O35 HIEYIE AL ELCH
Status(&tEf): O EE 0| Q1 ZEl BX|7} Qx| HAISLIC
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C}.
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SME HERIYS X E Sote Ol AFEE UL O] EX|= & 7HX| 2| ASME |-
Ct

« Client/server certificates(Z2}0|H E/A{H QI
a3

=210/¢1. E/HH'I ISM= X2 IDE 4 = A2 CAQF 7|20 M
Srael = S CE XA M B ASME AetEl RS2 K20l CA 23 JENE &7 A

TR AR E & QI LIC
. CAOZA

CA SIS AE A8101 T|0] SUSNE IS 018 SOf TH 7} ECE 8021X2 =5
S YEYT0| GZE 42 oI5 MH{o| DS ASELICH ZX|0fE 0f2] o] ALK HX|E
CA 0I£A‘|7|- §L| C}.

. QIZ A HAl: PEM, .CER, .PFX
749l 7| Al PKCS#1 I PKCS#12
S8 A

ZHE BT SG A |22 HUBH RE AFNZH AHELICL AL X CA 1B A
Jh CEA MR LT

_I_ Add certificate(QIS A F7}1) : QIS M E F7}5{H S| CL EHA| Y 7}0| E7F D&l L

+ More(t| 27|) 7 ZtASIALL MEiE 27} WES BA|LCH

« Secure keystore(E.Qt 7| K& LA): 7|9l 7| E 9t SHA X ZESHE{ H Trusted Execution
Environment (SoC TEE), Secure element(EQt @ 4) Tt = Trusted Platform Module 2.0
= MERGILICEH el H ot 7] XMZA0f CHSE XtAM 2 =2 2 2™ help.axis.com/axis-
os#cryptographic-support% RS A 2.

=
Ol

+  Keytype(7| & OI"ME H35HH EE0L 220|A 7|2 Y53 Y| S0|Lt ot
2 ors st o, EI S MENSHL|CY.
¢ Alglof OHe O 0f = TS 0| ZBhEIL|C)

« Certificate information(@1Z A HH): dX| =l QIS A9 £H &= &L|LC}
« Delete certificate( S A AHA)): 2l

y .
+ Create certlflcate signing request(QUSM A|H @ MMH): C|X|EH ID QIS ME AHSEHY|
o S5 7|20 22 SM ME ¥ S ddeL T}

Secure keystore(H QF 7| X{EA)®:
» Trusted Execution Environment (SoC TEE): £ ¢} 7| & A2 SoC TEEE A2 3t2{ ™ MEH

st ct. o
« Secure element(EQt @ A)(CCEAL6+): EOF 7| A& A0 EQF @AE AL25I2{H MEHT!
L|C.

+ Trusted Platform Module 2.0(CC EAL4+, FIPS 140-2 2|8 2): 2 QF 7| X ZHA0f TPM 2.0
= ArE5te{ ™ dEighL|Ct.

HEHI 2 Hol X =3}
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IEEE 802.1x
IEEE 802. 1= R4 8 4 L E9IT Ix|0| £t 152 NSt ZE J|8t Y =93

Ef

Internet Authentication Server) 2! L| Ef.

IEEE 802.1AE MACsec

Authentication method (9= ). 0| =0 AR L=

S MHE ASME AE3HY EEH0[HUES| IDE 22

Ol
CA QS M:CA IS M E MEISHY] 2
GIZEl L =9 o] A glo| AHH| o

o L|C

EAP identity(EAP ID): 22[0|HE QFS X2} AEtEl ALZAHIDE R ESIHA|L.
EAPOL version(EAPOL HHZ): | E Q|3 AQ|X|0|AM A ol
Use IEEE 802.1x(IEEE 802.1x A}2): IEEE 802.1x T2 EZ S AIE25I2{ ™ MEHSHL|C}

OIZ ute O 2 IEEE 802.1x PEAP-MSCHAPV2E AL 3t Z-20) 0t 0|2{8t AN S 0|2

+ THAQIE: ST AL RHDO| THAYEE
+ Peap version(Peap HH): H EQ|3 A&
o Label(2}t): 22|0|HE EAP U312 Afﬂ6}E1 012 MEHSID, 2
£ A5t ™ 25 MEfSL|C} Peap H 7 °
TR E S
IEEE 802.1ae MACsec(®™ CAK/AIE ZS 7[)= Q1= o 2 AL SH= H 200t 0|23
= 0[28g = UAS LI

ﬁO
o I_
2|SHIEEE & -’.f—%l L|C}. IEEE 802.1x= EAP(ExtenS|bIe Authentlcatlon Protocol)& 7| =2 2 Tt

[EEE 802.1X2 E3 E|= HEQ A0 UM ASIHH HEQA EX| 7} AN RO 2 QIS E|0{Of &L
Ct 2152 QS MHOAM =L, Y™ © 2 RADIUS A1H-|(01| FreeRADIUS & Microsoft

IEEE 802.1AF MACsec2 D|C|0] MM A S8 T2 EZ2 QB H|AZAH Hlo|E| 7| LN A THNS
0| 5= IEEEQ| MAC(O|C|Of M A HEE) £ Ot EEQILICH

A A

CA OIS 81O - gotH M QSN F=2d AAL HIZGtED X = A= HESAo 2
A SLO| Rt 1SS Al =g LICY.

QIS A S ABY 1) Axis 28 A| 717] 8 01 Aol EAP-TLS(HE 7hs 915 ZRES - & 2
S 2ehE ME0t0 CIX| 8 AS M= A {22 QS eL LY.

X7t SN E Soll E=k|= HEAIO HMAT = AT ot H M BE SEH0|AE 2ASA
= KXo X5 OF gL Ct.
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o

Client Certificate(22}0|H E 21Z A): [EEE 802.1xE ﬁtgg S2l0|9E QS ME MEiSEL|CT. QI
[s)
=

» 7| EX AE £ 7| O] A Z HE O] S(CKN)S RIHBILICE 2 ~ 6AXI(2E £ 7Hs) 16
7150{0F SLITE CKNS 917 B210J M 25 0 2 2 A8|0F 3, 420 MACsecS
ot P9 A B0 M LKXIBHOF 2L Tt

- 71X A S 7L A E o 7(CAKS BRI CH 32X S = 64X19] 1681010
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Firewall(2ts}): iS5l S 2t 5}6le{ ™ ZL|C
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+ ACCEPT($:): TX|0f [t R E (A & 8ELICL 0] M 7|2 MHE|of YL LC
- DROP(H&): BX|0f (3t 2E ¢i2 st|C

=
OF

=
+ New rule(\] & F7}): £ 451248 S =T LICH

Rule type(£& §%): o
« FILTER(EHE): 20| Zol& 7|= 0t LX[St= FX| 2| AZ S 5{ESHHLE ALEStE & e et
L|c}.
- M eholH S0f L) Accept($=2) == Drop(H&)S MEfBL|C.

- IP range(IP M Q|): 5{ &5t HLE X EHet =4 HR|E X|HSI & MENSHLICE Start(A|
=H 2 End(&)0| M IPv4/IPv6E AFRSHL|C}

- IP =4 5|28} 7L} AEHStE{= =AZ QI 243HL|C}. IPv4/IPv6 I = CIDR HAIS A
.9.ol-|_| |:|-

- Protocol(Z2 E&): 5{ S} Lt Kpthed
El

MBSt Z2E 22 Mot 2

— o
- MAC: 5| 25| AL} XSt = X[ 9

HEQAIA Z2EZ(TCPUDP == E CHE
JmE & X|H80} LT,

S AC TS AL CH
- Port range(Z £ U 9]): o{ 3}7{Lf Attt L E HR S X GO E e gL ot

Start(A|Z}) 2 End(8)0] 7L Ct

- Port(ZE). 5| &5t AHLI A CHSte{= L E HS 5 Y L|CH ZE HS = 10 M
65535 AF0| 0fOF &FL|C}.

- Traffictype(E2T 93): 58317 Lt XTHlel s 2T S MegLIC
~  UNICAST(SLIFHAE): THY SHAIX{7} THY S AIXFOI A R L EjmielL|

C}.

- BROADCAST(EZEI|AE): Ct EhMXI7 HEQFo B E X2 ELf=
Egfj=eiL|Ct

- MULTICAST(HE|F| A E): StLt O] &f 2| = AIXE7} SfLt O] & 2] =4I KO A 2
L= EciE & LCh
«  LIMIT(Hgh: 20 Fol& 7| =1 LX|o= HX| 2 AZS +&HoX| 2 Mot EAfH S =

0|7 ?iell Mets MH-8oteH MEgtL|C.

- IPrange(IP 'H?|): 5| o[ HLf XTI =4 HRZ XYoL F MEGI LI Start(4]
) & End(8)0f| M IPv4/IPv6 E AHERFLCY.

- IPFA S ESIL e FAS Q2{3HLICE IPV4/IPV6 = CIDR HAIS A
23t C}.

_ Protocol(ZE2 E E): 5| 25} HL} X}
MEHSIL|CH T2 E22 MEY PE’

- MAC: 5| &3} 7{Lt At EHSEA = F K| 2

- Port range(EE H2): 1%6}7{ L} XpChst
Start(A| %) S End(8)0f Z=7tetL|Ct.

- Port(£E): 5{ 85| AL X}CHota{= ZE Ho E QHSIL|LEL ZE Mo = 101N
65535 A}O|Of OF ©+L|LC}.
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~ Unit(EHS): 3183} LE AHEHS o] Rue ekt
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- Burst(tH{A E): 27 =l Period(7]|Zh) =0t of H A
A= AE slE =
HAEE A0S EELCH

- Traffic type(E2i T |): S 5L X HSH= E
- UNICAST(RFLZHAE): THY ZAUR7F B =LA A EU= EfEH Y
C}.

- BROADCAST(HEEIF|AE): CtQ EIAXI7 HER TS RE AKX 2 E&=
=3 ZQ Lt

~ MULTICAST(HE|FA E): 8} Lt O] Abo] SAIX}7} SHLE O ko] 2= A RLO A &
e ezl

Test rules(& E|AE): Ho|st EE HAESIZH SEIgHL|CH
« Test timein seconds(X EtQ| H|AE A|Z
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+Add account(AH8 F71): Mf A S 7ot S LT X0 100712 A& =7t =
OIA|_| |:|-

Account(H|H): 133t A 0|52 Y L|CL
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HO|E Sl HAY == AFLCt
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Require claim(2 2 Q). E20] Q/0{0f 5}
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OftHl E0f| CHo =4I KpOf| Al 2| ALt Th

H| 3

A_LOI

ROy
Bl
<o
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g
d
T 4o
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O_umlr;
AR

=]

FTP £ = SFTP

AL} HAHBHA|
=50 7o Ciet g2t
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| @S S AIXp7L EAIE LIC

g

A HZol
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o
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Z|CH 2074 2] +=4IAHE E 9 = ASLICH
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_|_

Type(Rd): S0

Add a recipient(4-AIX} £ 7)): S AIXIE X718t @ S 2Bt Ct
4AIXto| 0|2 Btk
A

A EH-

— ~1-

FTP @

SAE MHO|IP FALI SAE 0|52 YHYLICL SAE 0|52 YHSH= 32,
DNS A|H{ 7} System > Network > IPv4 and IPv6(A| Al > HEL|3 > IPv4 Y

IPv6) Of2j{ Of 7<|7é*>5|01 US| 2RISR

~ Port(EmE):FIP HH{JL B EE WS E YT 722 218
- Folder(ZL): mOIO x xrcg Cl2E2|o) AZE QUASIAA|Q. CIAEZ| 7} FTP AH

S
|AIX|ZF Al E L CH

|2
of ojo] ZXSHA| 2 H, E
o H ALE AL O| & YHSAL.
|

iy
- Username(AIX} 0| E): 219018
- IjAQE: 20182 I

=

| >
i)
[
ujr
o
1
Of
>
>
fo

- Use temporary file name(QA| T} 0| B AI). A5 02 MM El AA| Ot 0|22
EOYS 2Lt MEiSL|CL F2EE tEstH O 0| 50| )Ist= 0|2
E HELCL H=E7I STHE 42 &4 F 0| gLt 2Lt O[S YA| o}
AdS P2 = USLICEL O|E A StH Rt= 0|2 717 2= mHO| SHEX| & =+
AS L

~ Use passive FTP(:5 FTP AL8): T AX O ASI0| M K| Z 2 Ehad| ThAF FTP A1
O HIOJE HZE S & QLT FX| 7} T4 MH O Ciot FTP X 0f & 4| O] H
HEE 25 XHF —19% A2t L|CE Ol = YRt o 2 K| QF T &f FTP A{H{ ALO|0f
53} {0] 9l F Lol Bagc

- URLHTTP AB{O) Chot | =913 a0t 282 Ha|st ASREE YL
£ = http://192.168.254.10/cgi- bln/notlfycg| IL|C}

- Username(AI2X} 0| E): 21252{H AIE X 0| 2 QUESHAUAI 2.
- IARIE: 20083 HAEE YL,

~ Proxy(ZEA|): HTTP NH{0| Q1Z3}7| QI8 T2 A| MH{S STfsl0} 51 A T
ECER I ENaY

HTTPS
- URL: HTTPS MHE{Of| CHSE U ES{E F=4% QHE I1EI3* A EHEE YgetL ot of
£ =T https://192.168.254.10/cgi- b|n/not|fy cgi L}

- Validate server certificate(AMH Q1S A 2H0l): O] AXIE MEHSIO] HTTPS A{EH 7} A
M3 OIZ M2 MENSHL|C}.

- Username(AI2X} 0| £): 2 Q15I2{H AR X 0|2 S QAUSIAA| Q.
- HAYE R0 HAYEE ¢

- Proxy(Z S A|): HTTPS ME{ 0 AZSH7| ol Z=A| MHE SIHH0F ot= 87 &
st JSEE 7110 QB C}

[0)

HEL3I A2EZX| @

NAS(Network-Attached Storage)2t Z 2 W EQ3 AEE|X| & F7t510 LY S MY st=
AR AL S 4 QU LICH 01 S MKV(Matroska) If 34|02 X &HE L|TH

- SAE: L1|E 9|3 AER|X|Q|IP AL SAE 0|22 Q&S| C}

— Share(28): SAEQAM 28 0|2EE st Ct.

- Folder(=é=|:-|): OIS MEsHC|HERZ|o) GEE QLESIAMAL.

-~ Username(AL&Xt O|2): 2 19152{ M ALR R} 0| 22 YUBBHIAI2.
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L=

TAQE: 2101502 H A

it
i

TEETNES

SFTP @

SAE MHOIIP FALIZAE 0|2 YHSL|CEL SAE 0|52 YEHSt= B2,
DNS M B{7} System > Network > IPv4 and IPv6(A|AHEl > Y EQ|3 > IPv4 YU

IPv6) OF2{ Of JQI’SEICH USR] QIS A 2.
Port(£E): SFTP MH{ 7t AtE3tE ZE Mo S Y e = A2
| &

Folder(ZC): I U2 M & C|AER|0 FES UBIAA|IR. C|HE2|7} SFTP A
{0 0|0 ZX}SHX| $O B, MAUS A= ot ] Q= MA|X| 7} EA|ELICH

Username(AF8X} 0| 8): 21015121 H ALEX} 0| §& YHIMUAIR.
AQE: 20052 H LAY ES YHSMAL.

SSH SAE 27| 7| SE(MD5): Y2 SAE 27| 7|(32X}2| 16%I4 2XFY)o| K| 2
2 QI24StL|C}. SFTP 22}0| 91 E= RSA, DSA, ECDSA 3! ED25519 SAE 7| & 9]
SSH-2E AH85H= SFTP AH E K| 2L CF & &F Al RSA7H19_EI B 0|
ECDSA, ED25519 81 DSAZ} -1 £ S [ & LIC}. SFTP A{H{ O A] AFR 3} = S HF-2 MDS
SAE 7|2 OlZH|0F BHLICT Axis ZHX| = MD5 I SHA-256 3jA] 7| = B= x| o}
X|OF MD5SIC] Z+2i3H 510k O[3 SHA 2562 AFRSH= 740] Z& LI L. Axis &Hk| 2
SFTP MHE +4 ==y EHOF REM| S Lj 22 AXIS OS5 Z ES & n8HAIAIQ.
(o]

Sl o

SSHSAE 27 7| S8 (SHA256): QZ1 S AE 27| 7|(43X}2| Base64 Q1A E 2
Xtg)e| K| 2e gaq L|C}. SFTPEEfolo.jE'.: RSA, DSA, ECDSA 3! ED25519 & A
E 7| S8 0| SSH-2E A238}= SFTP B2 X|KITHL|CE HAF A RSA7f Mz :
HEEH 0| ECDSA, ED25519 2 DSAZ} 1 5| £ &L C}. SFTP A-|I:|-|O1|A-| ARSI 2
Hr% MD5 S AE 7| & C;:Eqanor SHL|CH. Axis & X|= MD5 9 SHA-256 oHA| HEE
T K| 2SHA[ 2t MDSECH 435t HOotS 2|5 SHA-256E fﬂﬂ“ 20| E5LLCL
Axis AHK| 2 SFTP AH{Z A1 at ol TS XHM|3H LI2-S AXIS OS ZES &1
SHAUA|Q.

e

|} 72 ghe 229iLct

S 120 rir

fll|ﬂJ

SIP or VMS(SIP &£ = VMS) @:
SIP: SIP M3l=2 &4 am MEHSHL|C}.
VMS: VMS x'|2|'E Ze{™ MEistL|Ct.

O] | &

From SIP account(2 A X} SIP A|H): S Z0f| A MEHSHL|C
To SIP address(5=£4IX} SIP 4 ): SIP =A & &5t C}
Test(E|AE): S3} 4740| &5=X| HAESIZH S=/gL|CL

Send email to(0| |2 H& CH4): 0|0 28 HEE Ol L F4E QB F2
E 02 7 Lo F 2R O|H Y FAE FESHUAIL.

Send email from(0| | Al): B L= AH{o| O|H|Y ZAS QgL
Username(*fﬂﬂ OIE ): O 2 MEH 2| AtEXt O] S5 I eL|Ct O[O & A H{Of| A
25 Q70X = 4% 0| 2EE H|H SLICH

WASIE: 02 Aiol HASICE AL LIC O|H 2 Mol AFE 27K ¥
@S0 TESH|Y S

Email server (SMTP)(O|H| ¥ MB{(SMTP)): 0 & =0 smtp.gmail.com, smtp.mail.
yahoo.comi} Z2 SMTP A|H 0| E&2 ¢ _|3,=,H_| C}

Port(Z E): 0-65535 B2 0| 7S AF2310] SMTP A{H{O| ILE BB = ol24atL|C},

7|2 at2 587 YLICt

T HA T
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- Encryption(¥=3}): S 3tE AFRSIE{ M, SSLEE= TLSE MEHSIAA| 2.
- Validate server certificate(AH Q1S A E19l): A ST E AR S 42 & X|QIDE
OIS & MENBILICE O] IS5 A= CA(QIS 7| 2)0l M REX| M ESHALE alie o=
AL o
- POP authentication(POP Q1Z%): POP MH 0|52 AHSI2{H M A 2(0: pop.
gmail.com).
H|
L5 O|H Y SEXAts O E O ap T1oF At HENE =4ISHHAM ALEX7L 20| 2 H
SOt s BL 2= A S Motolr| o) 2oF LB S AFS R L|C O|H 2 M X el 2ot 7Y
S 240I510] ot & A0l &7|A L of| & O Y2 X[= €O| PIEZ SHMA| 2.
- TCP

- SAE AHO|IP FALISAE 0|28 QETHL|ICH SAE O]
DNS M B{7} System > Network > IPv4 and IPv6(A| AEl > I
IPv6) Of2fjOff X|HE|Of U=X| ZQISHYA| 2.

Port(ZE): Mt MM 20| AL L= ZE S S YT LT
Test(H|2E): 23S HAES2H ST LICL

View recipient(= 4%} B7|): 2= 4% M & RS He{H S L

Copy recipient(=2l X} §A}): +=LIXHE SASHH T S ESHM Q. AN [ A2 +AAHE HEY
A OlAL|C}
T Mg

Delete recipient(4-AIX} ALH): 2-AIXHS JRE O & ALX|312{ @ S2f3tL|ct.

U
UHI BAS S0|M FHOE ABE 4+ USLICL S20|= 0| fet HEot $ $T) M2
of F4E 2= UFT BAT BALC

+8 E2|A
+& E2|HE N80 5 822 EE|HY £+ ASLICLOE SO +&8 EE|AHZ HZ 2|
U T Yots SO AN S AT = UG

Sk

2HLC AEEX]|
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RAID
© Free(0i® 37 01 |23 B7te| gLt

- Status(&EH): EIAEUrDr-?Eﬂ I = X| o 2QIL|Ct.

¢ EFR AJAR: C|AT 0| AFSSHE THY AlA B ILICH

+ YR C|AAT} B BE QR oYL Ch

+ Temperature(k): S| EQ 02| Six| 2= QIL|LC}.

« Overall heath test(F I Ql AE| H|AE): C| AT 0| AEfE =QISF S 0| AT L|C}.

«  RAID level(RAID #|'l): A E 2| X|0f| AFR E|= RAID 3%, X| & £|= RAID |2 0, 1, 5, 6,
109/ L|C}.

« RAID status(RAID #Elj): AE2|X|Q| RAID AEf. 758t £F2 Online(22}2!), Degraded
(45 Fot), Syncing(S718F 3) X Failed(ATN LT S7[2t 32 B AlZho] 208 +
OIA || T},

X = :9 A

+  Check(2Ql): M& ZXx|e L7 E =I5t XPEOEE—?E Al = gL Ch

*  Repair(57): Mg X E E|gLCHL 2 53h= =45t S LAl SXE UL HE
YK S w25t E HOo[H 7t £ E & ASLIC

. Format(ZH): BE =312 XS0 K& XIS BUSLICL TY A|AHS MehgtL|ct

«  Encrypt(@=2h): M & HO|HE L2otetLICh M X2 2= mtO| X| ¢ & LT

. Efcer#Ot(‘é!§§} SHAD: M E HOIHE L2at shMetLICh ME X2 2= Lh20| X| &

L{C

- Change password(T{A 9| S 7). C|A 3 A sj0f Cg A S S HASIL|CH T A
ES BB T T =ot= STHEX| FE LT

« Change RAID level(RAID 2|* HAE): 2 E =3t=2 AX|Sta AE2|X| 2| RAID S

Ast|C}.

«  Usetool(E AI2): MEHSI = 12 AlSHsla{H S 2I5HL|C}
Hard drive status(}= E2}0| 2 AE}): 5}= C2I0|E AME, 82F 0l U2 HS ZE H{H S 2I5}4

AQ.
Write protect(2A 7| &X|): A 7| 2X| 2 HM K& A2 ZO{MX| U2 H5THL|CH

[}

HBaMOl g3
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+ View the device server report(ZX| M H1 A B 7[): TH Z0|A X2 AE[Of et HE
E ELCLAMA ZOE AM5C 2 M 2 MO ZeHE Lt

« Download the device server report(ZX| A{H{ 211 A{ C}2 ): &4 XY 'A|7P H7|0|O|
Ko AHAFE OfL|2t UTF-8 FAIO] TA| M EM HIAE ﬂfoe'ol ZotEl zip A Of 24
FELUCH X MH[A0 2o )] g4 M 2 10M zip T Y-S ZESHYA| .

« Download the crash report( = BEOMLCI2E2E): A MENO| CHSH XHA| St
OH’}OIEE EF%EEE“—l ':f- E...H Ol = AtAM| St Ol 1 HEQF MH E A0 QU

21

* View the system log(A|AEl 273 H7|): &
O|HIEN] ot MEE EA|SI{ M S2/sH|

e View the access log(WMA 2 H7|): H2= 200 I ALY EE AR 4R & Al
k| WA A TS B E BAJS 20 22

. View the audit log(ZHA} 211 H7|): 22/} 3 M-I = ATj|s 01 9l 2T 2+ AL
AP 9 A|AE SHE0f| CYSH M E 7} EA|E L}

Syslog= DI AIX] 2 29| £ &LILT. Syslogd M= KA X| S dddh= 22 E90], I31|*|7(|—§ g5t
AAH HAIXS 220 8 2M5l= 2T EQNE Z2lg 5= 2
o
SL
=

+ Server(MH): N At 2 Z7}15t2{ @ 223t
BAE: MHO| SAE 0|2 EL P =AZ QlaistL|C}

Format(Z34): ArE 2 syslog M A|X| ZBS dEfgtL|Ct

o« Axis
« RFC3164
« RFC5424

Protocol(ZE2 EE). ATt T2 EZ MEH:

« UDP(UZ|2 A ZE:514)

« TCP(Z|2 MF ZE:601)
- TLS(Z|E 47 ZE:6514)
Port(ZE): CtE ZES AI8ole{H ZE Ho 5 HYYLIC

Severitymaz):éam o 1 M HAIX|S Mejst ot

Type(R¥): d&d5t= 20 A2 MEGLCH
TestserversetUP(MH HH2E) 4™ MESH7| Mo ZE MB{0] HAE HAIXE 2L
C}.

rulo
o
rO

CA certificate set(CA QI Z A A7) siXjol AN ISEHLF QIS E =7}t
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U g ALEALE flet S LI O] HO[X[oA T F22

Restart(X} A|Z}H): ZHX| = XY A|RFSHL|CF O] = 34X AR 0 WSS K| LSL|CH A S0l of =g
AO|MO| Xts 2 2 XY A|ZHE LI CE.

Restore(£7): L £ 22| 28 S ST oL Al 7| 222 L ZE[HA| L. LSO YX| HS CHA|
TS AR %IIEIXI U2 RE WS CHA| EX|Stn o|HIE Bl 2| M2 CHA| BHS0{OF BL|C}

ST

29 3 XHEL 9UN AL ST ZELC
Cl

. HE| T
T o —

. DHIPZA

- 7| 2R

. MEYOAZ

. 8021X MY

. O3CHH

e DNSMHIPFA
Factory default(SE =3} A 7| 2): 2= 8PS ST S Al 7|22 HS2[H Al O3
20| X0 HM AT = JEFIP TS X2 F3HOF S LTt

H|

BE Axis X AZEQo{& CIX[E M0 ZX|0 AT E AZESQ

C}. 0|E+71| Sl Axis AbX|O| FEFA O] | A AFO|H{ EOF 2

Li-&-2 axis.comOf| A B A "Axis Edge Vault"ZS & x8FAA|
O

AXIS OS upgrade(AXIS OS 4 3|0|E): M AXISOS {2 A8 0| ETL|CE A EE2|A0=
SAE Vs O =" R 2WOI M2 7|s0| ZgtE Lt %“é* Z[ 41 AXIS OS & EI"% A5t
= 740| E&LCH *l*l A 20| = E CHR2ZE812{ ™ axis.com/supportZ 0|52t L|Ct.

A1 0| =S ) CHe M| 7HX| BN B0 MEke & Q& L|Ch

Standard upgrade(;u-.-.-_— =.:l.EiIOI E): AH AXIS OSH Moz g o|EstL|C}.

Factory default(Z % &3} A| 7|22} €1 0|Estn RE MFYS 2 =l
2 ES2HAL. 0l 58S dESH A2 0|E 20 O] AXISOSHT 22 &[5 + &
= LI

¢ Automatic roIIback(I|-E El): M= A|ZFLHO| Y 0| E8tD YA 0| EE QIS4
Al Q. SHOISIX| o ™ EHX| 7} O|7§_‘I AXIS OS Moz z|=otztL .

AXIS OS rollback(AXIS OS =1): 0| X 0f| A1 %| = AXIS OS X 0 2 5| S lL|C}.
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=H i &

Reset PTR(PTRI M )@ Pan(@H), Tilt(E! E) &£ = Roll(E) M 0| O AT 2 RHES}X| U= Z
45 I—IE

=2 o o
S PTRE X AIHBIL|C). PTR RE|= SFAL Af 710210 A| =& L|Ct 22]it 9PEHIEf9-I 0| K|
L BE|7} 202 2X0|= ZL0|E BHO| £AE 4 AUXLICH PTRS HAFSHT 5102i7 Cf

=o= =
Al BHE| D 2% 8 Al 7]2ZO 2 SopZiL T

HA @ : Calibrate(27d) S E&/ot0] H, EE Sl & 2HE 7|2 /X2 LA EF = LT

==
—’F—i% e Start(*l he —E‘E' 2L Ct

M EXMIPF=A 9 TCP/UDP LEZ 0|0{X|

= !
. — L=
OlE E=1PFAlt XE HS E Y34 Start(A| =) E S22 LT

mjo

fot
b
=
ot

HESZ = 0idol= A SM E= IfAYJE 22 DIASH BT ZehE 4= JASL[CH
HEZ =N OY2 HE/IA 2 7|50 EME HZst= O =22 & =+ USLHICH
Trace time(FH A|Zh): & 7| Z7HE £ 2)2 M E5 10 Download(CH2 2 E)E S 2oL Ct
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AtO| b Ko

NZY AO|H H Ot HE = axis.comOf| A | T M| Z2| H|O|HA|EE EERSHYA|2.

AXIS OSO| AFO|H{ EQto|| CHTH XA St L§2-2 AXIS OS 29t Ztg} 70| EE & RSIAA| 2.

Axis HOF 2!l MH|A

Axise Axis K| 9| F g A 7|EF EoF 2t EH|Of Ciot § 2 E N Sdt= €8 MH[AE M3
Ct. Y 2l2 8o 2{ ™ axis.com/security-notification-serviceOf X| =35 H El L|C}.

Flok Bl

Axise= N HO| e F |2 £|A31517| 2[3l CVE(S& FAd A F) CNA(H= X7 7|2HhE2M ¢
A BES F6H0] K|, AZEQO] B MH[A0|M ZAE FAF S 2|5t O|0f T8t T
Axis F[OF BHa| A, oS Hnsts w, 0|0] BIHE o W o ot A of st XA
ot L8 2 axis.com/vulnerability-managementE &SI A 2.

Axis x| 2| QtH T ZH-E

S &L A 7| 2240| 2 E Axis FA|= B2 7|2 B3 HAHLIZ2 = A A0 JASLCEE
XEEXg M o B2 Hot 2 ALESHE AO0| ZSLICE 2 A, 2|4 S FX| Hots (3t
X|ES Lat510 ALO[H & QHOf| TSt AxisO| Z{ = HrA|off CH3H XtM|3| 2oL 3 B https,//www.axis.
com/about-axis/cybersecurityZ 0| &SI A| 2.
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AXIS S4000

Ar
HEZ7Ma
W=REIXXE| I | | J
o ' ' )
® %
B Bl
1 USB3.0XZE
2 F|Z AEf LED
3 B}C C2}0/E AFEH LED
4 M AHIE
5 AUXRJ45 ZE
6 LANRJ45 ZE
7 LANSFP ZE
8 USB20XZE
9 Aol HE
10 M2 HE
LED HA|
Mo LED
LED A A} HA|
HE el =M S 2E 7 AN A F HEY
ol |_| |:|.
= .
T2 S| 2E 7t A& SO|ALE FX|
AZEQIOE Y 0|ESt=
SYLIC LED7} sAMo 2 HiE
W7FX| 7|CHE|ALA| 2.
StE E2t0|E HEY =M Egto|E7F 2atel HEf YL Ct
Moz Hzor ZE e RAID7rE7I2+ gL Ct =2}
= 7HS5HX| B 0| F 2= O
SR R| $UELICEH
T O] E2I0|E= 22}Ql0|X| 2t
Ct2 cafo| 57t 2 E[}E L]
C}.
RAIDO]| 2| B HA[7F QL& LT
" ZHA EEt0|E7 &4 & AS L T
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L§ AFO|E 7} B HFY
HOf| LIEFLEX] &
L|C}.

Uzl

H) 82

R A ZES} 7| RO K| 2 S LE A
Jtoatel A0 HYlo| 2%
OIE{ 0] AZE0f Q=X| SHOISHAAIL.
H E937t AHESH=R| SHOISHAAIQ.
A7 AENT OF Ll 29 702t} HEE 9 52

Eﬂ%amgauw?

=

Mo

A
SRSkl

x| oIt Al

L|C}.

|_\

| I_
—

11

A3t 1=

—

Of

vl N w N

A2
S BRI L.

A3 HAL U= = eloHy

7t 2}, 2|25 Y AXIS Camera Station EdgeQ| ZHA| A E Q|07 X[ Al

AlR.

H7H QK| = Rl5HY

6. AXIS Camera Station Edge& C}A| A|ZtgtL|C}.
7. Ftoietet ZEHE THAIZ SHY A L.
OLE| & ZHEBIX| & L|7H
8. ZtOetet | ZHE StE 2|t TAE ST 7|3 JHZ & S2|MA 2.
g AxstiAle
9. MAFEE FIHEHE CHA| AFO|EO| 7MY Al 2.
OFE| & ZHEBIX| LI}
10. z[4l E2tO|HZ Oef T FtEE YHO|ESHYA| 2.
OFE| & EHEBIX| Q& LITN?
11. A|AE HME HESHD Axis 7| = K| MH| A0 29| A| 2.
S EXGHAA 2.
AXIS OS ¢i1g|o|=
MEX ~ZEQ0] YHO|E& XA e EEHE, 7|5 & Eot H3tE M3 L L

1. 2|0 &0 @ QIEHo| AR o] 5Lt
2.

(@aalo|E)E S2etLct

3. goio XK WELC
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HE2l ¢ QE{moj20 2a0lE 4 YSLICt
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AXIS S4000

s AXIS Camera Station Edge AFEXf H FHA{
« AXIS Camera Station Pro A2 X} & HA{
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https://help.axis.com/axis-camera-station-edge
https://help.axis.com/axis-camera-station-pro
https://www.axis.com/support
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