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AXIS Camera Station S9301 Mk Il Workstation

PYKOBOACTBO IIOAB30OBATEAS



AXIS Camera Station S9301 Mk II Workstation

Havyano paboTsl

CraHpapTHaA npoueaypa HacTpoiiku cepsepa Buaeosanucy AXIS Camera Station Pro:

1.
2.

©

YcraHoska ycTpovicTsa.

lMepBoHauanbHaa HacTpoiika Windows®: MNocne ycTaHOBKM yCTPOACTBA BaM ByaeT NpeAsoxXeHo
BbIMOMHUTb HEKOTOPbIE AECTBUA A1A HACTPOWKN PEr1OHa, A3bIKa, PacKNaLki KNaBMaTypbl, yUeTHON
3annucn agMUHUCTPATOPa, @ TakXe Napons.

[epBoHauanbHaA HacTpoiika ycTponcTBa Buaeosanncy Axis: [locne nepBoHauanbHOM HACTPOKK

Windows oTkpbiBaeTca nporpamma AXIS Recorder Toolbox, rae Bam byseT npeAnoxeHo BbINOMHUTb

HECKOJIbKO LUaroB M0 HaCTPOIiKe OCHOBHbIX 11 06A3aTeNbHbIX NapaMeTPOB, TakMX Kak MMA KOMMbloTepa,

AaTa u BpemAa u ucnonbyeman cetb. CM. [lepBOHAYAIbHAA HOCTPOAKA YCTPOACTBA BUAEo3anucu AXxis, on

page 4.

Hactpointe OC Windows®. PekomeHayeMble AeACTBUA:

- O6HosuTe Windows® no nocnegHein sepcun. Cm. O6rHosnenne Windows®, on page 16.

- Co3paiiTe cTaHAAPTHYIO yUeTHyO 3anuck nonb3oBaTtend. CMm. Co3aaHne ydeTHOA 3anucy
No/1b30BATENIA, 0N page 8

O6noBuTe AXIS Camera Station Pro o nocneaHeii sepcuu.

- Ecnn cuctema noakntoueHa k cetu, otkpoiTe npunoxenne AXIS Recorder Toolbox u wenkHuTe
Update AXIS Camera Station Pro (O6HoBuTb AXIS Camera Station Pro).

- Ecnu cuctema paboTaeT B aBTOHOMHOM pexume, NepeianTe Ha canT axis.com n 3arpysuTte
MOCNEAHIOK BEPCUIO.

3anycTtute knmeHT AXIS Camera Station Pro.
Moaknwouenne k cepsepy AXIS Camera Station Pro.

Hactpoiika AXIS Camera Station Pro, on page 4.


https://www.axis.com
https://help.axis.com/axis-camera-station-pro-integrator-guide#connect-to-axis-camera-station-server

Ilepep YCTAHOBKOM

® [loaroToBbTe AOMNOMHUTENbHbIE NPUHAANEXHOCTI, HEOBX0ANMbIE ANIA YCTAHOBKN: MOHUTOP, MblLLb,
KnaBMaTypy M ceTeBom Kabesb.

®  (O3HakombTech C MHhopMaLmeil 06 NCNONb30BaHNK Pa3HbIX YUETHbIX 3aNKCeli NoNb30BaTeNeN.

B cneaytowein Tabnuue npeacTtaBneHbl YUETHbIE 3aNKUCK NOAb30BaTENEN, KOTOPbIE MOXHO MCNOMb30BATh ANA
YCTaHOBKM, HACTPOIKM 1 paboTbl cuctembl Axis.

YueTHaa 3anuch Onucanne Mpumeuanune
nonb3oBaTenA
MyAxis Vicnonb3yeTcA anA 3arpy3kn HOBEILLErO 3apeructpmpoBaHo ¢ Beb-caiTa
nporpaMMHoro obecneueHua, 4ocTyna K my.axis.com.
nnueHsnoHHon cucteme, AXIS Secure
Remote Access n System Health
Monitoring.
Windows®

AamunuctpaTtop Windows®

MpaBa agmuHuctpatopa B Windows®. Mbl
HEe pekoMeHAyeM MCMob30BaTh 3Ty
YUYETHYIO 3annchb B KauecTse
aamuHnctpatopa AXIS Camera Station
Pro.

Co3paHo BO BpemA
MepBOHAYANbHON HACTPOIKM
Windows®.

Monb3osaTens Windows® ¢
npaBamii agMUHNCTpaTopa
AXIS Camera Station Pro

Monb3oBatens Windows®, kotopomy
npesoCTaBneHbl NpaBa agMUHMCTpaTopa
B AXIS Camera Station Pro, byneT
MCMONb30BaTLCA CUCTEMHbIM
WHTErpaToOpoM UAN CUCTEMHbIM
aAMWHNCTPaTOPOM AN1A HaCTPOIKK 1K
YCTPaHEHNA HEMCNPaBHOCTEN.

Co3paHo B HacTpomkax Windows®.

Monb3osaTtenb Windows® ¢
npaBamu onepaTopa uim
Habnmogatena B AXIS
Camera Station Pro

Monb3osatens Windows®, koTopomy
NpeLoCTaBNeHbI MpPaBa onepaTopa uin
HabmoaaTena B AXIS Camera Station Pro.

Co3paHo B HacTpomkax Windows®.

YetpoiieTBo
AnmnHucTpaTtop Wcnonb3yeTcA aAMUHNCTPATOPOM ANA Co3naHo Ha Beb-CcTpaHuue
ycTponcTBa AOCTyna K KaMepe 13 cucTembl ycTpoicTBa unv npu AobaBneHnm
ynpaBneHua Buaeo unun ¢ Beb-ctpanuupl | yetponctsa B AXIS Camera Station
YCTPOWCTBA. Pro.
YcranoBka

V]HCTpYKLI,VIVI Mo yCTaHOBKE YCTPOVICTBa CM. B pyKOBOACTBE MO YCTAaHOBKE, KOTOPOE€ BXOANT B KOMMNEKT NOCTaBKN
nnn Ha CTpaHuue TEeXHNUEeCKOW NnoAAEPXKN y€TpOI7ICTB8 axis.com.



https://my.axis.com/
https://www.axis.com/products/axis-s9301

I[IepBOHAYAABHAS HACTPOMKA YCTPOMCTBA BUMAEO3ANMCH AXiS

Mocne HacTpoiikn Windows® aBTomaTnueckmn 3anyctutea nporpamma AXIS Recorder Toolbox n oTkpoeTca
MacTep HacTpoiKu Npu NepBom 3anycke. B momoLblo 3Toro MacTepa Bbl HACTPONTE HECKONBKO Ha30BbIX
napameTpoB, HE06X0AMMbBIX ANA Nocneayowero ynpasnenua yerponcteom B AXIS Recorder Toolbox.

1.
2.
3.

6.

Bbi6epute Light (CeeTnyto) unu Dark (Temnyto) Temy n HaxmunTe Next (Janee).

Mpu HeobxoAMMOCTI U3MEHNUTE UMA KOMMbloTepa 1 HaxxmuTe kHonky Next (Janee).

B pa3saene Power settings (MapameTpbl nuTaHua):

napameTpbl Never put the computer to sleep (Hukoraa He nepeBoAnTb KOMMbIOTEP B CRALLNIA
pexxum) n Never turn off the display (Hukoraa He BbikniouaTb aucnnei) no ymonuaHuo
BKJTIOYEHbI.

YT06b1 X1BOI MPOCMOTP 1 3anuck 6bIIM 4OCTYNHbI BCE BPEMA, PEKOMEHAYETCA 0CTaBUTb 06a
napamMeTpbl BKIOUYEHHbIMU. HacTpoikn MOXHO B Nt060A MOMEHT U3MEHUTb B MeHto Start >
Settings > System > Power &t Sleep (Myck > MapameTpbl > Cuctema > MutaHue un cnawmii
pexum).

B pa3aene Date and time (JaTa n Bpema) HacTpoiTe cieaytowme napameTpbl 1 Haxmute Next ([Janee).

BbibepuTe uacosoi noAc.

YT06b1 HacTpouTb NTP-cepsep, Bbibepute NTP server (NTP-cepsep) v Beeante agpec NTP-
cepsepa.

[Ana HacTpoiikn BpydHyto Bbi6epuTe Manual (BpyuHyto), 3aTem BBeanTe aaTy n Bpema.

B paszene Network settings (HacTpoiku cetu) HacTpoliTe cneaytowme napameTpbl n HaxmuTe Next

(Danee).

MapameTpbl Use automatic IP settings (DHCP) (Mcnonb3oBaTb aBTOMaTUUECKYIO HaCTPOIKY
IP-aapeca (DHCP)) n Use automatic DNS settings (icnonb3oBaTh aBTOMaTUUECKYIO HAaCTPONKY
DNS-cepBepa) no yMonyaHuto BKIOYEHbI.

Ecnu yeTpoicTso noakntoueHo k ceti ¢ DHCP-cepsepom, aBTomaTnuecku otobpaxaetca
Ha3HaueHHble cepsepoM IP-aapec, macka noaceTu, w3 n npeanountaemblii DNS.

Ecnu ycTpoicTBo He noakntoueHo k cetn unn B Hen HeT DHCP-cepBeepa, BBeANTE BPYUHYO
cooTBeTCTBYlowWwMe IP-aapec, macky noaceTw, w3 u npeanountaembiin DNS-cepsep.

Haxwmute Finish (“3asepwnTb”). Ecnu uma komnbtoTepa 6biio n3merero, AXIS Recorder Toolbox
NPeAnoXnT NepesarpysnTb YCTPOMCTBO.

Hactpoika AXIS Camera Station Pro

an)K,D,C YE€M HauaThb, yﬁe,U,VITCCb B C/ieQyroWwem:

BbinonHnTe HacTpoliky ceTn ¢ yueTom ocobeHHocTen Bawen cuctembl. CM. KoHpurypauua cetn.

Mpn HeobxoaMMOCTM HacTpoiiTe NopTsl cepsepa. CMm. HacTpoiika nopTa cepsepa.

anIMVITC BO BHMMaHue acnekTbl 6e3onacHocTu. Cm. PekomeHaaumn no obecrneyeHno 6€30MaCHOCTH.

BbinonHne HeobxoanMy0 HacTpoiiKy, Bbl MoxeTe npucTynaThb k pabote ¢ AXIS Camera Station Pro.

o o k&~ WD

3anyck cuctemb ynpasneHna BuAeo

Zlobasutb ycTpolicTaa

Hactpovika cnocoba 3anucy, on page 5

[lpocmoTpeTsb XunBoe Bugeo, on page 5

lpocmoTp 3anuced, on page 5

Zobasnexue 3aknaa0k, on page 5



7. 3kcnopt 3anuced, on page 6

8.  Bocnpousseaeune n nposepka 3anucei B npunoxenunn AXIS File Player, on page 6

3anyck cucTembl ynpaBneHnA BUAEO

Y706bI 3anycTuTb knneHT AXIS Camera Station Pro, ABaxab! WwenkHUTe ero 3Hadok. [1pn nepBom 3anycke KAMeHT

nbiTaeTcAa BonTu Ha cepsep AXIS Camera Station Pro, ycTaHOBNEHHbI Ha TOM e KOMMbIOTEPE, UTO U KINEHT.
MoxHo noakntounTbea k Heckonbkum cepeepam AXIS Camera Station Pro pasHbimu cnocobamu.

Jlo6aBnTb ycTpoicTaa

Mpn nepsom 3anycke AXIS Camera Station S9301 Mk Il Workstation oTkpbiBaeTca cTpaHuua Add devices

(Ao6aBuTb ycTpoiicTBa), Ha KOTOPOIA BbIMOSHAEGTCA NMOUCK YCTPOICTB B CETU ANA X NOC/TeAYIOLLEero
fobaBneHuA.

1. Bblibepute ycTpoiicTBa, KoTopbie HE0bXx0AMMO A06aBUTb, N3 cnncka. Ecnn yeTpoiicTBo He yaaeTcA HalTHy,

HaxmuTe Manual search (PyuHoii nonck) uiu ncnonb3yinTe BBOA ANA (GUALTPALNN.
2. Haxwmute [lo6aBuTb.

3. Haxmunte Close (3akpbITb), UTobbI MPONYCTUTH HACTPOIAKY U BbIMOMHUTDL €€ no3xe. YTo6bl NPos0AXNT
HaCTpOIliKy cpasy:
3.1.  Bbibepute: Quick configuration (BbbicTpaa HacTpoiika) unu Site Designer configuration
(KoHdurypauma AXIS Site Designer). [lna nonyyeHna 40N0NHUTENbHbIX CBEAEHUN CM. .

3.2.  YcrtaHosute hnaxok Add image overlay for date, time, and text ([Jo6aBuTb HanoxeHue AaTbl,
BPEMEHM 1 TeKcTa Ha n3obpaxkeHune), uTobbl 406aBUTH HANOXEHNA Ha BCe kamepbl AXis, Ana
KOTOPbIX OHU ELLE HE HACTPOEHbI.

3.3. Haxmute Next ("Janee").

3.4. Bbibepute npeanoutuTenbHbin pexum 3anucy Recording method.

3.5.  Haxmurte Next (danee).

3.6. Bbibepute Retention time (Bpema xpanenua) n Recording storage (Xpanunuuie 3anucu) u
HaxxmuTe Finish (ToToBo) anAa npumeHeHna koHdurypaumn.

Hactpoiika cnoco6a 3anucu

1. Mepeiiante B MeHio Kondurypauma > 3anucy u cobbiTna > Cnocob 3anucy.
2. Bbibepute kamepy.

3. Bkmwouute yHkumio Motion detection (O6HapyxeHue asuxerna) unn Continuous (HenpepbisHan)
nnn obe.

4. Haxmute MpumMeHUTB.

MpocmoTpeThb XnBOE BUAEO

1. OrtkpoiiTe Bknaaky Live view (XKusoi npocmotp).

2. BbibepnTe kamepy AnA NpoCMOTpa BUAEO B peanbHOM BPEMEHMN.
MpocmoTp 3anuceit

1. Otkpoiite Bknaaky Recordings (3anucnm).

2. BbibepnTe kamepy, C KOTOPOI Bbl XOTUTE NPOCMOTPETL 3aMunCyl.
Jlo6aBneHune 3aknapok

1. TNepenTn K 3anucm.



2. Ha wkane BPEMEHN MOXHO YBENNUYNTD, YMEHbLWNTb MacwTab nnm YCTaHOBUTb COOTBCTCTBWOLLWIVI
MapKe€p B HYXXKHOM MECTOMOJTIOXEHUN.

3. Haxmute H
4. BseauTe MMA 1 onucaHue 3aknaaku. Micnonb3ynte KaoUeBble ¢10Ba, YUTOObI YNIPOCTUTbL NONCK 3aKNaAKM.
5. BbibepuTe 3anpeTutb yaaneHue 3anucu, utobbl 3ab610K1poBaTh 3aNMCh.

[Tpumevanune

YT06bI CHATL 3aWKUTY 3anucy, cHummuTe hnaxok Prevent recording deletion (3anpetuTs yaaneHue 3anucu)
WAn yaannTe 3aknaaky.

6. LlenkHnTe OK, uT0bbI COXPaHNTL 3aKNaaky.
JkenopT 3anucen

1. Otkpoiite Bknaaky Recordings (3anucm).

2. BbibepnTe kamepy, C KOTOPOWN Bbl XOTUTE 3KCMOPTMPOBATH 3aN1CH.

HaxmunTe 3Hauok r.F Ana oTobpaxeHua mapkepos Bbibopa.

4. T[lepeTackmBaa Mapkepbl, BbibepuTe 3anucu, KoTopble TpebyeTca IKCNOpPTMPOBAT.

5. Haxwmute r:r yTo6bl OTKPbITL BKNaAky Export (AkcnopT).

6. Haxmute Ha Export...(3xcnopT)
Bocnpou3sseaenune n nposepka 3anucein B npunoxenun AXIS File Player

1. HCPEVI/J,VITC B Nanky ¢ 5XCNOPTUPOBAHHbIMW 3aNMUCAMMN.

2. [Baxabl wenkuute 3Hadvok npunoxenua AXIS File Player.

3. Haxmute . , UTObbI NOKa3aTh 3aMeTKMN K 3anucu.

4. ina nposepku umcpoBoil NoANNCH:

4.1.  Nepeinaute B meHio Tools (MHeTpymeHTbi) > Verify digital signature (Mposepka undposoi
noanucm).

4.2.  Bbibepute Validate with password (MpoBepka ¢ naponem) v BBeANTE Napob.
4.3. Haxwmute Verify (MpoBepuTb), uTo6bl NPOCMOTPETH pe3ynbTaTbl NPOBEPKHY.

[Mpumevanne
® llucposan noanuch 0TAMYAETCA OT NOANMCAHHOMO BUAEO. [ToanncaHHoe BUAEO NO3BOMAET NOATBEPANTD,
UTO 3anucCh NONyYeHa UMEHHO C TOl KaMepbl, KOTOpaA ee CO3/ana, U UTo OHa He Bbina U3MEeHeHa.
JononHutenbHble cBeAeHNA CM. B passene Bugeo ¢ unghpoBsoii moanncebio n B pyKOBOACTBE
noib30BaTeNA KaMepbl.

e Ecnn coxpaHeHHble hainbl He cBA3aHbI ¢ 6a30i aaHHbIX AXIS Camera Station (HemHaekcnpoBaHHble
haiinbl), ux HE06X0ANMO KOHBEPTMPOBATb, UTO6bI Bocnpomn3soanTs B AXIS File Player. YTo6bi nonyunts
MOMOLLb B KOHBEPTUPOBaHUM (haiinoB, 0bpaTnTech B CNyxby TexHNUeckon noaaepxku Axis.

KoHdurypauua cetn

Ecnm knueHT, cepsep 1 NoaktoYeHHbIE CETEBbIE YCTPONCTBA HAXOAATCA B Pa3HbIX CETAX, Nepes
ncnonb3zoBaHnem AXIS Camera Station S9301 Mk Il Workstation HacTpoliTe napameTpbl npokcu-cepaepa uam
bpaHamayapa.

HacTtpoiikn npoken knmeHTa

Ecim mexay KnmeHTom 1 cepBepoM HaxXoAMTCA NPOKCM-CEPBEP, HACTPOMTE MapaMeTpbl MPOKCH-cepBepa
Windows Ha komnbloTepe knneHTa. ObpaTnTech B cnyxby noaaepxkn Axis AnA NonyyeHnA SOMOAHUTENbHON
nHopmaumm.


https://www.axis.com/solutions/built-in-cybersecurity-features

MapameTpbl Npokcn-cepBepa Ha cepsepe

Ecnu npokcm-cepBep HaxoAMTCA MeXAy CETEBbIM YCTPONCTBOM M CEPBEPOM, HEOHXOANMO HAaCTPONTH
napameTpbl npokcu-cepsepa B Windows Ha cepsepe. ObpaTutech B cnyxby noaaepxkn Axis AnAa nonyyeHna
LONONHNTENbHON NHhOpMaLMW.

NAT n mexceTeBoii 3kpaH

Ecnu knneHT n cepsep pasaeneHbl NAT unu 6paHamMay3pom, HacTPOMTe ux Taknm 0bpasom, utobbl obecneunTtb
npoxoxaeHune HTTP-nopta, TCP-nopTa 1 nopTa noTokoBoii nepeaaun, ykasaHHbix B AXIS Camera Station S9301
Mk Il Workstation Service Control. [pn HeobxoanmocTn obpaTuTeCh 33 NOMOLLbLIO K aAMUHUCTPATOPY CETM.

HacTpoika nopTa cepsepa

Cepsep AXIS Camera Station S9301 Mk Il Workstation ucnons3yet noptsi 55752 (HTTP), 55754 (TCP), 55756
(MobunbHaa cBa3b) n 55757 (MobunbHaA NOTOKOBaA nepesaya) AnA CBA3M MEXAy CEpBEpPOM n knneHTom. Mpn
HeobXx0AMMOCTY MOPThl MOXHO U3MEHNTb ¢ nomolublo npunoxeHna AXIS Camera Station Service Control.

PekomeHgauum no obecneyeHunio 6e3onacHoCTu

YT106bl NPeaoTBPaTUTL HECAHKLMOHWPOBAHHbIA AOCTYN K KaMepaM 1 3annucAM:

®  Vcnonb3yiiTe HageXHble Naposyu AnA BCEX CETEBbIX YCTPONCTB (kamep, BIAEOKOAEPOB 1
LOMNOJTHUTENbHbIX YCTPOICTB).

®  YcraHosute cepsep AXIS Camera Station S9301 Mk Il Workstation, kamepbl, Buaeokoaepb! v
[ONOMHUTENbHbIE YCTPONCTBA B 3alUWLLEHHON CETU, OTAENEHHON OT oucHomM ceTu. Bol moxeTe
ycTaHoBnTb knmeHT AXIS Camera Station S9301 Mk Il Workstation Ha komnbloTepe B apyroi ceTu,
Hampumep B CeTU ¢ AoCTynom B MIHTepHeT.

d Y6eantech, uto Yy BCEX nonb3oBaTefiell HaJexHble naponu.



CoszpaHMe YYEeTHOM 3AIIMCH ITOAB3OBATEAS

YTo6bI 0becneunTh 6€30NaCHOCTb BallWX NNYHBIX AaHHbIX | |/|chop|v|auvm, ANA KaXxa0il NokanbHOMN yHCTHOVI
3annucn peKoOMEHAYETCA CO34aTb Naposib.

BHumaHmne

Mocne co3paHnA naponAa anAa NOKasIbHOW YHCTHOVI 3anucn CoOXpaHUTeE €ro I',CI,C—HVI6y,£I,b, yTobb! He 3a0bITh. ﬂ,J'IFI
NOKa/IbHbIX YYE€THbIX 3anncen BOCCTaHOBUTH YTepFIHHbII7| naposib HEBO3MOXHO.

1. OTkpoiiTe meHto HacTpoiikn > YueTHble 3anucu > [lpyrue nons3oBaTtenu > [lo6aBuTb Apyroro
nosib3oBatena n Haxmute [lo6aBUTb yUeTHYIO 3aNuCh.

2. Haxwmute kHonky | don't have this person's sign-in information (Y meHa HeT yueTHbIX AaHHbIX 3TOro
nonb3oBaTena).

3. Haxmnte Add a user without a Microsoft account (lo6aBuTb nonb3oBaTena 6e3 yueTHoI 3anucu
MaiikpocodT).

4. Bseaute nmaA nonb3osaTtensa, naposib U NoACKa3Ky ANnA naponA.

5. Haxwmute Next (Janee) n cneayiiTe nHCTPYKUNAM.
Cos3paHMe YYETHOM 3AIMCH AAMUHUCTPATOPA
1. Tepeiiante B pasaen Settings > Accounts > Other people (MapameTpbl > YueTHble 3anucu > [pyrue

nonb3osaTenu).

2. [lepenauTe K yueTHOWN 3anucu, KOTOPYIO Bbl XOTUTE U3MeHUTb, U BbibepuTe nyHkT Change account type
(U3meHNUTL TMN yueTHOM 3anucw).

3. Mepeiigute B passen Account type (Tun yuetHom 3anucu) n Bbibepute Administrator
(AamuHuctpaTop).

4. Haxmute kHonky OK.

5. [lepesanycTuTe yCTpOiCTBO 1 BOWAMTE B CUCTEMY, UCMONb3YA HOBYIO YUETHYIO 3aNnCb aAMUHMCTPATOpa.
Cos3paHMe AOKAABHOM I'PYIIIIHI IOAB3OBATEAEN

1. Mepeiiante B paznen Computer Management (YnpaBneHue komnbioTepom).

2. MNepeiianTe B pasaen Local Users and Groups > Group (JlokanbHble nonb30BaTeny v rpynmbi >
Mpynna).

LLlenkHnTe npasoii kHonkoii Mbiwn Group (Mpynna) n Bbi6epute New Group (Co3aatb rpynny).
4. BseauTte UMA 1 onMcaHue rpynnbl.

[JlobasneHne uneHoB rpynnbl:

5.1. Haxmute [lo6aButb.

5.2. HaxmuTe [ononHuTenbHo.

5.3.  HaiiguTte yueTHbie 3anucu nonb3oBaTenel, KOTOPble HY>XHO A06aBUTb B Fpynmny, N HAXMUTE
kHonky OK (OK).

5.4. Haxmute kHonky OK (OK) ewe pas.

6. Haxmute Create (Co3aatb).



YaQAeHMe YIETHOM 3AIIMCH IIOAL30OBATEAS

BHumaHme
anI yAaneHun YHETHOVI 3anunucn Nonb30oBaTeNlA OHA YAANAETCA C 3KpPaHa BX04a B CUCTEMY. Bbl Takxe yAanAaeTe
Bce haiiibl, HACTPONKN U JaHHbIE NPOrpaMM, COXPaHEHHbIE ANA 3TO YUeTHO 3anncyu Nob30BaTena.

1. MepeiianTe B pa3aen Settings > Accounts > Other people (MapameTpbi > YueTHble 3anucu > [pyrue
nonb3osaTenu).

2. T[lepeiianTe K y4eTHOW 3anncK, KOTOPYIO Bbl XOTUTE yAaNUTb, N HaxmnuTe Remove (Yaanuts).
M3MeHeHMue IIAPOAS Y‘-IeTHOﬁ 3AIINMCHU IIOAB3OBATEAA

1. BowanTte B CUCTEMY, NCNONb3yA YYETHYIO 3aNNCb aAMUHNCTPATOPA.

2. Mepenante B pasaen User Accounts > User Accounts > Manage another account in sequence
(YueTHbie 3anucu nonb3oBaTeneil > YueTHble 3anucy nosib3oBaTtesneii > YnpaBneHua Apyron yueTHoM
3anuchblo B NMOCNEAOBATENbHOCTH).

Bbl yBMANTE CNMCOK CO BCEMM YUYETHBIMI 3aNMCAMMN NONb30BaTENEN Ha YCTPOICTBE.

Bbibepute yueTHyto 3annch Nonb3oBaTeNA, Yeil Naponb Bbl XOTUTE N3MEHUTb.
4. HaxwmuTe kHonky Change the password (U3meHuTb napons).

BeeauTe HOBbI naponb 1 Haxmute Change password (M3meHnTb naponb).
CospaHMe AMCKeThI CO6pOCA ITAPOASI AAS VIETHOM 3AIIMCH ITIOAB30BATEAS

[JuckeTy cbpoca napona pekomeHayetca co3gaBatb Ha USB-Hakonutene. C nomoLLbio 3TON ANCKETbI MOXET
BbINONHATLCA cbpoc napona. bes anckeTsbl cbpoca napona BbiNoNHeHMe Npoueaypbl cbpoca napona
HEBO3MOXHO.

[Mpumevarune

Ecnm ncnonbsyerca Windows® 10 unn 6onee no3aHAA BepcuA 3TOW CMCTEMBI, Bbl MOXETe A06aBNTb
KOHTPOJIbHbIE BOMPOCHI B CBO /IOKaNbHYIO YUETHYIO 3aNnCb, Ha Cyyail ecnu Bbl 3abyaeTe cBOW Naponb. B
3TOM c/lyyae He noTpebyeTca co3aaBaTb AnckeTy copoca naponA. YTobbl caenaTh 3T, NEPENANTE B MEHHO
Start (Myck) n BbibepuTe Settings > Sign-in options > Update your security questions (MapameTtpbl >
MapameTpbl Bxoaa > O6HOBUTb KOHTPOJIbHbIE BONPOChHI).

1. BoiianTe B yCTPONCTBO, NCMONb3YA NOKANbHYIO YUETHYIO 3anucb Nonb3oBaTend. [ina noaknoueHHO
YUYETHOW 3anncK ANCKETy cbpoca napona co3aaTb HEBO3MOXHO.

BerasbTe nyctonn USB-HakonuTens B yCTpoICTBO.

B none nouncka Windows® sseaute Create a password reset disk (CosaaHue ancketbl c6poca naposns).
B nomouiHuke HacTpoiikn 3abbiTbix naponei Haxmute kHonky Next (Janee).

Bbibepute HyxHbIii USB-Hakonutens u Haxmute Next ([Janee).

BseanTe cBoit Tekywnii naponb n HaxmuTe Next (Janee).

CnenyinTe MHCTPYKLMAM Ha 3KpaHe.

©® N o g k& DN

M3snekute USB-HakonnTens u COXpaHUTE €ro B 6e3onacHom MecTe. anI N3MEHEHUN NaposiA Co34aBaTb
HOBYIO ANCKETY HE TpeﬁyeTCFl (aaxe npn MHOTOKPAaTHOM N3MEHEHWN naponﬂ).



I[IpaBa AOCTYIIA ITIOAB3OBATEAEN

MepenanTte k nynkTy Configuration (Kondurypauma) > Security (besonacHocTtb) > User permissions (Mpasa
AoCTyna nonb3oBaTtenen), utobbl yBunaeTh nonb3osatenei u rpynnbl B AXIS Camera Station S9301 Mk I
Workstation.

[Tpumevarune

AamunHncTpaTopbl KOMNbOTEPa, Ha KoTopom paboTaeT cepsep AXIS Camera Station S9301 Mk I
Workstation, aBTomaTuuecku nonydyatoT npasa aamuHucTpaTopa cuctemsl B AXIS Camera Station S9301 Mk
Il Workstation. [paBa gocTyna rpynnbl adMUHWCTPATOPOB HENb3A U3MEHUTb UAN YAANUTD.

I'Iepen, ,qo6aBneH|/|e|v| Nnonb30BaTeNA Unn rpynnbl yﬁe,ﬂ,VITGCb, UYTO OHW 3apPerncTpnpoBaHbl Ha JIOKAJIbHOM
KOMMNbIOTEPE UK UMEIT ydeTHYyto 3anuch nonb3osatena Windows® Active Directory. YTobbl no6aBuUTb
nonb3oBatena unu rpynny, cMm. JobasneHue nonb308aTeNed Uan rpymnn.

Ecnn nonb3oBaTenb BXOANT B COCTaB rpynnbl, €My NpeaoCTaB/IAOTCA NpaBa Hanbonee BbICOKOI ponn,
Ha3HaueHHon nnbo HENOCPEACTBEHHO NOMBL30BATENIO, nnbo rpynne. Hanpmmep, €C/In NOoNb30BaTENO
NPEAOCTaBNEH AOCTYN K KaMepe Xn npun 3TOM OH BXOAUT B rpynny ¢ 40CTYyNOM K KamMme€pam Yn Z, TO OH NosyyaeT
A0CTYyN KO BCEM TPEM KaMepam.

2 Twn 3anucn: NHANBUAYaNbHbI NOMb30BaTENb.
2 YkasbIiBaeT Ha rpynnoBoi TUM 3anucu.
HasBaHue Wma nonb3oBaTena B TOM BUAE, KaK OHO 0TObpaxaeTcA Ha NI0KaNbHOM

komnbtoTepe unu B Active Directory.

ﬂ,omeH ,U,OMCH, K KOTOPOMY OTHOCUTCA NMOJIb30BaTE/b UK rpynna.

Tun poctyna Ponb gocTyna, HasHaueHHaA nonb3oBaTeNto unu rpynne. BosmoxHole
3HAUEHWA PONN: aAMWHUCTPATOP, onepaTop 1 HabnoaaTenb.

CBepeHuAa MoapobHble cBeAeHMA O NOMb30BaTE/E B TOM BUAE, B KOTOPOM OHM
oTobpaxatoTcA Ha nokanbHOM komnbtoTepe unn B Active Directory.

Cepsep Cepsep, K KOTOPOMY OTHOCWUTCA MOMb30BaTENb UAN Fpynna.

Aob6aBAeHME ITOAB3OBATEASH MAM I'DYIII

Joctyn k AXIS Camera Station S9301 Mk I| Workstation moryT nonyyatbs nons3osatenu u rpynnsi Microsoft
Windows® n Active Directory. Ytobbl fobaBuTbL nonb3osaTena B AXIS Camera Station S9301 Mk Il Workstation,
nobasbTe nonb3zosaTenen nan rpynny B Windows®.

Y106b! £06aBUTHL Nonb3osaTena B Windows® 10 n 11:

e Haxwmute knasuwn Windows + X n Bbibepnte Computer Management (Ynpasnetue komnbtoTepom).

e B okHe Computer Management (Ynpasnenue komnbtoTepom) nepeiiante k pasaeny Local Users and
Groups (JlokanbHble nonb3osatenu u rpynnbi) > Users (Monb3osatenu).

e llenkHnTe npasoii kHonkoii Mbiwn Ha Users (Monb3osatenu) u soibepute New User (HoBbii
nonb3oBaTensb).

* Bo BCnnbIBaloWEM A1ANOrOBOM OKHE BBEAMTE AAHHbIE HOBOrO N0Mb30BaTeNA U CHUMUTE chnaxok User
must change password at next login (Monb3oBaTenb AoMKEH 3MEHUTL Naposib NPU CNeAytoLEeM
BXoJe€).

e Haxmure Create (Co3natnb).

Ecnm BbI mcnonbsyete gomen Active Directory, obpaTuTech kK agMmnHMCTpaTOpy CETMW.
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AOGaBJ'IEHVIE nonb3oBaTenei unu rpynn

1.

5.

Mepenante B8 mexto Configuration (KoHdurypauua) > Security (besonacHocTsb) > User permissions
(Pa3pelweHuna nonb3osartenen).

HaxmnTe [lo6aBuTb. [locTynHbie Nonb3oBaTeNn 1 rpynnbl 0TobpaxatoTca B CNuCKe.
B pa3aene Scope (O6nacTb AeicTBUA) YKaXNTe, TAE HYXHO UCKaTb NOJb30BaTeNeR N FPynbl.

B pa3aene Show (OTo6paxceHne) MOXHO 3a4aTb 0TobpaxeHue nonb3oBaTeneil unu rpynn. Ecnn
nonb30BaTeNeN WAN FPYNN CANIKOM MHOMO, Pe3ybTaTbl MOWCKa MOTyT He oTobpaxaTbeA. Mcnonb3ynte
hunbTp ANA CyXeHMA pe3ynbTaToB Noncka.

BbibepuTe nonb3oBateneit uan rpynnbl U HaxmnTe [lo6aBnTb.

O6nacTb AencTBuUA

Cepsep Bbibepute Ana noucka nonb3oBaTenei UaK rpynn Ha

NOKaJIbHOM KOMNbIOTEPE.

JomeH Bbibepute ana noncka nonb3oBaTenei Ui rpynn

Active Directory.

Bbi6paHHbIN cepBep Mpw noakntoueHn K Heckonbkum cepsepam AXIS

Camera Station S9301 Mk Il Workstation Bbibepute
cepBep, Ha KOTOPOM TpebyeTCA BbIMOMHUTL NONCK
nosb3oBaTenen uaum rpynn.

HaCTPOVIKa noJsib30BaTeNA UNn rpynnbl

4.

Bbibepute nonb3oBatena uau rpynny B Cnucke.

B pa3saene Role (Ponb) BbiGepute Administrator (Aamunuctpatop), Operator (Onepatop) unu Viewer
(Habnopatens).

Ecnn Bbi6paTh nyHKT Operator (Onepatop) unun Viewer (Habniopatens), Bbl cMOXeTe HaCTPONTb NpaBa
AocTyna nonb3osateneit unn rpynn. Cm. flpaBa gocTyna nonb3oBaTenein na rpymnii.

Haxmute Save (“CoxpaHnTb").

YaaneHue nonb3oBatena uam rpynnbi

BbiGepuTe nonb3osaTena uam rpynny.
Bbi6epute nyHkT Remove (YaanuT).

B nossnBwemca ananorosom okHe HaxmuTe OK, uTobbl NOATBEPANTDL yAaleHNE NOJIb30BaTeENA Unn
rpynnbl.

IIpaBa AOCTYIIA IIOAB3OBATEASHM MAM I'PYIIII

Monb3oBaTento UM rpynne MOXHO Ha3HaUMTb OAHY M3 Tpex poneli. O Tom kak onpeaennTb ponb AnA
nonb30BaTeNA Waun rpynnol, cMm. JobasneHne nosnb3oBaTenen nan rpyni.

AAMVIHVICTpaTOP - [MonHblii A0CTyNn KO CUCTEME, BK/IKOUaA A0CTYN K XNBOMY NPOCMOTPY M BUAEO3anncAM CO
BCEX KaMep, A0CTYyN KO BCEM NOPTaM BBOAA-BbIBOAA N pPeXNMaM BuaeoHabnoaeHna. 37a ponb Heobxoanma anA
40CTyna K KOHqJI/IpraLI,I/II/I CNCTEMDI.

Onepatop - Bbibepute kamepbl, BUAb! 1 NOPTbI BBOAA-BbIBOAA ANA NONYYEHUA AOCTYNa K XUBOMY BUAEO U
Buaeo3sanucAm. OnepaTop MMeeT NonHbIi AocTyn ko Beem yHkumam AXIS Camera Station S9301 Mk I
Workstation 3a ncknioueHnem cucTeMHbIX HacTpOeK.

Ha6niopaatens - [locTyn K X1BOMy BUAeo C BbIbpaHHbIX KaMep, NOPTOB BBOAA-BbIBOAA U BMAOB. Y HabnoaaTenA
HeT AOCTyNa K BUAEO3aMMCAM 1 CUCTEMHbIM HaCTpPOKaMm.

Kamepbl
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Monb3oBaTenu nan rpynnbl, KOTOPbIM HazHaueHa ponb Operator (OnepaTop) unu Viewer (Ha6ntoaatens),
nmetoT cneayolne npasa.

Joctyn paspeLleH AOCTyN K Kamepe 1 BceM (hyHKLMAM
Kamepbl.

Buaeo paspeLleH AOCTYN K XMBOMY BUAEO C 3TOW Kamepbl.

lMpocnywatb 3BYK PaspewnTb npocnywmnBaHne 3ByKa ¢ KaMmepbl.

Bocnpousseaenue ronoca PaspelwmnTb ronocosoe BeliaHne yepes kamepy.

3anuch B pyYyHOM pexume PaspeluaeT Bpy4Hylo 3anyckaTb U OCTaHaBIMBaTb
3anuch.

MexaHnueckoe ynpasneHue nosuunoHepom (PTZ) pa3pelleH A0CTyn K MexaHudyeckomy PTZ-

ynpasneHnto. JlocTynHo TONbKO ANA KaMep C
mMexaHuyeckum PTZ.

Mpuoputet PTZ-ynpasneHna 3anaTb npuoputet PTZ-ynpasnenua. Yem meHblue
3HaueHue, Tem Bblwe npuopuTeT. [puopnTeT He
Ha3HaueH, 0. AamuHuCTpaTop 06NaAaeT caMbim
BblCOKMM npuoputeTom. Ecnn PTZ-kamepon
ynpaBnAeT noab30BaTeb C PO/blo 6oMee BbICOKOro
npuopuTeTa, OCTasbHbIE NOMb30BATENN HE MOTYT
ynpasnATh 3Toil kamepoii B TeyeHue 10 cekyHa (no
ymonuaHuto). [locTynHo Tonbko ANA kamep ¢
mexaHuueckum PTZ-ynpasneHuem, koraa BbibpaH
napametp Mechanical PTZ (MexaHunueckoe PTZ-
ynpasneHue).

Buabi

Monb3oBaTenu unm rpynbl, KOTOPbIM Ha3HaueHa ponb Operator (Onepatop) unu Viewer (Habnioaatens),
nvetT cieayowne npasa. MoxHo BbIbpaTh HECKONBLKO BUAOB 1 3a4aTb npaBa AOCTyna.

Joctyn PaspewnTb goctyn k Buaam B AXIS Camera Station
S9301 Mk Il Workstation.

N3meHunTb Mo3BonAaeT pesakTuposaTh npeacTasnenma B AXIS
Camera Station S9301 Mk Il Workstation.

Beoabi/BbiBOABI

Monb3oBaTenu nan rpynnbl, KOTOPbIM HazHaueHa ponb Operator (OnepaTop) unu Viewer (Ha6ntoaatens),
NMElT cresylolne npasa.

Joctyn paspeLleH MOMHbII AOCTYN K NOPTY BBOAA-BbIBOAA.

CuuTbiBaHMe lMo3BonAeT NnpocMaTpuBaTh COCTOAHME NOPTa BBOAA-
BbIBOZA H€3 BO3MOXHOCTM €r0 U3MEHEHNA.

3anucb Mo3BONAET N3MEHATHL COCTOAHWE NOPTA BBOAA-
BbIBOJA.

Cucrema

HeBo3MOXHO HaCTPOWTb NpaBa AOCTYNa, BbIAENE€HHbIE B CMUCKE CEPbIM LIBETOM. Onaxok 03Ha4yaeT, YTo
Nonb30BaTEe/b WK rpynna NMeEeT AaHHOE NpaBO N0 YMOJYAHNIO.
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Monb3oBaTenu uan rpynnbl, KOTOPbIM HazHaueHa ponb Operator (OnepaTop), umeloT cneaytowwme npasa. [na
ponu Viewer (Ha6ntoaatenb) Takxe goctynHa dyHkumna Take snapshots (Caenatb cHUMOK).

CaenaTb CHUMOK

Mo3BonAeT co3naBaTb CHUMKMN B PEXNME XNBOTro
NPOCMOTpPa 1 Npn BOCMPON3BEAEHUN 3anucen.

JkcnopT 3anucei

Mo3BonseT JKCMOPTNPOBATb 3anncu.

Co3paTtb oTueT 06 MHUMAECHTAX

Mo3BonAeT co3naBaTh OTUEThI 06 NHUMAEHTAX.

Prevent access to recordings older than (3anpeuwieH
AOCTYN K 3aMUCAM CTapLue, Yyem)

3ar|peLuaeT A0CTYN K 3anNNCAM CTaplle yKa3aHHOro
nepnoia BpeEMeEHN (B MVIHYTaX). [onb3oBaTenu He
MOryT HallTW 3T 3anucu npun NONCke.

AOCTYI'I K CUrHasnam TpEBOrn, 3agavyam u XxypHanam

MonyuyeHue yBeaoOMNEHNIA O CUrHANax TPEBOrK 1
pa3peweHune goctyna k naHenu Alarms and tasks
(Tpesoru v 3agaun) n sBknaake Logs (KypHanbi).

AOCTYI'I K AaHHbIM MOUCKa

PaspewnTb nonck AaHHbIX, UTOBbI OTCAEXMBATL, UTO
NpoM30LL0 BO BPEMA COBbITUA.

[Jo6aBneHne kaTeropmi K cobbITMAM

Pa3spewnTb fobaBneHne KaTeropmnii K cobbITMAM Ha
Bknaake Recordings (3anucm).

Ypanenue kateropuit u3 cobbitua

PaspewnTb yaaneHue kateropuii u3 cobbiTuii Ha
Bknaake Recordings (3anucwm).

KOHTpOﬂb AOCTyna

Monb3oBaTenu uan rpynnbl, KOTOPbIM HazHaueHa ponb Operator (OnepaTop), umeloT cneaytowme npasa. [na
ponu Viewer (Ha6nioaatens) Takxe goctynen nyHKT Access Management (Ynpasnexue goctynom).

HacTpoiika koHTpona aoctyna

lMNo3BonAeT HacTpanBaTb ABEPU U 30HbI, NpohnN
naenTudpmkaumnn, opmatsl kapT u MNUH-koabI,
33N poBaHHbIA 06MEH JAHHBIMU 1
MHOrocepBepHble PYHKLNY.

Ko HTPOJIb AOCTYnNa

[Mo3BonAeT ynpaBnATbL AOCTYNOM W OCYLLECTBAATh
BoCTyn K HacTpoiikam Active Directory.

Monb3oBaTenu unu rpynnbl, KOTOPbIM HAa3Ha4€Ha poJib Viewer (Haﬁmo.u.aTenb), MMET Cneayrowmne npaea.

KoHTponb paboTocnocobHOCTM cucTeMbl

Monb3oBaTenu wau rpynnbl, KOTOpPbIM Ha3HaueHa ponb Operator (Onepatop), metoT cneaytowne npasa. Ana
ponu Viewer (Habntoaatenb) Takxe AocTyneH NyHKT JloCTyn K KOHTPOA0 pa6oTOCnoco6HOCTM CUCTEMBI.

HacTpoiika koHTpona paboTocnocobHOCTH CUCTEMbI

Mo3BonAeT HacTpamBaTb NapaMeTPbl KOHTPONA
paboTocnocobHOCTM CUCTEMBI.

JocTyn k KOHTpoOnto paboToCNOCO6HOCTN CUCTEMDI

[o3sonaer nonyynTb AOCTYN K KOHTPOJO
paboToCcnocobHOCTM CUCTEMBI.
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AXIS Camera Station S9301 Mk II Workstation

YnpaBaeHME YCTPOCTBOM

Ob6HoBAeHME CepTUDUKATOB 6€30IIACHOM 3ArPY3KM

Microsoft npekpaliaet ncnonb3oBaHue cepTudukatos besonacHon 3arpysku 2011 roaa B ntoHe 2026 roga un
3ameHAeT ux ceptTucpukatamm 2023 roga. Ytobbl obecneunTs 6€30MaCHOCTb BUAEOPErMCTPATOPa, YCTAHOBUTE
ceptudmkaTbl 2023 roga 40 3TOro cpoka.

[na yctaHosku cepTudpmkatos 2023 roaa Tpebyetca Windows 10 LTSC (Long-Term Servicing Channel) nnu
Windows 11 LTSC. Ecim ycTpoicTBO Hax0AMTCA Ha rapaHTuu, Ho ucnonb3yet Windows 10 SAC (Semi-Annual
Channel) smecto Bepcun LTSC, o6paTutech B cnyxby TexHnueckoil noaaepxkn Axis. Cneunanuctsi cnyxbbl
noaaepxkn coobwat, MoXHo N 06HoBNTL cucTemy Ao Bepcun LTSC nepes o6HoBneHmem BIOS nnmn 3ameHon
cepTudnKaTos.

[TpumeuaHne

[Mocne utoHA 2026 roaa ycTpoiicTea b6e3 cepTudpukatos 2023 roga npogonxaT pabotatb B 06bIYHOM pexuMe,
0AHaKo He byayT nomyyaTb HOBblE CPEACTBA 3alLMTbl A/1A PaHHEro 3Tana 3arpy3ku, BKouyaa obHOBAEHNA
Windows Boot Manager n cnucku 0To3BaHHbIX cepTuchnukaToB ANA YCTPAaHEHNA HOBbIX YA3BUMOCTEN.

lMposepka cocToAHMA cepTudmkaTa

YTtobbl ybeanTbea, uto cepTudpmkatsl 2023 roga ycraHosneHbl u 3arpysunk Windows obHoBneH,
BOCMONb3YNTECh OAHUM U3 CieayLMX cnocobos.

Cnocob 1:
1. Ortkpoiite Registry Editor (Peaaktop peectpa).

2. Cwm. pasaen HKEY_LOCAL_MACHINE\SYSTEM\CurrentCOHtrOlSet\Control
\SecureBoot\Servicing.

3. TlposepbTe 3HaueHne napametpa UEFICA2023Status. Ecnn 3HaueHue paBHo Updated, ceptuchmkat 2023
rozia yCTaHOBJIEH.

ab¥ (Default) REG_SZ (value not set)

{h\l BucketHazh REG_SZ 523041 a8ebc 7470988 309de0beb e 24df 7 d 33 cF7FD...
i'_h]CanidenceLevel REG 57 Mo Data Observed - Action Required

‘.’.'ﬁl ConfidencelpdateType REG_DWORD Coc OOOD0000 (07

na|LastParsedBucketDataVersion REG DWORD (e DODD000C (12)

ab]| |JEFIC A20235tatus Updated
8| WindowsUEFICA2023Capable REG_DWORD 0x 00000002 (2)
Cnocob 2:

1. Ortkpoiite Windows Security (besonacHocts Windows).
2. TlepeitanTe B pa3aen Device security (besonacHocTb ycTpoiicTBa).

3. B pa3sgene Secure Boot (be3onacHas 3arpyska) nposepbTe coobuieHue o coctoaHmn. Ecnu ceptudmkaTt
aKTyasneH, oTobpaxaeTtca cneaytoulee coobuwenme: «Secure Boot is on and all required certificate updates
have been applied. No further certificate changes are needed.» (be3onacHan 3arpy3ka Bk/oueHa, Bce
HeobxoaMMble 06HOBNEHNA cepTUdNUKaTOB yCTaHOBNEHbI. JloNONHNTENbHbIE N3MEHEHUA CepTNNKATOB
He TpebyloTcA.)

(3 Secure boot

Secure Boot is on and all required certificate updates have been applied.
Mo further certificate changes are needed.
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[Tpumevanune

MpunoxeHne Windows Security oTobpaxaeT cocToAHUe cepTUKaToB TONLKO B TOM Cllydae, eciiu
yCTaHOBNEHO HakonuTenbHoe obHosneHne Windows ot 14 anpena 2026 roaa unu 6onee no3aHein Bepcun.
Ecnn coobuenmne o coctoAHUM cepTudmkata He oTobpaxaeTca, yCTaHOBUTE nocnesHee obHOBAEeHME
Windows unun Bocnonb3yintech cnocobom 1.

Pekomenayembie aencrema

Mpwn o6HoBneHnn BIOS ceptudmkaTsl 2023 rofa coxpaHAOTCA B MUKPONPOrpaMMe Ha NOCTOAHHON OCHOBE. 3TO
Hanbonee HageXHbIA cnocob, 1 OH PEKOMEHAYETCA AaXe B TOM C/lyyae, ecnim cepTudukatbl yxe bbin
ycTaHoBneHbl ¢ nomoubio Windows Update.

BHumaHmne

Ecnu ceptudmkaTel ycTaHoBneHbl Tonbko uepes Windows Update, a 3aTem kntoun 6e3onacHoi 3arpysku B
BIOS 6yayT cbpolieHbl K 3aBOACKNM 3HaUEHNAM, cepTudukaTtbl 6yayT yaaneHbl,  yCTPONCTBO HE CMOXET
3arpy3uTbCA NpU BKIOUEHHON (hyHKUNM 6e3onacHoii 3arpy3kn. YTobbl cepTudnkatbl 6bIn COXPaHEHbI
noctoAHHO, obHoBuTe BIOS no cbpoca kntoueint 6e3onacHoi 3arpysKu.

O6HoBneHne ceptTudukara uepes BIOS

[Ina yctponcets cepnin AXIS S12 n AXIS S93 obHoBneHue BIOS Heobxoanmo 3arpyxats ¢ caiita Dell, a He ¢ Axis.
com. Cm. pasaen O6HosneHune BIOS, on page 16.

MoapobHee:

e  Dell: Microsoft 2011 Secure Boot Certificate Expiration (Dell: cTeueHune cpoka aeiicTBua cepTuchnkata
Microsoft Secure Boot 2011 roaa).

e  Dell: PowerEdge Server BIOS Update Guidelines for Secure Boot (Dell: Pekomenaaumy no 06HoBAEHNIO
BIOS cepsepos PowerEdge ana 6e3onacHoii 3arpy3skm).

O6HoBneHne ceptudukarta yepes Windows Update

Ecnn ana Baweit moaenu ewe HegocTynHo obHosneHne BIOS, cepTudpmkaTtol 2023 roga MOXHO YCTaHOBUTD C
nomoubto Windows Update.

BHumaHmne

CepTucpukaTbl, yCTaHOBNEHHbIE TakMM CMocobOM, COXPaHAIOTCA B TeKyLieid 6a3e AaHHbIX 6e3onacHom
3arpysku, a He B Mukponporpamme. Ecnu cbpocuTsb kntoun 6esonacHoin 3arpysku B BIOS no 3aBoackux
HacTpoek, cepTudmkaTbl ByayT yaaneHsl, 1 YCTPOCTBO MOXET He 3arpy3nThCA MPU BKIOUEHHON (PyHKLMAN
6e3onacHoil 3arpysku. Kak Tonbko AnA Balleid MOAeNM CTaHeT AoCcTynHo obHoBneHne BIOS, yctaHoBuTe ero,
Jaxe ecny Bbl yXXKe BOCMOJIb30BaNNCh 3TUM CNOCOHOM.

YT106b1 MCNONBL30BATbL 3TOT CMOCO6:
1. Y6eautecs, uto Ha ycTponcTse yctaHoBneHa Windows 10 LTSC unn Windows 11 LTSC.

2. YctaHosuTe Bce obHoBneHua Windows, BbinyweHHbie 14 anpena 2026 roaa uam no3aHee.

3. TMepeiiante BWindows Security (besonacHocts Windows) > Device security (besonacHocTb
ycTponcTea) > Secure Boot (BezonacHas 3arpyska), utTobbl NpoBepNTL COCTOAHME CepTudmKaTa.

4. Ecnn nocne ycTaHOBKM nocnesHnx 06HoBReHNI cepTudmkaT He 06HOBUACA, NPOBEPbTE 3HaUeHUE
napametpa peectpa UEFICA2023Status. Ecnu ycTpoiicTBo no-npexHemy He COOTBETCTBYET
TpeboBaHNAM AnA aBTOMaTuyeckoro obHoBneHua, obHosute BIOS unu obpatutecs B cnyxby
TEXHUUECKON noaaepxku Axis.

BHumaHmne

He oT3biBaliTe BpyuHylo cepTudpukat 2011 roaa, noka He ybeanTech, UTo BCE HOCUTENM ANA BOCCTAHOB/EHNA,
cpeabl 3arpy3ku n apaiiBepbl B Balleil cpeAe noanncadbl ceptudukaTom 2023 roaa. lMpexaeBpeMeHHbI i

0T3bIB cepTudukata 2011 roga npuBeaeT K TOMY, UTO YCTPOMCTBO HE CMOXET 3arpy3nTbCA NPU BKIKOUYEHHON
thyHkumm "besonacHan 3arpyska”.
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https://www.dell.com/support/kbdoc/en-us/000347876/microsoft-2011-secure-boot-certificate-expiration?msockid=16f10dc5df8768b209251a8cde1469f3
https://www.dell.com/support/kbdoc/en-us/000347876/microsoft-2011-secure-boot-certificate-expiration?msockid=16f10dc5df8768b209251a8cde1469f3
https://www.dell.com/support/kbdoc/en-us/000402373/poweredge-server-bios-update-guidelines-for-microsoft-secure-boot-certificates?msockid=16f10dc5df8768b209251a8cde1469f3
https://www.dell.com/support/kbdoc/en-us/000402373/poweredge-server-bios-update-guidelines-for-microsoft-secure-boot-certificates?msockid=16f10dc5df8768b209251a8cde1469f3

IIpoBepka Tekyuiein Bepcun BIOS

YT06bI NpoBepuTh TekyLlyto Bepcuto BIOS:

1. BknioumnTe ycTpoiicTBO M 6bICTpO HaxumanTe knasuwy F2, noka He noAsuTcA norotun Axis.

2. Howmep Bepcun oTobpaxaeTca kak nepsbiit InemeHT B pasaene Overview (063op).
O6uxoBAaeHMe BIOS

1. Mepeitante Ha cTpaHuuy Dell support (Cnyx6a noaaepxkn Dell).

2. B none Service tag (Homep o6cnyxusanua) BBeanTe nocnesHne 7 CMBOOB CEPUAHOTO HOMEpa
ycTponctea. Hanpumep: HWO30ABC1234.

3. TMepeiiaute B pa3aen Drivers & Downloads ([paiisepbl u 3arpy3ka) 1 BbINoSHATE NOUCK MO 3anpocy
«BIOSn.

4.  Ecnu ana OEM-HammeHoBaHuA Bawero ycTpoicTea (Hanpumep, «OEMR XL R760xs») HoBaA Bepcua
OTCYTCTBYET, MOBTOPUTE NONCK, UConb3yA obliee Ha3saHne nnaTdopmbl Dell BMecTo cepuitHoro
Homepa (Hanpumep, «R760xs»).

5. 3arpysute n yctaHoBuTe nocnegHtoto Bepcuto BIOS, BbinyweHHyto nocne anpena 2026 roza.
O6xoBAeHMe Windows®

Cuctema Windows® nepuoanyeckn nposepaeT Hannume obHoeneHnin. Koraa focTynHO 06HOBAEHME, YCTPOMCTBO
aBTOMAaTWYECKN 3arpyXaeT 3To 06HOBNEHNE, HO €ro HE0HX0ANMO YCTaHOBUTb BPYUHY!O.

[TpumeuaHune
Bo BpemA 3annaHnpoBaHHOro nepesanycka CMCTEMbl BUAEO3aNUCh NPePbIBAETCA.

YT06bI NpOBEPUTH HaNNUMe 06HOBNEHNIN BPYYHYIO:

1. OtkpoirTe meHto Hactpoiku > O6HoBneHne Windows.

2. Haxwmute Check for updates (MposepuTb Hannume 06HOBAEHWIA).
HacTtpoinka napaMeTpoB o6HoBAeHMUS Windows®

MoxHO U3MeHUTb cnocob n Bpema o6HosneHna Windows® B COOTBETCTBUM C BalMMI NOTPEGHOCTAMM.

[MpumeuaHne

Bce BbinonHAOWMeECA 3anncy 0CTaHABINBAOTCA BO BPE€MA BbINOMHEHWA 3aM/ITaHUPOBAHHOIO B paCnnucaHnmn
nepesanycka CMCTeMbl.

1. OtkpoiiTe npunoxerue Run (BbinonHnTs).
- NepenanTte B pasaen Windows System > Run (Cuctema Windows > BbinonHutb) uim
2. Beeante gpedit.msc u HaxmuTe OK. OTkpoeTcA peaakTop N0KanbHbIX PYNMnoBbIX NOANTUK.

3. [epenaute B pasaen Computer Configuration > Administrative Templates > Windows Components >
Windows Update (KoHdurypauna komnbtoTepa > AAMUHUCTPaATMBHbIE WabnoHbl > KOMMNOHEHTbI
Windows > LleHTp o6HoBneHuna Windows).

4. HactpoiiTe HeobxoaMMble NapameTpbl (cM. npumep).

YT106bI 06HOBNIEHNA aBTOMaTUYECKMN 3arpyxanuch N ycTaHaBnnBanuch 6e3 BMelaTeNbCTBa Nosib3oBaTens, a
Takke YyTobbl Npu Heob6X0AMMOCTHN YCTPOWCTBO Nepe3arpyxanocb CamMoCTOATENbHO BO BHEpabouee Bpems,
NCMONb3yiTe CNeayoLLy KOH(Urypaumio:

1. Otkpoiite napameTp Always automatically restart at the scheduled time (Bceraa aBTomatuuecku
nepesarpyxaTbca B 3anJaHMpoOBaHHOE BPeMA) 1 BbibepuTe 3HaueHue:

1.1. BknioueHo
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1.2. The restart timer will give users this much time to save their work (minutes) (Taiimep
nepesarpysku NpeaoCTaBUT NOJb30BaTeNAM CTONIbKO BPEMEHU ANA coxpaHeHua paboTbl (B
MuHyTax)): 15.

1.3. HaxmuTe kHonky OK.

OTkponte napameTp Configure Automatic Updates (HacTpoiika aBToMaTueckoro o6HoBNeHMA) 1
BblbepnTe 3HaueHwe:

2.1. BkntoueHo

2.2.  Configure Automatic updates (HacTpoiika aBTomaTnueckoro o6HoBneHuUA): ABTomaTuueckoe
CKaunBaHWE 1 YCTAaHOBKA MO pacnncaHunio

2.3.  Schedule Install day (JeHb ycTaHoBkM No pacnucaHuio): Kaxaoe BockpeceHbe
2.4. Schedule Install time (Bpema ycTaHoBku no pacnucanuto): 00:00
2.5. HaxxmuTe kHonky OK.

OTtkpoiite napametp Allow Automatic Updates immediate installation (PaspewnTb HemeaneHHywo
YCTaHOBKY aBTOMaTuUuecknx o6HOBIEHUMN) 1 BbIbepUTE 3HAUEHME:

3.1. BknioueHo

3.2. HaxxmuTe kHonky OK.
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1 KHonka / cBETOANOAHBIN MHANKATOP MUTAHNA
2 YuuBepcanbHbI ayANOPa3HLEM

3 loprei USB 3.2 Gen 2x1

4 2 nopta USB 3.2 Gen 2/USB-C

5 [llopt Ethernet 1 GbE

6 [lopTei USB 3.2 gen 2x1

7 loptei USB 3.2 Gen 2x1

8 [lloptbi USB 3.2 Gen 1x1

9 T[loptsi DisplayPort™

10  Pasvem nutaHmnAa

18



BBITTOAHEHME BOCCTAHOBASHUS CUCTEMBI
BHyTpeHHee BoccTaHOBNEHUE

Ecnwn B ycTpoiicTee npounsowen cb6oil cUCTEMbI, BbINOMHUTE BHYTPEHHEe BOCCTaHOBNEHME, UTOObl BOCCTAaHOBUTD
cucTemy.

1. Otkpoiite Windows Settings (Mapametpbi Windows).
Bbi6epute System (Cucrema).

B meHio Bbi6epuTe nyHKT Recovery (BoccTaHoBneHue).

> w0

B pa3aene Recovery options (MapameTpbi BoccTaHoBneHuA) Bbibepute Reset this PC (C6pocutb 3TOT

nK).

5. Bbibepute Keep my files (CoxpaHuTb mown cpainbi) unm Remove everything (Yaanutb Bee).

- MapameTp «CoxpaHuTb Mown haiinbin COXpaHAET BCE INUHbIE Dalinbl N NONb30BaTENbCKNE
LaHHble, a Takxe BCe nporpaMmMHoe obecneyeHue AXis, ycTaHOBNIEHHOE Ha YCTPOIACTBe.

- MapameTp «YaanuTb BCe» yAANALT BCE NINUHbIE (hailNibl 1 NOMb30BaTENbCKNE AAHHbIE, NPU 3TOM
nporpammMHoe obecneueHne Axis coxpaHaeTca (3aBoAcKNe HaCTPOIiKK).

6. CneayinTe MHCTPYKUMAM Ha KpaHe.

[Tpumevanune

Mepes HaxaTuem kHonku Reset (C6pocnTb) MOXHO NPOCMOTPETb CMICOK NPUNOXKEHNIA, KOTOpble ByayT
yaaneHbl B npouecce. [punoxenuna Axis 6yayT BOoCCTaHOBNAEHbI NOC/E 3aBEPLUEHNA BOCCTaHOBNEHMUA, O4HAKO
CTOPOHHNE NPUOXEHNA BOCCTAHOBMEHbI He ByAyT.

BHumaHmne

Mocne YCNewHOro BOCCTaHOB/IEHNA BAaXHO BbINMOJIHATb BXOA B Windows ¢ yquHOVI 3anuncbio
dAMWHNCTPaTOpa ANA 3aBepleHnA npouecca BOCCTaHOBNIEHNA.

BHewHee BoccTaHOBNEHME

Ecnm Ha ycTpoiicTBe npomsoLwen NoHbIA 0TKa3 cMCcTeMbl, TO AnA BoccTaHoBneHnA cuctembl Windows®
HeobxoAMMO ncnonb3oBaTb 06pa3 Ana BoccTaHoBNeHMA. YTobbl 3arpy3utb komnnekT AXIS Network Video
Recovery Kit, obpatutech B ciyx6by TexHnyeckoin noaaepxku Axis n cooblunte cepuiiHbIii HOMEpP CBOEro
yCTpoliCTBa.

[MpumeuaHne
Komnnekt AXIS Network Video Recorder Recovery Kit gocTyneH B AByx BapnaHTax:
® sb11 — anA ycTpoiicTB, KOTOpbIE NO-NpeXHEMY ucnonb3yoT cepTucukat 2011 roza.

® sb23 — anAa ycTpoiicTB, B KOTOPbIX Ucnonbsyetca cepTudukaT 2023 roga.

lMepen 3arpyskon AXIS Network Video Recorder Recovery Kit nposepbTe cocToAHne cepTudhmkarta u
BbIbEpMTE COOTBETCTBYOWMA BapnaHT. [pn BbI6Ope HENOAXOAALLEr0 BapuaHTa He yAacTCA Co34aThb
3arpy3ouHblili HOCUTENb, 1 NpoLeAYPY NPUAETCA NOBTOPUTL C UCNONb30BaHUEM NPaBUALHOI0 N306paxeHuA.
JT0 He NPUBEAET K NOBPEXAEHMIO YCTPONCTBA.

Ecnn Ha ycTpoiicTse yxe ycTaHoBneH ceptudmkat 2023 roga, BapuaHT sb11 Takxe MOXHO NCMOAb30BaATb NpK
ycnosum, uto ceptudmkaTt 2011 roga He 6bi1 0TO3BaH BpyuHyto. [locne oT3biBa cepTudhukata 2011 roaa
byzeT paboTaTb TONbKO BapuaHT sb23.

1. 3arpysute komnnekt AXIS Network Video Recovery Kit n ytunuty 3anucn 1SO-o6pasa Ha USB-
HakonuTeNb No Balemy Bbibopy.

2. BctasbTe USB-HakonuTenb B koMnbioTep.
- Nenonb3syinte USB-HakonnuTenu co cBoboaHbIM npocTpaHeTBoM 0T 16 B.

- USB-HakonuTenb byaeT oThopmMaTNpOBaH, 1 BCE MEIOLLNECA HA HEM AaHHble byayT yAaneHbl.
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3. 3anyctute cpeactso 3anucy ISO Ha USB u cneayinTe MHCTPYKUMAM Ha 3KpaHe.

- Mpouecc 3anncy faHHbIX Ha USB-HakonuTenb 3aHMmaeT npubnusntensHo 10-15 munyT. He
n3enekante USB-HakonuTens A0 3aBeplueHnaA npolecca.

4. T[locne 3aBepleHna paboTbl yTunuTsl n3sneknte USB-HakonuTenb n3 KOMNbIOTEPA U NOAKNIOUMTE €ro K
YCTPOWCTBY.

3aI'IYCTI/ITC YCTPOVICTBO. anI noAsneHnn 3actaskn Axis Haxmute F12 ana OTKPbITNA MEHIO 3arpy3Ku.

6. Bbibepute USB-HakonuTenb n HaxmuTe knasuwy Enter (Beoa). Cuctema 3arpyxaetca B AXIS Network
Video Recorder Recovery Kit.

7. Haxwmute Start (3anyck) n cneayiite MHCTPYKUMAM Ha KpaHe.
- lMpouecca BoccTaHOBAEHUA 3aiiMeT 0T 10 A0 15 MUHYT.

YcrpareHue HermoAapok ¢ AXIS Camera Station Pro

WMHcTpykumn no ycTpaHeHnto Henonagok B pabote AXIS Camera Station Pro cm. B PykoBoacTse nonb3oBatena
AXIS Camera Station Pro.
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Hy>XHA AOIIOAHUTEABHAS IIOMOIIb?

IToAe3HBIE CCBIAKM

®  PykosoacTtso nonb3osatenAa 10 AXIS Camera Station Pro
®  Boiitu B AXIS Secure Remote Access
®  Bxoa B cuctemy ¢ nomouibto AXIS Secure Remote Access 2

®  Yro cneayet 406aBUTH B CIUCOK Pa3peLLEHMIl GHTUBUPYCHON nporpammbl Ana AXIS Camera Station
CBS3ATBCSI CO CAYX601 ITOAAEPKKM

Ecnu Bam HyXHa A0MONHNTEIbHAA NOMOLLb, NEpPeiANTe Ha CTpaHuLYy axis.com/support.

21


https://help.axis.com/axis-camera-station-pro
https://help.axis.com/axis-camera-station-pro#sign-in-to-axis-secure-remote-access
https://help.axis.com/axis-camera-station-pro#sign-in-to-axis-secure-remote-access-v2
https://www.axis.com/support/faq/FAQ116307
https://www.axis.com/support

T10231345_ru
2026-07 (M2.2)

© 2025 - 2026 Axis Communications AB



