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APIQ|L|C}. (Azure Front
Door)

device.de.body- 443 (HTTPS) AAE HEEF APl I EXZQE 24C]

worn.axis.cloud AlAE HEER. 2HY
AMNAAE AZSHE O A
& L
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Axis AMH| =&

Al

Ag 7Y

S & (EVU) API, *.de.bodyworn.axis.cloud

Region(X|9): & & (EU)

=oel Port(ZE) K| 93 2

axisbws-de.azure- 443 (HTTPS, WSS) AAE HAEED, MY 2| A|AE HEZERQ 222

devices.net € 7to2t E Z2to| ofZE2|#A oM &
Mo AR EE A=ZOIE
OIL|Ct. (Azure IoT Hub)

03c-01.de.body- 443 (HTTPS) AlAEN HEEY ANAaH HEER XY 2

worn.axis.cloud HE ANAH HEEZE
M2 & 9 QISAZ

03¢-02.de body- RAIS A3 1 oot

worn.axis.cloud 2 Azure IoT Hub X}#A
SHE WSt

firmware.de.body- 443 (HTTPS) AMAE" HEEY HA HojHzl S 2a

worn.axis.cloud A~ "EE 7IH_7| {3t
AEZQAEAL|LCL

bwo.de.body- 443 (HTTPS) e HEIK AXIS Body Worn Live &

worn.axis.cloud Of Z2[# 0|48 APL

axisbwsde.blob.corewin- | 443 (HTTPS) MA A8 Frmet @ 2 | AH A2 JHH 2t M b

dows.net 2t A Ll YZE. AXIS Body
Worn Live ¢! OfjZ2|# 0|
MOlM BTl 27

noreply@de.mail.body- SHE At Qe Al2adl HEEY O] O|H & F=A0AM OO

worn.axis.com Ql atalo] M&ELC

axislive1241599c727cal64 | 443 (HTTPS) AMH A2 Ftmel ¥ 2 | SF0 XY A 9%

.blob.core.windows.net 2t A

axislive1a971db526ccd09 | 443 (HTTPS) AMA AL Ftoah 9 2 | EUel X[ ME 9X|.

0.blob.core.windows.net 22X

axislivelcd3deb4113e109 | 443 (HTTPS) M xE FH0e € 2 | 2o XY HE QXK.

0.blob.core.windows.net 22X

axislive3de069b03bd2a97 | 443 (HTTPS) AMH = FthE, ¥ 2 | 2o XY HE XK.

e.blob.core.windows.net 22N

axislive4caOac2ale3c3a5 443 (HTTPS) AlH &8 72 f 2 | ZEkAo| XY ME QK.

d.blob.core.windows.net 22 XN

axislivecc2bb52132a9d12 | 443 (HTTPS) AMA 28 Fiher ¥ 2 | 929 XY ME QK|

8.blob.core.windows.net 2t XN

axisliveddf88dff731e6a86. | 443 (HTTPS) AMH A2 Fimep, @ 2 | G20 X|9 HE QK.

blob.core.windows.net 2t XN

axisliveee7cbce3b4de2bl | 443 (HTTPS) AMA =L Fi0eH ¥ 2 | AQA9 XY ME XK.

d.blob.core.windows.net 22X
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Axis MH| %8

Al

AR 7Y

50](0]=) API, *.useast.bodyworn.axis.cloud

Region(X| %): = 0](US)

e8.blob.core.windows.net

22 X

=oel Port(I £) X 8y 25
logs.useast.body- 443 (HTTPS) Al2" HAEEF AMAE AEZERO|AM &
worn.axis.cloud == 205 YE LG
98t A= molE QUL
(Azure Front Door)
flags.useast.body- 443 (HTTPS) AAE HEEF 715 E2108 APL
worn.axis.cloud api.flagsmith.com0f 2&
SHAM Al 2. (Azure Front
Door)
agnss.useast.body- 443 (HTTPS) AAHEH HEEF HZX GNSS(GPS) H|O|H
worn.axis.cloud odZ2 7t %
APIQIL|C}. (Azure Front
Door)
device.useast.body- 443 (HTTPS) AAE HEEF APl IEXZOIE 2HC]
worn.axis.cloud AMA”l HEER. 2HY
MELE AZSHE O A
gguch
axisbws-useast.azure- 443 (HTTPS, WSS) A" HEEH AAE HEZER{Q 22t
devices.net E Ztol o E2|AH 0| &
N A= ASEOIE
QULICE (Azure IoT Hub)
03c-0l.useast.body- 443 (HTTPS) AMAE HEEF AMAEH HEER XY 2
worn.axis.cloud BHE. AAH HEEYE
Majgt = A= ASME
03c-02.useast.body- AAlg Al O o7t
worn.axis.cloud 2 Azure IoT Hub X}ZA
S8 gL
firmware.useast.body- 443 (HTTPS) AAd” HEER Hoof Hio|LH2| 9l g
worn.axis.cloud A FEE V17| Tt
AEZQAEAL|LCE
bwo.useast.body- 443 (HTTPS) A HEIRKX AXIS Body Worn Live&
worn.axis.cloud APL
axisbwsuse- 443 (HTTPS) AMA 28 Ztoet, @ 2 | M EE FH02Fo|AM b
ast.blob.core.windows.net 2t XN Ll Y=ZE. AXIS Body
Worn LiveO A E = H|LC]
Q.
noreply@use- shE At 8l2 A2H HEEF O] O|H Y FA0|AM Ofm
ast.mail.body- o otzlo] M&ELch
worn.axis.com
axislivelb52bfb300c0375 443 (HTTPS) AMA 28 Fihel & 2 | SF9 X9 HE QK|
fblob.core.windows.net 2t XA
axislive313acf5f15078929. | 443 (HTTPS) AMA =L Zi0eh & 2 | o929 XY HE QXK.
blob.core.windows.net 2t XN
axislive8c905894982b738 | 443 (HTTPS) AN &8 Jtoeh ¥ 2 | 02 S29| XY ME
9.blob.core.windows.net 2t A 2 K.
axislive9525155d83b4d5 | 443 (HTTPS) AMA AL Ftoja 9 2 | 02 MEol XY KME

K.
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AR 74

50](0]=) API, *.useast.bodyworn.axis.cloud

Region(X|€). =0|(US)

=oel Port(ZE) K| 93 2

axislivec9aedcb3d302c86 | 443 (HTTPS) AlH 2L FiHeH f 2 | 01=29 X9 HE XK.

a.blob.core.windows.net 22X

axislived14b02b291b9986 | 443 (HTTPS) AlH 28 FiHeH f 2 | €29 X9 HE QXK.

d.blob.core.windows.net 22X

axislivef94d39c239ad76b6 | 443 (HTTPS) AN AL e & 2 | FiLcre] XY ME K.

.blob.core.windows.net 22X

OfA| O} EjEH (S ZF) API, *.au.bodyworn.axis.cloud

Region(X| @): OfA|O} T QH(= )

Zojel Port(L E) XK 93 2x

logs.au.body- 443 (HTTPS) AAHEH HEEF AAHE HEEZOAM &

worn.axis.cloud =& 2OE AR LS|
oeh N EOIE QLT
(Azure Front Door)

flags.au.body- 443 (HTTPS) Alad HEEY 7l E2118 APL

worn.axis.cloud api.flagsmith.com0f 2t&
StAMA|2. (Azure Front
Door)

agnss.au.body- 443 (HTTPS) ANAH AEZP H X GNSS(GPS) ©|O|E

worn.axis.cloud oS 717 {3
APIQ!L|C}. (Azure Front
Door)

device.au.body- 443 (HTTPS) AMAE HEEF APl IEXZQE 24T

worn.axis.cloud AAEH HEER. 224
AMEXE AZSH= O A
&8 Lt

axisbws-au.azure- 443 (HTTPS, WSS) AAad HEEY AAH HEERQ 2212

devices.net E 7to] ofE2|AH oM &
Aol AtEE[= AEZQIE
QIL|C}. (Azure IoT Hub)

03c-01.au.body- 443 (HTTPS) AMAEH HEEF A2d” HAEED XY 2

worn.axis.cloud HE ANAH HEEYE
M2+ e ENZ

03c-02.au.body- XM_I% thé% i :Lo CH2H

worn.axis.cloud 2 Azure IoT Hub X}4
538 welr

firmware.au.body- 443 (HTTPS) Alad HEER oo Hio|LH2| & =g

worn.axis.cloud A~ "EE JIMH_7| 93t
AN=EZQAEAL|CE

noreply@de.mail.body- shE At gl2 A2H HEEF O] O|H Y FA0|AM Ofm

worn.axis.com Y Lol MSE LT
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NES-'IEX

MEE H|C|2

Signed video(M® &l H|C|Q)7} Axis Ztx| ID2 MEE 2t HC|Q = Yol ASst HAM
A S0 HIC|Qot dle) I siojatze ChA| XXE 4 ooz HiC|e Tyl mal As
Ftojets B 3 =sioh AR YR OIS £ USLCL AXIS File Players AL
sole & glonl, Seg e 20 Ho/4 29 $22 HUSHAAlL.

N

N

o

-

m

o T
o
o

=

o
FtoEt7t MY E HIERE X|YS=X| 2t axis.com2 2 0| Sg L Tt

MYE HILRE 7B Ch3S YL

1. * > Signed video(M@HE H|C|R)ZE O|ZTL|Ct

2. Signed video(AHEl H|C|Q)E ZL|Ct

o] 7|52 ZH=E HigOM X-sts 39 A8 = JAFLICH

- —_ b B
e3n|
=310 FIQIZ 20IBt £ YO M H|CIQI =312 I MYE HC|27F 7K QU0{of 8l0f A/FE 4/c/
@ mo/x 29 SEE HIOGHAAL.
1 #oldlee =312 WLt
2. AXIS File Player(CH22CE312/0 22)2 AMR3SI0| =312 XjAEtL|Ct.
| > ]
@ =35i7p MEDX| YPSS LIEFHLICH
e3n|
HEIHO|E{ S HEA|SI20 HIC|QZ 0fRA QEZ HEOR 2281 Show digital signature(C|X|
=S M3 EAS MEstc
x
1= A
ASME ALR8I0] YEYAO MA|Z QS8 HTTPSE ALRSI0] USSIE o HARES Mg 4
ULLICE HTTPSZ AFS3I0] AN X8 A[AHO| QHFSIA AHS= HO| BELICL HITPSHF 8/& L0/
X 31 S22 HDSAMAL

1 4
2. CA(RE 7|2HE Ar85t0l CSR(USM MY 273)0| MEFeLICh
3

1. * > Certificates and IEEE 802.1x(21=A % IEEE 802.1x)Z O|Z¢hL|LC}.

2. Show certificate settings(QISA MH™ ®EA|E S22t


https://www.axis.com/solutions/built-in-cybersecurity-features
https://www.axis.com/ftp/pub_soft/cam_srv/file_player/latest/AxisFilePlayer.exe

1 = =
Axis MM %8 £
A AR HOob
3. g2 2L
4. Create self-signed certificate(X}H| MHE QIS M MA)S MEISIT Next(C}2)2 Eaig|C}.
5. Create self-signed certificate(XtX| A HE QS A M0 7S =St Create(MMd)E =L T}

M ASM Fof Aes &0 Z= o

Create signing request(Md &

ozt

Create certificate signing request(QZ A

© © N o

o = =
Signing request(M3 %) Cist XM TH HAEZS SAtoi0] ot = FO[ .csrl Ot
of Edd&LCtt

R E 2ASMol O|F2 YZEE .ot TN HOIALE 1 A YLICH O] O|F2 1FHOF L CH

1 * > Certificates and IEEE 802.1x(Q1= A 95! IEEE 802.1x)Z O|=%tL|LCt.

2. Show certificate settings(Q/ZS A MH™ EA|)E S2rL|C}

=l

3 g22 2L

4. Upload a CA certificate(CA QS A HYRE)E MEHSIHL|C}

5. Select file(m ME)S F2/6tn MY 0|F0| <filename>.crtQl MHE QIZME &L
6. Install(&dX])2 =2/gtL|Ct.

°
oISM Eof A= d&7o = oFr ¢ E GUCh

8. Activate(EtdshHE =2lehLCt.

~

802.1x AH

L MA 28 Al2ES 8021x BlO| HEAIO AZFL L

2. * > Certificates and IEEE 802.1x(21ZA{ 5! IEEE 802.1x)Z O|=¥L|LCt.

w

Show certificate settings(QISA H™ HEA|)E S| Ct

g 253 A AN
802.1x ofzfof dX[3t CIF N
EAP identity(EAP ID)Z Q| 21%tL|C}.

Use IEEE 802.1x(IEEE 802.1x A}R)S MEHSHL|C}.

© N o v A

Save(MFH)E EEHYLICL
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10 MK A Al

AHZ
— o=

| 0| X| 7} Connecting...(dZ& ZF...)& HA|

HTTPSZt 5| &

8021x X YE0| Az

(=13
A g A"

ot

OtE Sl A S| HTTPSTH AtR3l= 70| Z&LCt

1 * > HTTP and HTTPS(HTTP % HTTPS)Z O| &g L|LC}.

2. Allow access through(¥MA 5| 8) EECHR | F0|A HTTPS only(HTTPS

e dEfL ot
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A2 X 22|

—

A2 X 2tg|

[

A& X M A

1. W g=2o=z o|sgLCt

2. MHStE = MEAE YU

3. Ao %E MR ¢ )5 gLt
4. Remove(H|#)E Z=/gfL|LCt.
%_9_ A|-'c‘>‘l-

7t 2F AL A= 2HIZE CHYO0A HASEHA| OFYA|2. AHEAHE X 7ot H

ManagerE A3 1\:} A2

AL XL LHELK |

= Fto2t AFEXS| HIO|HE CSV mY = LHE
SHSlOF SLX|BF (MG B E A|-RX|- IZ-||O|E-|
o M AFSHO| M=

Hio

rl

L3
- g0 %= Hw( ¢ )E G

. Export users(At®Xt L RLUI7))E S2etL|ct.
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AAH L E Y

ANAY BLIEEY
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X
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i
40
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Camera alerts(Z}H|2} A E)

Alert(ZAH) o|oj 2808 xS
Body Worn Live X AlAEIO] 20 0|29 X|Y0|| Q= | bodywornlive.support@axis
42, Jtoete] 2 M HEQ | conlf -E£EI5P04 Al A IDRF Al A

3 x2S 740f AXIS Body Worn | ®O| #XIot =7tE HS5H0] LR
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Zglx| sk dale.
ETEN
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HMOIA HAE HXS
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