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+ Create preset position(Z 2| Al EZX|M A4

Z2|A =X B S ML

‘g): 7t 2t oI Xy ¢
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Synchronization(S7|3}): 2 X| 9| R U A2t 57|13 M S MESHL|CL.

« Automatic date and time (manual NTS KE servers)(X
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« Automatic date and time (manual NTP server)(X}S 2% U A|ZHES NTP A{H)): MEH

ot NTP A B9t &7| 25} L|Ct.
— $E NTP MH: 8}L} EE= & 70| NTP MH{ Q| IP FAE QI2{EtL|C} F JHO| NTP MH S
MESts B2 Xl 7 AH0| BHE W8S 7|H2 = AZhE &7|=otl =8d

L|C}.

£

— Max NTP poll time(Z|CH NTP E& A|ZhH: Y HIO|EXl A|ZHS 7| Q|8 NTP MHE Z&
& W7EX| ZX| 7t 7| Cke{ Of St= Z|CH Al ZHS M EHSEL| Tt
— Min NTP poll time(Z| A NTP Z& A|ZH: QIH0|E Xl A|ZHS 27| Q|8 NTP MHE Z2!
& W7EX| ZX| 7t 7| CF{ Of St= x| A AlZHS A EHSEL| Tt
« Custom date and time(AF2 X} X|H IR S A|ZH): =502 SR G A|ZHS A™HTHL|CH
Get from system(A| 2RO M 7} 27])S 22610 ARFH = 2HY ZX|O| A Rt 8

A7t AHE B K TP S LI

- =2 o=
A|ZECH: ALEE A|ZHCHE MEHSELICH 2d HOF A2t B E A[ZH|| HEF A|ZHO] A5 2 = &

Lt
- DHCP: DHCP AB{o] A|ZHCHS A EHSILICH O] @M MEk5I B X K| 7} DHCP A
of @17 0] L00F gLict.
+ Manual($5): SECHS 220|A AIZHTHS MeferLct,
PN an|

[}

AlAEOME 2

= 21 SLAIAE 20| 2/ R A[ZE 20| AFEE L

rin

X X
X7 JAE YK E LHTLCEL ok 22| A| AN O] HEE AFESHY X| =0 ZHX & BHEL
C}.

« Format(Z5): HX|O| ot - E UH W A2 AAZ MEiSHL|CL

« Llatitude(fIx): &+ 42 M EFS LIEFHLICH

« Longitude(FEkE): &= 42 2XXM SF S LIEHHLICH

« Heading(gF): & X| 7t 2ksh= LA HE giskS 2L C 02 J 52 LIEFH L|CH

« Label(2t'#): ZX[0f CHot DHO| Lot E 0|52 Yt Ch

o Save(M#E): K| 2IXE MEste{H S=etL|Ct.




Regional settings(X| ¥ M%)

DE AAE AHOM ALRE SH AAHS MESHL|CH
Metric (m, km/h)(0]E{#(m, km/h)): 7{2] XS D|E| THo|2, 4 & 2 Al L20|E T9=

RETE

U.S. customary (ft, mph) (0| =& THR|(ft, mph)): H2| FE 2 O|E HR|2, S FH2 A5 0t
Cho| 2 MENSHL|CF.

WLAN

T USBO{RHE S ALESHY X2 FH UERZN @2 = ASLICH

Country(57h): 2TAZF HERAT AMA ZAES He sHS ot B ZX7f Xt =7t
= MendtL|c},

+ Add networkl 293 371 SSID(O|2) S M&BIX| i 24 L ESTS 74 ck SSID
QY EYI0| LR BE MHES YATLICH WO HHS A0 B YEYT TRt 22
SHAIA| 2.

G Refresh(M 2 D A): AL 7tsTH 24 1|

[m
10
1
i
Jfu
o
2
RrLU
o
m
of
r
n

¢ ¥ = Hwol= Ch30| ZetE L Ct
« Info(BE) HERI L2t Mz Ze, MHE X FES EAIZLCL
- T HE/I 2FE HELH L

34 gol
HEHA
IPv4
Assign IPv4 automatically(IPv4 Xt &2 HEQ A 2t 2H7F X IPFAE X2 T
St ofa{ ™ MENGIL|CH R 22| HEX A0 Cis At IP(DHCP)E A ELICE
[P 54 HX|O TQE P RAE YRAAAR. DH P FAL 24 Z27h 180 B Aol Y e
3 YoM FEAE SHE = JASLICEL S=S LXSHHH 0FIP FAE S| Mo HE
TJEIJ-*EIXHHIH =2|5t= A0 F&L Lt
MBUl opA3: MEU OtA3 E 23510 LAN(Local Area Network) LHE 0| Q= FAE FolgtL
C} LAN 9|50 BE =5 2[QE S SDBHLICE
Router(2}2E). CtE H E 9r4 A UHERI MIAHEN HEE X Z HAESI= Ol AHEE= 72
2t H (A OE o))l IP FAE et Lt
Fallback to static IP address if DHCP isn't available(DHCPE A2 £ QU= AL 1™HIP FA
2 EUW). DHCPE A8 Y =+ Oi-l_—' PFEAEXNSE St = Q= R HME ALY DHIP
FAE FToteB MEBLICH
£
DHCPS AFS %! 4 91T X7 1N T4 LIS AHOHs B2, 1Y FAL N ¥R 7
MElL|C}
IPv6
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Assign IPv6 automatically(IPv6 X}-3 &t2h): IPv62 740 W E QA 2t E 7t X0 IP A E X}
S22 LSt T St MEfgL(CH

SAE 0|2

SAEO|ES AR & HERT 22H7I EX| 0| ZAE O PFAE XSO E &S|
T= ofe{E MegLTh

SAE O|2: &K UMASI=CI2 HHO Z ALRSI2{H SAE 0|22 2502 Q&S| C}
Mol 204 WAAY 208 SAE 0S8 ABLICL O SEIE 2AfE A~Z a~z, 0~9, -2 L
C}.

S™ DNS AULO|0| E gHgdst: [P AT HZE WHOtCE FX[0M =02 Y MY =318 AHE2 2
YOOI ESIEE & &Lt

DNS O| & S&: X[ IP FAE 727 L3S =0 0|52 YHTLICL 8L = &&=
A~Z, a~z, 0~9, -QIL|C

TTL: TTL(Time to Live)2 DNS 2|2 Z 7} 91 0|0| E £|0{Of & M 7tK| S &8 SX| 5= 7|7t M A
gL Ct.
DNS A{

Assign DNS automatically(DNA X}-& &t2}): DHCP ME{ 7} ZHAH =0 Q1 Bl DNS M H A E M X|
of XAt S22 S ISHA ST MEigtLICL THREE2| HE Jﬂoﬂ CiaH Xts DNS(DHCP)E # L|
C}.

Z| K| &

Search domains (= 0| 21 Z M): H 7 3} =]
St HA|7L Aot S AE O|ES

a
domain(Z A E 0ol £7h)S 22
C}.

DNS servers(DNS A{H{): Add DNS server(DN
HYL|CE O] MH = HER/ANM 2AE 0|

mo »
5
N E
I
N
i
i
Ju
ot
kl
O
Z
n
x
T
10
%
ald
B>
jru
oo

HTTP % HTTPS

HTTPS= AL XS] H|O|X| 23 3! &l MH oA Btetel I 0| X| of CHot A2l E M Edtes Z2EEZEY
LICh of sl E He merS AB{o| A2l e BESHE HTTPS QSN E ALRSt0) B2/ E L C
XM HTTPSE ALEStE{™ HTTPS QIS M E AX|sfjof S LCh QIS ME st X5t E
System > Security(A| AHl > HQHZ 0|3t L|Ct.

Allow access through (% M| A &] £): AF2 X} 7} HTTP, HTTPS £ = HTTP and HTTPS (HTTP &
HTTPS) T2 EE = CHE Sl &X|0f| HZSIEE 5 8LX| ’.‘JE”°“—| C}.

i}
HTTPSS E5f Ao 2tel ¥ HO|X|2 2 29 S8 H0|X|2 2 28T 1 450 HotE 4
ol L|Ct.
HTTP port(HTTP ZE): AT HTTP T EE & THL|CL & X| = Z E 80 £ = 1024-65535 H 2|
o mE MEES HRYLICE BoIXE 2015 AL 1-1023 He[o| BES QS £ LT}
o ¥i9jo| TES ARSI T A1t EA|E LICf
HTTPS port(HTTP EE)AES HTTPS ZTEE QL Ct & X| = ZE 443 £ = 1024-65535
Wolo| = TEZ S| BYI L) pa|A2 21015 A9 1-1023 #elo EES s a5 g
Uick o #elo| mE £ X83tE dn7t mAIE L
Certificate(Q15 M): & X|0f HTTPSS 2HAstst2{ 0l IZM S MetgtL|ct

HEQA ZM=ZEES
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Bonjour®: L E9|A0| M AHE 242 5|23}2{ B 0| SM S ZLICH
Bonjour O £: L E9|30) BA[2 0|22 %tL|Ct 7| &
UPnP®; | E9{Z10] 4 AHE ZA4S 8] 8512{7 0] 34 7L

UPnP 0| &: HIE®{3 0| #A[Z O|§S YHYLICL 7|= 0| §2 X[ 0]

0

o
=
<
>
)
sk
i
I
-
|

= =]
WS-ZM: HEQINM X5 M2 5852 0| 82 ZL T
AMS 2 0

v
LLDP %! CDP: H EQ(I 0| Xt= H A
zel EAO) KIZO| M > ol

ol A

LDP Sl CDPE 1™ PoE
|Ct. StE
A A HEOZ PoE AKX E T

$0f PoE ™

E- N

Http proxy(Http ZEA|): 5| & & 40 W2t =22
Https proxy(Https ZEA|): 518 & A A|0f W2t =

HTTP 9! HTTPS ZE2A|0f 8| &=
«  http(s)://host:port
«  http(s)://user@host:port

«  http(s)://user:pass@host:port

1)%
>

A
KIS YAIRSHO B2 ZEA HS HBFL )
No proxy(ZZA| 918): 224 T2A|Z 23512{H No proxy(ZEA| 818)S ASELICL 22
o L= SN 3 siLtS eleiei7iLt HER 2Rt o HH2 Y BLCt
STELS]
= A

« CIDRHAIOIIP =4 X|H
Em el ol A& (Of: www.< =0 @1 O] F >.com).
« EF R0 BE 5 =02l XI7F(0: <=0 2l O] F>.com).

One-Click Cloud Connection

One-click cloud connection(O3C)1} O3C MH|A = L XML AAIZEE =35 A £ 10 oF
Mok QI Ul HMAE HS L CE XA T L 2 2 axis.com/end-to-end-solutions/hosted-services
£ &XSHAUA 2.
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Allow O3C(03C 5| &):

O3C MH| A

._umvu7|._mﬂ_._t

oRI W1 T <0

hL|C}.

ofl & 9

pzke)
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O
L

F7| i
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o

o

SALMH O A

IL

HA

=

o 1S

A&t O]

F

—

-

o

0| &0
[ 2 0] Digest(C}O|H

o

L|Ct.
M
[

3

=

.
o

g}

ZEAl M Of Cf

OfL| 2: O3C MH|AE H|ZH

Proxy settings (=& A|

ZE: HN20| AHEE = ZE M E Y

Authentication method(2l

{0
o3

<

ol
i

Xl

X
ofn

Klo

KO0

FLICh o R e

=ke)
=

L|C}.

L35t
S B

b of
tol HES=

—

etkey(7| 7l 7)) & 2
0

G
o
<]

2
=)

o

o

2
= ol
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174 2.2
GZE
=

o

{4l

E:

o
|_

|(OAK): £ 8%} OI% 7|2
O|Lt ZEA|O|

L|C}.

SNMP(Simple Network Management Protocol)

SNMP

A
=



SNMP: AtE23t SNMP ™ & MEHSHL| L},
« vl%v2c
— Read community(8}7| { FL|E|): X| & k| = 2= SNMP Zix{|of CHs{ 47| ME #THO|
A= AFHE| 0|2 LHYLICL 7| 24t2 SHYLICH
| .

= - HAT- ©

= ¢
— Write community(227| R L|E|): X| A &|= 2= SNMP iKY 0 CHal| Q47| EE= M7 A

¢10| Q= HBLIE| 0|22 YRBILICHYZ M 2K K Q). 7|23t M| LI
— Activate traps(E7l Eg3}): ERE 1S St H AYA R HX|= EYFS A8t
Of S0t O|HI E L= HEf HZ0| CHoh HA[X| S 2e| A|AJof 2 LT & QI
H| O] A~ 0f { SNMP v1 Sl v2c0j| Lot ERlS AEY 4= ASLICL SNMP V3o 2 HF
StAHL SNMPE 1™ E240| XH= O 2 JH I L|CE SNMP v3E AF23H= A2 SNMP
v3 g o Z2A 0l Sl ERE 28 + ASLILH
—Trap address(EqH F4): 22| MHO|IP FA L= SAE 0|28 YHESIMUAIL
—Trap community(E&4 HFL|E|): IFX| 7 22| A| 20 ER HAIXE 22 I A A
THEIS YL
— Traps(E&):
- Cold start(Z2 = £8): ZX|7F A& E I E- HAIX|E 2L
—Warm start(g 2E}E): SNMP A S BHZAT [ ET HA|X|E 2 HL|CL
e B 47 E- AKX E 2L

—Link up(¥3 ®): 237 CtR0|A oz
% A

— Authentication failed(2!1 5 4! jf

e

7t AIfSHH E HA|IX|E EHLICH
=il

SNMPVv1 8lv2c EEHE 7{H B =
OS Portal> SNMPE E£r 381N

| |

« Vv3:SNMPvVv3E= &35 3}

i o

ol
=x

ot A2 E NS5t= Bt et T L|CE SNMP v3E ALE
ole{H A STHHTTPSE S8l ME L 22 HTTPSE 24315l 20| L LICH EESE #THO0|
e AR B B[ X| 942 SNMP v1 Bl v2c ER40| AN ASHHE A2 BX|BL|C
SNMP v3E At&3%t= 42 SNMPv3 22| O E2[#H 0| M2 Sl ERS 28 &= US LT
— Password for the account “initial”('ZX7|" #|Zd o] ALY E): O| 20| 'initial'@l A|H 9|
SNMP I A 2| = Q2SI L|C HTTPSS ZHA318IX| N HAQES HES &
QUX| Bt HESHA| Q5LICE SNMP v3 IjAS|E & 81 B0t M5 =+ ol D HTTPS 7}
2ot E 20T B78ot= AO| ESLCEL AR EES 275 H AL E HET}
O Ol&f HA|Z|X| 5 LCHL INASES CHA| 2o H X E 3T 72 282=

M2 g8l of BfL LY.

HL
re

re

0¥
R
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SM= HERI S X E ASote Ol AEE UL Ol §Xl= F 7HX| 72| ASME X &
Ct

«  Client/server certificates(Z2}0| MY QIS A)
2210191, E/A1H1 IS = X2 IDE AESHH AHH| M 4= A2 T CA(F 7|20 M
dhaet £ USLICEL XA MY ASME Hohe B2 HI35tH CA U S ME 47| ™

o= T M

77}X| Afga A ol |0},

- CAQUSAM
CAQISME ALESIN IO S M E QSELICE O S S0, SX[7}IEEE 802.1X2 Ho &
S YEYS0) HAE A2 5 A IDS ASFLICE HA|0f = of2f H2l A MX(E
|CF.

| =
CA QIZ A7 reaL
xlgEs dAle o

. OI= A &Al: PEM, .CER, .PFX

e 749l 7] HAl: PKCS#1 3! PKCS#12
2 A

HXNE SY SOt Al 7|24t 2 MEFotH 2= AS M7 AXE L Ch AFE AX[El CA IS M
7F CRAl & X[ E LI L.

O

r

_I_ Add certificate(QIS A F7h : OIS E F71512{H S| CH

« More(t] 7)) ¥ : ZASIHL Mete 271 TES mA|SHLCE
« Secure keystore(&20t 7| &) 7|2l 7| & QHHSHA| XSt ™ Secure element(H Qt
QA EE Trusted Platform Module 2.0 MEHSHL|C}H MEHSE HOF 7| M EFAOf CHSH K}

Mist |28 & 2™ help.axis.com/en-us/axis- os#cryptographlc supports xS A L.

© Keytype(?| R¥): QIEME BT Y EECI2 S20|M 7|2 AS8 ¥AAAFOILE O}
2 oot dna[Ee MEfBILIT,

—

’é*%oil 2= E'1|1-r01| = EP°0| E%E L|Ct.

_I_

Q.
e Create certificate sighing reques (?_I§ 1A @™ MM). CIX|E ID OIS M E AMHGY|
?lol SF 7|20 22 AT MY 2F S I Lt

Secure keystore(H ot 7| X{EA)O:

« Secure element(EQ 2 A)(CC EAL6+): HQF 7| K{EA0f HQt QA E AIRY}
L|ct.

« Trusted Platform Module 2.0(CC EAL4+, FIPS 140-2 g|'&! 2): 29t 7| HZ&A0f TPM 2.0
= At85ta{ T MEigtL|C}

EH S}
(e =

Iy
e
>

HESI E2 Mo A S=3}
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IEEE 802.1x

IEEE 802.1x= 74 S &M HEQA K|l EOt 2152 NSt ZE 7|8 HESRIA
£ 2|3HIEEE & Q! L|Ct. IEEE 802.1x= EAP(Extensible Authentication Protocol)& 7| &
C}.

S 2 Mo
oz gL

IEEE 802.1X2 2 k|= U ER A0 UM A3t H HESR I X7t AN H 22 Q1S5 E| 0 OF gL
Ch. Q1Z5 2 93 AMHO| A L OH, HE © 2 RADIUS A H (0f]: FreeRADIUS 5! Microsoft
Internet Authentication Server) & L|LC}.

IEEE 802.1AE MACsec

IEEE 802.1AF MACsec O|C|0f M2 S D222 9ot |17 HO[E 7| Ul % 22N
M O|5= IEEEQ| MAC(O|C|O| HMA AEE) EOF EFQL|CH

AZN

CA QIZA (0| TS}B M B Q1S A R4 HAZL HIZ A2 E D XS AZE HEYI0) B
7 gi0] AHH 212 Al =Lt

OIS AFSE Of Axis T8 Al 7|7| 9 015 A= EAP-TIS(SHE 7Hs 915 TR ES - ME A
5 HoNE AFBSI0l CIXE IS M AHHE R oI5 e Lt

K7L ASNE Sof BB el UELT0| ANAT 4 AT 2 5120 MFE 22t0|QE AS A
£ ZX|0f HR[S}OF SHLICt

Client Certificate(2}0|¢d
= MHE OIS ME ARSI 2240/ 91E 0| IDZ &oISHL| It

CA QIS A: CA QIS K E MEystof ol
CIZE U £ 950 2A glo]

EAPOL version(EAPOL H{X): 1| E Q|3 AQ|X|0f|A{ AFR E|= EAPOL H{FM S MENSHL|C}
Use IEEE 802.1x(IEEE 802.1x A}&): [EEE 802.1x T2 E 22 AFR}2{ M MENSHL|C}

O|= i O 2 IEEE 802.1x PEAP-MSCHAPV2E AL 3= Z20)0f 0|23t MX S 0|28 £ 9l
L

o HAQE ST ALSALIDS| A ES Y SL(CH
+ Peap version(Peap H{T): | EQ|3 A X|0| M AL E|= Peap H{H S MEHSIL|CE
« Label(2t'dl): 22}0|Q1E EAP A5 3tE A8 ME f
E Ar8ot2{ ™ 28 MENSIL|C} Peap H{T 13 ALESt= 4R HES
2t S MENSHL T}
IEEE 802.1ae MACsec(H X CAK/AIM 28 7|)2 015

= 0|82 &+ AsH Lt

+ 7| YA AT R 7| 0| F: A A O|S(CKN)S BBILICE 2 ~ 6AXHQE 23 I}5) 16
ZI4-010F BHLITE CKN2 01 BHR10j A 2502 TA810f 50, K20 MACsec2 &2}
st2{l 20| YZ BOIAT AXISIOF BiLICE

© 7| YAl HT B 7| 617 TR 7|(CAKS QR{BHLICE 3%} £ 64Xf0| 16FI010F B
C} CAKE 917 BRA0Af 5.0 2 7145 0f 5{0, H 30| MACsec2 Zjatetai B 23 o)
oFZ 2O A AAISIOF BHLICE

2P 1Y 379X
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2EZ Y ZEOM ZX0| et AHS 5185t ALY

I

St
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1Lt 745

.
(e}

=2
[S)
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-

Address(FA): H2 S o
ZEEE)ED

.l

Deny(H%F): §X|22| 2ZE AES HE

Allow(3{
Protocol(

Activate(Z
Default Policy(

ol

mjJ

- C

LICt 7] = A[ZEA|

Time in seconds
52 300X 2 A%

Add rules(& F7}): 82

oF
RO

jod

M
o
1ol HD
Ko7
R0
=< Dol

20T
oo
K4 M
Y 4o
%0
oI XM
ody
ol o]
e
ool
=
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Pending rules(&

O[T of g2
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1RO
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XM 2l S S0i| et 2 7L C
L Ct.

4

—

.
[)

28=h:

Confirm rules(
Active rules(&

ALEXE X8 MBE AXIS OS 1SN



K| Of AxisQ| E|AE AmEQ O] i J|EF ALRAF A AT EQO|S MX|S}2 T AL AR A|H A
G =] AXIS OS OIS A7t LR BHL|CH OB A= 23 E9 07} &K 2 S XHe} Axis B =0f /3] =9l
Q=] SHOISHL|CE AT EYoj= 1S3 SR HB ol & D2 AlE|s S5 KX of Mot At
2 QB Ch AXis7t T2 QI3 7|2 B 981 OB 2 AxisZHo| AL A X H MY El AXIS OS
SHE M 2 &L

Install(A%]): QIS ME Mx|32{ B SUSLICH AT EY S MX|317| Hoj ASME HX|3{0}
S,

« Delete certificate(QA =X

AE

A

T Add account (I8 71 M AR S Foks12{® 228U Ch 20h 100742] AR FoHe 4
OI¢|_| E|-,
M-

Account(H%): 173t AE 0|52 2L T

=
'8 AAES LHBL|CE T AYE = 1~64Xt ZO| O OF BhL|

New password(A] T A Q| E): A ™ =
E S Q4 753 ASCII 2XHZE 32~126) T THA QY E 0| AFR S ==

%
Ct. 24 AL #58, €7 7=
ULt

In
re
Ji
o
no
Ot
£
[>
Y
[m
i
|
>
I
A
Of
>
>
to

Repeat password(Zj A |
Privileges(# ¢h):

+ Administrator(2H2| Xp): B.E 20| 23| YMABILICE Ba|Ks CHE AN S %71, ¢
ol £ A 72 4 LTt

- Operator(2YX}): CHS 2 H /3t BE MHO| AMAT 4 UgsLich

- B E System(AlA®) 27

o 0| ok A

Allow anonymous viewing( 8 27| §|8): A F2 2 205K F1E L 2EXE TX|
of AMLT = A=E SFEL L

Allow anonymous PTZ operating(2/ d2| PTZ 24 5| &) @: ol§ o| AFX}7} OO X| o CHH
WEENZSE + ACE 5t H HL ot

SSH A8
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+ Add SSH account(SSH A7 3=7}): Al SSH A|H & F718l2{H S 2lgtL|Ct.

|
« Restrict root access(root M| A H|8H): root HA| A7} QB 7| 52 H|SHst2{™ A L|C}

. Enable SSH(SSH EA13}): SSH A{H|AZ AFR3}2{H ZL|C}
Account(AHH): 173t AE 0|52 L T

New password (A I{ 2| E): A7 = YL Ch Ij AR E = 1~64XF ZO[O0]OF BtL
Ch X}, =X 58, €5 7|2 § 24 7hs3 ASCI —E—XH:'E 32~126) ”* INAEO AL S =
QI L|C}

M-

Yl
1o
H
[>
)
I

I

9

5
s
ot

Repeat password(T| 2| E BHE): 5 Lot A ES CHA| YESIYAL.
2% 232 g8 HEY).

© Mg 9 o R0l Ch 0| EEHE L O
Update SSH account(SSH #|”d YHI0|E): AN £ 42 HAT

L
Delete SSH account(SSH A|7d AHH|): A8 S AT KL Ch root A1 2 ATK| e &= Sl&LICH

7 5AE

_|_ Add virtual host(7} 4t

BAE TP M M SAES FTbot2 B 2t
BB 0| THY SAES ABSIR B MEyRLICE

M O|Z: AE{0] 0|22 YR{BLICH %7 0-9, 2XtA-Z I 50| Z()F ALBRILILH
EE MU GIZE ZES AL

=
= =
Type(Rd): ALEE 218 RS WELICE 7|2, CHO|HIAE,  E 1D S0 Af ME{gtL{CY.

—— |

18

ZrE
+  Update(YH|0|E): 7}4 SAE S QG0 EgL| .
. Al-x-“ |.AI-2A EM‘X-||'<'>,;,H_|

—= "
H|gdat MH 7} B 2d ot e RS LICH

OpenID 74
Ta A

OpenIDE AFR3}0 21013 %= g A2 OpenlDE A8} 21013 [ AFRSH CLO|HAE
wE |2 A ZHS A
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—I_ Add a rule(
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Require claim(2 2 Q). E20] Q/0{0f 5}

Viewer claim(2t& Xl 2
Client secret(22}0| 2 E H|2): OpenlD Ijf

Client ID(£2}0| ¥ E ID): OpenID AL X} Of
Outgoing Proxy(Z 4l ZEA|): ZEA| MH
Admin claim(&2| X} 2H): 22| X}
Provider URL(& & X} URL): API ¢l
URL]/.well-known/openid-configuratio
Save(X{%&): OpenID

Enable OpenID(OpenID &H/d43}):

Operator claim(
Remote user(
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MQTT

MQTT(Message Queuing Telemetry Transport

rir
>.
Mo
5%
m
pan

Ol I
QILIC} theotE loT S8 S 2l8) BA X AL M 22 A E FZHsmall code footprint)f %[ |
A FZo = A YK S AHZoHY| 9foff Crafot LA A ALEE LI} Axis HX| 2ZEQ O
MQTT 22t0|HE S Soff K| M UG HOIH A O|HNES S 2| 2ZEQYH{(VMS)7t

o
ol A|AEIO) ZHEBHA Sete - ASLICH

77| S MQTT 22109 E 2 MH3IL|C) MQIT S412 S20|1E0 B2 2ts & AEIE|S 7|
40 HLICH 2etO[AE L TAIXIS B B2 & SBLICH B2 220|9E 2t0| BlA]
A 2t2 Eg gLt
AXIS OS Portalol| A MQTTO|| CHsH XA 3| Lobe 2 U L|Ch

ALPN
ALPNS 2 20| 91E U AH{ 7+ 91740 HE |02 B0 A f B2l A0 222 Mejet
217]| S TLS/SSL S & QIL|Cf. O| = HTTPo} 20| C}2 T2 E 20| A S = 58 EES £
MQIT E24T)S S skeh o ALS ELICH 220 02 MQTT S A M8o2 4 uE mEJ} gig
S5 QgL Ch 28t 390 o ZH2 ALPNS ALBoHA Saf oA o S5l BE ZEO A
MQITE 0jZ2|A 0|4 ZRES2 ALB B XIS BFots ALIch

MQTT £2|0|YHE
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Connect(¥Z): MQTT 220|HEE H 7L}t BL|LCL
Status(%E}): MQTT S2}0|HE Q| SR MENE HEA|SHL|LC
22
BAE:MQTIT AMH{O| SAE Q|2 EEL [P =AEZ QHBIAA|Q.
Protocol(Z2EZ): AI2E T2 EZ S AENSHL|CF
EE ZE HSE ULt
« 18832 MQTTover TCP(TCPE £t MQTT)°| 7|24t L|LC}.
« 88832 SSLE E%tMQTTS| 7|27/ AL|Ct.
© 802 € AU S MQTTO| 7|2 HYLch
© 4432 9 A% HOHS E3 MQTTC| 7|22t LC

ALPN protocol(ALPN Z2 E 2): MQTT 527 gaxm HEstALPN Z2EZ 0|28 Qa3
Ct. 0] = SSLE &3t MQTT & &l

a7l
Username(A&%} 0| F): 20| A E O M HEH of HMABE7| ABH AHE R AHEAL O] 55 Y& T L

Ct.

THAQIE: AR 0|50 HASS Y2igriict

Client ID(22}0| Y E ID): 22}0| G E IDE Q| 2{3}AIA| Q. 2 2}0| M E Al Xt= 2210| A E T} A
H O Azt ij HEHE 7c1".:.'—I'if

Clean session(Z &l MM): 12 U AZA Six| A2 S22 MO{L|CH MEiSIH A A AZA ofiA|
Al Bl HEI ALK E LI

HTTP proxy(HTTP T2 A|): £|CH Z00| 7} 255H}0| £ 01 URLQIL|C} HTTP T2 A| 2 ALRSHX| %O

AR UESH|Y &+ Ys UL

HTTPS proxy(HTTPS TEA
o

Oo{H IZEEHR &+ M'ﬁl—llif
Keep alive interval(ZtZ §X|): S2}0|AHETJL ZI TCP/IP A|Zt =10HE 7|CHE 28 QIO AHE [
0|4 AFZ T 4 Q= AIHE AR = 8

Timeout(A|ZF X 1}):

o
K| $2 HE AL MQIT 220|Q1E 40| G

A|ZF ZHZ(X)QIL|CE 7|22} 60
| 4
MQTT 2l o] Al 22401 A AR ELIT

Ol AL RIS LWT B A| X[ 2] Z=R|off CHet 7] = Zf 1t
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lo
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Reconnect automatically (X}
Ste=Xl R E X gL L.

HIA|X] A Z

AHZ0| 2 E M HAIXIE 2EX| HEE XFHLIC.

Send message(H|A| X| HE): HAIX|E 22T A& 2F5HM L.
Use default(7| 2 2t At8): A4l 7] = BIAIX| S 25t H DYA2.

Topic(FH): 7|= HAIX[2] =X E YHE LT

SEtO|AET XAtS2 2 CHA| 1 AG| OF

Payload(B|0| 2 £): 7| 2 B A|X| 0| LI 8S @l2{3tL]ct.

Retain(£X|): 0| Topic(FH)OI A 22}0| 1 E AFEHS S X|3}2{ P MedstL|ct
QoS: Tl S20f Ch3t QoS AE S HASHLICH

ORX| 2} 201 0| A|X]
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Send message(H|A|X| H&): HAIX|S 2 L}2{ 0 AR SN Q.
Use default(7] 232t AL8): AHAI2| 7|2 BIA|X| S i3} 2

Topic(F=H): 7| 2 HAIX| o] =X & Y2{eiL|ct

Payload(H|0| 2 £): 7|2 B A|X| o] L 8L @l2{3fL]ct

Retain(£X]): 0| Topic(FH)OI A S210|o1E AIEHS S X|8}2{ B MefstL|ct

QoS: T % SZ0f T QoS AZ S HASHLICH

MQTT &t

7|12 FH FFAAHE: MQTT client(MQTT 2 2t0| A E) RO A FX| =X HFA0 2l 7| =
TH HFAE Aot H dEEL

FHl o] F =& MQTT F=H| 0| =S 2F5t=
FH dYAH 0| A =g MQTT =X 0f ONVIF =X U AT 0| A5 =etote] M =S LT

Y HS 23 MQITHO|ZE0| FX|o| 23 H=E Zatote{H ML},

=+ Add condition(=Z =7}): =S =7}8e
Retain(8X|): 0| MQTT HA|X|7} ER 2 &L=
« None(8l3): & & HA|X|7} HFX| &Ef= ASTLICL
« Property(£d): &Ei =X 7ts HAIX
o AIRF): HEf =8 7ts W HHE FHY = Q8 HAIXE B5F E2tE JEj2 2HLCh
QoS: MQTT 'l 0f| CHS ASH= 223 MEdRFLCt.
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MQTT 75

+ Add subscription(1= F7}): A MQTT =2 F7t6t8{™H S 2L L}

Subscription filter(T S ZE{): TE=312= MQTT M2 QSHAA| Q.

Use device topic prefix(&%| 22 HE AL AL): 75 TE(Z MQTT 1|0 HEALZ E7b8tLC
Subscription type(1 = §):

. Stateless(AlE % £7}H5): MQTT HA|X| S AlEH 2% 27 BAX| 2 w2hsta{ ol Ae
St
=

. Stateful(AE] 35 7h5): MQTT HA[X|S ZHO 2 wsksl2{o MetgL|ch Ho|z =& A
Fh2 ALS El LIt

QoS: MQTT =0 L3l RSt= 2 &S MEfgtLCt.

MQTT 22| 0]
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X
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< H

QTT 2 0] =FAHE F7t5H7| o MQTT E27{0f] HZJHUA2.

_I_ Add overlay modifier(2 H{2{|0] =2 X} F7}): A} LB g)|0] ="HXtE F7tsle{™H S2lgtL|CL.
Topic filter(=H| ZE{): Qu{3|0|0f| EA|S2{= H|0|E{7} ZHE MQTT FH|S 2743 L|Ch

Data field(H| 0| E{ & E): | A|X| 7} JSON H A 0|2t 7hF 5t QH 2| 0] 0| EA[SE2 & HA|X| H
O|ZE9| 7|5 A FELIL.

Modifier(+Xh): QU{2|0| S OIS [} 2} +HAIS AL LIt
. #XMPZ A|EISIE £HAE FR 0N We D= Glo|H S mAILCH
.l

|
— = —
«  #XMDZ A|%5t= #8 A= HIOJH 220 X & HO|HE EAIRLIL.

A
-
A

-

SIP
4%
SIP(Session Initiation Protocol)= At AL ZtO| Ci3tAl EA M MO AFEEIL|CH MM @C|22t H

Me maE 4 UsLint
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A}
Allow incoming calls(4!1 & §|&): Ct
LTk
ERE
« Calling timeout(Z A|ZF X1}): O} 2= SESIX| U S BR E3F A|ZO| %[O A|ZHS AT
L|c}.
+ Incoming call duration(& =4l 7|Zh: =4 3£ X|&5H
CHE| O} 105L).
+ End calls after(0| 2 8 S &8): | CH )
o} AlZH2 H|BHSHA] 2o 2= 42 Infinite call duration(F2H| gt 3} A|ZH S MEISHL|CT.

MR
mjo
>~

XE
TLE H5 = 1024 ~ 655350{OF 2t L|Ct.
o SIP port(SIP ZZE): SIP SAO| AIE L= HERR ZEQL|CL O| ZEE S0t M= ECfHE
_% %lﬁﬁfElxl HELICh 7|2 ZE Ho = 5060 L|CL HRot R LHE ZE Ho 5 Qi F
2 LI
e TLS port(TLS ZE): &t 55}t El SIP EMO| AR L= HERI ZEQL|CE O| ZEE St A
2 EH2 TIS(HE AS 22HE MESHY = otE LICE 7|2 ZE Mo = 5061 4L L}
2ot ZR LHE ZE Ho 5 gLt
« RTPA|Z} ZE:SIP 20| X A RTP O|C|0] ~AEZ 0| Lo AFE L= HIERS ZE QL
Ch. 7|2 A|2 ZE Ho = 4000 L|Ct. Y5 Aot 2 £E74 L E HS 0 RTP E2fE S X}
CHebL|CE
NAT &1} 7|5
R Z7FAEZ(LAN)O| A S HERT F0M ZXIE AL = UAEF 52 H NAT(H ES
3 F4 B2 0 7|5S AL
X7

ZINATEN ZZEZZ HEHCZ AESIAHLL U EX R 20| et ChE et 2 AL d
ol |CF,
AMH

« ICE: ICE(Interactive Connectivity Establishment) T2 E 5 AFESHH L0 &X| 7H0j| &I
ot SAO| O|ROXEE 71E 28Xl Z2E 37| £ E L CH STUN 2 TURNS &g}
SH= ICEZ2EZ0M 71 2880 BR2E &2 5 Us 7197t Y E LT
« STUN: STUN(Session Traversal Utilities for NAT)2 X|Z 0| NAT L= g5 L0 Q! =X| =t
olotn 12 42 U8l SEIP T4 ZE Mo S 7Kg 5 U 8lF= S20[UE-&
HUESA Z2EZ ALICLIP T4 22 STUN MH =AE AL
«  TURN: TURN(Traversal Using Relays around NAT)2 NAT 2t E EE= 8ol S0 Q=&
X|7TCP = UDPE S CHE S AEON M S0{= HO|HE A = AL E HF= =
ZEZQIL[CE TURN M| 54 9 210l B s elefsiL|ch
2rC|e S H|C:
« Audio codec priority(2C|2 T E M +=2|): SIP 20| L} |dl= 2L BE=2 7H%l 6
Lt O|&fo| @C|e AH S MEHSILICEL @M =2 =M E W52 BOM s5LICH
=il
22 43T 0 MK A0 ZYE D2 M A0 BE

M 0] @S S AIXE AT} AX|BHOF Lt
« Audio direction(2C|2 Hgh): 5|25 SM OHLYE MEHTHL|C

—_

+ H.264 packetization mode(H.264 mjj 715} 2
-XE (HEPX = A8 I 2EE

C
—None(818): {2zt RE7 AFE[X| HUASLILE O REE= TS0 2E2 S ELCH
-0:H|QIE{2|2 2 E.
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~LCOHUNAL QW 2 E,

Video direction(H|C| @ W&h): | 2=l H|C|Q ZAH7|

UDP-to-TCP switching(UDP2} TCP 2t H%H): UDP(AHE X} H|O|E{ 13 T2 EZ)0 M TC
(& 1|o1 Z2EZEZ ML T2EES YAFCR Xm = 2 =2 5{ &5t H
C} Mstst= 0|1 = 2oono|E O|L{ EE= 1300HI0| E

AS chHsE UX|57| 9lsiA Y LIC

2L Ct.

Allow contact rewrite(H2tX CIA| 27| 5| 8): 2} REQ S IP FA LA ZA I

Sl A ESL| T

Register with server every(2t& M HO| S5
Eol- H|E = MY o|-L_| |:|-

=y

MTUE[S] H& 1)

via rewrlte(EMI M5 Bl 5|8): 2IREQ ZEIPFTA A ZHIPFTAZS HIY
H

DTMF payload type(DTMF H|O| Z2E §3): DTMF2| 7|2 If|0| 2E ¥ HATIL|CH

Max retransmissions(Z|C{ ZHHZE): X7t A EE

ot 20 5 -

Seconds until failback(&Hoff & 177}X| &2 X): &
= SIP AE{Of CHA| IS Al G7HR| O A|ZHCE

od
SX|SH7] FOf| SIP MHOf| HES Al
= SIP A{H{ 2 RHOY ZA|SHS &HX| T} 7|
)% gt

A
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HeZ JHE & & UASLIL
o
(]

Ao 22X 7t A5 LICE IS0 ZIfStAHLE AE X2 SHO| ZREJAALL SIP AH O A A
HE RS 97| BY & UFLICH
peer to peer(z|0| & T 0], 7| = HH) Y2 N2 2 d-JE AFZYLICE StL} O] ¢ 2| CHE A
= USD T AZS 72U 2 278 B2 0| A8 S MM = UL Ch =S A[XE SIP 7
HS XIYSHX| 91 VAPIX® API(Of 22| A0| M ZZ 2 W QIEH0|A) 2 $HE B2 T4t 7|2
A8 0| ALEE LILE

AtV AB: AR Aol SO 0]
+ Make default(7| 22t 2 X|5): 0| 4B 2 7|2 ABo2 RFsI2AY HAZLICE 7| 2
0| 20O} 510, 7| = A HE BfLpt 5 & AUS

« Answer automatically(X}s2 2 S&): =4 E3}0| Xt 2 ST H MEHSHL|CT.

=

« Prioritize IPv6 over IPv4(IPv4ELC} IPv6E LMo & ) @ IPv6 over IPv4 =4 9|
M £=2E X|-ote{H MEISHL|CE O|=IPv4 S IPv6 =4 2 =0j|A =@ E|= P2P A& 0|

200l 0|20 ¢IET T S8 3tL|CH IPv6 A0 YT E =09l 0|2 0] T3 A IPV6
ol oM 292 XNFS F Ax T
. 0|2 43O ZBE 0|22 YALICL OIS SOf I} 0|2, At T XY 2 UL
c}. o|20] Z= g A Lct
+ User ID(AFBX} ID): 4|0 S 2tEl DQeh LI i Hat Mo 2 elaisti|ct
= =Y 23 O AFREL

« Peer-to-peer(m|f £ u|0]): 2Z HE YA A CtE SIP HX|
C}.

. Registered(S2E): SIP MHE E3) 22 {93 9|20| SIP &KX S 231= o AFRE L
C}.

- ENQLAE VST ER S8 = 0|52 YHYUCL EHO 0|2 HHE AZE =5
SHI| SIP =40 QE

+ DASIE:SIP AE{O| Chof AIS5H7] B SIP AT AZE HAYEES AHBLICE
S ID
o

+ QIEID:SIP A0 CY3 2155} 7 AR
D%} 22 3% A3 D2 Y WartgdL

« Caller-ID('& X} ID): Axis & X|Of| A £ LK
+ Registrar(SEX}): SEXIQIPFAE

b

oo OF % o
b C
In 11

« Transport mode(M& B E): AHO| SIPH £ MEHSHL|CHUPD, TCP EE&= TLS).
« TLSversion(TLS HH)(H& D E TLSOH): AFES TLS M S MEHSHL|CH H{ M v1.2 2 vl.3
O| 7t Ot St L T Automatic(X}&)2 A|AR0AM K EI%F T e 7t st HE S M

SHetLfch

. Media encryption(D0|C|0] @S 3H) (K% @ = TLSTH: SIP 204 0]C|0f(LC| 2 2 F Ao
et el oae Metet|Ch

« Certificate(only with transport mode TLS)(Q/ZSM (& 2= TLSPH): QIS ME MEISHL|C

« Verify server certificate(only with transport mode TLS)(M B C1Z A 2toI(M& 2 E TLS
oh): M QIS M E = Qlste{ ™ MEdSEL| T}

« Secondary SIP server(E2 Zx SIP AH{): 7| & SIP A|H 0| 5E0| Aot 4 &X| 7} 2 SIP
MH 0| 52 Al =5t = St2{H F L Ct

«  SIP secure(SIP K 9F): SIPS(Secure Session Initiation Protocol) & AI235t2{™ MEHSHL|C}.
SIPSE TLS & REE AESI0 EfE 2 Y= otetL Lt
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. TEA
- + Proxy(ZEA|): TEA|

A=

=
~ Prioritize($4 29| X|H): & 7} 0|40 Z2A|S 2713t 20| ZEAIQ| £ 295
EEELE Sl

— Server address(MB F4):SIP ZEA| MHO|IP FTAE QAT C}
— Username(AF2X} O|2): Q3 Z2 SIP TEA| A I:|-|2| AP X} 0|22 QlaistL|C}
-THAQIE: B F SIP TEA| MO TIAYES eiBtLich
. H|C| ®
— View area(E7I ): otet S0 At B7| B S MEHSLITE None(S3)S MEiS
A= E7I7f A& E L
S S B0l B AEE HEBLIC LS Ha fezo] 8E FU
C}.
- mH|QY BO|E: By S3t0| Y T2 Y £S5 MYBILICE T Yo EL WRY Cf=

of ¥eke FL|ct.

co=2 d

—H.264 profile(H.264 = 2 1}Ql): A E510| AlRE Z2 I QYU S MENSHL|CE

DTMF

+Add sequence(A| 3 A F=71): Af DTMF(Dual-Tone Multifrequency) A| & A
SHL|CF B X| £0f| o3} % Motr|= £ AMA5l2d ™ Events > Rules(O|HIE >

Sequence(A|#A). £
Description(dH): A|2A

= —
Accounts(A|dE): DTMF A|EAE AIES AFE M
A

EA E
=
ot= 87 EZE H|0] & o] A 82 5t DTMF

=

(D
,-|.
O
'U
(0]
]
pn
K
2
.|

F
2

ZTZES
2 AHO| AFRY ERESS MUSL|TH RE DO £ M0 AN SYN TS NHYS IS
gL,

Use RTP (RFC2833)(RTP(RFC2833) A}&): RTP 1} 71 0f| A{ DTMF(Dual-Tone Multifrequency) A1 %
CHE E 4z 3 M3l O|HEE 5| &5t2{H &L L|CH

Use SIP INFO (RFC2976)(SIP INFO(RFC2976) At&): SIP T2 £ Z0f INFO H M ES Z 3
BUITLINFO B A E = itso 2 HlMD Beiel N ofZ27od A% He s Sk

- 17

HAE S
SIP account(SIP A|&): H| A E H3l2 2 A M-S MetstL|ct
SIP address(SIP 3= 4): SIP ZAZ 26l \e 2 22/810] HAE MIIE 20| AHO| Z St

X| =tolstL|Ct.

LVES

67



Use access list(H M| 2 S5 ALE): YX|0f| HotE 2 == s AR S Moo T AL
Z{XH-
o™=
©  Allow(3]8): YA & S0 QA= 222
*  Block(XEh: AN & S50 U &

+ Add source(2A FE7}):

OH A
SIP source(SIP &2 A): AAO| HFAIK}

X

HESI AEZX|

Ignore(FA|): HERA AEE|X|E FA|St2{H AL CL

Add network storage(| EQ{3 AEZ|X| FI}): 53E ML = Y= HEHYI S/ E F7I5t
2 S gLt

+ Address(FA). SAE MHO|IPFEA L= SAE 0|28 QEstL|CH
(Network Attached Storage) 4 L|Ct. 1 IP FTA(5H 1
HeNE Aot R 2 AEF 195t '—f DNSE ArE5
CIFS O| &2 K| & | X| b5 I—| Ct.

+ Network share(|EQA 88): TAE AMH 0| 38 X9 0|22 YLt 2F ZHX|of

L Qe L7 OO E o8] Axis HX 7t 5L HEYT ZRE AR + AL LT

«  User(A8X}): ME 0| 2010 R0t A2, ALEX 0|55 YHYLILEL 58 =02l MH
Wilmdamcmwh&ﬂﬂmag aagug
ol

o D2QEMHO| 2200l Q2R A

Il
ujn

[=] .
« SMB version(SMB H{7): NASOf &1Ast SMB AERXN ZEE2EEZE HME MEISHL|CH Auto
(RIS)E MEHSIH A X|= 29 M SMB & SFLEE @ ASte{ 1 A|=8HL|C} 3.02, 3.0, EE=
2.1, A9 H-|7<-IC> X| 251K Q= 0] NAS 01| A ASIE{™H 1.0 L= 2.0 MEHSHAA| . Axis
Ith|°| SMB X| A 0f| Cif3H 047/01IA1 XEM|IS| ZotE 5= AS LT
*  Add share without testing(EH| 2 E 10| 3§ F7}): ¢4 HAE S0 @737t L= Z2
O HERIA SFE F7I5tH .JE—.”E.“-I Ch O & S0, MH 0| {2 E7F ZRSEX| T O]
£ eioix| 27| (20| @R 7 AE & AL/
HELI AELX| H|AH: HESI S70| CHot HAES O E SfiA|, B QIS SHA| S M| 752 ™
2IgtL|Ct O| A ot HEHA 370 Chet 2= A-O| MAE LT
Unbind(HQIS sl H]): 4| E % %%% HFQIE SHA|SH L ¢idg Boe{™ SEgLCt
Bind(HIQIE): HERA S -T'-o H QIS0 AHASH e

_|o mlﬂJ

Unmount(O}2 E 8jix)): 14 £ IR E SiX|ste]{® SalstL|ct
Mount(O}2E): | EQ3 ZRE 0t Esta{ ™ 22/}
Write protect(#A 7| &X|): { EQ3 380 A7|E Sttt F20| ®| A | X| ik

Lick 27] X 9T B3R Eo3 4+ glg Lo,

Retention time(H & A|Z} fEﬂJHLEﬂ%?ﬂﬂ%éﬂﬁﬁfwmaHQH%%Q%
8 &4E MEgL L1| 4 2 E2|X| 7} 7t AHEH A Eioh 7| 2H0] X|LEZ| FOj| O] =324t 4
@Hq

L=

+ Test connection(HZ HAE) HEQF S0 st HZES HAESL
= o

« Format(Z%). 0| S0 2= E1|O|E1 S W= A X[f0f ot= 4% 4|
qqamf&gnggm .

=
Use tool(= 7 AHE): 2 &H0] &S =15 2datetLC.




SD 7tEE Z2[5HA] OF A

Unmount(Ot2 E S H|): 2 2/510] SD 7tEE QHHSHA M AHSHM A 2.

Write protect(2A7| B X|): SD 7
ME BLCHL A7] BX[E SD 7}

2HE AEZX]|
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AXIS V5938 PTZ Network Camera
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AXIS V5938 PTZ Network Camera
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