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Door)

device.de.body- 443 (HTTPS) AAH HEEF APl IEXZOIE 2HC]

worn.axis.cloud AAH HAEER. 224
glz._ilﬁl% A ZS= O At
SEIL|IC

axisbws-de.azure- 443 (HTTPS, WSS) AAEH HEZEF, AMAN & | A|AH ?jE_%Emt 212

devices.net 2 7th| 2t E Zio] O EZ2|AIO|M E
Ao AHEEl= JEZEQIE
QIL|C}. (Azure IoT Hub
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AAH 7Y

S = (EVU) API, *.de.bodyworn.axis.cloud

Region(X|): | & (EV)

=oel Port(ZE) K| 93 2

03c-01.de.body- 443 (HTTPS) A2adl HEEY AAE HEEF X9 &

worn.axis.cloud HE. AA”H HEEYE=
NEE & e AISNE

03c-02.de.body- Xf*,_lé Z'HE*A% i a CH 2t

worn.axis.cloud 2 Azure IoT Hub A}&
TS gaLIth

firmware.de.body- 443 (HTTPS) AMAE HEEF HQ 0| Hio|LH2| W 2|

worn.axis.cloud 2~ HEE 7MY {3t
A== QIE QLT

bwo.de.body- 443 (HTTPS) A HEIRKA AXIS Body Worn Live &

worn.axis.cloud Of Z2[7 0|48 APL

axisbwsde.blob.core.win- | 443 (HTTPS) MH g Ftgen, ¥ 2 | MM E2E FHH oA Y]

dows.net 2t A Ll YZE=. AXIS Body
Worn Live ¢! O = 2| # 0|
MO|AM H|C2 HE7.

noreply@de.mail.body- g At Sls AL HEED Of O|H| Y FA01M ol

worn.axis.com o Lol MSELLCH

axislive1241599c727cal64 | 443 (HTTPS) AN AL FtmEL @ 2 | 339 XY ME QK.

.blob.core.windows.net 2t XN

axislive1la971db526ccd09 | 443 (HTTPS) AN AL Ftma @ 2 | EUel XY XA QK|

0.blob.core.windows.net 22X

axislivelcd3deb4113e109 | 443 (HTTPS) MH A8 Jtmel, ¥ 2 | EQo| XY HE QK|

0.blob.core.windows.net 22N

axislive3de069b03bd2a97 | 443 (HTTPS) AMH =2 0, @ 2 | 2o XY HE XK.

e.blob.core.windows.net 2t XN

axislive4calac2ale3c3a5 443 (HTTPS) AMA 28 Fioeh | 2 | ZEtA0| X9 ME XK.

d.blob.core.windows.net 2t XN

axislivecc2bb52132a9d12 | 443 (HTTPS) AN AE Ftma @ 2 | 9=o XY ME QK.

8.blob.core.windows.net 22N

axisliveddf88dff731e6a86. | 443 (HTTPS) MA A8 Ftmeh, ¥ 2 | 929 XY HE QK|

blob.core.windows.net 22X

axisliveee7cbce3b4de2bl | 443 (HTTPS) AMH =g Fthen, ¥ 2 | 229 XY ME K.

d.blob.core.windows.net 22X
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AR 74

50](0]=) API, *.useast.bodyworn.axis.cloud

Region(X| %): = 0](US)

e8.blob.core.windows.net

MH xg Ftoal,
22 X

=oel Port(ZE) K| 93 2
logs.useast.body- 443 (HTTPS) Al2" HAEEF AMAE AEZERO|AM &
worn.axis.cloud == 205 YE LG
98t A= molE QUL
(Azure Front Door)
flags.useast.body- 443 (HTTPS) A|AHEH HEEF 715 E2108 APL
worn.axis.cloud api.flagsmith.comdj gt
235lM 2. (Azure Front
Door)
agnss.useast.body- 443 (HTTPS) AAHEH HEEF HZX GNSS(GPS) H|O|H
worn.axis.cloud oS 71H7| 9%
APIQIL|C}. (Azure Front
Door)
device.useast.body- 443 (HTTPS) AAE HEEF APl AlEXZQlE 24T
worn.axis.cloud AMAE”H HEEY. 254
MELE AZSHE O A
& L
axisbws-useast.azure- 443 (HTTPS, WSS) A2 HEED A2H HAEEEQ 222
devices.net E Zto] o E2/AH O &
Aoj| AHE = AEZQE
OIL|Ct. (Azure IoT Hub)
03c-0l.useast.body- 443 (HTTPS) AMAE HEEF AMAEH HEER XY 2
worn.axis.cloud HY AA”H HEEYE
Majgt = A= ASME
03c-02.useast.body- AAlg Al O o7t
worn.axis.cloud 2 Azure IoT Hub X}ZA
S8 gL
firmware.useast.body- 443 (HTTPS) AAHEH HEEF =0 Hio|H2| U 2lg|
worn.axis.cloud A FHE 7I¥e7| f
ANEZOIEYLICE
bwo.useast.body- 443 (HTTPS) A HEIRKX AXIS Body Worn Live&
worn.axis.cloud APL
axisbwsuse- 443 (HTTPS) MA A Zioan, @ 2 | AA 8 FiH2to| A b
ast.blob.core.windows.net 2t XN Ll Y=ZE. AXIS Body
Worn LiveO A E = H|LC]
Q.
noreply@use- sie Ar gls A2H HEEF O] O|H Y FA0|AM Ofm
ast.mail.body- o Lo MSEL
worn.axis.com
axislivelb52bfb300c0375 443 (HTTPS) AMA 28 Fihel & 2 | SF9 X9 HE QK|
fblob.core.windows.net 2t XA
axislive313acf5f15078929. | 443 (HTTPS) AMA =L Zi0eh & 2 | o929 XY HE QXK.
blob.core.windows.net 2t XN
axislive8c905894982b738 | 443 (HTTPS) AMA L ZH0eH § 2 | O=2 59| X9 ME
9.blob.core.windows.net 2t A 2 K.
axislive9525155d83b4d5 443 (HTTPS) =}

0|2 Mol X9 HE
9/%].
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AR 74

50](0]=) API, *.useast.bodyworn.axis.cloud

Region(X|€). =0|(US)

=oel Port(ZE) K| 93 2

axislivec9aedcb3d302c86 | 443 (HTTPS) A L ZH0e & =2 | 029 X9 HE QXK.

a.blob.core.windows.net 22X

axislived14b02b291b9986 | 443 (HTTPS) AlH 28 FiHeH f 2 | €29 X9 HE QXK.

d.blob.core.windows.net 22X

axislivef94d39c239ad76b6 | 443 (HTTPS) AN AL e & 2 | FiLcre] XY ME K.

.blob.core.windows.net 22X

OfA| O} EjEH (S ZF) API, *.au.bodyworn.axis.cloud

Region(X| ¥): OtA|O EHE (=)

Zojel Port(L E) XK 93 2x

logs.au.body- 443 (HTTPS) A|AHEH HEEF AMAEH HEEZEZOM &

worn.axis.cloud =k 2O Y2 ES}7|
oIt AEmOIE YL
(Azure Front Door)

flags.au.body- 443 (HTTPS) Alad HEEY 7l E2118 APL

worn.axis.cloud api.flagsmith.comoj &t
23IM 2. (Azure Front
Door)

agnss.au.body- 443 (HTTPS) A|2E HEZF H X GNSS(GPS) §|0|E

worn.axis.cloud oS 717 {3
APIQ|L|C}. (Azure Front
Door)

device.au.body- 443 (HTTPS) A|AHEH HEE T APl IEZQOIE 2HC]

worn.axis.cloud AAEH HEER. 224
AMEXE AZSH= O A
&8 Lt

axisbws-au.azure- 443 (HTTPS, WSS) AAad HEEY AAH HEERQ 2212

devices.net E 7to| of E2(AH oM &
Nof A8 EE AEZOIE
QIL|C}. (Azure IoT Hub)

03c-01.au.body- 443 (HTTPS) AAHEH HEEF AMAH HAEER XY 2

worn.axis.cloud HE AAH HAEEHE
ME|Z = QAes ABSME

03c-02.au.body- ApAIE At O o7t

worn.axis.cloud 2 Azure IoT Hub X}4
SHS Hauo

firmware.au.body- 443 (HTTPS) A" HAEEF HA o drojHzl A Eg

worn.axis.cloud A~ "EE JIMH_7| 93t
dcmolEelL|ct

noreply@de.mail.body- S At Qe AAH HEEF O] O|H| Y =A0A Ol

worn.axis.com Y Lol MSEULCH
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| H O}

L

Al A

e
HL

NES-'IEX

MEE H|C|2

Signed video(M ™ H|C|Q)7} Axis &A| D2 MEE 2 H|C|Q Ty Qo AS3t HIAMS X7p8HL|c O
A ot™ HIC|7F @2 AUE FiHetE CHA] = E 5 oD 2 H|C|Q ool HE| ArE2 S YOI 2o
ZtH2tE [HE T 52t7F HAL|X| RUEX 2ole = JAEL|CE AXIS File PlayerE AMESH0] H|C|2 oS

| A H
siols & olon|, ket e 2ol Hojx 29 $22 HEMUAL.

]
(=

Zto 2tz M E BIC2E X|Fst=A| &ols axis.com2 2 0| gL Ct.

M3 & HILE HHE:

1. * > Signed video(M@HE H|C|R)ZE O|ZTL|Ct

2. Signed video(AHEl H|C|Q)E ZL|Ct

&

0] 7|s& ZHX 0N XSt B AHE = UASLICH
=3to| 7§l el
AT

oo TQE =olg = Ao M HIC|7t =3t mf MBE HC[RIF HKN UO0|OF St A/FE H/L)
BJ0/X] 29 st= .

todir

1 =olstd= 538 WEHLLD

2. AXIS File Player(Ct2 ZE8/2/0 S2)2 AFRSI0| =312 xjA8stL C}.

| >y
© =317 BxE R %S S LEREL CH

LS AA

&

HEIHO|E{E HEA|SIE{H HILQE OIA QEZ HECZ &FE&/5l Show digital signature(C|X|

2 MY EAS Wl

=

AS M
ABSME ABSIY HEYAL FAE QB35 HTTPSE A8t AoatE o HetdS Moty +
[ASLICE HTTPSE AFESI0] MK & A|AHO HMSHA HBSH= AO| FEEULCH HTTPSEt &/ & Zfof
731 gee HEAAL
AA AE A QtFSHA HAStEH

1 =
2. CA(RE 7|2HE Ar85t0l CSR(USM MY 273)0| MEFeLICh
3

1. * > Certificates and IEEE 802.1x(21=A % IEEE 802.1x)Z O|Z¢hL|LC}.

2. Show certificate settings(QISA MH™ ®EA|E S22t


https://www.axis.com/solutions/built-in-cybersecurity-features
https://www.axis.com/ftp/pub_soft/cam_srv/file_player/latest/AxisFilePlayer.exe
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NES- T
3. g 2y
4. Create self-signed certificate(X}H] A HE QASA MM)S MEIS T Next(C2)S =2 Ch
5. Create self-signed certificate(X}H| MHE Q=M MA)0| ZtS YSI D Create(MA)E S2IThL|C}
6. M AZM ¥l A Mmool 2= oy oS @
7. Create signing request(A|H 28 MM)E ZalstL| L}
8. Create certificate signing request(2IS M AMH QX MM)0|A Create(MMd)E ZalstL|Ct.
9. Signing I'equest(kl":| 8%) thet SXM TN HAES ZASH0 oY =Y YO .csrol ot
o 20dsUt
Ha
g 7|Z2| Default (self-signed)(7| 2 (XMl M%) QS Mo Cf3t M 2ES MHE 4 ALt
ASM 4K
S
X E ASMe 0|52 YZEE .crt THAOA HOALS # AL LT O 0]§2 1{I|OF SL|Ct
1 * > Certificates and IEEE 802.1x(Q1= A 95! IEEE 802.1x)Z O|=%tL|LCt.
2. Show certificate settings(Q/SM H™ BEA|NE Sa2igL|C}.
3. g 2yt
4. Upload a CA certificate(CA Q1S A YR E)E MEHSHL|CT
5. Select file(I}Y MEH)S Z2/3t1 MY O|20| <filename>.crt® MEE AZME R L|C}
6. Install(&dX])2 =2/gtL|Ct.
7. AN Ao A= & = Hw ¢ S FUCL
8. Activate(Z2dshE Z =gt
802.1x 47
1 MK A8 A|AHS 8021x 20| Y EYI0| AHLICE
2. * > Certificates and IEEE 802.1x(Q1 5 A 9! IEEE 802.1x)Z O|32L|LCt
3. Show certificate settings(QISA HH ®A|)E S22t
4. £ 2ot M ASME &gt L 7|E ASTME XL L
5. 802.1x Of2jof MX|3t QIEME ME4SLICH
6. EAP identity(EAP ID)Z Q| 2istL|C}.
7. Use IEEE 802.1x(IEEE 802.1x A}R)2 A EASIL|CY,
8 Save(ME)E ZeL|ct.
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A AE HOL

L

9.

| 0| X| 7} Connecting...(dZ& ZF...)& HA|
10.

MA A8 A|AHE 802.1x X HEYA0| HA
HTTPSZt & &

MA EE AlA"o ot

OtE Sl A S| HTTPSTH AtR3l= 70| Z&LCt

1 * > HTTP and HTTPS(HTTP % HTTPS)Z O| &g L|LC}.

2. Allow access through(¥MA 5| 8) EECHR | F0|A HTTPS only(HTTPS

e dEfL ot
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AFE X 22|

—

AR EE

A& X M A

1. ; s2oz2 0|EgLC)

2. M E ARXIE ZEeC

3. Mg 2= oy = @uch

4. Remove(H|7H)E Z=sL|C}.
£9 AE

7t 2t ALEX
ManagerE A

T
r=
%
=
0z

amn el

OlA R H3HX| OFHAMAIQ. AFRXIE X A2 BFE A| AXIS Body Worn

AL XL LHELK |

S Fto2t AbE XSl H|OJEE CSV m2 Led 5= A&EL . O
B2 T OF SLX| 2 O H 3| A !

. Export users(At®Xt L RLUI7))S S2etLct
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AAH BLE Y

In safe mode(Qt™ ZHEO|A) FtH 2t QIS M7 S B/ EHK| FIH 2} A|AHEI Zto] A S .}
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