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ﬂ MNygg AE2[X] FXE MEdStL|CH RN S35 SASHCLF=T2E TX|5HA
= gered recordings(E 2|7 =3})7t & = E L|Ct.Continuous recordings(¥ % 3=
A=SEUCH X7 AN JA0E XS CHA| AESHH =317F A& E Lo

o N - v A o "
> =3l== ML =3t= Md=S SX gLt =ot=0] et YEf EMS BA
St7ALE = L|CLSet export range(LHELH7| HPl H7H): =320 Y0 R H J7|2ts YL &
X|o| YX|Q CHE A|ZFCHOIIM ZADICHH, AlZH HRl= FX|Q A|ZIHE 7|F22 L CHEncrypt(Y = 2}):
HWEH S2t=0 ot A EE 285t MeigtL|ct R ot A9 glo] &€ £ glaLitt
u =352 MMt S LCLExport(HEL7]): =2t TM = YFE WEHLICH
OH
=

Add app(¥ F=7}): M ¥S ZX[ZLICHFind more apps(F7t ¥ 7). 2X|& WS O HSLICE Axis
Aol /i W O|X|2 O| 5 & LICtAllow unsigned apps(MEE|X| 252 H 5 8) D MBEX 2 A 2K
£ 5|85t H ZL|CtAllow root-privileged apps(root #eH0| U= A 5 &) : root ETHO| U= AO|

NXIof cHSt MM HetS 5185t FLICE T AXIS OS Sl ACAP 49| Eot YH0|EE =HQISHUAIR.
Hl o
SAOf o2 S A5 Ko d50 S 0jE = US4t

A Ol ol U= A/XE MBSO WS A|ZSHAL SXLLICLET]: ¥l Ao HMATLICH At
[ ]
[ ]
g Jtset AE2 ofE2|A 0| M0 e Het L LR ofE2|AH ol Mo= 2ol glasuct ¢ 4
2o %= HFole Che S8 5 ofLf o|&40| ZotE = USL L
« Open-source license(2E LA BIO[MA): HOA AIEE= LE 44 2iO|MA0 Cist HE
= =21c}
= =
« App log(¥ 21): ¥ O/MEQSl 205 FLCt 2= XY MH|A0| Eo/g I RETLICE
+ Activate license with a key(7| 2 20| A Zd35}): 40| 2o|MAT Qs AL EM3lsof &
LICH ZX7F QlEUo] AZde = gle 4% 0 382 A8gH
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4l QlE{H o] A

2ro| Ml A F|7¢ QITHH axis.com/products/analyticsE O|sgtL|CE 2to|MA 7|& MMdsie{™ 2to|M
A TEQ Axis NE & H I} gLt

« Activate license automatlcally(EI-OIMIJ\E Asoz sl o 2HojMAT Zost 42 M
psfoF BtLICH ZX|7F QI Ul HAS = e 42 0 SHE ASTLCH 2to|MAE
st Bts T 2Ho| Ml A :||:7|. mﬂo+|_| C}.

o Blo|MA H|E/ 3t OE S0 MPE Zo|MAAM FHA ZHo|MAR HASE A2, 2o|HAE
H|gd3sts5tof CHE Efolfﬂﬁi mAgLCE 2to|dAE HlgdatstH FA[O|ME HAELCH

« Settings(d7d): Of7iH=E F gL Ch

o AF: FXOM W2 FFHOE MASHHUALR. HA ZtOo|MAE HZEMBISHA| o™ g
HEE X &L

Al AEl

AZ#AS @ =2tex ol elof MY L2t ChELC

gRlel gRet AlZtE NTP Mt S7[=i5ts A0l F&L Lt

Synchronization(£7|3}): XX YR I A2t 57|33 SNE MeigtL|Ct
+ Automatic date and time (manual NTS KE servers)(X}S Y% % A|ZHES NTS KE AMH))
DHCP A-|I:I-|01| HZAE HOF NTP 7| 8™ MUt 7|5t Ct.
= NTS KE MB{: 8L} = = 7jo] NTP Lo IP ZAE QS| & JHo] NTP At
fR*PL 4 e & A1H'IOiI YHE HWES 7|8z AZHS %7I§f5P-T'- 2Lt
- Max NTP poll time(Z|T| NTP Z2| A|ZF): QDO|E5 A|Z+S o7 2[5 NTP AH = =2
& W7FX| FX| 7L 7|Ct2{oF Sh= X[ AlZtS MEHGEL|CH

— T1-g
- Min NTP poll time(X|A NTP Z2 A|ZH: YHO|EEl A|7ZHS 7| 8 NTP MHE =2
St ItR| &KX 7F 7ICHR{OF B A|A AlZHS MEfSFL|C)
« Automatic date and time (NTP server using DHCP)(X}- 5 2% % A|ZHDHCPE Al23%l= NTP
A-|I:I-|)) DHCP MHO| AZA= NTP ML} &7|stetL|Ct.
Fallback NTP servers(EHIﬂ NTP AH): dlL} E= 5 74Q| CHA| ME{Q| IP FEAE Q& ThL|C}
p

- Max NTP poll time(ZX|CH NTP E& A|Zh): AGO|EEl A|ZES 7| 28 NTP MHE E2
S LK K7 7|CH2{OF she ACH AjZHS MEBFLICH
- Min NTP poll time(X|A NTP E& A|ZH): YHO|EE AZHE 27| Q8] NTP MHE Z2
& W7HR| F X7 7| CheqoF OP" N AlZtS ME S
. Automatlc date and time (manual NTP server)(X} 5 2 & S A|ZHES NTP A{H)): MEiSH
NTP A-|H19f Z 7|5}t Ct.
£ NTP MH{: 3L} & £ 70| NTP MH{o| IP F4E QISstLICh. = Jjo| NTP A E
Afﬂor“ 4% ZXe= 5 M| YE WES 7|8o 2 AZtE F7|35t0 ettt
2| A[Zh: SIHIO|EE A|ZtS 7] 9J8f NTP M= 2

- Max NTP poII t|me(*|l:|| NTP £ 4
& W7LR] F X7} 7|Ct{OF = = eS| Ct
- Min NTP poll time(X|A NTP Z& A|Zh): YHO|E= AlZHS 7] Q8 NTP MHE Z2
& W7LR| FHX|7F 7| ChaqoF OPE =
+ Custom date and time(Al2X} X|™H Y=t AlZb: A
from system(AIABIOIM 7IM@7))S 2250 HBE E& @Hfe MK
Y= o X b S LT
A|ZECH: AR AZICHE MBS T L& O AlZh Bl HFE A[ZHO|
« DHCP: DHCP MHO| AZtCHE XHEHQIL|CE. O &S HET}
o @250 olofof &Ltk

. Manual(#5) =2Cf2 SE20|M AlZ)ES Medstct,
H| 2

AMAEOME BE 53, 21 U A|AE MFo| 2R U Al MFo| ARE UL
HESHZA
IPv4
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g QEmo] A
Assign IPv4 automatically(IPv4 XIS &2): L EQA 2t2EH7F X0 IP FTAE K522 HHSIEE ol
M MEdStL|CH CHREEC| WER IO sl Xt& IPOHCP)E HESLICHIP FA: FX|O| 1/t IP FAE ¢
YA R N IP FA= ZF FAT AR AL A2|E HEYI oM FAe2 2E = ASHCLH
=S YR otHE AF IP FAE LS/ O HEYHA 22| XA £2/5t= AO0| EHLICLMEUW OpA
3. MEd OA3E 23510 LAN(Local Area Network) L0 Q= FAE HOL|CL. LAN 2E9| B &
Fas 2f2EHE SuLICLRouter(2}2E): CHE HERI U HERI MOAHEO AAE X E HZESI=
O AF2E= 7|2 2tREHAHOIEY0])S IP =AE =Tt C.Fallback to static IP address if DHCP isn't
available(DHCPE Al28 £ gl= ZQ 1M IP TAZ ZEUl): DHCPE AMES £ QI IP FAE KI50=
e = gl 22 OHE MY 2 IP FAE FUISHHTE MEigL
H|
DHCPE AF8T 4 @1 BX7 1F F4 [IXE A8 3L, 18 FoL NoE ¥z 3
MEIL|C}
IPv6

Assign IPv6 automatically(IPv6 X} &) IPv62 HD HESQZA 2t2H7F X0 IP FAE K5
O UGt E St H MEMgtL|Ct

E 0|28 XSOR BE: Y EYI 22E I} BA0| SAE 0SS P
MESLCLEAE 0|2 FA|of UNASHS Cf2 ggo= A8 o o/ 2
A ALH 2O 2AE O[5S METUL HEE = A= A~Z a~z 0~9, -YL|Ct

DNS AMH

Assign DNS automatically(DNA X} &%) DHCP MB{Z} AM =iQl S DNS M FAE FX|0of Xt
SOE ZESHA St MEfStLICH iR 22 HEIO Cish Xts DNS(DHCP)E # &L Ct.Search
domains(ZH|Ql ZM): HIFSIL|X| U2 SAE 0|ES AIRS= ZQ Add search domain(Z 9l

F7he SISt FX|7L A8%t= ZAE 0|ES AMe 022 2etL|CI.DNS servers(DNS A{H):

Add DNS server(DNS AH| F7})E Z2/5t1 DNS MOl IP FTAES QaigtL|Ct 0] MHE= HEYI0|A
SAE O[5S IP FAR B0l XMITL ot

HTTP 5! HTTPS

HTTPS= AtEAte| HO|X| F Sl & MHO|AM HretE TOo|X|of thet Y2otE MSots Z2EZYLICH 2=
ofEl YE wet2 MH ol M2lds 2Tote HTTPS ASME AHE0to] 2| Lt
XM HTTPSE AFE32{H HTTPS QIS ME &AX|soF LiCh. ASME ddstn EX|5t{H System >

Security(A| 28 > HONZ 0| FTL|LCt.

Allow access through(d M A | &): AFEX7F HTTP, HTTPS 2= HTTP and HTTPS(HTTP S HTTPS) =2
EZ & OE S X0 AA5t=F SE8LX| MeigL|C}

H|l
HTTPSS Sof 2r=stel @ HO|XE B 32 So| HOXE XS 2¥E I 450 Koty +
JEES
HTTP port(HTTP ZE). AT HTTP ZEE UESL|Ct MK EZE 80 [t 1024-65535 HRo 2
£ ZES 8P BAXZ 2108 9 11023 Yolo| ZES YW 2E ASLLL O IO
ZEZ ALSIH Z17t BA|ELICLHTTPS port(HTTPS ZE). AL8% HTTPS ZEZ UL ch. MK
= EE 443 = 1024-65535 HQ|o| R E ZEE S| Ct ZAZXE 20l AL 1-1023 HQ[9|
HES Q2% S QaLict 0| H9o| BES ASSHE Z 17} EAIE L ChCertificate(2 S M): 4|
of HTTPSZ Bayafsiaim oS Mg Meigticy
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2
=

QIE{ H O] 2

ZL|Ct.Bonjour O|&: L EA0 BEAIR O|&
P®: HEQIOAM XtEs HAMS {8tz H O
LICt. 7|2 0|52 ZX| O|E1 MAC =L

2
=
2
=

. = == —_
CLWS-Z4A: HEQI0|M ALE AMS 38312 0] 382 ZL|CILLDP X CDP: HEQI 0N AHS 24
= 51835t o] S4S FLC. LLDP 8! CDPE I PoE M HYO| X|F0| ¥ == RASLICE. PoE M
o 2He ENE SHZSHHH SIEQ 0 PoE M gd 822 PoE AX|E FdeLC}

Http proxy(Http TEA|): /85 HAl0| W2} 22 TEA SAE £ P F2E X HE L ChHttps
proxy(Https TEX|): 3|25 HAlof e} 229 Z=A SAE T P XAS XFYLICH
HTTP 9 HTTPS ZZ2A|0f 3| &&= HAl:

+ http(s)://host:port
http(s)://user@host:port
http(s)://user:pass@host:port

H| 2
HRE MAIZESI0 2 2Y ZEA 28 M8

No proxy(ZEA| g18) 22¥ ZEAE 23(5t2{H No proxy(ZFA| gF)E AMERLILE. S50 A= =

H T SHUHE YHSHAL HdHEZE FE5t o2 JHE LHEe L

« HIYF7|

o IP =& XH

« CIDR HAlIO| IP =4 XX

« OO o2 XIH™E(0: www.<EHQ O]E>.com).

« E3 EOelel 2E 5% =0 el XH(O: <=0l 0] &>.com).

One-Click Cloud Connection

One-click cloud connection(O3C)1} O3C AMH|A = = XML MAIZE & =351 HAY £ otdst ol ul
HMAE HIZTLCE XM LHL axis.com/end-to-end-solutions/hosted-servicesE EHRSFAA| 2

Allow 03C(03C 3| 8):
- 88! ojAo| 7| 4EYL|Ct
= 44 FEuUrch A
Cf. O"X o™ &
7t 24ste| 0 FX|7F 03C
o T4 EX|TF QHUHUE Sl
03C AMH|A0f AZE X &7
o OfL|R: O3C MH|AE H|Z
.- Al Me{of Az
StAAl.29 8
= Authentication method(
| FIOt 915 HALLCH 2otk X ¥
igest(CIO|HAE) S =t OHMSHR| ¥LL|CH
| =t jAQQEE MESHY| IE0| O QtMBtL(CE
et X7t Q1F5 I MEg = QISL|CHL 24+

_|

soro 2 1

rlooly > for
|

ofm
— o0 o

M2 ® Get key(7| 7kH 27))& SELICE O|A2 FX|
I

7t Yot o|LE ZEAIGIO] QAEUo AAE B0 Jts LI
SNMP
SNMP(Simple Network Management Protocol)E O|23l0 HEQ 3 ZXE FHoz aAZ|a = US| L
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¥ QIE{H 0] &

-

SNMP: A& SNMP H TS MEISHL|CE.
« vl 89 v2c
-~ Read community(®{7| S LIE]): XA/ DE SNMP ZHof Chef 47| B RO
A= AFRUE O|§2 &Lt 7|22 SIHYLICH

=

- Write community(#7] HRJL|E[): X[} = Z= SNMP X0 CHoi &7| EE= M7 Aot
Of A= HRFLIE| O] 52 AUHSLICHS 7| ME AH H Q). 7|22 27|YL|C}

- Activate traps(E &/43l): EHME NS Y352 HYUAQ. X = EWS ALY
S0t O|HIE = ME| HZO CHot HIAIX|E 22| A|AHO| E-LCH 2 QI I o] A0
M SNMP vl & v2cof CHot ES M™E 4 Q& LICt SNMP v3O 2 HZ3 7Lt SNMP
2 I EYO| AAEOZ HEL|CE SNMP V32 AR3t= A2 SNMP v3 42| of =2/
O|ME ol EMS 48 = AUSLICH

- Trap address(E2{ FA) 22| MHO IP ZA EL SAE 0|22 UBIAAIL

- Trap community(E3 FHJLIE|): ZX|7} 22| A[2H0| EB HAXE B2 0f AHE
HRLUES s,

- Traps(E®):
- Cold start(EE HE): X7} A|ZE If EZ HAIXE 2WHL|C}
- Warm start(® AELE). SNMP MAMS BASH [ EAW HA|XE 2HL|C}
- Link up(3 ¢): 37 CHROA 4

- Authentication failed(21Z Almj):

o = .

ro
ol
| T

=
H1

N
oy
= rin
H

or OX
re
Ll
11
=2

>
Ral
i

HT
=
-
il

SNMP vl 8! v2c E ¢
AXIS OS Portal> SNM,

il mjo

M B= Axis HIC|Q MIB ERO| 2HdStE Lt Mt &2
XTI Q.

)
1l

« v3: SNMP v3&= =3 I Hot A2 E HMSot= 2Ot Mo HEJL|ICE SNMP v3E ALE35tE{H
A7t HTTPSE Sl MS L E&E HTTPSE EMotst= 0| 5L CH D ATH0| Q= YAALIt
L2t X| @2 SNMP vl 3 v2c EZ0| WM ASH=E AS HX[BLICE. SNMP v3E AH83t= 42
SNMP v3 Zt2| ofE2|AH o2 &l ER= dde = USLICH
- Password for the account “initial"(‘'xX7|" A™o| TJALE): O0|20] 'initial'@l A ™|
SNMP IjA9cE QaetL|ct HTTPSS MR 2k HASCE Mad = Y|
HESHK] ESLICH SNMP v3 THAQIE &= oF HOE Mg = QU0 HTTPSIt 2HdatEl 42
Olgt MHSE 20| ESLICE IAYCE MFS HAYE Lot of of4F BAEA| o
SLUCHL HAYJEE CHA| A5t H FAE 3 7|2 4oz MHEsoF gLt
ot
oIZ M

AZME HEJIHS HKE QFsts O AHBELICE O X F 7HX fE9 ASME XA LLCt
« Client/server certificates(22}0|HE/MH Q= M)
SEO|HE/MH QBN = HXo IDE ASSIH XAtA MY

S 32 = A2l CARS 7
a2 & ASLCE XM MY ASME Hotel ESE HSstH CA g2d ASME &7 o
MR MEY £ AF U
« CA 2EA
CA ISME A8 mof ASME ASYUCL OE S0, X7 IEEE 8021X2 HI & =
HEQIO AZE B2 AT MHe IDE HTHH. X o2 742 A EX[E CA
S M7 Ag L.
A@eles d42 B30t 25 LCh
- OIZ M HAl: PEM, .CER, .PFX
o JfQI 7| HAl: PKCS#1 Sl PKCS#12
T2 A

HXE S B Al 7|2¢ez MEFSHH 2R AS M7 AHE YD AFE 2XE CA AN

Add certificate(QIS M F7}) : ASAME F7t5tH SElIoHL| L}

v
- More(R ®7)) @ moirL HEiE F7t WES mAIELUC
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-

« Secure keystore(HQt 7| K& A): 72 7|E CtMSHAH X ZASt2{H Secure element(HQF @A) I
L Trusted Platform Module 2.02 MEHSHL|C. MEHSH HOF 7| KMEAO CHSH XFMBH &S &
2 ¥ help.axis.com/en-us/axis-os#cryptographic-supports EZSIAMA| L.
+ Key type(7| 88): AIZSME 2353 H EECIR ZEE20AM 7|2 53 du2|F0|Lt ot
£ Y= YaeES ’.‘JE—.?:. L|C}.
[ ]
: o420 8= HRrole Ch30| ZohE Lot
. Certlflcate information(QS A FH): AKX = QASAo £MHE FLLCt
o Delete certificate(ol"kl AFH|): QIS ME AX|SIAM A 2.
« Create certificate signing request(21S A MH X M) CIX|E ID 2IZSMME AMHSY| Qo) S
g 7|80 EY 25N MB 2™ MdgL o)
Secure keystore(sl?_i 7] MEA) O
+ Secure element(E 9t 2 A)(CC EAL6+): EOF 7| MEAQ E?_P QAE A5 EH MEHSHL|CE.
o Trusted Platform Module 2.0(CC EAL4+, FIPS 140-2 g 2): 29t 7| HZ&EAQH TPM 2.0
2 AL8%te{™ MENSFL|C}
HEYI M2 Mo ¥ ¥z3
IEEE 802.1xIEEE 802.1x= QM U M Y EQI AX|O HOt 0128 HIZse ZE 7|4 HEQI 209 X
O E @It IEEE &= QI L|Ct. IEEE 802.1x= EAP(Extensible Authentication Protoco)& 7|&S9 2 ofL|LCtIEEE
8021XE H3kl= HERA0 °"*1|*0FE1'1' HERI X7t AtMH 22 QS 0oF L CH 252 2F
MHOAN Sz, YEI™ o 2 RADIUS A H(0]: FreeRADIUS 3! Microsoft Internet Authentlcatlon Server) ¢!
L|CtIEEE 802.1AE MACsecIEEE 802.1AE MACsec2 0O|LC|0f °”A1|ﬁ S8 D2EZES Q3 HYZAH Oo|H 7|
oy 9 DANS Ho|ste IEEES| MAC(D|C|Of Ak~ #HEE) sof E-’.-_‘-%' L|CEQISMCA ._oM glol +4
St MH Q1M FaM AAZL HZ2 etz EXs AZAE HEZ P71I°*0I XA 1E5E AlE=g L Ch
ASME ALEE I Axis 7+ Al 717] & 215 AH = EAP-TLS(ZE 7t5 Q15 Z2EF - 7.‘_*% AHZE EOr)
£ ME%t0 CIX|E ASTME KMHECZE QIFTL|CHEX| 7} °|"A1% S EzEl= HERZO ANaT
= UAEE SIHH MBE S2H0|UE ASME X0 X0 g L|CtAuthentication method(21Z ).
Ol=0f| AF2E|= EAP S S MEHTHL|C}.Client ertificate(EElE}OlmE ?_Iokl): IEEE 802.1xE Al2% Z2}0|
HE QIZSME MEHSIL|CE Q1T MHE QEME ALESI0 S20|MEQ| IDE = QI L|CHCA QFM:
CA QIZME MEHSIO] Q15 MHQ| IDE oLt QISME MEHSIX| Qo™ X HZE HEYI
of A o] XtH| 152 Al=gL|CHEAP ldentlty(EAP ID): EEP |HE QIS Mt GIE ALEX IDE &
2514 A| 2 .EAPOL version(EAPOL HHH): 4 E A QX0 AFEE|= EAPOL HHE S MEHSHL|ClUse
IEEE 802.1x(IEEE 802.1x A}&): IEEE 802.1x J*E —2—% Al ™ MEHSHL|CLOI= it o 2 [EEE 802.1x
PEAP-MSCHAPV2E Al23t= 4202t O]|st M™ME 0|8 = /JUSL|CH
« AQYE: SiY ALEXL IDO| IHAREE ‘?:!E—*.E.*LIEF-
« Peap version(Peap H{H): | EQI A{X|0|N ALE /& Peap HH S MEHTIL|LCE
« Label(2}l): 22}0|YE EAP U532 ARSI H 12 MEISID, 22}0|HE PEAP U552 AR S
2{H 25 MENGIL|C} Peap HW 12 M83t= 42 WEYT A2X|7t AHESH= 2tHlE MEfgL|Ct.
IEEE 802.1ae MACsec(™H CAK/AIH 37 71)E QT WHOZ ABSt= AR0T 0|2{3t 42 0|&
g &= AEL L
o 7| YX] AHA A 7| 0|F: A4 #H O|F(CKN)2 LHTLICL 2 ~ 64XI2E B2 7t5) 16
Tlg=0o{of E.”— Cf. CKN2 gZ M =522 #4350 stH, XS0 MACsecg Ed3}d}
HH 239 AZ BOo|AM LX|shof gLt
o 7| YA AHF #AH 7. A4 /A F|(CAKNE YHTLICh 32X = 64XtQ| 167I=0{0F B L
Ct. CAKE 1 #E0M =522 Fd50F 5tH, H20 MACsec ezt @39 ¥
Z 2ol LX|sloF gL Ct.
2AE oY 37 ¥x|
Blocking(XtTh &) FXtE Y SHS XEHS2H AMUAQ FXE Y 342 A/d &HeE S 210
R E= Y23 7|1E FEELCLAE 7|2 2 1Y 343 X AZHE)S Y=L ChAPE
ZH:. E50| AZE7 ’Fioﬂ S8El= Y QT A A4S YHYLCH IO|X] =F1 A =& &2
FolM 5 8E= A =5 Y = USLICH

I
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¥ QIE{H 0] &

[
¢ H¥"o %= Hwde LS

0| Zot&L|ChUpdate account(Ad YOIO|E): A 45 HAULL
Ct.Delete account(AHd AtH|): A™ES AMEHLICE root A2 AXE = gl&LICh
ool HMA

Allow anonymous viewing(2H H7| §|8): 2oz ZAQI&X| YnE =L} ZA

[

a4 Qe E M™TL C.Allow anonymous PTZ operating(2 2| PTZ 29Y 5| &) : Qo] AR
7} olojX|of CHsl ™, 2HE U HZ & = JLE stz{H ZL o
SSH A

+ Add SSH account(SSH A Z=7}): M SSH AEE =718ta{H S2igtL|C}

+ Restrict root access(root WA A H|ot): root BN AT LSt 7|52 HMStsta{H ZL|LCt
+ Enable SSH(SSH &/d3s}): SSH MH|AE Arg%l2{H ZL L
Account(A|Id): 133t A7 0|2 YU L|CtNew password(M] A E): A7
Ch A9 EE 1~64% Z0|0fO} StL|Ch. £x, 2i, 15H, L& 7| £ 9 o
C 32~126)0F | AQIE 0| AtEE 4= Q&L Ct.Repeat password(if A £ HHE): = Qs DjAQEES Cf

[ J
Al QESHUAIR ME: MBS AHYPUCHEH).
X

dES =g M Aeto 2HE O F0l= CHZ 0| E2E L|ChUpdate
SSH account(SSH A AGIO|E). AHE £MHE HE L Ct.Delete SSH account(SSH A AtA|): AH
2 AAHTLLCH root AE2 AXME = gl&LICH
MM SAE

+ add virtual host(7}at BAE Z7}): A JHA SAEE A7pste{® 228t}
S A8SHE B MESILICEME 018: AHio| 0152 AHFLICL £& 09, 2xf A-Z O
LchEE: AH7l @28 2ES QL Type(RE) A8E 95 ]
[
[ ]
SE ID 0|4 Mgt ¢
+ Update(HH0|E): 74
- AH: JHY sAES O
HIgsE A7 Hlg g stE s L

OpenID T/
2 M

OpenlDS AFESHO] 2918t 4 gl= H OpenlDE TA3I0] 21918 If A3 CHO|HAE
Tt VR AH 532 AL

Client ID(Z2}0|HE ID): OpenlD A2 X} 0|22 A THL|C}.Outgoing Proxy('al T EA|): =
ALE35t2{ 3 OpenlD HZZS 9ot TEA 2l & Admin claim(Z2|Xt 2X): 22| Fsto
ACHOIE OIS 93t @ 235 ABILICE ht

N
n

mjoM

Q2L Ct.Provider URL(Z & Xl URL): AP
URL]/.well-known/openid-configuration & 4!0|0{0F & Operato
I
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of d AHMOIA0 WX AHEAE HAISIE O §&
2| @ L|C}.Client secret(Z20|HE H|Y): OpenlD I
oL =

ot L|Ct.Enable OpenID(OpenID £/43}): sxj A4
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Add a rule(8 F7I): ES MMETILLCLO|E: £0f Cist 0|2 =Tt Ct Wait between actions(2H
M o7 2+4d). & gdst ALO|of| StslOF t= X4 A[ZHhhmmss)S Y3 etL| Tt E0| |E S0 FOpgt
SE X70) ofd) ZABE AL, AST UB S0t A2 XY ML 52 HEHO2 BYHSL A
2 13} 9lef K2 BHLICh Condition(E): B=O0IM XS ME{BILICE FXJt &S tuside =
40| SXE|00F gLICh o2 0| FOJE B ABMZ E2|A5EH BE X0 SFE|0{0F el
Ct. EH ZAO st MEE= O/HE F& A/Z8f7/E & X84 Al 2.Use this condition as a trigger(0|
Z7212 EB[HE ME) O A Bimf 0| AZ EZ|AZD XSS5 5t2{® MEdstL|Ct O|l= £0|
2ot X MR XA MEHO| 2AGIO| CHE RE 0| 5FE= oF & HEfE FX[siCHE 9
O|gLict of gMe MEtdX| $oU BE 710 5 OjUICH 20| 4 AE{TH E L|ChInvert this

rx
Jm
Ot
=
>
to
>
o
o
Q

0

o

>

o
=
o

=3
7]
i

condition(0] =71 FFE): MEHSI Z{ 1} HIChE|s ZHS AstH
|. =

F7)): £74 £72 Fokel2 0 2ot R, Action(AM): SEo|M TS Mustn T HEE YT
Ch O/HIE 74 A/X3IH S Mo T HEE AopEAAL.

MEo= ch2d 22 ME 748 8 & €871 A2 = UAS L ChFront-facing LED Activation:

LiveStream(F ™ LED XtE: LiveStream): OO|3 7t XN Q11 2i0|E AEEI0| £AEH QC|Q FX|O MH
LED7} Ao 2 Ht# L|CtFront-facing LED Activation: Recording(F™ LED XtS: =3}): 0t0|3 7} 7{X Q|
1 =30| X FO0|H 2L EX|o MH LED7t Mo Z HiAL|Ct.Front-facing LED Activation: SIP(HH
LED ZHE: SIP) : OFO[A 7} HA U1 SIP £3}7F SASIE|H QC|Q AK|o| M LEDJ} Ao HbR L|C}.
QrQ XA SIPE Zd3tslof O] OJHIEE E2|HE o= QUEL|ICt.Pre-announcement tone: Play tone

on incoming call(2tLf H& M MSZ: M3t 4 A M Z 7f’d). 20| FX|0f SIP =£0| O|F0{X|H
X7t 02 FolE re SEE MUSLCH 2O ZX|of Cisl SIPE Zdztsof gLt 2L FX|of
M @re 20| MfMEl= St SIP X7 HAZE 24 ST X7l (522 310 SHOIA #HE
E SIP A™HE Fdolof 2fL|Ct Pre-announcement tone: Answer call after incoming call-tone(QtLf 2H&
HMSE: M Hs Mg = M 8H): 202 20| ELH 4l SIP 50| YL L 2L T
X|of Cisf SIPE =-ds}slof e L|CtLoud ringer(A|12{2 HWAZ|): 2C|2 FX[0] SIP 2=0| H4d5IH E0|
2hdete(of = S0 02 FolE 2L SEO0| Ml Lo 2O ¥X|of sy SIPE dstsior gL Ct.

H| 3
FIP & SFTPS ALSSLES HAIS MHT Z2 I 0|30 2718 18 AIBA #s2 BFsILL A
PHHR DHYAIQ. Bt M otB O[MES sfitol Ojnjx|a MEE 4 YLt

=20 = 780 tist S A oM MEFO FEE RE SUATE BAIE L

T
f!

%o 20740] £ARE M & ABLLH
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Add a recipient(-’,‘-l.k_lx} £
A

L| Ct.Type(&

FTP

HTTP

4

220N Me:

SAE: MHOIP FAL SAE 0|2 YL
X H 7} System > Network > IPv4 and
AEE A=K =2RISHU A 2.

EE: FTP AU{7} A8ols ZE WSS QestLch 7232 219t
Folder(BC{): I}AS X2 C|YE0/0| =2 YA CIZEa|t FTP AHof O]
O EXSHA| o, S P=Es I @F HA|X|7F BEAE L CH

Username(A}RI} 0|E) 2018l H AIE2XF 0|28 QUESIAUAL

IALE: EO0%I8{H INAQEE LESIMAIL

Use temporary file name(Q A| _H’E O|E Al2): X502 MME UA| It O|ECZ I
U2 YEESIHH MEHSLICE YEEE AESIH DY 0|F0| {ste O|EC = HHELIC
O*EEW SHhE 22 &=4E lLPOE'OI SiELCh OgLy oj™g| AA TIPS 22 = USL
Ct. O|&E7 ™ R3t= 0|52 77 BEE mao| SHEX & = USL|CH

Use passive FTP(=& FTP Al8): THHQ 20 ME2 Ered| CHA FTP M0
ol AAdg E= 5 FTLCH X7 o4& Mo Chst FTP Ao % GOjojE HZA
2 BF HIFHOE AFTLICE Ol Yutdoz FX|Qt CHA FTP AME AtO[Of
20| A= 420 EaghLoh

URL: HTTP AE{ O CHot L|ERIS "*9-} 2¥s Nl 23 EEE YHYLCL o SH

http://192.168.254.10/cgi-bin/notify.cgi 2} L| Ct.

Username(A-&X} 0| &) 201512 H AL O|ES YHIIYAIL.
HAQE: 20151 H IAQEESE YHSMA L.

Proxy(Z & A]). HTTP MHO| AASY| 3 ZEA HHE S0t st=
HEE 74_' YL

URL: HTTPS AMH{0f Lot HERI T2t RS XMalgd A3HES YHYLLL & =

M https://192.168.254.10/cgi-bin/notify.cgi & L| C}.

Validate server certificate(A{H] Q=AM =0l). 0| MXIE MEHSIO HTTPS
& OIZMZ MENSHL|C].

Username(A}B-x} O|E) ZQIslz{H AIRX 0|28 YEHEAMAIR.
mASE 2Ioleie(d Ao E BlEoHAlL.

Proxy(ZHA|): HTTPS AMH{O| AZSH7| 23] ZEA MHE S0 ot=
@E% 911 OIE1oI-|_|[:|-

HE{3I 2EZX|

g & ASLICL o2 MKV(Matroska) oh @ gAjo 2 X g LICf

t
SAE: HEQI AEZX|Q IP FAL SAE O[F5 YHY L
Share(38): TAEQM 38 0|28 YHTL|LCT
Folder(ELC): O x-|7<+oF CIAEZ|o ZEE QaABAAR.

o H 7
Username(Al2X} O|£): 21015124 T AFRX} 0|22 QEBIAIA|Q
HASE: 20I5l2{0 IjASC S QEslAlA|Q

SAE: NHO| P FALL SAE 0|52 YABLILL SAE 088 YYs

e B, DNS

A H 7} System > Network > IPv4 and IPv6(A| A8 > Y EL|3 > IPv4d U IPv6) OfzfOf

R0 UK HoIBIAAQ.
EE: SFTP M7} ALBSlE BE #SE agnt 7|2zt 229 Lt

Folder(EC{): TS MY CIHELZQ F2E UHSMAR. CIHEZ|T} SFTP A0 Of

of ENSK oSl AL Y=E Ul OF WAXIF EAEC
Username(AL8X} 0| 8). =10I6t2{8l AL8%t 0|52 YAl

WASIE: 2I0I3elti HAYCSE gAML

SSH SAE 37 7| SY(MDS): €2 SAE 27| 7|32xte| 1674 2x12)o| X2S o
E4oFL|Ef SFTP 22}0|2 E= RSA, DSA, ECDSA 5! ED25519 S AE 7| Q30| SSH-2E& At

2512 SFTP MHZ x| L|Tt. & A| RSAZ} MBS | Weo[n] ECDSA, ED25519 %

DSAZl 1§12 MELCE SFTP ME{0|M AI83IS 2HZ MD5 SAE 7|2
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|Ct. Axis ZX|= MD5 3 SHA-256 S{A| 7|& 25 XX 2t MD5S=ECH Z s &
28l SHA-2565 ALE3tE A0l L L Axis §X|2 SFTP MM E 85t &
CHSE REMISH LIE2 AXS OS ZES EHISHUAR.
SAE 3 7| fFA(SHA256): A4 S AE ZI| 7[(43Xt2| Base64 AR T FEXZ)o
2 oL Ct SFTP 22t0|AE = RSA, DSA, ECDSA Gl ED25519 TAE 7| RH9|
At&3t= SFTP MHE X[ AgLICh ga Al RSAZF Mo g|= FEHO0|0 ECDSA,
DSAZ 1 ¥ & WM-ELICt. SFTP MHOIM AtESH= ZHIE MD5 S AE 7|5
L|Ct. Axis HX|= MD5 Sl SHA-256 8j{A| 7|E 2% X|5IX|QF MDSELCH Z&
Fol SHA-2565 ALE35t= 20| UL Axis X2 SFTP MHE Fd5t= &
AHMSt &2 AXIS OS ZES HIUSHUAIL.
orary file name(YA| I O|E AlR): Xtzo02 MMHE Al Ot O|ECZ I
St MEfSL|CE Y=EZS 2LESLE It 0|0 C
C | 9 o)

405 A2 AIEr2L
gHI m.IHD I 2100
ol N
S

0 SIEr%dre G A Ik
] 1
-+ [e]3
m ==
3 L
H IotHE

oen
L1 Humjo
" In

« SIP or VMS(SIP IE&= VM :
SIP: SIP M3l2 ZHa{™ MEisHL|C},

- From SIP account(ZAIX} SIP A &™) S =20 A MEdSHL|C}
- To SIP address(x=MZX} SIP FA): SIP TAE Q&THLC}
|u_1|°l Test(HAE): 83t 40| &&5t=X HAESZH S L|CH
L] 0 E

- Send email to(O|HY M& CH4): Oo|HAZS M3 oMY FAE YHSLICH FAE
o 7 Yt HEE oY FAE FR2SHAL.

- Send email from(O|H|Y L) Hifj= MHQ| O|HY FAE LHGHL|CH

- Username(Al8X} 0| 8): 02 MH Q| ALEX O|E2 YHTLICEL o0 Y MHOAM 2SS
Q7K = 4% 0] ZEE H|Y sLCL

- DAQE: HY MHO| IHALEE YHTLICE O|HY MBOIAN ASES 2FSHA| %

- Email server (SMTP)(O| 0| & klI:H SMTP)): 0| & =0 smtp.gmail.com, smtp.mail.yahoo.com
L|c}

o
0= = .
- FEE: 0-65535 H2Qo| g2 ARSI SMTP MHQO| ZE HSE QETHLICE 7|27
2 587¢L|LCt
- Encryption(d33}): 2SS ARSIE{H, SSL &= TLSE MEHSIAMA| 2.
X

Ko IDE =oldt
EE MEigLCL O 21EME CAQIE Z7|E)olM XA MESEAHLE Laa 5= JAEL O}
- POP authentication(POP Q1Z): POP AMH O|E & U H HMAI2(0: pop.gmail.com).
H| D
UL Ol Y SSXE= OfSE oo Yt 0o FAS HWEHE FASIHAM ALEXLZL 70 2
HE OIY2 YL E= A2 MsH7| sl 22 RHE AHERLCH oMY M3 YA £
o HMZ =0I5t0] Ol Y AHHO| EI[AHLE o4 o|HYeE sX= 20| YEE StAL

« TCP
- ZBAE: MHOIP FALL TAE 0|E2 YHTLLCH SAE 0|ES YHst= AL, DNS

A H 7t System > Network > IPv4 and IPv6(A|ARl > HEQA > IPv4 3 IPv6) Of2[of

XEEO A=K 2OI5HU A 2.

- Port(ZE). MH HNAO AEE = ZE BiE AL}

Test(H|AE) d™S HAESHEH S=gL L
recipient(=41Xt B7]): BE AKX A =} L|Ct.Copy recipient($=41X} S A}L): =4
AE SASIHE ZESHM . SAME 0 FAXNE HEY = UAE L ChDelete recipient(s= 21X} A
H): =4XE AR AHSHHEH SaigL

g0 X= W7o 80| ZehE L T View

2L EAE EOM =22 AE8Y 5 UFLILE FFRo= 740 it S=ek A X HEo H9E

+

2E ¥ BA0F HAELCH Add schedule(2#H|E F7}): 27 E£&= BAE Y5t EH S8eLict

25
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+5 E27{2 A8I0 B2 £502 E2E & USLILL O 50 5 E2AE MB 4A L 7Y
Ste St diMg ABE 4 Sl

MQTT

MQTT(Message Queuing Telemetry Transport)& AtE QIEHUl(IoT)E et EE AN Z2EZLLCH Che
Stel IoT ESHE ol ALYl 22 AL ZZk(small code footprint)dt XA HEQA HYZ0ZF 1A
HXE AZAGH7| sl CrYst MAOM AFEELICEH Axis X AZEQI0{o] MQTT Z2t0|¢EE Sdff X
O M MME HOE X O|HEE & 2| ATEQIO(VMS)Zt Ot A|ARI0 7HESHA Sts = AUSLICH
7|7| € MQTT Z2t0|HERZ HFetL|Cl. MQTT 42 SE0|HEQ BEE2HEls & AHE[E 7|2 oL
Cf. S20|HEE= HAIXIE B 23 5= UFZLICE BE27H= S20|HE 7t HAIX] 2t E S HEd

L|CFAXIS OS Portalo| M MQTTO| CH3H XFA|S| LOp=E 2 Q& L|Ch

ALPN

ALPN2 Zz2to|E Sl MH 7t ¢Z o o U
St TLS/SSL = QLI O|= HTTP2t Z0| CHE Z2EZ0 MEEE 52 ZES Sof MQIT E
e S 2deists o ALSELICE F0 w2t MQIT 4 8oz e ZEJ glg =& ASL
Ch. J2ist B0 SZM2 ALPNS ALE3IA LM OM 31 85= BF ZENM MQITE OfiZ 2|7
O ZT2ZEZZ MEEZXE BES:s AYUL

MQTT E2}0|HE

Connect(dZ): MQTT Z20| ALt G L Ct.Status(HEH): MQTT S2t0|HEQ| oiXf JES BEA[L

E=
—=
CLEEHBAE: MQTT MB{O| SAE 0|2 £k IP ZAE Q24314 A|Q Protocol(ZEEE):. AIRY ZRE
22 ML EE EE WSS YESLCE
18832 MQTT over TCP(TCPE E£3F MQTT)o| 7| &7 QlL|C}.
o 7|12z¢

. 88832 SSLE E£3t MQTTO| ol L| T}
- 802 W A2 E3 MQITO| J[= 2Lt
- 4432 3 AW HOZ E3 MQITO| 7|27 YLct
ALPN protocol(ALPN T2 E&): MQTT EZ27{ S5X7} X&8 ALPN ZZ2EZ 0|
SSLS £ MQIT 9l @ A3 =02 £31 MQTTO|
g7
=

o -
o O‘ZIE10|-

IE%):

1§

|-E|

I M &l L|Ct.Username(AFE X}
ME O HMABH7| 28] AFEE AFEX
Ct.Client ID(22I0|HE ID): Ezf0o| A
g I MHZ M&EL|CLClean session(Z2 M| M):
4 U AZF M Al AEf EEI} AKX ELICLHTTP p
Cf. HTTP ZEAIE ALESHA| ol HEE H|Y
7} 255H}0|E Q1 URLYL|Ct. HTTPS EEA|IE At = & YELCtKeep alive
interval(Ztd |X|). S20|HAET} 71 TCP/IP Al 7t 2 8 20| MHE O o4& ALBE = gle
MBS 2R = ASLICETimeout(A|ZE X)) AZAO| A=2E|= A|ZH ZHA(X)QJLICE 7|22k 60%EX|
g5 MFAL MQTT S2io|HE Bo| A MAIX| S LWT HA[X[Q] F=Xof CHEt 7| =22t MQTT 2
EHO| AA| =M AP E|L|CHReconnect automatically(XfS2 2 IHZA): A4 oix & S20|AET}
5o 2 CHA| AZAG|OF St=X| R E X|HEL|CLHAIX] HAA )
£ X|HgL|Ct.Send message(HA|X] &) HAIXE B2 AR MM 2 .Use default(Z| 23t At
8): AAol 7|2 UAIXIE Y5t EH DM A 2 Topic(FH): 7|2 OAIX|Q] =XHE 2T L| Lt Payload(H
O|2E): 7|2 OjAIX|el {8 & &HeL|LCtRetain(FX|): O] Topic(FH|)0|A Z2l0|HE HEFE FX|5}
ot L S0 i3t QoS AFZ S WAL CHOMX| 2 S A X[OFX]| 2 R ALWT)S
ArEstH S20|AEV HEA0| AAE I Xt SHu &4 A2 M3 = UASLLCHL Z20[HE
H ZOo| BOX|IH(H AS) EEAHIL Tt
sk Aol =Y

g2
fujn ol
IIgrLI|0
s
O
Mg rR -
S >
T
_|
o
5]
J
Rt
bt
i)
N
=)
N
N
Ul
(Ua]
o
=)
|m
ro
CJ
Pl
—
Nnrofl

Pt

B
I

a

2= QUEL|CHHTTPS proxy(HTTPS TEA|): X[CH ZO|
O, P I

17 g2 U = > 2l

o)

iy

N
ie)
nx

bl
i
=
>
Ral
]
i
e
Ral
2
4

L|Ct.Payload(H|O| 2 E): 7|2 OA|X|2]
EfE FAISH ™ HEiRLICE.QoS: 2l &

—

o
Q1@ 3t L|C}Retain( R X|
of tht QoS ABE H
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g QEmo] A
712 FH HEA AFE: MQTT client(MQTT 22}0|UE) ®O|M FX| F=H HFA0| FolE 7|& FH HF
AE ALE5te{ ™ MEISILICEFER 0| Z&: MQTT FHOM =13 2FHSt= FHE Zotsie{™ dEgrL]
ChEM did2amola =3 MQTT FX0| ONVIF FH| HUAALO|AS Zasta{H MEISHLCLUYH He =
g MQTT HO|ZE0 FX|ol A HDE =olsta{™ MEASHL| T + Add condition(Z F7}): =S
=715t ™ F 2L ChRetain(|X]): 0| MQTT HAIX|Z7t HR 2 MEE[=X gL T}
« None(818): 2= OIAIX|7} HIFX| SEjZ H&erL Tt
* Property(£4): &E| =& Jts AR 2H HatE HEj2 HALCH
« AlRF): HE| =8 Jts 8 4EE FHY = S HAIXIE 25 E2HE dEj2 2L
QoS: MQTT Z&of CHs ddt= 2ieS MEASL|CH
MQTT 75
+ Add subscription(t S F71): M MQTT LE& Z=7tt2{H 2 2lstL| Lt Subscription filter(71 5
E): #=5l2{= MQTT FHE H3IA|L2.Use device topic prefix(ZX| &5 HEFA AHE): 7= EH
£ MQTT F=H 0| YFALZ F=7tetL T} Subscription type(#5 |€):
. Stateless(MEi X 27H5): MQTT HAIXE ME| XX 27p5 HAIX2 waksia]® Meigi|ct
+ Stateful(MEl =X 7I5): MQTT HIAX|E o=z LS MEISIL|CE HO|2E+& &fEf
2 AEELUCH
QoS: MQTT T-=0f s st aee Metstict
MQTT 2|0
H| 1
MQTT 2|0 +=FAE F7t5t7| Ho| MQTT EZ270f AZSYUAIL.
+ Add overlay modifier(2 {20 £=TX} F7}): A 20| =™EXE FItste{H 225t Ct.Topic
filter(FH| EE). @200 EAISt= HO|E 7t ZetEl MQTT FXHE 7t L|Ct Data field(H|O|Ef HE):
O A|X| 7t JSON @AlO|2tn 73St B2 00 HAISIE = HA|X| HO|ZE9| 71§ X|FeLIC
Modifier(=dx}): 2H{0|E THE W A1 +=FHXAE ALEELCH
« #XMPZ A|%St= +=8A= FHOM 22 2= HO|HE HAIZLCH
. #XMDZ A|Z3ts 4HAH= Go|E Zeof XHE HO/E[S mASLICH
SIP
L

SIP(Session Initiation Protocol)= A X} 7| CHBIAl EAI MMO| AFRELICH MAMO| Q|9 HAS met
&k 2 QA L|C)
= T AMm-d

2 4% % FHLCLSIP gd3t s
S MEiSHL|Ct.Allow incoming calls(=4l & S{&): Ct2 SIP HX|QAM =
| SM8S MEfgL

+ Incoming call duration(& £l 7|Zb): A E3IE K&
CHETH 10:2).
 End calls after(0|2 & E8) 22 &2 £ Y=

« Calling timeout(Z A|Zt £13}): O} = SESIX| AS L2 &
|

2T A2

tE KooK o= AL Infinite call duration(£ X

H
[m

H
m

M= 1024 ~ 655350{0F $FL|CH.
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« SIP port(SIP ZE): SIP E4l0] AFBEE YEYS mEQL|H 0| BES E¢ Al Egjme o
SoiEX| YELICH 7|2 BE MBS 5060YL|C,. RS 4 CI2 mE Hos L
. TLS port(TLS ZE): 2w 3(sl SP 40| AZ5E YEYI REQYLCE 0] TEE S8t Al
s Egjme TSRS A 2ohE AIR30l YueteLth J2 mE Mak s061LCt
Qs A9 2 me wos el
« RTP APE,F EE SIP 20 A A BI® RTP O/C|0] AEZI0 CHS A= HERA ZEQL|CH 7|
2 AR EE MBLE 40009L|CH Y Welse S me #HSojM RIP E8iHe XTreL|Tt
NAT &1} 7|
TR 7F APAZLAN T S HEYD QR0 XS ARY 4 UTES 5124T NAT({ =YD
o ®3h £ 7|52 AR}
H| D
NAT £3t 7|58 AtR312{P Bt E{0f M X sfo} SLICh =8 B E7} UPnP'S X &IsfoF guict

2 NAT S3t Z2ES2 HEHOE ABSHAL UEND B Oiet T2 XYOE ASE 4 YsLich

« ICE: ICE(Interactive Connectivity Establishment) T2 EZS AIEsIH |0 ZX|
O|2O{X| == Jt% 28Xl A2E %7| 4/YFLICL STUN U TURNE
OlM 7} 8 8FQ AZE A2 £ Q= 7|3|7} SEAMEIL|C}.

« STUN: STUN(Session Traversal Utilities for NAT)2 H|Z0| NAT EE= it L0 Q=X 2olstn
03 A9 UjEE 28 IP F49 BE HSE M £ X sFE 22toldE-My HEYI
TSEIYULCH P =4 22 STUN A F42 geisti|c).
« TURN: TURN(TraversaI Using Relays around NAT)2 NAT Z}2FH &= gistd Ho A= HX|
7t TCP = UDPE E3| I:|-E SAENM S02= HOHE g &= AR 3iF= Z2
_-?'_OI|_||:}. TURN A‘|I:|-| FTA 9 2390 MHE QL C}
2C|e
« Audio codec priority(2LC|2 A 2M &=2|): SIP 20| Cfsl Kst= L) EEE 77l StLt 0]
Aol or|e Mg MHFLICL M 29 £MS WHstAE BojM ST
H| O
22 4+ O SAX 20| ZYE D2 MY 0| BE UK YD AX|G|0F LT
+ Audio direction(2C|2 3k {2 24 OHLHE MEHSHL|CT
F7t
« UDP-to-TCP switching(UDP2} TCP 7+ F3h): UDP(AI2X} HIO|E|13 T2 EZ)0|M TCP(H &
Mol ZREZ)2 & Z2EEZ YAFHOR Hetdts 253 5|85t MEHGL|CH TS
= O|f& 200HIO|E O|Lf E& 1300HIO|E X1t MTUEIDH & ©H9l) 880 e E2
CHHSIS WX[57| A LT
. Allow via rewrite(CIA] #7|2 E8|| 8|8) 2t2EC ZL IP =A [jAl 2H P TAZ &
LH2{® eS| ot
« Allow contact rewrite(Z12tX CIA| 27| 8| 8): 2tRES 22 IP A [HA 2ZEH IP TAE &
Li2f® eS| ot
* Register with server every(24 MHO| &) FXE 7| SIP Aol Chgt SIP MHO| SEL
SIS AFerct
« DTMF payload type(DTMF H|O|2ZE §¥): DIMFQ| 7|2 HO0|2ZE {F¥S HFETL T}
« Max retransmissions(Z|C} T L) MK 7t A|=E FX|SH7] Mo SIP AHO| AZZ AT}
L Xy 342 AN C}
« Seconds unt|I fallback(IFOH HIANX| &4 j’<) HZX SIP MHEZE ZOf X3t = &X|7t 7|2 SIP
MEO] CHA| 9IS A2 matxlo] AlZHE)e AHBLIC
A
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Z2E X SIP A7EO| SIP accounts(SIP #%d) of2iof LIEELC SEE AEe 89 440 A= &
oz NEE ¥ & YsUCH
AEol SIP MHO| §8X2z2 SELASL T
(] — =
AZol M7t ASHLE ASo HoistAL, AE AE SHO| FREIU[AL, SIP MHOAM AF
S XS 2 Q7| MEY 2 &L|C}
= RNZ T HA —=2 T Mg
peer to peer(Z|0] £ H0f, 7|2 HA) AF2 H52=2 WGE AZYYLL, StLt O]l CHE AYS T=
1 oid AdS 7l=gez 482 AGUELL 22 AIAE SIP AF S XIYSHA| &

2 VAPIX® API(OfZ 2| 0| ==z2fy QEHOo[A #a 2 oA 7|2 AHo| AR E LTt

+

. Active(ZAS): AHS A8 E Mefst o

EH
+ Make default(Z|2Z2 2 X|): O] AYE 7|= AZ2=z XFota{H MEgtLCh 7|2 Aol A
Of0f stH, 7|= AF2 oLttt = £ ASLICH
o
=

AN H
« Answer automatically(X}S2 2 SE): A E30 A2 2 SEIsia{H MEHSHL| T

» Prioritize IPv6 over IPv4(IPv4H L} IPv6E MSIEE MH) @ : IPv6 over IPv4 F=A0| 2
M 292 X|Ho}2 B MUBILCL Ol IPv4 9 IPv6 4 BEO|A 2OlE|s PP A FolLt

=x =

ool o500 oZe f FE82L|Ct. IPve =20 DfEE =M O]S0f CHsHA T IPv6o
M =9IE X8 = AUSLCH

¢ O|5: 40| Z2tE O|E2 LHTLLCHL O E S0 ¥t 0|F, 94 =& 9K = &Y
Ct. O|E0| S5E&|A& L CH

« User ID(AI2%} ID): ZX[0f & nast WM E= M3 HSE d=atL|ct

+ Peer-to-peer(Z|0] § 1|0]): 2EZ HEI0|A CtE SIP X E AT E5t= O ArH&E L CH

+ Registered(S&E): SIP MHE &l 22 HERA 2§29l SIP HXE Est= O AHEE LLCH

o« EOQ AR VtsE 42 38 TOQ 0|§2 LHLIC O OlE2 CHE AEE =28 &
M SIP FA90 YEZ FA|EL|LCH

o IjAQIE: SIP MHO| Cisf 2ASSt7| st SIP Aot HZAE AJYEE YT CH

« OIF ID: SIP MHO| CHsl QFS7| 93 AFEEl= 215 IDE YHTL|CH Q15 ID7} AFE X} D2}
2 42 o5 IDE Y=Y Wt gisL ot

o Caller-ID(2AMX} ID): Axis & X|O|M EU= E319| =AIXO|AH EAIL= O|EQL|C}

+ Registrar(SEXt): SEXQ| IP TAE YHTHL|CL.

« Transport mode(M& B E). AHZFOol SIP M& DEE MENSHL|CHUPD, TCP = TLS).

o TLS version(TLS HH)(X & @ E TLSOH: A2 TLS A S MEHSHL|CH B vl.2 9 v1.30| 7}

E AUes 7tE ot™st MM E MEHSEL|CE

Z ot™ LTt Automatic(XtE)2 A|AEIOM Kelgd = R

+ Media encryption(0|C|0{ 2S5} (FME ZE TLSEH: SIP 20A D|Cjof(Cje S FAhHo| Cfst
oz3 RS METLIC

« Certificate(only with transport mode TLS)(QBM(ME ZE T : M EH .

« Verify server certificate(only with transport mode TLS)(MH{ QZ A =ZQI(M& ZE TLSEH): AH
AASME =olste{™ MeigrL|Ct

« Secondary SIP server(2 X SIP A H): 7|2 SIP MH{O| S &
O]l 822 AMESt=F ot2{™ ZHLCh

« SIP secure(SIP H9t): SIPS(Secure Session Initiation Protocol)& AtE273}g
TS & ZEE A8t EfL s 2z steLch

- ZEN

o M3t %

o
°
o MEHSL|C} SIPSE

Proxy(Z£A): ZEAE F7t5l2{H S gL
- Prioritize(M =2 X|H): F ey
Xgste™ St
- Server address(AMH FA): SIP
- Username(AI2X} 0|E). Z o

F.
- SHEE: ohY S0 AF8Y =S MEYLICE s BRP YR S¢S SLHCH
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- DY Y HOIE: A Elol X mHY £E ML CL =YY HoEE TR
e xEo dg=2 4t
- H.264 profile(H.264 T 254}Ql): A E3|0| A T2 S MEISHL|CH
HAE Z
SIP account(SIP #|d): HAE HN3E 4 AHS MEHSL|CLSIP address(SIP F£4): SIP =AE Q&stn
Ve 2250 HAE FIE Z0ol AFO| &Est=X &elgLt

g

HE{3 AEZX|

Ignore(2A]): HERQZR AEE|XE FA|IS2{H ZL|CtAdd network storage(W|EQ3 AEE|X| F71): 53t
S MES + 9k YEUT 3RS Fokotew SLC
o Address(FA) TAE MHOIP A E= SAE 0|28 T CH ™ o 2 NAS(Network
Attached Storage)JLICt. 1™ IP FA(8H IP TA= HAE = 202 DHCP X Q)E At
EOEE S AEE G5t HL DNSE Ar835t= A 0|
XAl X &L Lt

» Network share(JES|3 Z8) ZTAE AMHO 33 X9 0|52 =HetLICH Z BXo&s e
st 207t o2 2 ofg] Axis HX|7F St HEYT SKE A2 = AUSLICH

« User(AtgX}): AMHO| 2300 Q3 A2, AHEX 0|52 YEetLict EF =OQ ME0 22
Olste{ M THONASA 0|2 YHSIMAR.

o HAQE: MO 2000 QP 22 IHAREE YHIMUAR

« SMB version(SMB E{F): NASO| ¥zt SMB AEZ|X| T2EZ M MEASILICE Auto(XHE)
2 MENSH EAS 2O A SMB = &HLI2 A2 A|ZStL|CF 3.02, 3.0, E= 2.1 ALS|
HAES X|QSHA| U= O|F NASO| GZSIHE 10 = 202 MEISIMA|Q. Axis ZHX|Q| SMB X|
flof cHslf o7/l REMS| LotE 4= UGSLICH

+ Add share without testing(H|AE gi0| 3§ F7I): ¢Z HAE 0| 2F
E3 SR/E F7tota{H MESLICH O &

AU W20 @LFT LM = JAELCE
HES3 AE2X]| HAH: HER/AT S0 Cist A2 O E S|, HQIY oA X MAHst2{™ =gt
O|&A stH HERZR =70 st 2 H7F0| MAELCHUnbind(HFQIEY 8iA[): HESI SFE HY

SiAstn AE2 #ofH ZETL O

Bind(HIQIG): HERQIZ ZFE HQIYstn AASIHEH 2L CLUnmount(OI2E 8iH]): HESI 3/E
O E siAste{® 2L Ct

Mount(OI2E): HEQZ S8 E Ot ESe{H Z&/sL|CHWrite protect(227] WX|): HEQI 5850 &
718 SHstn =3tE0| MAZK AEE sta2{® HLCh M7 BX] HE/T 3/ =0 = &Y
Cf.Retention time(EE A|Zh): =3} 22 7|7t Q& =39 & ot £ OO|H A&t HAHE A4 FE
£ MESL|CH HEXT AEX|7F 7t5 X MEISE 7|1740] X|Lp7| MO O] =37t ALK ELICH =

n

7 7| |
- Test connection(#Z HAE) L EI 370 Uizt AZ2 HAEBLICE
« Format(Zol): 0|2 S50 ZE O =
CIFS= Arg 7hs5%h Ot Al t.
Use tool(E7 ALR). 22/5[0f Meteh T 12 EMsietLct.

ONVIF

ONVIF #A|H™

ONVIF(Open Network Video Interface Forum)e= %|& ALK E&At, AMEE Sl H XA HEQA HICL
a2 8% /tsdE g &8E + U diF= =29 QHHOo|A BFEYLICL. ONVIFE &3 M2 CHE
O ME ¢42 d228d, fod &, HE 2 % A|I2HQ O 8™HE =2 = UFLIC

o
4 gotH ONVIF S410| o2 Yot L(Ly. FX|eto| 2
t
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QIE{ H O] 2
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Add accounts(A|%d F=71): Al ONVIF A™H2 F7tst2{H oL CHAccount(A|): 133 AH 0|&
oj 3

=
S YLICENew password(Mf {AQE): YO WYAQJES LABLICE PAEE 1~64X HO0[0
gL A =i #EE, €5 7|2 5 QM 7k ASCI EAHZ E 32~126)FF THAQEO| A8 =
& L|Ct.Repeat password(IjAQE HIE). Z2SH NAQCEE EM| ol 2514l A| 2.Role(eh):
« Administrator(Z2|X}): 2= M0 TS| MM ASLICH &

B2 Rte 02 AEEe 271 o]
£ o HAY $ A& )
- Operator(S®X): C}22 AQls 2E MHO| AN2Y + UL
- ZE System(A|A®) M7
TSt
e . o
- Media account(D|C|0f #|H): H[C|Q AE0|TH AHAS & ASLICH
[ ]
A
=

[ ]
*  H¥0 % omos 50| ZeE L ChUpdate account(HH YUOIOIE): AE 45 HEULY
Ct.Delete account(H|%d AH|): #EES AMELCEH root AE2 AME &= A&5ULCH

ONVIF D0jCjo| =2 m}¢

ONVIF OjCjof Z2nele njcjo] AE NS HFsts O A8 & Ut T4 FYBOo= 0|20y Y&LCt
RpABtO] 4 MER A SEROUS MMSALL BE HHE 9o AN THE Z20US AI8Y & gL

+ Add media profile(D|C|0f T2t F7}): Al ONVIF O|C|0f Z2EMAZ FItste{H 22 gL
Ct.Profile name(Z2n}Y 0|E): O|C|0] Z2m2o| 0|2 S F7}IL|ClVideo source(H|C|2 AA): T
dof %= HCR AAE MEIGHL| T}
+ Select configuration(’d MEH): S E0|M ALEAL X|H FH S MEHSILICH EECHR 52| +4
C

S siE| & 27| 49 9 TR MES EaS YO LIS 0| efT
Video encoder(H|C|2 AZE) 240 o= HCjo OIRE SHAZ ML
+ Select configuration(74] Mei): S=o|A A8x XY PHS Mestn oag MY ZHTL
Cf. CECHe 220 BYL HC)Q AR THO| NHUX/0S =2 FLE A-A 0~15
£ MeEjelo] RpAIDo| HHS MBIy, S onY Aol el AX HolE MFS A8

St 7|2 AMEXAL & StLhE A
H| 2

ore A4 U Qe AAY Y2 MHsts SMS YoHE BN 2ClS BHGUAL.

Audio source(2LC|2 AA) @ o e 2re 2

A
= 4 =1
+ Select configuration(t4d MEH N8 A+dS ME
1 b !

td Cje 473

OF
il

=
Ch. EEO2 =529 #4842 ¥ 2 A0 sHESLICE. FX[of StLio| 2L YOl U=
B userOYL|Ct FX[0 03] 7o 2L YO A= R FFO =7t AEX7 HAIFLICH
Audio encoder(2C|2 AIL]) Y0 RE 2L 3 AAMS MEtSHLC
* Select configuration(td MEH): 20N AEXF X|F FES MEsID 20| 3G d¥5 =
el ok EELR 552 742 UL AdIH Fdo AER/0lg LS &Lt
Audio decoder(2C|2 C|ZH) @ Mo ShE QO CRY "AS MEeistL .
* Select configuration(t/d MEY): 20N ALl X|F Fd2 MHstn dF 2 =FLUL. EE
Ch2 559 742 202 742 HEX/0|§ g L
Audio output(2C|2 ) 7o S 2R EY dMS MESL L
+ Select configuration(t’d M=) S =0|M ALEX X|F FES MEista H¥E =FYLICL EF
Ch2 529 Fd2 2L 749 MEX/0§ da3 gLt
Metadata(M| EFC| O] E): T°J0f Zotel MEILO|EHE MEASEL|Ct
* Select configuration(7+’d MEY): S E0|M MEX X F Fd= ST HEHOE 282 =8
gLICh EECR 552 742 202 HEHOIH Fd2o MEX/0lg &S LIt
PTZ D Fdof Sh= PTZ 2F S dEigtL|C)
* Select configuration(7’d M) SEOM MEX X|F FdS MESD PTZ 42 =L
EEUR 559 742 PTZE X &dtes FX|Q HIL MEof s{E LIt
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« View the device server report(Zx| MH HIA H7|): EH HO|AM HE MEHO| Cfst HEE
UL A 2= ANHE522 ME EAM0| ZatE L
« Download the device server report(ZX| MH E_l_kl CI2ELC):
AP OfL|2} UTF-8 wAlo| T Mt 2N slXe otolo] Zetgl zip Toio] AL X
MHI*OH =olg I o Mu HAM zip ﬂf%%
 Download the crash report(% HIOAM CIREE):
BE OREEYLLL 55 E1M0= XMTH C =2
SLCH o BaMols HESS XN e P YEIt U2 & YUCh BN
dote O 2 & 8k 488 = JAFULL
23
+ View the system log(A|AH 21 H7|): FX A2, A0 9 S5 AKXt 22 A|AH O
HIEO CHS HEE HA|SHHEH ST

L|Cf.
=i
« View the access log(¥MA 23 H7|): ZZE= ZI9 I|AJYEE A% 22 & AHIfsH &X|
WMHA ANE 2F HAISHZEH SEoLCt
HELa F=H
S8 At
HERZ & mMtol= ASM E= AER 22 st §E7F ZEE = JFLCH

HESA =X DjUL HET
H AlZh): xx—i 7|ZHE EL 2)S MEistn

_l__L

ot
ofn
ﬂ.||0
N
i
of
)

=HE 3 Z85t= O =82 & & ASLCL Trace time(F
wnload(CI2ZE)E &l

2H A28 23

Sysloge HA|X] 222

—’-.f— 2 LI Cf. Sys|0901|A1E HAIXE Hg3ts 2ZEQ0f, HAIXE MEst= AlLAH
' 2 S x

[m
Hu—io

9| =,

HAXIE 220 H —Er”%*ﬁré A2ZEQOE 22l = (AESLICH Z HAXEEZ O HAIXE d48ts 2ZEY
o SEE LIEtHE AlE ZET BAIED MZE &0 29 E L C

Server(MH): M MHE F7I5t2{H S L|ILLSAE: MHQ ZAE O = P FAE UHBL
Ct.Format(Z8l): At2% syslog HA|X| ZOIE MEishL|C}.

o Axis

« RFC 3164

« RFC 5424
Protocol(Z2EEZ). AIRY ZZEZ MEH:

« UDP(7|2 M43 ZE: 514)

. TCP(7|2 MX ZE: 601)

o TLS(Z7|2 M7 ZE: 6514)
EE: C}2 ZEE ME%H ZE HSE HEBIL|CLSeverity(MZtE): E2|AHE If MET HAIXIE MEY
HL|CECA certificate set(CA QI Z A M) sl ™2 =QIStALL ABME FItEL|C
ut g
A A2 Axis FX| 7 ZEO| Y D5 AHEXE s S UL O] HO|X|oA CHEES| o 7|
H+E MYt HAE £ A& UL
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Restart(RHA|Z}): HA|E THA|ZRLICE O] i A7HO| Fe
S22 MA|ZEL|CLRestore(F7): =22 4HS 3% &
HS CHAl St AP HX|EX] 2 2E WS CHAl 4
8 A

=8 = M3¥Es et 282 o3 ZsU

. HE Z2EZ(DHCP £& 1H)
« IH P FA

. 72 22

. MEY OrA3

e 8021X MM

. 03C M

« DNS MH IP =&

Factory default(3% B3 Al 7I2%) 25 438 3% ot Al J|RYOR HS2YAe. 13
of Hi2% & QUES P F4E HLFof SLck

H|
BE Ads X AT EQIO = CIXE ML & a
A BB Ads FXo| MUKl A4 ApojH| Hot 2ES T &Y 4 UL
axis.comOj| Xl B8 A "Axis Edge Vault"E& HZTSIAMA|L.

AXIS OS upgrade(AXIS OS Y1 O|E): Aj AXIS OS HFE S
s HI #8 8 25 M22 7|50 ZHELICE g &4

3 | 1S

« Autorollback(XIS EH): AFE A|7F L{o] S 120|=3l1 1 O0|EE SIS} AIAIQ.
orom AX|7} O|F AXIS OS H{EM O 2 E|S0}ZrL|C}.

AXIS OS rollback(AXIS OS ZHH): o|M0j| AX|= AXIS OS H{H o2 £|=2L|ct,

&
Ct. x4 Z2|=E CIRELESEH axvis.com/support2 0|52 L Ct.
gagolEg mf Cha M 7tX] SH8 oM MEIE = UAESL(Ch
« Standard upgrade(EZ €Y 0|E): A AXIS OS HM o= gy o|=gtL|LCt.
+ Factory default(3%F &6} Al 7|22h): FY0|=Estn RE HHS ST =t Al 7|24
2HAQ 0 2N MR I20|E Zof O|F AXIS OS HHO=Z 553 & gy

=0 X
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SIP(Session Initiation Protocol)

SIP(Session Initiation Protocol)= Vol
A&XH OO|HE 7HO| 22 A
A Axis HX 2 ABE = JUSFLICH

#a
B
HU
_C'J_I-
rir
)
_>'-_
o
il
-
n
L=l

RTP(Real-Time Transport Protocol) S2| M& TZEZ S A2t AKX C|Lt HIC|7F SIP AFE X} 0f O]
HE ztof wetE Lot

oo & oo €8S A8 2Z HERR0A £ PBXE ALE5I0l HER/R 20| 22 +dY 5+ ASLICH

Peer-to-peer SIP(L|0{ & 1m0 SIP)

7Y 71280 ROl SIP §42 = 0|42 SIP AFEXA OO|ME Zto| AF O|F0{FL|Ct. O] 842
peer-to-peer SIP(I|0{ & I 0f SIP O 0| M E 9|

)2t ettt 28 HEQIOA Of SL0| O|RHX|H ALER}
=

SIP =40 Qo™ EL|CE O AL YHIXQI SIP A= sip:<local-ip>¢L|LCH

ofl:

oX

Xy

([

SIP

sip:192.168.1.101 sip:192.168.1.100

of & mo SIP 285 ALE3te S8 HEAINM 2O YXE ==st=5 SIP XY He7[§ 28
L

ZZ IP Y EYA QE0A SIP 2S 4=34& [ PBX(Private Branch Exchange)7ro|§%* B

(=]
SL|CE PBXOl o T4 @4 = SIP ZEA| = SEXI2tDE St= SIP AHYLICH PBXE 7|E
CHN3 XESIH Z2210|EQ S| AEIE BEASID 2 M4, SM 0 Y, 2|C/AM E2 &2}
[==} /| o = =

s sagy £ g5Uc YEHI 20 P

EE 8o 0| 2t EE Lt

2} SIP ALEX} OO|HE= PBXE SEot & SHIE WM Bz HIE 20l THE ALEX Oo|HE0 AEL
2= QEL|CH 0] A YHIAOQl SIP A= sip:<user>@<domain> L& sip:<user>@<registrar-ip>¢ L
ChSIP AL Ip 740l 7j0[o, PBXE PBXO| S2&0] 9t o Aol AMAT 4 A HBLICH

o :
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PBX
sip.company.com
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