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ZZ: 250 AZET| ’Fioﬂ Si8Ee =Y 25 A0 HFE YHAULCH O[X| =& X =F 2
FoM 58 A0 =8 48 = UASLULCH
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« Enable SSH(SSH &/d3}): SSH MH|AE At2Sa{H ZL|C|
Account(A|Id): 133t A7 0|2 YU L|CtNew password(M] A E): A7
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o QEmol A

E2 AMZ ="S7| s HMEBol ths E2|AL= =HS UL =Z0= MEN Ax +HE
E 20| mAELC
H| 2
xof 256740 4H B2 WYT > s

| Add a rule(8 F71); E2 MAMSEIL|ICLO|E: 20| CfSH 0| ES AL CI.Wait between actions(2
M Of7] Z+4d). E 293t Atolof] SatsloF St XA A|ZHhhimmss)S A BLICE. E0| O|E S0 Fofet
SE X70) ofd) ZABE AL, AST UB S0t A2 XY ML 52 HEHO2 BYHSL A
= O5t7| 2 FE&¢LICt.Condition(ZH): ZZ0|M =S MEHGIL|CE X7t Y S sAsiHH =
40| EXE|0j0F 2FLCH oy 0| HolE A WS Eg[AHSHH BE MO0 SFE0{0F gL
Ct. EH ZAO st MEE= O/HE F& A/Z8f7/E & X84 Al 2.Use this condition as a trigger(0|
ZHUS EC(HE A8): O X HWf ZHO| AZ E2|HED ZSSIEE Ste{H MEHBIL|CE Ol E0|
2ot X MR XA MEHO| 2AGIO| CHE RE 0| 5FE= oF & HEfE FX[siCHE 9
ojgiLich of §M2 MESIX| RoB BE x0| 5T WOiCt S0 B AE|7 ELiCHnvert this
condition(0] =7 HtH): MEHSH Z{0} HICjE|= ZAS ASIH MEISIAAIL Add a condition(ZZ
F7h: Tt 2AE FO5t2H ZEIGHM| Q. Action(HH): S E0|M LS MESID A= YEE dHY L
Ch O/HIE FX A/FG M S AHof T3 FEE YOLEYAL.

MEo= ch2d 22 ME 748 8 & €871 A2 = UAS L ChFront-facing LED Activation:

LiveStream(F ™ LED XtE: LiveStream): OO|3 7t XN Q11 2i0|E AEEI0| £AEH QC|Q FX|O MH
LED7} Ao 2 Ht# L|CtFront-facing LED Activation: Recording(F™ LED XtS: =3}): 0t0|3 7} 7{X Q|
1 =30| X FO0|H 2L EX|o MH LED7t Mo Z HiAL|Ct.Front-facing LED Activation: SIP(HH
LED ZHE: SIP) : OFO[A 7} HA U1 SIP £3}7F SASIE|H QC|Q AK|o| M LEDJ} Ao HbR L|C}.
QrQ XA SIPE Zd3tslof O] OJHIEE E2|HE o= QUEL|ICt.Pre-announcement tone: Play tone

on incoming call(2tLf H& M MSZ: M3t 4 A M Z 7f’d). 20| FX|0f SIP =£0| O|F0{X|H
X7t 02 FolE re SEE MUSLCH 2O ZX|of Cisl SIPE Zdztsof gLt 2L FX|of
M @re 20| MfMEl= St SIP X7 HAZE 24 ST X7l (522 310 SHOIA #HE
E SIP A™HE Fdolof 2fL|Ct Pre-announcement tone: Answer call after incoming call-tone(QtLf 2H&
HMSE: M Hs Mg = M 8H): 202 20| ELH 4l SIP 50| YL L 2L T
X|of Cisf SIPE =-ds}slof e L|CtLoud ringer(A|12{2 HWAZ|): 2C|2 FX[0] SIP 2=0| H4d5IH E0|
2hdete(of = S0 02 FolE 2L SEO0| Ml Lo 2O ¥X|of sy SIPE dstsior gL Ct.
41 FK

FIP & SFTPS ALSSLES HAIS MHT Z2 I 0|30 2718 18 AIBA #s2 BFsILL A
PHHR DHYAIQ. Bt M otB O[MES sfitol Ojnjx|a MEE 4 YLt

=20 = 780 tist S A oM MEFO FEE RE SUATE BAIE L
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_|_

oL Lk Type(®

.« FTP

« HTTP

Add a recipient(-’,‘-l.k_lx} £
A

4

220N Me:

SAE: MHOIP FAL SAE 0|2 YL
X H 7} System > Network > IPv4 and
AEE A=K =2RISHU A 2.

EE: FTP AU{7} A8ols ZE WSS QestLch 7232 219t
Folder(BC{): I}AS X2 C|YE0/0| =2 YA CIZEa|t FTP AHof O]
O EXSHA| o, S P=Es I @F HA|X|7F BEAE L CH

Username(A}RI} 0|E) 2018l H AIE2XF 0|28 QUESIAUAL

IALE: EO0%I8{H INAQEE LESIMAIL

Use temporary file name(Q A| _H’E O|E Al2): X502 MME UA| It O|ECZ I
U2 YEESIHH MEHSLICE YEEE AESIH DY 0|F0| {ste O|EC = HHELIC
O*EEW SHhE 22 &=4E lLPOE'OI SiELCh OgLy oj™g| AA TIPS 22 = USL
Ct. O|&E7 ™ R3t= 0|52 77 BEE mao| SHEX & = USL|CH

Use passive FTP(=& FTP Al8): THHQ 20 ME2 Ered| CHA FTP M0
ol AAdg E= 5 FTLCH X7 o4& Mo Chst FTP Ao % GOjojE HZA
2 BF HIFHOE AFTLICE Ol Yutdoz FX|Qt CHA FTP AME AtO[Of
20| A= 420 EaghLoh

URL: HTTP AE{ O CHot L|ERIS "*9-} 2¥s Nl 23 EEE YHYLCL o SH

http://192.168.254.10/cgi-bin/notify.cgi 2} L| Ct.

Username(A-&X} 0| &) 201512 H AL O|ES YHIIYAIL.
HAQE: 20151 H IAQEESE YHSMA L.

Proxy(Z & A]). HTTP MHO| AASY| 3 ZEA HHE S0t st=
HEE 74_' YL

URL: HTTPS AMH{0f Lot HERI T2t RS XMalgd A3HES YHYLLL & =

M https://192.168.254.10/cgi-bin/notify.cgi & L| C}.

Validate server certificate(A{H] Q=AM =0l). 0| MXIE MEHSIO HTTPS
& OIZMZ MENSHL|C].

Username(A}B-x} O|E) ZQIslz{H AIRX 0|28 YEHEAMAIR.
mASE 2Ioleie(d Ao E BlEoHAlL.

Proxy(ZHA|): HTTPS AMH{O| AZSH7| 23] ZEA MHE S0 ot=
@E% 911 OIE1oI-|_|[:|-

+ HESH3 2EZX|

g & ASLICL o2 MKV(Matroska) oh @ gAjo 2 X g LICf

t
SAE: HEQI AEZX|Q IP FAL SAE O[F5 YHY L
Share(38): TAEQM 38 0|28 YHTL|LCT
Folder(ELC): O x-|7<+oF CIAEZ|o ZEE QaABAAR.

o H 7
Username(Al2X} O|£): 21015124 T AFRX} 0|22 QEBIAIA|Q
HASE: 20I5l2{0 IjASC S QEslAlA|Q

SAE: NHO| P FALL SAE 0|52 YABLILL SAE 088 YYs

e B, DNS

A H 7} System > Network > IPv4 and IPv6(A| A8 > Y EL|3 > IPv4d U IPv6) OfzfOf

R0 UK HoIBIAAQ.
EE: SFTP M7} ALBSlE BE #SE agnt 7|2zt 229 Lt

Folder(EC{): TS MY CIHELZQ F2E UHSMAR. CIHEZ|T} SFTP A0 Of

of ENSK oSl AL Y=E Ul OF WAXIF EAEC
Username(AL8X} 0| 8). =10I6t2{8l AL8%t 0|52 YAl

WASIE: 2I0I3elti HAYCSE gAML

SSH SAE 37 7| SY(MDS): €2 SAE 27| 7|32xte| 1674 2x12)o| X2S o
E4oFL|Ef SFTP 22}0|2 E= RSA, DSA, ECDSA 5! ED25519 S AE 7| Q30| SSH-2E& At

2512 SFTP MHZ x| L|Tt. & A| RSAZ} MBS | Weo[n] ECDSA, ED25519 %

DSAZl 1§12 MELCE SFTP ME{0|M AI83IS 2HZ MD5 SAE 7|2
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|Ct. Axis ZX|= MD5 3 SHA-256 S{A| 7|& 25 XX 2t MD5S=ECH Z s &
28l SHA-2565 ALE3tE A0l L L Axis §X|2 SFTP MM E 85t &
CHSE REMISH LIE2 AXS OS ZES EHISHUAR.
SAE 3 7| fFA(SHA256): A4 S AE ZI| 7[(43Xt2| Base64 AR T FEXZ)o
2 oL Ct SFTP 22t0|AE = RSA, DSA, ECDSA Gl ED25519 TAE 7| RH9|
At&3t= SFTP MHE X[ AgLICh ga Al RSAZF Mo g|= FEHO0|0 ECDSA,
DSAZ 1 ¥ & WM-ELICt. SFTP MHOIM AtESH= ZHIE MD5 S AE 7|5
L|Ct. Axis HX|= MD5 Sl SHA-256 8j{A| 7|E 2% X|5IX|QF MDSELCH Z&
Fol SHA-2565 ALE35t= 20| UL Axis X2 SFTP MHE Fd5t= &
AHMSt &2 AXIS OS ZES HIUSHUAIL.
orary file name(YA| I O|E AlR): Xtzo02 MMHE Al Ot O|ECZ I
St MEfSL|CE Y=EZS 2LESLE It 0|0 C
C | 9 o)

405 A2 AIEr2L
2, ¥ S THI I 210
ol N
2

0 SIEr%dre G A Ik
] 1
- [e]3
m ==
3 L
H IotHE

oen
L1 Humjo
i

« SIP or VMS(SIP IE&= VM :
SIP: SIP M3l2 ZHa{™ MEisHL|C},

- From SIP account(ZAIX} SIP A &™) S =20 A MEdSHL|C}
- To SIP address(x=MZX} SIP FA): SIP TAE Q&THLC}
|u_1|°l Test(HAE): 83t 40| &&5t=X HAESZH S L|CH
L] 0 E

- Send email to(O|HY M& CH4): Oo|HAZS M3 oMY FAE YHSLICH FAE
o 7 Yt HEE oY FAE FR2SHAL.

- Send email from(O|H|Y L) Hifj= MHQ| O|HY FAE LHGHL|CH

- Username(Al8X} 0| 8): 02 MH Q| ALEX O|E2 YHTLICEL o0 Y MHOAM 2SS
Q7K = 4% 0] ZEE H|Y sLCL

- DAQE: HY MHO| IHALEE YHTLICE O|HY MBOIAN ASES 2FSHA| %

- Email server (SMTP)(O| 0| & klI:H SMTP)): 0| & =0 smtp.gmail.com, smtp.mail.yahoo.com
L|c}

o
0O = = .
- EE: 0-65535 ®9lo| 22 A5}l SMTP AlBo] ZE MBS YHFULCL IR
2 587¢L|LCt
- Encryption(d33}): 2SS ARSIE{H, SSL &= TLSE MEHSIAMA| 2.
X

Ko IDE =oldt
EE MEigLCL O 21EME CAQIE Z7|E)olM XA MESEAHLE Laa 5= JAEL O}
- POP authentication(POP Q1Z): POP AMH O|E & U H HMAI2(0: pop.gmail.com).
H| D
UL Ol Y SSXE= OfSE oo Yt 0o FAS HWEHE FASIHAM ALEXLZL 70 2
HE OIY2 YL E= A2 MsH7| sl 22 RHE AHERLCH oMY M3 YA £
o HMZ =0I5t0] Ol Y AHHO| EI[AHLE o4 o|HYeE sX= 20| YEE StAL

« TCP
- ZBAE: MHOIP FALL TAE 0|E2 YHTLLCH SAE 0|ES YHst= AL, DNS
A H 7t System > Network > IPv4 and IPv6(A|ARl > HEQA > IPv4 3 IPv6) Of2[of
XEEO A=K 2OI5HU A 2.
- Port(ZE): MH HAN A0 AEE

ZE HoE YHeLC

rir

Test(H{2E) HF S HAESIHE S2LCL
recipient(F=41Xt H7|): ZE AKX A
ALE AT S2SIAR. A I

g0 %= H7ols ChE0| Z3E L ChView
g 1o L|Ch.Copy recipient(s=AKF S A): 4
FARE HEE = AL L ChDelete recipient(= 41X} At
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+5 E27{2 A8I0 B2 £502 E2E & USLILL O 50 5 E2AE MB 4A L 7Y
Ste St diMg ABE 4 Sl

MQTT

MQTT(Message Queuing Telemetry Transport)& AtE QIEHUl(IoT)E et EE AN Z2EZLLCH Che
Stel IoT ESHE ol ALYl 22 AL ZZk(small code footprint)dt XA HEQA HYZ0ZF 1A
HXE AZAGH7| sl CrYst MAOM AFEELICEH Axis X AZEQI0{o] MQTT Z2t0|¢EE Sdff X
O M MME HOE X O|HEE & 2| ATEQIO(VMS)Zt Ot A|ARI0 7HESHA Sts = AUSLICH
7|7| € MQTT Z2t0|HERZ HFetL|Cl. MQTT 42 SE0|HEQ BEE2HEls & AHE[E 7|2 oL
Cf. S20|HEE= HAIXIE B 23 5= UFZLICE BE27H= S20|HE 7t HAIX] 2t E S HEd

L|CFAXIS OS Portalo| M MQTTO| CH3H XFA|S| LOp=E 2 Q& L|Ch

ALPN

ALPN2 Zz2to|E Sl MH 7t ¢Z o o U
St TLS/SSL = QLI O|= HTTP2t Z0| CHE Z2EZ0 MEEE 52 ZES Sof MQIT E
e S 2deists o ALSELICE F0 w2t MQIT 4 8oz e ZEJ glg =& ASL
Ch. J2ist B0 SZM2 ALPNS ALE3IA LM OM 31 85= BF ZENM MQITE OfiZ 2|7
O ZT2ZEZZ MEEZXE BES:s AYUL

MQTT E2}0|HE

Connect(dZ): MQTT Z20| ALt G L Ct.Status(HEH): MQTT S2t0|HEQ| oiXf JES BEA[L

E=
—=
CLEEHBAE: MQTT MB{O| SAE 0|2 £k IP ZAE Q24314 A|Q Protocol(ZEEE):. AIRY ZRE
22 ML EE EE WSS YESLCE
18832 MQTT over TCP(TCPE E£3F MQTT)o| 7| &7 QlL|C}.
o 7|12z¢

. 88832 SSLE E£3t MQTTO| ol L| T}
- 802 W A2 E3 MQITO| J[= 2Lt
- 4432 3 AW HOZ E3 MQITO| 7|27 YLct
ALPN protocol(ALPN T2 E&): MQTT EZ27{ S5X7} X&8 ALPN ZZ2EZ 0|
SSLS £ MQIT 9l @ A3 =02 £31 MQTTO|
g7
=

o -
o O‘ZIE10|-

IE%):

1§

|-E|

I M &l L|Ct.Username(AFE X}
ME O HMABH7| 28] AFEE AFEX
Ct.Client ID(22I0|HE ID): Ezf0o| A
g I MHZ M&EL|CLClean session(Z2 M| M):
4 U AZF M Al AEf EEI} AKX ELICLHTTP p
Cf. HTTP ZEAIE ALESHA| ol HEE H|Y
7} 255H}0|E Q1 URLYL|Ct. HTTPS EEA|IE At = & YELCtKeep alive
interval(Ztd |X|). S20|HAET} 71 TCP/IP Al 7t 2 8 20| MHE O o4& ALBE = gle
MBS 2R = ASLICETimeout(A|ZE X)) AZAO| A=2E|= A|ZH ZHA(X)QJLICE 7|22k 60%EX|
g5 MFAL MQTT S2io|HE Bo| A MAIX| S LWT HA[X[Q] F=Xof CHEt 7| =22t MQTT 2
EHO| AA| =M AP E|L|CHReconnect automatically(XfS2 2 IHZA): A4 oix & S20|AET}
5o 2 CHA| AZAG|OF St=X| R E X|HEL|CLHAIX] HAA )
£ X|HgL|Ct.Send message(HA|X] &) HAIXE B2 AR MM 2 .Use default(Z| 23t At
8): AAol 7|2 UAIXIE Y5t EH DM A 2 Topic(FH): 7|2 OAIX|Q] =XHE 2T L| Lt Payload(H
O|2E): 7|2 OjAIX|el {8 & &HeL|LCtRetain(FX|): O] Topic(FH|)0|A Z2l0|HE HEFE FX|5}
ot L S0 i3t QoS AFZ S WAL CHOMX| 2 S A X[OFX]| 2 R ALWT)S
ArEstH S20|AEV HEA0| AAE I Xt SHu &4 A2 M3 = UASLLCHL Z20[HE
H ZOo| BOX|IH(H AS) EEAHIL Tt
sk Aol =Y

g2
fujn ol
IIgrLI|0
s
O
Mg rR -
S >
T
_|
o
5]
J
Rt
bt
i)
N
=)
N
N
Ul
(Ua]
o
=)
|m
ro
CJ
Pl
—
Nnrofl

Pt

B
I

a

2= QUEL|CHHTTPS proxy(HTTPS TEA|): X[CH ZO|
O, P I

17 g2 U = > 2l

o)

iy

N
ie)
nx

bl
i
=
>
Ral
]
i
e
Ral
2
4

L|Ct.Payload(H|O| 2 E): 7|2 OA|X|2]
EfE FAISH ™ HEiRLICE.QoS: 2l &

—

o
Q1@ 3t L|C}Retain( R X|
of tht QoS ABE H
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o QEmol A

AHS Ap8sfelE MERSILCELER| O/& E3h MQTT ZA M T2 dgsie =1
chER| HIYATOIA E8h MQTT ZH0f ONVIF A HYAHOAE =

_|_

g MQTT Ho|ZE0f FX|o 2 HS S xotota{H HENSHL|CT dd condition(Z=
Fotote{E 28 gL ChRetain(FX]): O] MQTT HAIX|7} Bg2 MEE=X ZofgLH L

« None(28) Z&= HAIX|[7t HIRX JEfZ T :

* Property(£4): HEf =X Jts HAIXT &

« AlRE) HEf £H 7t 8l YEIE =HL
QoS: MQTT ZLof CHsl #ot= 2ES MEeL

ra
of>

_Oi
Ind
=l

el SE :
T Q8 HAXE 27 E2E JEH=Z 2L

nA

712 FH H5A ALE: MQTT client(MQTT S20|AE) "OIM TKX| =X FFAY FolE 7|2 =X HF
L

rx
1
>
P
[l
mo

MQTT 75

—I_ Add subscription(t S F71): M MQTT LE& Z=7tt2{H 2 2lstL| Lt Subscription filter(71 5
E). 7 E35t2{= MQTT FHE 5 A A 2.Use device topic prefix G2 ™EA AIR): 15 ZiH
2 MQTT ZH 0| HEALZ 37}3 L]t Subscription type(715 S8):
+ Stateless(¥El X Z715): MQTT HAX|E HEf =X E7ts HAX| 2 Hetsl
+ Stateful(MEl =X 7I5): MQTT HIAXE o=z BHLSt{H MENSIL|CE T O]
2 AEELUCH
QoS: MQTT =50 Cis{ J5t= 2fHES MEdStL|Ct

ol
>
ot
ln
o)
n

MQTT 2H{zo|

H|
MQTT @H2|0] =FXE F75t7| Ho| MQTT EEH0| AZASHUA L.

—I_ Add overlay modifier(2 {20 £=TX} F7}): A 20| =™EXE FItste{H 225t Ct.Topic

mAIX| 7} JSON & Alojatn JPdsn ouejolo] mA[Siei= HAIX HolzEo| 7|2 x| HEL|C
Modifier(+ & x}). @H{20|S BHE 0 ZIp +MXE AR LCH

. #XMPE A|RISIE £HXE FHOIM $S mE GO|E[S EAIFLICE
. #XMDZ A|Zels &FAHs fo] of A= HolEs mAleL| ot

n
3]
[N

t
filter(FH| EE): @H2{ 0|0 BEAIStH = CIO|H 7} Z&E MQTT FHE F=7tgtL|Ct.Data field(H|0|E{f HE):
I

SIP
a3y

SIP(Session Initiation Protocol)’= AFRX} ZtO| CHBFAl EAI A MO| AFREIL|CE M MO| 0|9 HAS =
&k 2 QA L|C)
= T AMm-d

SIP M £90] 22510] SIPS CAEE HF Y THULICISIP FYBk SP SHE ANSD 2N
% I== &}2fB 0| S42 HYBtLICHAllow incoming calls(:41 & Si8): IE SIP FH oM &
oot 22 ogstei® o SME M¥LIC

= HNa|

=

+ Incoming call duration(& £l 7|Zb): A E3IE K&

+ Calling timeout(Z A7t Xx1}): O}2 = SHSIX| k2 842 &
|
CHED] 10:=).
7

+ End calls after(0|Z & £8): Z€ X8 = UL A0 A|ZHS AHSLICHAD 60L). E3}
2H2 HBHER| Yo AL Infinite call duration(2 M|t £33 A|ZHS MEASHL|CY
ZE
ZE H3sE= 1024 ~ 655350{0F &hL|Ct.
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« SIP port(SIP ZE): SIP E4l0] AFBEE YEYS mEQL|H 0| BES E¢ Al Egjme o
SoiEX| YELICH 7|2 BE MBS 5060YL|C,. RS 4 CI2 mE Hos L
. TLS port(TLS ZE): 2w 3(sl SP 40| AZ5E YEYI REQYLCE 0] TEE S8t Al
s Egjme TSRS A 2ohE AIR30l YueteLth J2 mE Mak s061LCt
Qs A9 2 me wos el
« RTP APE,F EE SIP 20 A A BI® RTP O/C|0] AEZI0 CHS A= HERA ZEQL|CH 7|
2 AR EE MBLE 40009L|CH Y Welse S me #HSojM RIP E8iHe XTreL|Tt
NAT &1} 7|
TR 7F APAZLAN T S HEYD QR0 XS ARY 4 UTES 5124T NAT({ =YD
o ®3h £ 7|52 AR}
H| D
NAT £3t 7|58 AtR312{P Bt E{0f M X sfo} SLICh =8 B E7} UPnP'S X &IsfoF guict

2 NAT S3t Z2ES2 HEHOE ABSHAL UEND B Oiet T2 XYOE ASE 4 YsLich

« ICE: ICE(Interactive Connectivity Establishment) T2 EZS AIEsIH |0 ZX|
O|2O{X| == Jt% 28Xl A2E %7| 4/YFLICL STUN U TURNE
OlM 7} 8 8FQ AZE A2 £ Q= 7|3|7} SEAMEIL|C}.

« STUN: STUN(Session Traversal Utilities for NAT)2 H|Z0| NAT EE= it L0 Q=X 2olstn
03 A9 UjEE 28 IP F49 BE HSE M £ X sFE 22toldE-My HEYI
TSEIYULCH P =4 22 STUN A F42 geisti|c).
« TURN: TURN(TraversaI Using Relays around NAT)2 NAT Z}2FH &= gistd Ho A= HX|
7t TCP = UDPE E3| I:|-E SAENM S02= HOHE g &= AR 3iF= Z2
_-?'_OI|_||:}. TURN A‘|I:|-| FTA 9 2390 MHE QL C}
2C|e
« Audio codec priority(2LC|2 A 2M &=2|): SIP 20| Cfsl Kst= L) EEE 77l StLt 0]
Aol or|e Mg MHFLICL M 29 £MS WHstAE BojM ST
H| O
22 4+ O SAX 20| ZYE D2 MY 0| BE UK YD AX|G|0F LT
+ Audio direction(2C|2 3k {2 24 OHLHE MEHSHL|CT
F7t
« UDP-to-TCP switching(UDP2} TCP 7+ F3h): UDP(AI2X} HIO|E|13 T2 EZ)0|M TCP(H &
Mol ZREZ)2 & Z2EEZ YAFHOR Hetdts 253 5|85t MEHGL|CH TS
= O|f& 200HIO|E O|Lf E& 1300HIO|E X1t MTUEIDH & ©H9l) 880 e E2
CHHSIS WX[57| A LT
. Allow via rewrite(CIA] #7|2 E8|| 8|8) 2t2EC ZL IP =A [jAl 2H P TAZ &
LH2{® eS| ot
« Allow contact rewrite(Z12tX CIA| 27| 8| 8): 2tRES 22 IP A [HA 2ZEH IP TAE &
Li2f® eS| ot
* Register with server every(24 MHO| &) FXE 7| SIP Aol Chgt SIP MHO| SEL
SIS AFerct
« DTMF payload type(DTMF H|O|2ZE §¥): DIMFQ| 7|2 HO0|2ZE {F¥S HFETL T}
« Max retransmissions(Z|C} T L) MK 7t A|=E FX|SH7] Mo SIP AHO| AZZ AT}
L Xy 342 AN C}
« Seconds unt|I fallback(IFOH HIANX| &4 j’<) HZX SIP MHEZE ZOf X3t = &X|7t 7|2 SIP
MEO] CHA| 9IS A2 matxlo] AlZHE)e AHBLIC
A
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ZE ©X SIP A 0| SIP accounts(SIP #%d) ot2fof LIEELICE SFE AE2l 89 M0 A= &
oz NEE ¥ & YsUCH
AEO| SIP MH O 48Xz SEEASLIL
® S =
Aol 2H7t ASLICE ASoH 2mStALL AT XA SOl HEEJAALE SIP MEHOM AFE
S XS 2 Q7| MEY 2 &L|C}
= RNZ T HA —=2 T Mg
peer to peer(Z|0f & ul0f, 7| AF) AT2 As2=2 Y& AZYYLCL oLt oo CHE AZS TS
LY AYS 7|2aez 40 32 O A™¥S MHT = ASLICL S5 AES SIP A-S X ZoHA| @
11 VAPIX® API(OfZ2|A 0|4 Z2a2id AHHO0|A) 25 8T B2 & 7|2 AZo| AHEE UL

« Active(24d3}): AES A5 MEigHL T}

- Make default(7] 22t0 2 X|H): 0] A 7|2 HHoz XHsl2{ B MestL|ct 7|2 #Ho|

O{0F 304, 7|2 AH2 StLTt & = US

- Answer automatically(XtE 22 SE): 24 30| AHE02 SES|2M MLt

» Prioritize IPv6 over IPv4(IPv4H L} IPv6E MSIEE MH) @ : IPv6 over IPv4 F=A0| 2
M 292 x|™st2{0 MENstUCt O]& IPv4 9l IPve 4 BE0|A Bholgls P2 A HO|Lt

=x =

ool o500 oZe f FE82L|Ct. IPve =20 DfEE =M O]S0f CHsHA T IPv6o
M =9IE X8 = AUSLCH

¢ O|5: 40| Z2tE O|E2 LHTLLCHL O E S0 ¥t 0|F, 94 =& 9K = &Y
Ct. O|E0| S5E&|A& L CH

« User ID(AI2%} ID): ZX[0f & nast WM E= M3 HSE d=atL|ct

+ Peer-to-peer(Z|0] § 1|0]): 2EZ HEI0|A CtE SIP X E AT E5t= O ArH&E L CH

+ Registered(S&E): SIP MHE &l 22 HERA 2§29l SIP HXE Est= O AHEE LLCH

o« EOQ AR VtsE 42 38 TOQ 0|§2 LHLIC O OlE2 CHE AEE =28 &
M SIP FA90 YEZ FA|EL|LCH

o IjAQIE: SIP MHO| Cisf 2ASSt7| st SIP Aot HZAE AJYEE YT CH

« OIF ID: SIP MHO| CHsl QFS7| 93 AFEEl= 215 IDE YHTL|CH Q15 ID7} AFE X} D2}
2 42 o5 IDE Y=Y Wt gisL ot

o Caller-ID(2AMX} ID): Axis & X|O|M EU= E319| =AIXO|AH EAIL= O|EQL|C}

+ Registrar(SEXt): SEXQ| IP TAE YHTHL|CL.

« Transport mode(M& B E). AHZFOol SIP M& DEE MENSHL|CHUPD, TCP = TLS).

o TLS version(TLS HH)(X & @ E TLSOH: A2 TLS A S MEHSHL|CH B vl.2 9 v1.30| 7}

E AUes 7tE ot™st MM E MEHSEL|CE

Z ot™ LTt Automatic(XtE)2 A|AEIOM Kelgd = R

+ Media encryption(0|C|0{ 2S5} (FME ZE TLSEH: SIP 20A D|Cjof(Cje S FAhHo| Cfst
oz3 RS METLIC

« Certificate(only with transport mode TLS)(QBM(ME ZE T : M EH .

« Verify server certificate(only with transport mode TLS)(MH{ QZ A =ZQI(M& ZE TLSEH): AH
AASME =olste{™ MeigrL|Ct

« Secondary SIP server(2 X SIP A H): 7|2 SIP MH{O| S &
O]l 822 AMESt=F ot2{™ ZHLCh

« SIP secure(SIP H9t): SIPS(Secure Session Initiation Protocol)& AtE273}g
TS & ZEE A8t EfL s 2z steLch

- ZEN

o M3t %

o
°
o MEHSL|C} SIPSE

. Proxy(ZEA):: ZEAS F7}5}

- Prioritize(M =2 X|H): F
X-gsteiH Sl

- Server address(AMH FA): SIP

- Username(AI2X} 0|E). Z o

F.
- SHEE: ohY S0 AF8Y =S MEYLICE s BRP YR S¢S SLHCH
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- DY Y HOIE: A Elol X mHY £E ML CL =YY HoEE TR
e xEo dg=2 4t
- H.264 profile(H.264 T 254}Ql): A E3|0| A T2 S MEISHL|CH
HAE Z
SIP account(SIP #|d): HAE HN3E 4 AHS MEHSL|CLSIP address(SIP F£4): SIP =AE Q&stn
Ve 2250 HAE FIE Z0ol AFO| &Est=X &elgLt

g

HE{3 AEZX|

Ignore(2A]): HERQZR AEE|XE FA|IS2{H ZL|CtAdd network storage(W|EQ3 AEE|X| F71): 53t
S MES + 9k YEUT 3RS Fokotew SLC
o Address(FA) TAE MHOIP A E= SAE 0|28 T CH ™ o 2 NAS(Network
Attached Storage)JLICt. 1™ IP FA(8H IP TA= HAE = 202 DHCP X Q)E At
EOEE S AEE G5t HL DNSE Ar835t= A 0|
XAl X &L Lt

» Network share(JES|3 Z8) ZTAE AMHO 33 X9 0|52 =HetLICH Z BXo&s e
st 207t o2 2 ofg] Axis HX|7F St HEYT SKE A2 = AUSLICH

« User(AtgX}): AMHO| 2300 Q3 A2, AHEX 0|52 YEetLict EF =OQ ME0 22
Olste{ M THONASA 0|2 YHSIMAR.

o HAQE: MO 2000 QP 22 IHAREE YHIMUAR

« SMB version(SMB E{F): NASO| ¥zt SMB AEZ|X| T2EZ M MEASILICE Auto(XHE)
2 MENSH EAS 2O A SMB = &HLI2 A2 A|ZStL|CF 3.02, 3.0, E= 2.1 ALS|
HAES X|QSHA| U= O|F NASO| GZSIHE 10 = 202 MEISIMA|Q. Axis ZHX|Q| SMB X|
flof cHslf o7/l REMS| LotE 4= UGSLICH

+ Add share without testing(H|AE gi0| 3§ F7I): ¢Z HAE 0| 2F
E3 SR/E F7tota{H MESLICH O &

AU W20 @LFT LM = JAELCE
HES3 AE2X]| HAH: HER/AT S0 Cist A2 O E S|, HQIY oA X MAHst2{™ =gt
O|&A stH HERZR =70 st 2 H7F0| MAELCHUnbind(HFQIEY 8iA[): HESI SFE HY

SiAstn AE2 #ofH ZETL O

Bind(HIQIG): HERQIZ ZFE HQIYstn AASIHEH 2L CLUnmount(OI2E 8iH]): HESI 3/E
O E siAste{® 2L Ct

Mount(OI2E): HEQZ S8 E Ot ESe{H Z&/sL|CHWrite protect(227] WX|): HEQI 5850 &
718 SHstn =3tE0| MAZK AEE sta2{® HLCh M7 BX] HE/T 3/ =0 = &Y
Cf.Retention time(EE A|Zh): =3} 22 7|7t Q& =39 & ot £ OO|H A&t HAHE A4 FE
£ MESL|CH HEXT AEX|7F 7t5 X MEISE 7|1740] X|Lp7| MO O] =37t ALK ELICH =

n

7 7| |
- Test connection(#Z HAE) L EI 370 Uizt AZ2 HAEBLICE
« Format(Zol): 0|2 S50 ZE O =
CIFS= Arg 7hs5%h Ot Al t.
Use tool(E7 ALR). 22/5[0f Meteh T 12 EMsietLct.

ONVIF

ONVIF #A|H™

ONVIF(Open Network Video Interface Forum)e= %|& ALK E&At, AMEE Sl H XA HEQA HICL
a2 8% /tsdE g &8E + U diF= =29 QHHOo|A BFEYLICL. ONVIFE &3 M2 CHE
O ME ¢42 d228d, fod &, HE 2 % A|I2HQ O 8™HE =2 = UFLIC

o
4 gotH ONVIF S410| o2 Yot L(Ly. FX|eto| 2
t
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o QEmol A

_|_

£ o HAY $ A& )
- Operator(S®X): C}22 AQls 2E MHO| AN2Y + UL
- ZE System(A|A®) M7
TSt
e . o
- Media account(D|C|0f #|H): H[C|Q AE0|TH AHAS & ASLICH
A
=

.

© ¥ %= owol= B30 ZtE LIChUpdate account(AI’d AUC|OIE): A £9S
Ct.Delete account(H|%d AH|): #EES AMELCEH root AE2 AME &= A&5ULCH

Add accounts(A|%d F=71): Al ONVIF A™H2 F7tst2{H oL CHAccount(A|): 133 AH 0|&
oj 2 3

2 YHYL|CLNew password(M] THAE): AFHO| IfAQEE YHLICH AYEE= 1~64XF Z0[0{0
ghLch 2A =X 58, €2 7|z § QM 7tsst ASCI EXHEE 32~126)TF THA =0 AHEF == QU
& L|Ct.Repeat password(Tj A E HEE): ZASH T|AQEZE CHA| Q2384 Al 2. Role(HE:

+ Administrator(Z2|X}): ZE HF0| ™5 HMATLICH AE[XH= CHE ATES =71 YOOl

ONVIF D0jCjo| =2 m}¢

ONVIF OjCjof Z2ntele njrjof AE2 M2 HFste o A8 4 9t 74 NUOZ 0|20 Y&LC
Apagtel #4 MEZ M Z20t 2 dMsA L HE 4-E s A FdE Z20YE A8 = JUSLICL
—I_ Add media profile(O|C|0] = 2u}l 7}): A} ONVIF O|C|0] T 2OtYS F7tstH S
Ct.Profile name(Z2n}Y 0|E): O|C|0] Z2m2o| 0|2 S F7}IL|ClVideo source(H|C|2 AA): T
dof %= HCR AAE MEIGHL| T}
+ Select configuration(7/d M) S E0|M ALEX X7 LS MESLICL EFOR S5 74
2 HE| 7 H7] 9 % 7t MES =aot Xl HIO|R X0 STt
Video encoder(H|C|2 QIALG): 40| &= HC|Q QAT YAZ MEAGL|CE
. Select configuration(7-4 M=) 220N ALBX X8 2AHS Mejsin olay Myg xHHL
o} CEChe 820 DHS H{LO ARG FHo| AMR/OS S HLICE ABA 0~15
£ MEISI0] XpAITHe| S MESHAHLL, §F QAZY HA 0| Cis AFY HolE dFE2 A8
St 7|2 ALEAL B SHLHE MEfSEL
H|
ore 42 9 oC|e AR PHS MEes SHS HoHH AN LIS BHEHUAIL.
Audio source(2CLC|2 AA) @ RN e QO YH AAS MEASHL|CE
+ Select configuration(7td M) SE0|M ALEA X|H F42 MESID QL 4FE ZFEL
Ch EECE 352 42 ¥XQ 22 40| siFtLCt. FX0of StLte| 2|2 YHO| e
42 userOYL|CE FX[Of of2f 7He| @C|2 UHO| Aes B FF0 =7t AEXAI EA|ELCHL
Audio encoder(2LC|2 dTAL) C g0l St 2L QRY HAS MENGHLICE
+ Select configuration(7/d MEY): S E0|M ALEAL X|F FHS MES D @O QA dEE &
gLt EECR 559 F1d2 QL d3H F4o AER/0lE gag gLt
Audio decoder(2C|2 C|ZA ) @ 7o S L) ClRY YAZ MEigrL| O}
+ Select configuration(7/d MEH): ZZ20|M ALEAL X7 FLES MBSt S ZFEYLICL EF
tte 820 B42 orje 749 4Ex/0E 92e BT
Audio output(2L|2 E3) DT S QLR =3 YAZ MEiSL|C
. Select configuration(74 M&): 2=20|A A[Xf AN 14ES ME{StD MHe XHBLCL £8
Che 220 242 orjo 7ol Asx/0E 42 Fiith
Metadata(H|E}CI| O] Ef): -0 =3ter MELHO|EE MEdGHL|CH
- Select configuration(7-4] M) 220[A AL8AF X|H 742 Metsia BletolE SHS £ H
gLt EELR 289 #42 202 HEHOIE F4o| AHX/0lE dgS Lt
PTZ . PAJ0| Bre PTZ M2 MeEBLTt
. Select configuration(74 M=) SE0M ALSK X[ 2AHS Mefsin pIz MHS ZHELICH
EEOR2 559 #+42 PTZE X|Jst= HX|Q| HIC|2 x{Eof sfTatL|ct
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ol
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A7 Abef):

[
o

:
A

=
=

L|Ct.Normal state(
3 2E=

3

FoHGELCE HAEO| 22EH 9|27 Y fIX[2 SOtZrL(Cy. Of Hf

A
L] Et.

F

L|Ct.Current state(
m 4= £= 60| gdstE Lot
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HA

UL A 2= ANHE522 ME EAM0| ZatE L
« Download the device server report(ZX| MH E_l_kl CI22C
HAEE OfL 2t UTF-8 Ao T MH HAM H i
MHI*OH =olg I o Mu HAM zip ﬂf%%
 Download the crash report(% HIOAM CIREE):
BE OREEYLL. S5 E1M0= XMSH C
ELUCLCH O EIMOl= HESRA =X 22 T
dote O 2 & 8k 488 = JAFULL

):
0plo| mHE zi

23
+ View the system log(A|28 273 H7|): XX A&, A0 Sl Q3
HIEO CHot WEE HAISHT S 2/eL(Ch
+ View the access log(¥MA 21 H7|): &2z Z2Q IfAJEE A
WM A AEE BF HASHHTH SESLCL

« View the device server report(&X] MH E1A E7|): B ZoAM A

AtMSH §E7E A= OF7t0]
Mo Aes YEIF 2
UAgHLy. HIME o

= HAIX| 229 BEYL|CL Syslog0 A= HAX|E ddot= &
HAIXISE 220 8l FA5E 2ZEQI0S Z2|2 & AL Z HAIX
of RY2 LUEIW= A2 ZEYL BAIRD 4= &0 ZELUL

—I_ Server(MH): Af MHE F7tst2{H 28

5t =
- UDP(7|2 M3 EE: 514)
. TCP(7|2 MHX ZE: 601)
o TLS(Z7|E MF EE: 6514)

Protocol(ZE2EEZE). AI2Y ZZ2EZ MEH:

L|C}.CA certificate set(CA Q=S A MHH

SStLCL2AE: MHO S AE O
Ct.Format(Z ). At2% syslog O A| X| EBH% MEISHL| L}
» Axis
- RFC 3164
« RFC 5424

St
=

EE: CIE2 ZEE AEStE{H ZE Ho 2 HIUYL|CLSeverity(HZE): EE|HE I HEY HAIXE HEY
of g): dxel 282 5L ASME F7t

L|Ct.

Yt 2y

Aot 12 Axis A 7Y BHO| e 1F AFEXE st 5Lt o HO|X|oA CHEE2] Of7f
HaE dystn HEE 5= S

(@) =1

X2

X 22

Restart(R{ A| &): =X E IHA|ZFRHLICE O|= A HEO
O =2 MA|EE LICHRestore(S ). [f&Z29 47
WS CHA| 85t AP EX|E[X] 2 ZE W2

[y

4
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. -
d QlE{H o] &
B8 Ag
=29 = HYEE 9YY 4Fe o8N ZaU

« MEY oA

« 8021X M H

« O3C AH

« DNS MH IP =&

%

Factory default(Z X%} S 3N ol Al 7|2 CE FEZMAIQ. I8 30| FX|
y

Fo Al 7123 2 4FS
of AHA% & A=E P F2E WU of SLich

Hl D
B2E Axis X 2ZEQIO & CIXE MYE| O
A o Axis TA[Q| FELH Ol XA AlO|H H
axis.comOj| Xl B4 A "Axis Edge Vault"E& % Z=d}

SR o dEE 2ZEYOR X 5 YUSLICH O
Ct. ApAMe &2

AXIS OS upgrade(AXIS OS 2 O|E): A AXIS OS HE S
s HI1 =3 A M5 MER 7|50 L LCH T4 %
Ct. XAl 2H2|=E CIR2ZESI2H axis.com/support2
gagoleg W CtE M 7HX| M FO|AM MEig = Q

» Standard upgrade(E2& Y18|0|E): Aj AXIS OS HE S
« Factory default(3% £t Al 7|22)): ¥ 0|=5tn &2
2 HAIR. O] M MENSIEH 2 0]E 20 O|F AXIS
+ Autorollback(Xts E): AFE AlZH {0 AO20|ESID HO20|EE 2QISHYAIR. 2QISHX]
HOM FX|[7L O™ AXIS OS H{E S 2 &|ZOtZL|Ct
AXIS OS rollback(AXIS OS EtH): O|MO0| MX| = AXIS OS H{Mo =z g|ZZlL|C}

O

=
=
>
=

=X 14
Ping: ¥X|0|M §F FA0 FZS 5= A=K 20I5t2{H Lol TAEQ TAE O|F E=IP FAE ¢
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