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- Write community(27] HJLIE[). X[ AL 25 SNMP ZK[0f CHsl 17| EE&= M 7| HBHO|
U= HRLUE OS2 LHTLICHA”Z| ME AKX H Q). 7|22 Wt‘lte(M [) &L ch
- Activate traps(E¥ E/d3}). EYMEINE 2y FOPE4'3| HAMA L, FX= ERE ARSI
st o|tHIE EEE AEf HZO| OB HAIX|E B2 A2 "o 2> '—|Ef U QIE I o] A 0ff
A1 SNMP v1 3 v2cof Ciot ER S 28 5 ASLICH SNMP V3L Z B Y 6+7j'-r SNMPE
N EHO| xrig THELICE SNMP v3E A8 3t= 49 SNMP v3 ++E| OHE2|AoNEE
S8 EME H%E o*%* = UELICE
- Trap address( 2 EA) 2B MHO IP FAEE SAE 0|22 YSIMUAIR.
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o QlE{Eo|A
- Trap communlty(EE" FRLIE]): ZX|7F 22| A2 E- HAIXE 2L [} AHES
S LEIE gLt
- TrapS(EE“)
- Cold start(EE £&): K7L AINE [ EY HAIX|S 2L C
- Warm start(# -=.'-Ec!) SNMP B2 HAL I ERY IJﬂ/\l |% HYL|CH
- Linkup(¥3 ¢). 237 fEf-S—OﬂA‘I HOZ HAE 42 EY HAIX|E EHL|CH
- Authentication failed(2! 3 A1) 215 A= 7 AIistH E HAX|E E-HLICE
&
SNMP vl H v2c EHEE M 2 E Axis HIC|2 MIB ERO| 23 ELICEH XHME LHE=2
AXIS OS Porz‘a/> SNMPE EESHAI K.
« v3: SNMP V3£ =5t U 20t AT E MEZote ECt ehH s ™ QLICEH SNMP v32 AH83te{ H Ij
= HTTP SE Ef| M& B2 HTTPSE &M 3tst= Z 0 %%'4 Cf. et '_'”3+O| o= SHALREZL
LS SHE[X] 22 SNMP v1 5‘4 v2c ERO| MM ASE AS SX|SHLICE SNMP v3E AFEStE B2
SNMP v3 22| OfE2|H0|ME2 Sl EUM2 4T 5= JASLICt
Password for the account “initial”("'ZX7|" A’d2| YA L|E): 0| E0| initial' 2l AH'Z 2] SNMP If
AQUEE UHTIL|CEH HTTPSE EMSIoHA| AT & WAQEE MET = %W J HEYSHA| ¢
&Lk SNMP v3IfAQIE = oF HOF A™EE o A0 HTTPS7t S d3tEl A0zt MHste A
Ol Z&UCH AAEE MYSIH IIALIE HEVL O 0|4 BA|L/X| ?JQ'—l':f. AQEE C}
Al sl ZXE S 7|2 HFE2 2 1 ™olof oLt
HOot
oAE N
AISME HERINAM ZXE S5t O AAEELICE O X[ & 7HX| fd9 EME XA LTt

E2l0|UE/MH 2AF M= X[ |D% HESIH XM MYE 5= Ao CARIS 7|2hoflAM g8 = U
SLICH XA MY QAT ME I1|§ HSE I1|16+D1 CAYZ ASAME HI| MK AFRE 4= JAELIC
« CAQZSA
CA ‘ﬂ%/ﬁ% AHE3H0 m|of QIBME B LCE O S0, ZX| 7t [EEE 802.1XE E=2 k= HEQA
o] HA=l AL 2F MHO| IDE ABELICEH ZX|0l= o2 71| AFH HX| =l CA QS AMIE USLICH
XA go 2 or3at 5L o

* S .
o il 7| HAl PKCS#1 G PKCS#12
9 At
BN E SY S A 7| 2USE MHEZSHH 2 E ASMIF AKX ELICH A AKX = CA QS A7t Ct
Al AKX g L|C}
-.Q

+ Client/server certificates(2 20| HE/MH QA F M)

Al
PIE M "Al: PEM, .CER, .PFX
(@]

>
o
o
0
o
=
-+
=
0
Q
-+
1]
~_~
re
ol
x
aL
N
—_
v
F
_I_
]
St
I

S Ch

« More(F7}) v St ALE e =7 HEES HAIRL O

o HOMF| MEA: JiQ 7| E OJXJ St X & 3SlE{ M Secure element(EQF 2 &) I = Trusted
Platform Module 2.0 ME{gL|Ct MEASH B0t 7| MZHA0 it XEM|SH LHE S E2 ™
help.axis. com/en us/a)(/s os#cryptographic-supportZ Ol SSHHUA| 2.

* Key type(7| 7). Q1SN tH® EECH2 S50M 7|2 223t d0e|S0|L COHE Y=
tLu2ES t‘E—E =)

g0 &= H7ols thaol = EL

- Certificate information(2! & :
« Delete certificate( S A| &HA|): IS E
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 olE|H o A

L

oin

 Create certificate signing re(Juest(
Jlgof 2 M M 2FS
B2ob 7| MEga O

o HOI QA (CCEAL6+): 20 7| XY A0 20t @A E AtES2{H MENBL| L}
+ Trusted Platform Module 2.0(CC EAL4+, FIPS 140-2 2|8 2): E 0t 7| HZ A0 TPM 2.02 At
St MESHL T

ME 239 44): CIXI8 D ASME LIE8H7] {8l
Ct

=
=

IEEE 802.1x

MU EST FX o 22t 215 S MIste ZE 7|t
EAP(Extensible Authentication Protocol)& 7| &2 2 &L

-

IEEE 802.1x= 74 X 7
= L|C}. IEEE 802.1x=

M

oy £

g GAZEHIZ g et E D HX= AZE WEJIO 2tA §lo| Xt

ot

CA 9IS A 8lO| 95t EH MH 21SM 7

OIZSME AFEE [ Axis 78 A| 7|7] & Q15 MH = EAP-TIS(EH 7t5 15 Z2EZE - M4 A5 2ohE
2310 CIX|E ABME RAHHZ 2FTLC
XL ABME B8l EElE HEYIAO HMA AT = JEE ol2{H AMHE S20|HE ASME F

Client Certificate(22}0|H E Q15 AM): IEEE 802
SME ArE3lo] 22t0|HEQ| IDE olstLC

= AZE HEIO 2A 80| XA 2l

A
EAP identity(EAP ID): 2 20| M E Q1F A2} A=

718 HERS SO MO E It IEEE &#
Ct.

EEE 802.1XE 2kl HEQ A0 HMASHHH HEQJZ EXI7t AMEZ AFE|0OF FL|CH AS2 2AS
oM =, 2ut™ o 2 RADIUS MH{(0]: FreeRADIUS & Microsoft Internet Authentication Server) 2! L|C

L)

CA Certificate(CA 215 A): CA °|_|%A1O% ’.“_E—|"3F|04 215 MH o IDE QgL Ct ASME MR 2B FX|
=

AHEXHIDE YESHNAIR.
EAPOL version(EAPOL H{H): W EQ3 AL[X[0| M AtEE|= EAPOL H{T S MEiSFL|C}
Use IEEE 802.1x(IEEE 802.1x AF-2): IEEE 802.1x Z2EZ S AF235}2{ M MEHstL|Ct
Prevent brute-force attacks(fXt CHQ 7 x|
Y SH2 MY ARE S 22

Blocking(XHEt 5): RS [} @ BHS XIEFSI2 R A A2, 2}
O Ru =L otSst 7|8 FLIC

Blocking period(XtTH 7| Zh): FAE O S A2 XtEhet AlZh(=E)S YL

Blocking conditions(XtTH ). S =0 A|XE|7| Mo ${8EE =9 AF A1 A+E YHFL|C}. 0|
A =80 X & LF0M 8L A1 £8 28 & ASLT
P F2 ZH

Use filter(RIE} AL8): K0 AN AS & Ut P R4S TE[Yohaio Mgt
Policy (M) S Ip F40) T3 H22 S8BX| i AHRYX Mehsiuict

Fa: IO tiet 20| S EE|AHL ARE 1P HSE YHY LD CDR €A S A8 = ASLICH

A8 Xt E2| Signed Firmware Q15 A
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g elEmol &

X0l AxisO| HIAE HYO L= 7|Ef AFEX} K| HYOHE EX|ste{H ALEXL X[H MY HY O QS M7 E
oLt S ME HYO 7 X ALKt Axis 50| Q8] 501 5| =X EolgtL|ct, “*°JI01— gt
A Ho ol & IDE MEHE|= E7 EX|Of A2 M3lE = ALSLICH AxisBHO| AFE AL Ho| ME H o9 QI
SME MME = 9loo 2 AxisTH |G QIS ME RS o= Ql&L|CEH

A ABME HX|stz{™H S/t YO E HAX[st7| o ASME HX|{OF LTt

Accounts(A )
Accounts(A| ™)

+

Add account(A™E FE7h: M A™E F7tstz{™ S2/EtL|Ct X Cf 100702 A™YE F7tE = JESLICH
Account(AlI™): 1 3%t AH 0|55 LHTL|CL
New password(M| {2 9| E): A Ho| I AJAEES LHYL|CE IAAE= 1~64X ZO|O{OF PLICE 22Xt =X},
TEXN, UL 7|35 5 Q4 7t53H ASCII 2XHEAE 32~126)0 THA Y Z 0| AFRSH &= QIS L|Ct

Repeat password(H{ A9 E Bt5). LSt AQEE ChA| LT L}
Privileges(# 8):
+ Administrator(#2|X}): 2= AFO| ATS| HMATLCH B2[XHE CHE AES F74, ©H O

E Ol ®As = O'A'-l':f
. Operator(-.v_- oxl') Ch= HIQIE 2E 280 YA Y + ASHEL

- H|
[
(3
* d¥0 %= MHwoe 20| ZeE Lo

Delete account(A’d A H]): A™ S MFTLICH root AIY 2 AAE &= A& LICH

Anonymous access(2H AN 2)

Allow anonymous viewing(2d 27| 8§ 8): AEo2 ZIQISIX| RN = F3L FO{2 ZX|0f AMAT
= AEE dFe
Allow anonymous PTZ operating(282| PTZ %& 51 8&): 2/ E 2| AL X7t O|O|X[0f CHs H, HE 8 &=

g ARSF ot EH AYA 2.

SSH accounts(SSH Al ™)
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<l
=

QI E{H| O] &

+

Add SSH account(SSH A8 F71): M SSH A S F=7tste{™ S2lgtL|C},

« Restrict root access(root A M| H|8H): root M A7t BRE 7|55 Metotad ® HL|CH
« Enable SSH(SSH &°332l): SSH MH|AE ArE3te{ ™ AL Ct
Account(AlIE): D1/t AY o|E2 LHTtL|Ct

New password(M TH A E): Ao jALES JHTL
FH 28 72 & M 7t E3

==

Repeat password(Z| 2| E g5

)
Comment(dd): 2 HS gL Ct

A0 2= M50l ChS0| ZahE Lot
Update SSH account(SSH A’8 OO E). AN 42 HETLICH

Delete SSH account(SSH A AtH|): AH S AXITLICH root A™ 2 &XE = Y&LICH

OpenlD Configuration(OpenID )

Ta M
X of Al 2300 = A= SHE ¢S YL

Client ID(22}0| ¥ E ID): OpenID At X} 0|22 & BtL|Ct

Admin claim(Z2|X} 23): 22X} ol 7t

o
=
Provider URL(3 & X} URL): AP| HEZOIE OIZ2 23 ¢ AAE YHTLICE https/[insert
URL]/.well-known/openid-configuration & 4] 0| 0 Of &t

Operator claim(28X} 278): X} &0l gt YHLCt

Viewer claim(2& X} 2 &) 2&X} Ad&o| gt

o

=
Remote user(#Z ALEXH): ;A MBS A EStE 42 Y
M AHEAHE EA[SHE O ==0] &L L

1
o
-
_lTl_
ie)
rir
02
>+
lo
Y
ro
m
=
ie)
[>
=2
rok

Scopes(H?l): E22 €27t & £+ U= MEH HL{YLICE
Client secret(Z2t0| Y E H| ). OpenliD A E A H
Save(X &): OpenlD 7t2 M & stz ™

=
=
Enable OpenID(OpenID &-’d2}): 21X HZAS 1 SSAt URLOIM ZX| Q15 5{&5t2{H ZH LIt

Outgoing Proxy(H# 4 ZEA|): ZTEA| MHE ALE3I2{H OpenlD HZE S AT ZEA| FAE YHEL|C
b4 (e]|
=]

oM E

=

=

Eo WMS +usl7| YY) MO Ol E2|7EE ZHS HolFLch 220 MO HA FHE BE
£0] mAE LIC}

i}

Z| o 256702 KM ES dEE = USLICH
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2to|2 AEFO| 4K H |2 FX|of B LED

i

FL ct.

=

MM S
(=]

cOpo[ a7 AKX U

na
L=
[—

A

n
|
LICt. 9|

F

Add a condition(Z=ZH F7}):

Add a rule(8 F7I): €S

E{ 5| 0|
OJHE 7

+

Name(0| &):

+

Invert this condition(0|

Use this conditio

Conditio
31 MY

2 =HO

ED 2783} &3} 00|37t AHM AL =550| T SO|H 20| YKo MH LED7t SO = HHELICH

HL
HH LE
[N (=]

R4

AXIS XFQ1656

<l

fLICH 2T

=

=]

Cts
= 3¢ 02| ZelE 2Cr|

A
LICE SE0= 40l ot S22k &

L Et.

O A

el M QC[Q FX|o| M LED7t SM 2 HEE LT,
AN H

40

X
FAURZE EAE LI

& 5}l of

FA]
—_=

[

=

=
=2 =

)

o

}: SIp: OFO| 27} 7
M

°§
X off A sIp

st M
=

F

o

D
X
E0| O|ROfX| M FX|7t 0|2 YOl El 2L

Ch L2 XM 2C|2 S EO| A

13 H=o T

[

.

of S| A= SIP AES 780k 2L
[

Loud ringer(A| 12| 2 HWAZ|). 2C|2 FX|0f
e SO MEELCH 202 EX|of Cisf sI
O|HI EOff CH3{ =AXO| A Y2|AHL OIS L E

Pre-announcement tone: Play tone on inc

Pre-announcemen
2K of cHsl sip
Recipients(3= 21 X})

=

2l



https://help.axis.com/get-started-with-rules-for-events#conditions
https://help.axis.com/get-started-with-rules-for-events#actions

AXIS XFQ1656

 olE|H o A

L

+

Name(0| &): =

. FTP

Type(+8): 55

Add a recipient(3= Xt F7}). =AXE FItste{™ 22 gL C}
ol
(=]

T Aol ol F 2

oA M

Host(E2AE). AHQ| IP FALL S AE O|§2 YEHYLICHL 2AE O|§E LSt 4

DNS A H{ 7} System > Network > IPv4 and IPv6(A A8 > HESL|3 > IPv4 U IPv6) OfEH

of XI™ AKX 2ASIHAIL.

Port(ZE): FTP MH{ 7| AtE38tE ZE WS E &S LTt 7|2¢f2 21 L}

Folder(EL). IS MYS C|AEZ|Q A2 E YHSIY AL, CIAEZ| 7} FTP MH 0| o|O] &

otx| o™ mAdS EES I @ F HAIX| 7t EA|E LI}

Username(*f-"-ﬂ OIE 2015t M ALEX 0| §2 YHSIHAIR

Password(T{ A9 E): 2101812 H HAYCE QBIAAL.

Use temporary file name(?:lkl oY O| 2 AI2): At5o = MME YA OtY 0|20 2 TS

HAE ™ MESL|CH PEEE &EstH IHY 0| 50| Ydt= O|ESE HHELICHL YPEE

7t BEHEl A2 &4 E ool gELICH O2fLt oj S| YA DY Y-S = ASLICH O|HA
StH YSt= O|E2 7HE 2 & TR0l SHEX & = S L|CH

Use passive FTP(& FTP AL8): F& & 0l 20| HZ2 thed| T4 FTP MHOf| HjOJF ™

242 Q5 oL ot EX7F A Mo Cit FTP MO L L0 HZE2 25 HIXNo=2

AZtSELICEH O]l = UM o2 ZX|QF CHaf FTP AMH| ALO|Of| 50| Qe 20| EaTL|Ct

URL: HTTP MHOf CHSE HERQIR FAL QNS XN2|gd AEHEE YL LCH o|E EH

http://192.168.254.10/cgi-bin/notify.cgi & L| Er

Username(AF8 X} 0| &): 2 Q15t2{H ALEX} 0| E2 LS A L.
Password(ﬂllﬁ-?-l'z) B0 H IfA L 2! ) . L
Proxy(Z S Al): HTTP M0 AZASHY| s ZEA| MHE S50 5t= 4 East YE
% 3:‘—| OI E10|-|_||:r

|r|
rulru
]
EE
ot
oL
>
to

—

URL: HTTPS A{H{0f CH3t HEQR _+_2f 28E Mg A3 HEE et
https://192.168.254.10/cgi-bin/notify.cgi & L| Ct.

Validate server certificate(MH Q1F A &Ql). 0| §XE ME4TIO
SME MEighLCt

Username(Al&X} 0| 8): 210152 ALEX

(@]

||:| H 7 [=]
Password(I{ A E): E1Q18l2{H INAYEE LAHSAA L -
Proxy(Z £ Al): HTTPS MHE{ O AZASH7| I ZEA| MHE S1t5l0f St= 4 ERT

SEE 7LD YL}

+ Network storage(HIE$|3 AE2|X]) N .
NAS(Network-Attached Storage)2t 22 HIERA AEZ|X| & F7160 A S X Fdte F=AXE AL
83k 3= Q& L|C THU2 MKV(Matroska) Tt 340 2 X &g L|C},

Host(SAE): 4 EQA AEZ|XQ P -T—i'—f TAE O|E2 YLt
Share(3R]): TAEN A S5 0|52 YHTrL|CH

Folder(ELC]): LY S NEY CIHEZS ZE2E YHSHMAL,
Username(AI8&X} 0| §): 21015121 ™ Af N =
Password(T{ A E). 2015 HH AL EE YHSMUA|L,

Host(EAE): MB{O| P TAL SAE 0|28 QEL|CH SAE 0|28 st AL,
DNS A{H{ 7} System > Network > IPv4 and IPv6(A| 2B > HIEQT > IPv4 U IPv6) Of2f

of XY= A=K AU 2,

Port(ZE): SFTP M7} At83StE ZE BT E A=BtL|Ct 7| 272 22 Lt
Folder(E0): ot 2 MY CIHER|Q HEE YHSIMA|IL. CIHEZ| 7t SFTP A H{0f 0|0O|
ETSHK| o™, oS HEES I T OA|X| 7} EA|E LICE

uSername(ArQI} 0| &) 2QI5I3{ M ALEX} 0| E2 %EJ.OH'AIQ

Password(Ij| AR E): 20152 H IAQEE UHIMAL

SSH TAE 27 7| Y (MD5): ¥4 SAE Z7Y| 7|(32X2] 1 '# EAE) O K22 ¢4
SHL|Ct. SFTP 22}0| Y E = RSA, DSA, ECDSA & ED25519 SAE 7| 88Ol SSH-2E ALE
Sl SFTP MU= X| QLT SAF Al RSAZF M S &= 9 0[ 0 ECD SA, ED25519 & DSA
7t TIE S LICE SFTP A1H101|A1 AH&St= SHHE MD5 BAE 9|% o 2{sfof gLt
Axis ZX|= MD5 3 SHA-256 SiiA| 7| & 25 K| &SHX| 2 MD5ECH Z ot HotZ 26l
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 olE|H o A

L

SHA-256E AFE3HE 40| ESLICE Axis ¥X| 2 SFTP MHE g3t &R0 CHst XA
St 82 AXIS 0S ZES #ISHHA 2.
- SSH ZAE 3| 7| R (SHA256). 24 ZAE ZI| 7| (43X}2| Base64 Q1A EXAtHE)O| X| &2
S U HBIL|CE SFTP 22t0| A E = RSA, DSA, ECDSA X ED25519 S A E 7| S| SSH-2&
AESHS SFTP MH S X ASFL|CE &AL A| RSAT} A125| = HHe 0|0 ECDSA, ED25519 &
DSAZt O F & S L|Ct SFTP AMH IH AtESt= SHHE MD5 SAE 7|E Q28jj0oF S
C}. Axis @X|:= MD5 5! SHA-256 SjA| 7| & 25 X A5tX| 2 MD5E L Z 2ot & otg 2|
SHA-2565 At25t= 7*OI Eg=Juuy Axis HXIZ2 SFTP MHE Fdst= B0 CHSE RHA|
3 LYRS AXIS OS Z ES R nsHA A
- Use temporary file name(°I Al I 0 = AM8): AHZOR MME YA T} 0|20 2 MYUS
Y2 ESte{™ MESLCH FEEE %E St ItY 0| 50| Yst= O|EC 2 HHELICH PEE
7l St 22, =4 E o] SELICH J2{L M5 LA ILS B2 = ASLICH O|EA
StH YSHE O|E2 7HEl 2 & TpYO| SHEX & = ASFLILCE
« SIP or VMS(SIP L= VMS) :
SIP: SIP M3t E &4 E1D1 MEdSEL|CE
VMS: VMS H3tE Za2{™ MeigtL|ct
- From SIP account("a”}_I Xt sip A SO0 A MEBELICE
- To SIP address(3=2 X} SIP F4): SIP $_+_% gLt
- Test(HAE): 52} Ho| 2FSteX HAESHH FEgLCH
. oMY
- Send email to(OIDiI% HE 4 o|0f|Y S MES O|H Y FAE YL £ ol f 7|
stz A EE O|H Y FTAE FESIMAIL.
- Send email from(0|ﬂ|| Y M) EUli= MOl oo F=AE AL Ef
- Username(At8%} O|E): O ¥ MHO| AtEXL 0|52 L HTILICH O[O Y MEOIA 2ABS2
TOHA| b= 249 0| ZEE H|Y ULt
- Password(nH* E) 0 MO IAQEE UTL|CE O|H Y MHOAN ASS LFSHK|
e 42 0l EEE H[Y s L
- Ema|I server (SMTP)(Olﬂil?a' ME (SMTP)): 0| £ = 0f smtp.gmail.com, smtp.mail.yahoo.comt
2 SMTP MH{ O|E2 %'El*‘%”—l':f N
- Port(;‘tE) 0-65,535 H|9| /= ALE5I0 SMTP M| ZE HS E A&HTIL|CL 7|23,
2 5879 LCt,
- Encryptlon(°*§§.f) USTE AR *}Eﬁﬁ, SSL EE= TLSE MEISIMA|L. N
- Validate server certificate(A|H Q1S A =9Ql): %*ﬁﬂ% AMESHE 42 FX|9 IDE =Qlst:
E MEISILICE O] AIZ M= CARIT 7|HOlM XEX| MBS LE Lalig = Q& LT}
- POP authentication(POP 215): POP Mt O|E& &3t T HU A 2(0: pop.gmail.com).
&b
(e R BN
L2 O|H Y SSX= O L E oI Yut 9 FASE HEHE =MSHHAM ALEAIL 80| 2 HE
oS AL H= A2 M$s7] 9o 20t ZEE ArESL|CH O|H Y M-S Xl 2ot S
2HQI50] O|H Y A 7HO| 7| AL o & O] Y2 s &= YO| PEE St
. TCP
- Host(ZAE): MHO| P FTALITAE O|E2 YHTLICH TAE 0|E2 Y= B2,
DNS A H| 7} System > Network > IPv4 and IPv6(A 2% > HIES|A > IPv4 U IPv6) Of i
of XI™E AKX SRISHMUAIL.
- Port(2£E). HH'I WM A0 AHBE= ZE H E T}
Test(HIAE) 882 HAESIZH SESMAL.
:
e M=o &&= oR®0= CHS0| E&ELCH
View recipient(+=4lXt 27]): 2= F=MX M E SEE 22{H S8/t
Copy recipient(F4 Xt SAh): =4AXE SAISIHH SESHM . SAIE If M2 =MXE HEY = JSLICH
Delete recipient(= X} A H]|): +=LXE FRHOZ AMXste{H S &S Ct

Uy
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 olE|H o A

L

PN BAE E0M U2 AEY = ASLICE S50 = 7400 et G2t o) o ME o +88 2
2P0t EAT mAIF L L

Add schedule(27 F71): 278 == EAE 4 d5t2{H SEGUAL.

+& E2HE AI8310] ES =322 E2[AY & JAEULL OE &0 =3 EZHE HE g4 ¥ 74
Ste S HMES HTY &= UASU T
MQTT
MQTT(Message Queuing Telemetry Transport)= AtE 2 E{ S (loT)E ot EFE HA|E Z2 & Z YL|Ct CheStE
loT St 2ol AU %2 3 E FZH(small code footprin)at X4 HEYI HAECZ YA A E ¢
Z5t7| Qo CrFst Ao ALE E LT Axis A Y09 MQTT 22t0|HEE S YA A WdE GHo|H
U OHEES G4 2| AT EQO{(VMS)7}F ObLl A|A B0 ZHHSIAH S5t = S L T
HXE MQIT S2I0|HERZ HFYLICE MQTT 412 S2I0|HEQ BE27 2t & AHE|S J|H o2 oLt
E20|UEE HAIX|E EL0 B2 5 AL LICH E27{ & Z20|AUE 7to| HA|X| 2t S SHEtstL

AXIS OS Portalo| 5| MQTTO| CHSH XHA|S| LotE 4= UE LI

ALPN2 220 AE Sl M 7t AZO| HENM 0|3 THA O A OS2 0| 4
=B 3 = C

= 5t = 9l S

<% OILITH 0| HTTPSL 20| Tf2 T2 E 20| AFREE St BEES S¢f MQTT E2 TS 2SSt O A

SEUch Z20) ufat MQTT S4 Mo e EEJ 92 4 SUSLICH dejd Z20| fAM2 ALPNS
0

= = [
HE2AHOM Z2E22 ME8YX|E 2= AYLICH

MQTT client(MQTT 2&I0|AHE)

Connect(dZ): MQTT E2t0|HEE HAHLI &L|LCH
Status(EH): MQTT S2t0|AES| AT} HENE EAIZLICE
Broker(E2#)

Host(Z2AE): MQTT AH{2| SAE O] E= |

P
Protocol(ZR2EE). AIEY T2EZSZ MEiTL|C}

Port(2E). ZE WS 5 AHEL|Ct
. 18832 TCPE E3t MQTTC| 7| 2% Y LICt.
. 88832 SSLE £ MQTT2l 7|27/ LIC}.
. 802 ¥l 22 ES MQTTY 7|22 LICE.

o 4432 ¥ A HOLZ ES MQTTO| 7|24 LT
ALPN ZE2EE: MQIT EE27 2 2A7I §| &t ALPN ZE2EE 0|22 UL Lt O|= sSLE £ MQTT W
g 23 =2otS E3H MQTTO| 2 M E LT,
Username(AtE Xt 0| §): 22I0[HEOA AHOf M ASHT| s AHER AHEXL 0|52 2 HEHL|CH
Password(T{ A E): AtEXt O|E°| AYEE HBLC

Client ID(22}0|YE ID): 22I0|ME IDE YHSHHA
m M2 HSELCEH

2. SCHO[UE MEXt= SEH0|HET MHof HZE

Clean session(2 Tl M) 92 S AZA x| Ale| &2 HO{gL|Ct ME4S]
Bl Y7t AN E L C

re
re
Y
%0
re
iy
o
=
>
0
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g elEmol &

2% QK| S2O[QIET 71 TC/P AIZt £TH8 7/ TR 90| MBS O 014 ALBE + Q= AEE 2
SERS- TN

Timeout(A| Zt X1t): HZO| AEE[& AlZH ZHA(Z) QLT 7|22k 60

7
X 2= HFAL MQTT client(MQTT S2t0|AE) B10| AZ DA X| B LWT HA|X|Q] X0 CHet 7| =241
MQTT publication(MQTT &) B12| AA| ZHOA AL E L

Reconnect automatically(XtS2 2 XA Z): A& SiX = S2I0[AEI} S22 ChA| A OF 5h=X| Of
= =4 IlI-I'c'SI-l__l |:|-
™= o H .

Connect message(H A| X| & &)

AZo| HEE W HA|X|E ELX| o2 E X|FgLICt

Send message(HIAIX| &) HAIXE 2T ALE 275N .

Use default(Z| 22t AFE): AtAIQ] 7|2 HAIX|E LHSHEH DY L.
Topic(FH): 7|2 HAIX|S] FHE UL T

Payload(H|O| 2 E): 7| &2 HA|X|S| LHES Y=L CL.

Retain(X]): O| Topic(FH)0llA S2I0|HE HEE FX|St2AH MESIHA|R.
QoS: {2l SE0| Tt Qos AES HALLICH

Last Will and Testament message(0tX| 2} 21 A X])

OFX[ 2 R A(LWT)2 Ar25tH S2I0|CEJ B2 HZAE I Xt ZHut s A2 M = AsU
Ct. 53f0|°157f LESOl = A ”HOIM HI SO Z HZ0| BOX|HENYO| BN MEL 5+ AZ) =
27{7} CtE S2t0|AE0f HAIX|E MEs = YELICH O] LWT HA|X|= et HAIX| et 5L HAo|H
S Lok O 7 I—|§2 Sofl et E Lt

Send message(H Al X| M&): HAIX|E ELHE{ T ALE HESHA 2.

Use default(7| 22t AFE): AHAQ| 7|2 AKX E LS H DA L.

Topic(FH|): 7|2 HAIX|S FHE = TtL|LCt,

Payload(HIO| 2 E): 7| 2 HA|X|Q &S YTHL|LCL,

Retain($X|): O| Topic(FH)0A E2I0|HE ME{E FX[st2{H MEISIHUA L.

QoS: A SE0 Ci3t QoS AS S HAGTHLIC}
MQTT publication(MQTT &)

712 F=H HEA ALE: MQTT client(MQTT 22I0|HE) B0 M X =X EFALO| E2l& 7|2 =X B F
AHE AtE5e{H MEdTtL|Ct

FH o|& =& MQTT FHOAM =HE dHsl= THE Zatsta{dH gL Ct

Add condition(ZZ F7h): ZHE FItste{ ™ S2gLC}
Retain(FXl): 0{T MQTT HAIX|7} ER 2 MEE|=X| FolgtL| ot

+ None(2l2): ZE HA[X|7} HFX| 4EE ™
. Property(-"‘-*") S Ef X Jts AKX 2 2HE HE

o

ot
i
0 l_|

44




AXIS XFQ1656

 olE|H o A

L

o Al(RF): MEf =X Jts G HEIE FHE = Q3 HAIKIE 25 22E HEf2 2 LT
QoS: MQTT Z3Hof CHo |St= 22 MEigtL|C

MQTT subscriptions(MQTT +5)

T Add subscription(#5 £7h: M MQTT 758 718tel S2gLch
Subscription filter(T+S "E): 7 =5t2{= MQTT X E M A 2.
Use device topic prefix(Z %] &5 HFA AH): 7= EHE MQTT FH O EFALZ FIHLICH
Subscription type(75 $%8):
« Stateless(¥Ef =X E7}'5): MQTT HA[X| & A
+ Stateful(¥El =X 7}5). MQTT HAIXIE =2

Z A E L
QoS: MQTT 7-=0f CH3l Jdt= 2 &S HEfgL

MQTT 2 H 20|

Sl
MQTT 2K 20| XS F7t5H7| ol MQTT E27{0f HZSHHA L.

+ Add overlay modifier(2 H{2{|0] =X} =7} M| 20| +=FAE F7tot{ ® S =L L
Topic filter(FH EE|): 2 2|0[0] EA|St2]= H|O|E 7} ZotEl MQTT M E 7L L

Data field(Cl|O|E{ E E): T A[X| 7} JSON & 4{0|2t1 745t 22 0]0f EAISE2 = HA[X| HO]2E=2
718 AEE UL

Modifier(+=’dXt): 2H 20| 2S W 21t =FAE AELLICE

o =
« #XMPE AXol= =FAHE FHOA B2 2E HOIHE BAL L
« #XMDZ A|%3t= =Xtz HIO|H ZEO X[FE HOHE EAIZLCL

A EQ|X]

Network storage(H EH 3 A E2|X|)

Ignore(RAl): LIEYI AE3IX|E RAIS} 2B ZL|CH
Add network storage(MIE¥|3 2E2|X| F7}): 532 ML = U= HEYA SFE F7I5{H S 2L L
o Address(FL) TAE NHO P FA L SAE O|ES HTL|CH LEIN O 2 NAS(Network
Attached Storage) @ LICt. DF IP FAMEH IP Fos BAE 3 JO0Z DHCP HQ)E AHESIEE
SAEE Fd5tALE DNSE AF&5t= 40| 25 LT Windows SMB/CIFS 0| 2 X| A E|X| & L|LCt
+ Network share(HIEH3 &]): 2AE MHO| 37 9(X2| O|§2 YHSLICH 2 FX[o= 273t
E07t JALBEE O Axis X7 S L3 HELA SFE AHEE = JF UL
+ User(AF&Z}): MHO| 2010 ot 22, AHEX} 0|5 YL CH §EF =02 Mo 2292
St2{H ZHNALS AL Ol 2 YEHIMAIR.
+ Password(| A9 E). MHO| 2010 Hot Z2 IJAQYEE LHSIHUAL,
« SMB version(SMB H{X): NASO| HZSH SMB AEZ|X| Z2ES B MEISL|C} Auto(XHE)
£ MEISIH K= 2ot T SMB & SHLHE Hasta{n A|=2tL|C} 3,02, 3.0, E= 2.1, &% H
M2 X[ {SHA| &= O™ NASO| AZASI2H 1.0 L= 202 MEHSIMA| 2. Axis X2 SMB X| &l
of CHall &/7/0l M REMS| LotE = ASLICH
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+ Add share even if connection test fails(H & HAE7} MifsiHEt: S FE F7I5tMA|2): AZ H|
2E B0 LBV UAE R0 HET SRE FIotE{H MESIMUA|IR. O & S0, MH0f A
HE7 5K T Ol S AHSIX| (7| 20| 2F 7 Ll - USL|Cf
Remove network storage(HIE9 3 AEE|X| 7). HEXI S 70l Cist AZ S O E S|, €IS siA &L
H7{ste{™ S LCH O|EA ot HESRA 30 thet 2& 480| A& L L
Unbind(HIQIG siH|): HER I SRE HOIE siAstn A Hoai™ St
Bind(HIQIT): HIEYT S FE HtRlYstn HZASHH S|t
Unmount(OI2 E ). W ESI 37 E OI2E sijAsta{H S Lt
Mount(OI2E). HERD SRE O ESte{H S|t
Write protect(2 7| WX|). HEQ I R0 AV E FSX|5tD 5220 M AKX XTS5t ™ ZLICH M7| &
ANHEHI 3R =0 = gl
Retention time(EE AZh): =3 22 7|2t @& =510 & ot E&= HO|H XM AHE 8 FE+E M=
SLICH HEXI AE2|X[7t 7t5 AHH MEHSE 7| 2t0] X[Lt7| Hof o| ™ =2p7F AFA| & L CF.
Tools(E= )
« Test connection(¥ & E|2E): [ EQT S 70 St AES B|AERILICEH N
« Format(Z%): 0| E S0 Z = HO|HE WEH X|2/0f 6t 42, HEXR 3/FE =Lt
CIFSE A 7ts%h oY Al A M QL|Ct
Use tool(= 7 At8): 225t MEISH =& =M otatL|ct
Onboard storage(2H E AE2|X])
=Q AP
ClolH &4 U &M= =35 2™ X7 4L D Je S20= SD 7LEE 2E|SHX| OFMA|2. SD
FtEE MASHZ| Mo Q2 EE SISt AI L.
Unmount(Ot2 E 8| H|). 28/5l0] SD 7}=EE AHHSHH M AU AL,
Write protect(227| WX|). SD 7tE0| A 7|7} SX|E|1 Z3120| HAL= A2 E=252H 0| SHE &
LICh M7| WX 2 sD 7tE & ZOHE 5= Q& LT},
Autoformat(XtS Z%U): M2 MUTHSD FIEE A5 2 ZOSHH HYA| . I A2 S ext4 2 ZOUSLICH
Ignore(FAl): SD 7tE0|| =2t M2 SX|5t2{H HMA|R. SD 7IEE FA|SHH FtE7}L S22 X714 O] &
QIASHX| ZotL|Ch O] M2 HE|XIE AT 5= JAS L L
Retention time(EZE AZh): =3 22 7|2t @2f = =510 & ot &= HO|H XM&n AHE A8 E+E M=
StLICt SD ZtEZt 7t5 XtEH MEISE 7|1 740| X|LE7| Hofl O™ =37t AFA|E L Lt
Tools(=T)
+ Check(&Ql): SD 7tE LT E QI L|CL ext4 It A|ARIO| M B 2 & LICE
+ Repair(837): ext4 I A|AEO0| S @77 MM S L|CH VFAT LY A|AHIO| HEEI SD ILEE
=S7ote{® SD FtES JARCH7L ARE O 4ot Ot g, C|23 S48 AL Ch
« Format(Z%). 0| E S0 It A|ARZ HAGSOF St AL ZE HIO|HE A£8| X|9/0F & 42, SD 7t
CE TOHBLICE vFATR extd= F 702| O| 82 = U= Ot A|2H SMHQYLICH FHET} WAL &
A7 MY 320 SX|= F2 HOH M2 S2% 5= U E HEE = YA 2 ext4 LICt SHX|THE}
At ext4 E2H0|H| = Of Z2|H 0] 42 Windows®O0f| A It AJ AR Of 4 M| A3{O0F gk 24 L|Ct,
« Encrypt(@23h): O =75 ALE5t0] SD 7IEE ZEOHSI0 o otS SLYSSHU AL, Encrypt(Y
3h= SD 7tE0| M= 2 & HO|HE AT LC Encrypt(R=3HE AHESHH SD 7HE0] M &
E HOHE ¥=3E AHESI0] EZ E Lt
+ Decrypt(@=2} 8 Hl): 0| =715 ALE3H0| A=l §l0| SD 7IES ZOUSHYA| 2. Decrypt(2 =2} of
H)= SD 7tE0| ME = D E HO|HE AKX TLICt Decrypt(@ =St siH)E At SD 7tE0f XM
E HOlHE =38 AHE510 B E|X| §4&LICH
+ Change password(T{ &~ E #H3): SD 7tEE Hoolot= O 2o WAEE HE LT
Use tool(= 7 AME): 225t MElSH =& 2 MotgtL|ct
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d QIE{H o] A
Wear trigger(02 E2| 7). M S E2|AHSlE = SD 7t= OIR 5 fS MYeLCt O =& Hol=
0~200% LIt ot HE ALESHX| 82 Af SD 7tEQ| Or2 #—’f—% 0% LICE 100% Ot &2 sp FFE 7}
o & =2oi 7#’"Ef" A2 LtEFRLICH Or2 =71 200%0| = =5t SD 7tE7F @& &g & 0| =& LTt
Otz E2|7E 80~90% ArOI HAH™stE ZdOI Z&LCH O|EA ot =315 CHREEst 1 SD 7tE 7L TRy
HMOZ 02 |7 Mo Mo mAg = USL|CEH Ot ER[HE AHESIH O|HIEE HEstn Ot =F
ol M Zfo] ZEotD 2L W & olELC)
AEZ mzatg
AEY ZZ2MYU2 HOQ AEZ0 2 0|X|= 4 IEYLCE O|MEE Hdsta 82 A8 =36t
£ 229 Zo| ChYst Mg AER Z2OAUS AFEE 4= YAELICH

Add stream profile(ZEH Z 20t F71): S 2/510] | 2AEE Z2MAS ML Ch
Preview(O|2| & 7]): 5'5—'"6._* A2EY m20Y ¥ S AMESH HIC|R AERS 0|2] LT} Ho|X|e] ¥YS ¢
B H I:'|E|E7|7f HO|EELCt FX[o| CtE 27| 0| A= B2 0|0|X| 9 £= StEHo| A= EFCHR

E
EgYct
AN 27| dojg wae + As L

=
Video codec(H|C| 2 AH). =2t Ao & E¢lof st= HC|Q TS MENDFL|C}
Resolution(sf & =): O] 20| CHSt HE2 AEZ HO/X 26 ¥ =2 EXSHHUA L.
Frame rate(Z 2| 20| E): 0] A7H0j C{st =

Compression(¥=): 0| 0| Cist Y2 AEZ /0[] 26 ¥ T2 BRSIYAR.

nx
ol
rlo

m

1]
&
8
o]
N
()
oot

Zipstream @ (Ol A0 Cigt MY2 AEZ HO/X 26 2SS ETSHAUA L.
Optimize for storage(2 E 2| X| %| X3} @ ;O] B0 Cist HH2 AEZ LO/X 262 BXSIHUAL.
Dynamic FPS(SX FPS) @ ;O] d™O CHst MU AEZ BO/X 26 TS FTSMAIL.

Dynamic GOP(& % DOP) @ (O 20| Chet H¥2 2EF H0/7 26 =S HZSHUAL.

fo

Mirror(0]| 2{) @ ;O] B30 et HY 2 AEZ LO/X 262 =S BERSHUA

GOP length(GOP Z0|) @ Ol E-0 st EH2 AEZ LO/X) 26 =2 HERSIYAIL.
Bitrate control(H| E 2]|0| E H|0{). O] M°J0j CHot MHF2 AEZ HO/X/ 262 F2 £ A

=
Include overlays(2H{2]|0] Zoh): Zatd 2u{2|0] RS AR 2HH|0|S F7tct= SHO| e XA
&2 24/2/0/ B0/ 28 2=E HEF}UAIR.

mjo

b
P!
Ot
x
>
to

Include audio(2LC|2 EEh @ : Ol B0 CHet BE2 AEZ Lo/X 26 =
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ONVIF
ONVIF A H
ONVIF(Open Network Video Interface Forum)= %[& ArE&AL, Sg M|, AEEHE S MEAZF HER ST LR 7|
=2 5ot /tsde e 288 £ A sl 22 AHLO|A EEQLICE ONVIFE B8 A2 CHE2 32¢Y
ME o 4528, dd 4 HE HZ S A|AHOS O AMHE = &= JSL O
ONVIF AZ S S 85tH ONVIF S410| RS2 = 2ghE LICH FA[QF2] 2= ONVIF S0 AF8X A7 0§
DAQEE AFRTLICH XM B IS axis.coml| Axis LA 7S L E|S &ESIAUAIR

Add accounts(A™ F7h): M ONVIF A8 S F7t5t2{H 2L o
Account(Ad): 217 A O|ES YHELICH

New password(M Zf A9 E). A 7§ o| Ij
f

o= 2 olatstL| |- I AQIE = 1~64X ZO|O{OF BFL|CH 2Xf, AL,
=N A 7S S ol 7Hs3H ASCI 2 A}

=]
(RE 32~126)2F HAQEO| AFEE 5= AS LI
Repeat password(I{ 29| E Ht=): S Lot {AQE S CHA| gL T

Role(¥ &):

o

+ Administrator(#2|X}): 2= AF0l| FTS| HMATLCH B2[AHE CHE AZS F74, ©H O
E SLHAHE = ASLCH N
+ Operator(2FXA}): Ct32 Qo & AE0| HhAT = AELCH
- EE System(AMAR) 47
TESS

rH

« Media account(U|E|01 HH): HC| AE 203 M

1>
ot
+
30
>
-
o

Y

Qo

tofl &t O w0l = CH30| Z2tE LT

Update account(A|d AHHIOIE): AE £d& HYULLICL

H g

Delete account(Al1%d 4 H|): HE 2 AKX TLICE root A2 AX T &= i&LICH

ONVIF O|C|0f Z=ntY

ONVIF O|C|0f Z2TYUL O|Cj0f AEY BHES WS O ALSE + Ut 74 WO 0|ROIK Y& LCL

Add media profile(O|C|0] 2t F=7h): M ONVIF O|C|0] Z2utU-S FIpste{ M 2Lt

profile x(ZEMY x): WA s Z2ntYe S2lstL|ct

2 Het o]
O E}C| O] E| “H AKX}

HIEtHOIHE AE2|Ydt= Ant s WOl Ar8ot= [MES LIE- Lt

=

Producer(’8 4t X}): K EIH[O|H & M ddt= HALICH ¥ of2foll= 0| FX|oM AER[US= HELH O[H F
o] 220| Q& L|C}

Channel (4 ): 20| ALSSH= XD QLICE DIETIO|E AS S HASHoE B MYBLICH Sy &
A 32| 40 0|2 Mg HABh

rir

=l E
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