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Assign IPv6 automatically(IPv6 XIS &tTl): IPv62 7410 HEQZA Et2EH7I ZX[Y IP FAE X5
O UGSt E ot ® eS| Ct.

SAE O|E

DAE O|EE XS @ U ESRZ 2tREH7L YA SAE O|FS IP FAE XAS22 LG E 3
2 MEISILCLSAE O|F: TX|Of AhL0HE OHE WHOZ MESH SAE 0|FS 322 YUY
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otEl & ueh2 Mol M2ldE 2Fots HTTPS ASME AH&oto] 22| E Lt
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H| D
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QEf3tLict 7|2 0|22 &K O|ST MAC FAQLICLUPKP®: LESISolN AHs A4S oi8ste{s of &
M HLCLUPRP O[S LEQIT0) EAZ 0SS YBtLICL 7|2 0|52 FX 051 MAC F2al
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Http proxy(Http T EA|): |25 A0 et 22 ZTE2A| SAE £ [P TAE X HE L CHHttps
proxy(Https ZEA]): 5|85 HAlof mpat 229 ZEA SAE T& P =42 X HLCH
HTTP S HTTPS ZEA|0] 3 L= FA:

« http(s)://host:port
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| Add certificate(QIZ M F7}) : AASME FIt5t{H Z =L

« Secure keystore(HQ 7| X&) 7
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= Trusted Platform Module 2.0S AEHBHL|C}. AMEH
2™ help.axis.com/en-us/axis-os#cryptographic-supports x5}
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© g2 %= oFols 80| ZoE L

o Delete certificate(QUS M AMH|): S ME AMX|SIAA 2.
« Create certificate signing request(21Z A
E 780 B 293 M 2F2 4L LCH
Secure keystore(® 9t 7| MZ&A) @
o Secure element(EQt 2 A)(CC EAL6+): EHOI 7| HZEAOQ EHO @
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Vv o = =
+ More(| M7))  : EolrL} MEjE X7} WES EABLICE
| 7|2 of |

>

o2

A2.

=
« Certificate information(QUS M ™MH): X = QAFSAo| £M4HE FLC}

gXE ¥ %FF Al 7|2ate 2 MEgotH 2= ASM7F AMELC A 2X[E CA 2SA
=
=

, RX|7} IEEE 802.1X2 HZ g+
Kol ofef JHel AP AX|E CA
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¥ QIE{m o] A

[ -

« Trusted Platform Module 2.0(CC EAL4+, FIPS 140-2 gj|®#l 2): 20t 7| HZE A0 TPM 2.0
= AL8%ta{ T MEfgrL|Ct
HEY3 2 Fo| L A5
IEEE 802.1xIEEE 802.1x= SAM O M HEQ A FX|Q HOt Q=8 HIst=s ZE 7|8 HEQT £ F|
£ 2|t IEEE &= Q| L|C}. IEEE 802.1x= EAP(Extensible Authentication Protocol)E 7|&9 2 ¥tL|LC}HIEEE
802.1XE H3 k= HESIAO AMASIHH HEYA X7t HHEH2E AFE|00OF gLCE 52 S
MHOAM $dizl, 2EI™ o 2 RADIUS AMHE(0f|: FreeRADIUS 3! Microsoft Internet Authentication Server) 2!
L|C}IEEE 802.1AE MACseclEEE 802.1AE MACsec2 O|C|0| YA E2 ZZ2ZEZES Qo HAHZAH HO|H 7|
2d A FAYS Fo5te= IEEEQ| MAC(DIC|Of UMA HEE) Hot EEQL|CLASZMCA 25 M gio] 74
St MH 215N FaM A Hi2 et 0 X AAE HEYA0 A 0| XA ASE A= Ct
ASME MY I Axis 7t31 Al 7|7] A 215 MHE EAP-TLS(EE 75 ¢85 T2EE - S AE E0h
£ ME3510 CIX|E QSME XNHZHeZ ASHLCLEX I ASME S B2kl= HESI0 AMAT
2= Q- E 53l MHE Z2I0|HE A= ME FK|0| MX|S|0F TtHL|CHAuthentication method(21Z HitH):
Ol=0f| AF2E|&= EAP S S MEHSHL|C.Client Certificate(22l0|HE Q1= A{): IEEE 802.1xE AtE%T ZC210|
HE QISME MEHGILICE QIE MHE= 2SME ALESt Z2t0|¢EQ| IDE QIS L|CHCA AFN:
CA QISME MENSIY] Q15 MH Q| IDE 2QltL|Ct QSME MEASHX| o™ FX|= HAE HEYZ
of 2tA G0l XM 2152 Al L|CHEAP identity(EAP ID): S2I0|IE QIS A AHatE ALEX IDE &
254 A| 2.EAPOL version(EAPOL HHH): HEQ A AQX|0|M AR L= EAPOL HE S MEHSHL|CtUse
IEEE 802.1x(IEEE 802.1x A}&): IEEE 802.1x T2 EZS AI25t{H MEASHL|CI OIS B O 2 IEEE 802.1x
PEAP-MSCHAPv2E A83l= A20T o|2{st 4™ E 0|8& = U&L|LCt
« IjARE: ST ALEXA IDO| IfAQYEE YA L|CH
+ Peap version(Peap H{T): HEI ALQX|0|M AEE|= Peap HTH S MEASIL|CY
o Label(2}d]): S2|0|YE EAP S35 AIE25I2{H 1S MEHSID, EE2}0|HE PEAP A5 3E AIES
M 25 MEHQIL|CE Peap H{T 12 ALBSE 2% WESRD AX|7F ALBSHE 2td S MEiBtL|CH
IEEE 802.1ae MACsec(®™MX CAK/AIE S f 7)E Q5 WHCZ A%t ZR0T o3t 43S 0|8
g = AFLLCH
o 7| X AA BH 7] 0|F: A T O|E(CKN)S UHTLICL 2 ~ 64XQE B Jts) 16
Fl=0{OF SFL|Ct. CKN2 A4 HHAHEOM =322 FG3H0F 50, XS0 MACsec2 &/d3l5t
HEH 239l ¥EZ oM LX|s{oF BFL|C
o 7| YA AA #H 7. AA 2H F|(CAKNE YHPL|ICh 32X = 64Xt 167I=0{0F oL
Cf. CAKE A HENM =522 FH80F 50, N30 MACsecg 2d3l5t2{H 239l &
Z B0lM X|s{oF gLt

XY oY 23 X

Blocking(\tEt 5): A+ CfQl 322 XICISI2i® AMAQ. X [fol 3242 Y %S S5 219
B EL U3 7|8 RZBILICHAT Z|Zk SAE Y BAS AT AZCRS AHSLCLAE
Z: 220 A%ey| Moj S185ls 2T 03 A 235 dHPUCL HOX +EM FA +F 2
SolM SBEE AN £8 2FT 3 A&

Activate(ZH/d3}): BstHES AL|Ch
Default Policy(7| & ). qigtEio| 7|2 MENE MEHSL|C}.

= o o [
* Allow(5]&): X229 = AZS HEeLICE O N2 7|2 = UASLICE
« Deny(%): X 29| BE AAZ HESL
712 Mol oE XMESHHE 5 FA, Z2EFE U ZEOAM X0 it HAES HESHALE AR
L ES MM &~ Q&LC
— = o= T =

(e = .
HI2 o8 =& ARd ZE WSS YHBLICL 1-65535 Afo|9] ZE MBS F7}
Sk A OIﬁL_lEI.
= T Mg o .
- FM: 2o M2 MugU
e gg wasee 2apyn
Add rules(E F7h): Folst 22 Fvtotele 2L
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2l
=

QIE{H O] £

+ Time in seconds(x THele| AlZt): & HAEO| CHS A2t HotS gLt 7|2 A2t Hoh2
3002 HEFE0 JUSLICHL ES2 FSA| oo™ AZHS 0x2 G-t
+ Confirm rules(§ 2tQl): St AlZF MotS =QlgtL . 1% 0|42 A2t Xots HFot B2 O] Al
7t 5S¢t E0| ZdBtELICE AlZt2 092 MY E0| HE ZgstE Lo}
Pending rules(2F Z¢l &) Ot =HQIL|X| G2 Z[4 HAE E0f Cfet QHF YL
H|
AlZt Jgte & §2 HAE EIO|7F ELALE AFEXIIL =2holgh Wi7tX| & 1% ofzfo| HAIE LY
Ch. 2tQI5HA| o™ Efo|M7t 2 = HR Sl § ofgfof EA|Z|D, YatH2 o|Fo| Folot 4F2
2 L SOotgLICt Ol =HolstH oixf g e &2 tiME L

Confirm rules(g &Ql): 2F& S £ 243st{B S LI ChActive rules(§ &/83}): A TX[0f
N 28 S0 E0f et 2B F AL ¥y 22 MW 2. O B8R 5
ol E1t 29 E2 2F AHMoE SEeLC

ZHK|Of| AxisO| HIAE AZE
OS QA= M7t HaghL|ct. 9l

|'||'|_
b-rir
St “:| d
|m
e}
<
N
02
>t
)
0
Pal
o
>
x.
[7,]
Ha
4n
=2
|0
el
>
-00
m
3Q
Arir
A

= &f |
= o o = b O W |
Cf. 2ZEY0ls Qs AP #Sof & D2 AHes S8 MX|of Ao Mg & UXLICH Axis?
M2 o3t 7|2 we3[n gooz AdstHo| AFBAN A MEE AXIS OS OIS AE AMAMSt = QL
Chinstall(%]): QIS ME MX|sf2{m 22BtLct +ZEYOE K87 Hof AZME H|sfof ofLct

° d=o S oFoles CHEO0| ZghE LCh
+ Delete certificate(21S A AtH|): 9l

Ad

A¥

ChAccount(A|™): 1823t AN 0|22 ULt New password(M DAL E):. 7Ho| IAYEES ¢
SLCH IHAQIEE 1~64KF ZO|0{OF BHL|CE BX}, %A, 1FH, Y2 J|s § ol 7%? ASCIL 2
AHAE 32~126)0F A QIS0 AFBSH &= UL L|ChRepeat password({A9|E ). SU! =
£ CtA| YEBHA Al 2 Privileges(H $H):
« Administrator(Z2|X}): D E AXO| &FS| WMASHL|CL DIX= CHE A™LS =71, 00|
E % HAY = ASLICHL
+ Operator(24¥X%}): Ct2S Mgt ZE AH
- B E System(A|AH) MH
+ Viewer(50{): Ct30] CHsH X )
- HC|R AEEol AWARS HT WEL|C
- S3E AHStD e ™ML
- W, 2HE 9 F; PTZ AW WA A ZE

ry
o2}
of
o
$0
o>
Ins
o

.
© o dE0 %= HEols o

=3 |Ct.Update account(#|d HIO|E): AF £dg HEL
C}.Delete account(H|™ AtH|): A X

= ) — =
AH LT root A¥2 MHE 5+ YSLICH

o
mjo H
Qt

Ll

-

ool Yu2

Allow anonymous viewing(2ld H7| 3|&) AXMOZE ZIAQISK| Lk FHLF BEXZE EX| 0 AMA

— =

g £ JA-E ML CtAllow anonymous PTZ operating(2E2| PTZ 249 3 8) : Qo] AR

I
AbZF olo|X|of CHof M, ©HE U F= & 5+ A=E ot{H FHLIC

SSH A%
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o QUE{H 0| A

o= T =]
+ Restrict root access(root M| A H|SH): root BNATL HQSH 7|52 HMEtstad ™ ZAL|Ct
- Enable SSH(SSH st M3} SSH MH|AZE Al8ta{H ZL|Ct.
Account(Z| &) 198t A% O[22 YSAEL|CINew password(A| TIAHE): A
Ch IfAQEE= 1~ 64X} 210|0fOf BtL|C} 2X}, =X}, FEH, 9= 7|_(2
E 32~126)8F I AL EQ AtEE = S LLCE Repeat password(Zff A

+ Add SSH account(SSH & =7}): Af SSH AXS =7tstaim ZalstL|c}

Al UBBIAAI MY HYS QATLTHSM). ° AT Te 00 C4S0| L EL|CtUpdate
SSH account(SSH A AGIO|E): AHE £M48& HEISHLIC} Delete SSH account(SSH A AbH|): AH
g MEgUC root AFS ARY & e

I SAE
—I_ Add virtual host(7}4t SAE 71): M 7tA SAEE FI16I{ M SIS CLEMSE O] 71 SAE
£ Ar85t2{H MEISILICE M O] §: MH Q| 0|2 #PLICt. =Xt 0-9, X} A-Z 8 30| E(-)2t AL St
'—IEF XE: A1H'|7f A= EE YHYLICHType(RH): AHEE Q5 |2 MeigL D 7|2, CHO|HAE,
Q= ID Zo|M MEstch ¢ Ago| ¥e OjRols cheo| metELct
« Update(HIO|E). 7t S AEES QMO EQLICE
o MAH: Tty DAEE AL
Hlgdak MH 7 B2 4ot &L
OpenID T/
2 M
OpenlDE A3t 200 = gl= 4% OpenlDE ¢35t ZOQ0g Ijf A% CIO|HAE
Ee 718 A4 532 AL
Client ID(Z2}0|HE ID): OpenlD A2 X}t 0|22 A THL|C}.Outgoing Proxy('hdl ZEA|): TEA| NHE
ALE5t2{H OpenlD HZAZS 2ot E%AI FA2E YL CHADmIn claim(2| Xt @) 22X} Ao ¢S
Q25| C}t.Provider URL(Z3&X} URL): APl ICZOIE QZS 2ot & 23 E UAHSIL|Ct https://[insert
URL]/.WeII-known/openid-configuration oMIO|O-|O|: atOperator clalm(%mx} X)) QX dEto| 7S o
gtL|Ct.Require claim(2% ER): EZ0| U0{0F = HO|EE = TL|CtViewer claim(BEX 2H): &
X dgto| gf2 YA L|Ct.Remote user(HZ ALEX}): 14 Af%ﬂ% AEStE 22 YEPLLCH ol FX|
o o OIEIO|A0| HX NEXE HASIE Bl 288 LCtScopes(Pl): 20| Axt € 2 9t MEAH
& Q| |°.=IL| C}.Client secret(EE}0|°1E H|&): OpenlD IjAQE = Save(XZ): OpenID e MEsieid &l
ot L|Ct.Enable OpenID(OpenID &/43}): &X| AZAS =10 ZZ A URLOIM HX| 9158 5|25t H AL|Ct
O|HIE
=
=
E2 HHEZ £ s MEB0 s E2AL= 2H2 UL FE0= MEo A™ &
BE EO| BA[ELICH

=
fd
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condition(0] =7 HtH): MEHSE 741} HILHE|= ZAHS QUSIH MEHSIAA|L. Add a condition(ZZ
|. =2

12 s dition(Z
eg Meotn B HEE Y

A

E0= Ot 22 M FHE E T 2587t UE 5= US L ChFront-facing LED Activation:

LiveStream(™ ™ LED Z=rSZ: LiveStream): OFO|3A 7} 74X Q10 2l0|EH AEEIQ| £AlEH QL] FK|o MH

o
LED %t3: SIP) : Oto|=7
QL] ZX|oAM SIPE =
on incoming call(QtLy
X7t Oj2] golE 2L

LED7} =AM o 2 H}E L|C}Front-facing LED Activation: Recording(F™ LED Z&: =3}): 00|37} HKN

=80| 2 FO|H 2C| ZX[o| MM LED7t =MO Z HtE L|LCtFront-facing LED Activation: SIP(T™
FAXN A0 SIP S317t gdete|d Qre Ao MM LED7| Moz HpgL

SlsfjoF O] O|HIEE E2|HE £ UEL|CHPre-announcement tone: Play tone
: M3l 4 A M2 M) @rC|2 ZHX|of SIP SZ=0| O|F{X|H
dotL|CE @) HX|of Cis SIPE 2M3}sof e L|Ct. 20| &X|of
LAXZ EaelE 4 StHE X7t (522 S210| SHOHA| R=
L|Ct.Pre-announcement tone: Answer call after incoming call-tone(QtLl &
2 F M3 ). 2Cj S0 ELH 4 SIP 50| SEHELLL 2002 F
i SIPE f 2 L|CtLoud ringer(A]112{2 HAZ|): @C|2 EX[O| SIP =F0| HMstH EO|
dotE|of e S 02| HolE @re 0| MU L U FXo Cish SIPE &-dztsjof gfL|ct

M
S
3
=]

r
rx
tot

[o

| AEA M E HESIAL K|
S L
=

Zof 20749 +AUKE 8 = ASLHO

| Add a recipient(£: A%}t 7)) =AXES 74P SUFLCh 0|&: +AIXe| 028 ¢

2
=

L CHType(R8): S=0)Af M.

.« FTP
- BAE: MHO|IP FALL SAE 0|23 YHTLICL SAE 0|22 YHstE H L, DNS

A H 7t System > Network > IPv4 and

XEe0f A=K =HQASHHA 2.

- EE: FIP NH{JI AFBSIE EE #E apiLct J|=3te 2L

- Folder(BC): IAS HTT Cl2E2(0| Z2E YASMAQ. CIAE2(T} FTP AH0] O]
O EXstX| o™ mAS PREES I QF HA|IX| 7t BA|EL|C

- Username(AI2 X} O|8): 2238 H ALK} 0|ES UHSIMAIL2

- IAYE: 20 E HAJES AVBHAIL

- Use temporary file name(YA| Gt 0|5 AIR). At5o = MME Al Ot O|E2Z 1}
LS UZESta{™ MEHDLICH YPEEE 2tRstH OtY 0|F0| Y= OS2 HHE LTt
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PREIt STl 32 & Oteol glELCh. d2fLf ojHs| (Al mMAS 5 - ASL
Ch. O|E7 otH Jot= O|F& 7t 2= IOl HEX| & 5 USLICE

- Use PaSSIV FTP(3& FTP At8): JdHQl S&0M HE2 Thad| i FTP B0
OOolH 2ids B== QJBLICH SAI7L Chef MEIO| CHet FTP XOf X HIOJE Az
S mE MIMOoZ ARELICL oS YuHOZ mXo ThA FTP MH| Atojof &
ool e B0 Eagtyo

« HTTP
- URL HTTP Ajs0] Cfst =913 Faot 282 Xelg A3Y=S AHYLL ofE S0

http://192.168.254.10/cgi-bin/notify.cgi &} L| C}.

- Username(AI8X} 0|E): 2 Q52 H AIAF 0|2 YESIAMUAIQ.

- HAYE: 2I005B HAYES AL,

- Proxy(ZEA[): HTTP MH{O| HASLY| s ZEA MHE S3{0F St= 22 East
HHE 711 OIE1o|-|_||:|.

URL HTTPS A{E{Of CHSH ET FA9 QHS Ma|gt ASYES YL 2 S

M https://192.168.254.10/cgi- b|n/not|fycg|°' L| C}.

- Validate server certificate(Mt Q1= A 24Ql): O AXIE MEHSIO| HTTPS MB{7} MM
o OIZ A2 MeElgtL|Ch

- Username(AtgXt 0|2): 2I0I6t2{% AL X 0|28 YBHAAIL.

- AYE: R0 HAE S U .

- Proxy(ZEA]): HTTPS ME{0] GZ37| SI8f TEA| MHE SIB|0F st &2

NEE 7:‘—| OIE=|0|'L_||:|»

1]
fo

-
o

+ HEQ3 2EEX|
NAS(Network-Attached Storage)?} Z2 U ER 3 AEE[XE FIts}
|

NE8E & &L TS MKV(Matroska) T2l A0 2 HagLC
- BAE: YEYA AEZX|Q IP TALI SAE 0|28 YABILICH

- Share(Z2): gAEoﬂ)\‘I _'-|C-’r O|E2 ¥HgtLct
- Folder(ZL): MY XW ClMER
- Username(A}Q-I} 0| ) 219l

SAE: NHQ IP RAL SAE O|S2 YBLICL SAE 0]22 Y= FL, DNS
A H 7} System > Network > IPv4 and IPV6(A|AH > HELA > IPv4 5! IPv6) Of2f o
XEe0f A=K =HQISHHA 2.

- EE: SFTP AH7t At8St= ZE WS E UHTILCH 7|23/ 22 Lt

- Folder(Z0): miYS N CHEZQ HEE YHSIMA|L. CIHEZ|7L SFTP MHO0f O
O EXfstA| o™, ntdg Y2 I 2% o Al X| 7} EA| & L] CF.

- Username(Al£X} 0| E): 2703te]e A8 O[5S YHSHIAIL.

- HAYE: 200623 HAYCS YRR

- SSH BAE ZJf 7] SV(MD5): U SAE ZJ| 7|(32}2] 162 2XtY)o| XA 2S ¢
2{5tL|C}. SFTP 22/0|91E = RSA, DSA, ECDSA I ED25519 SAE 7| 90| SSH-2Z Af
238l= SFTP MHZ X|eL|Ch. &A A| RSAJ} MBS g|= ##o|0f ECDSA, ED25519 4
DSAZt 1 £|E mEL|Ct SFTP A1H101IA1 At&35t= ZHHE MD5 A E F|E Hfof
gLtk Axis ZHA|E MDS 8l SHA-256 Al 7|5 2E XX/ et MDSR T} 2etsh &

N

otS QI SHA-2565 AL83t= 20| ZHLCH Axis X2 SFTP MHE F85t= &
5 0f ozt xuﬂor Lf2S AXIS OS jfg& HOSMAQ.

- SSH SAE ZJ| 7| SH(SHA256): 22 SAE ZJ 7|(43K2| Base64 QAL 2XY)Q
X2 QastL|Ch SFTP aa+0|o1nsh RSA, DSA, ECDSA 9 ED25519 SAE 7| 83 9|
SSH-22 A|--g-o|-'— SFTP MH{E X|BIL|CH A A RSA7} MBS E|= dieo|m ECDSA,
ED25519 8! DSA7t 1 % & mbEL|Ct. SFTP A‘|I:|-|01|Aﬁ AFR3I= 2HIE MD5 SAE 7|2
ol 243} of I.|Ef Axis A X[= MD5 4! SHA 256 SjA| 7|2 25 X|SHX|Z MDSELCH 2

—_

[l

II°|' >+

oF Hot2 QI3 SHA-256E8 M83t= 20| EFLILE Axis ZX|2 SFTP MHE F45t= &
Bo| CHat AHASH LHE S AXIS O5 ZES RHIAlL.
- Use temporary file name(QIA| ”-I'?E 0| AM8): Atso=z MY AA MY 0|EC=z I

2S YECoteE MESLCE gRES 2ot IHY OJF St 0|52 =2 HHEL|LC
QREop BTE Ao, SAE 0jU0| YaLiCh 2Lt ojNs| UA| LU Us

|
1 —
L ct. 0I%é71l St Rst= O|FS 71T 2E LtEo| SHEX € & USHLh

« SIP or VMS(SIP EE&= VMS)
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SIP: SIP M3lE Ze{H MeigtL|Ct
VMS: VMS H3IE ZAed™ MEHSHL]
- From SIP account(%“.k_lx SIP 7-1|I*) 20N MEdSHL|C}.
- To SIP address(=#X} SIP FA): SIP "_/.\_% %IEH.E,H_I C}.
- Test(HAE): &3 H47%0| &&5t=X| HAESIH{H F/gL|C}
- ol
- Send email to(O|H HE CHA): O|HYS MEE O|HY FAE Y=TLCE FAE
oz 7f Y=stzidE HEE O|HY FAE FRSMAIR.
- Send email from(O|{Y ). Hij= MHQ o|H Y FAE AL CH
- Username(Al8X} 0| 8): 02 MH Q| AKX O|E2 YHeLICH o0 Y MHOAM 2AF5S
75X Y= 42 o] EEE H|9 sLCh
- ojAQlE: O Y A1H1°| WAAEE LHeLCh olHY MHEOM 152 Q75X &
= 4% o] 2EE 4|9 EL4Ch
- Email server (SMTP)(O|H| ¥ A H{(SMTP)): 0| & =0 smtp.gmail.com, smtp.mail.yahoo.com
F 2 SMTP MH O|&2 YHetL|C}
- iE 0 65535 HLR9| S A%l SMTP MHQ| ZE B E QUL LCH 7|23
2 587l L|LC}.
- Encryptlon(°*29_}) USIE AFEGIE{H, SSL EE= TLSE MEHGIAMA| 2.
- Validate server certificate(MH QIS A 2Ql): USTIE AIESt= AR AKX o IDE =HQls}
EE MEiSLICE O 21EME CARIE 7|E)oll M RtA| MESAHLE Laet 4= JAE L CH
- POP authentication(POP Q1Z): POP AMH O|EE UG H HMAI2(0: pop.gmail.com).
H| D
UL oY =X OfAE oo Yt 0o FAIS HEHE FAMSIHAM ALEXLZL 70 2
HE o2 AL BE= A2 Noshy| @i 2ot ZEE AtEgLCh oo JHI-S—%HIEI =
o HMZ =0I5t0] Ol Y AHEO| FIIAHLE o4 O|HYE sX|= O] YPEF A .
- TCP
- BAE: MHQ IP FAL ZAE O|§2 YHYLILL ZAE 0|§2 YHSE= Z2, DNS
A H 7t System > Network > IPv4 and IPv6(A| ARl > HEQA > IPv4 3 IPv6) Of2[of
XM 0o Q=X SQIBHAAL.
- Port(ZE): At ANAO| ABEE ZE MBS YELC
Test(HIAE) d™Z HAESHHH S/t « Mz &= 0xF0= CHS0| ZahE L CView
recipient( III- 517|) BE £MX ME HEE 2e{H SE2IgHL| CH.Copy recipient(MXF EAL: =4l
A2 AR 22s1H Q. EA#%  ME =MXE HEY = USL|ChDelete recipient(= 41X} A
H). =AXE o-_r”i*.oi ArH|stei™ SEigL

2L EAE EOM U222 A8 5 UFLILE FF0= 780 tist S=ef oA oM MEo 748

DE Q™I AT HEA|ELCH | Add schedule(AAHE F7h): @™ L= A

mju

&
—_

&gt S YL

=& EZ[HE MBS0 ES =328 Eg|AHY = JUSFLICEL O E E0 =5 E2[HE HE &4 & +4
St &2 NS ATE = AUSFLCH

MQTT

MQTT(Message Queuing Telemetry Transport)= AIE QEHUU (oS st EF HAIN Z2EZQL|CH T
St=El IoT £ I8 571|E|0*OD1 e A= FZZHsmall code footprint) 1t XA HEQA Y=E0c2Z A
A E AALHY| ol CrYot M0 AFEELICH Axis X ~AZEQ0{o] MQTT 22I0|HEE Fof A
O M A=l GojE U ojMES o%* 2| AZEQO{(VMS)7} Ofl A[ARI0) 7HHSHA Sate = ASLICH
7|7IE MQTT E"F—POIO“EE *e*@ﬁ'—l Cf. MQTT &4 EEfOI"*ES’-f BE7ets F AHEIE 7|22 oy
Ct S20|AE &= AIXIE ELfn 23 5= JZLICL BEE2H = S20|UE 7Ho| HAIX| 2t S HES
LICHAXIS OS Portalol M MQTTO|| CHSi XtM|S| Zot=E == UASLICH
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ALPN

ALPN2 Z2t0|HE 8l MH Zt HZO| HEMO|T THAOM OZSE[AHOM Z2EZ2 MEiy 5+ AUA
St TLS/SSL 2 L|CH O] HTTPQt Z0| CtE Z2EF0| M8E= sYS ZEE &8 MQTT E
g S Zdsst= O AFEELIC). Z20 mat MQTT sS4l M2z /el ZEJ gls =& gl
Ch. d2fol B2 siZM2 ALPNZS AESiA HtHO M 3{E5 = BEFE ZEOA MQITE O =27
Ol Z2EZZ MBUXE Z2¥st= AU

MQTT EZj0[HE

Connect(YZ): MQTT S20|EE 7{HLt T L|C}Status(AEH): MQTT S2l0|HEQ| HXY| AEHE HA|EL]
CLEEHSAE: MQTT MHO| SAE 0|2 L [P TAE QSIAA| Q. Protocol(ZRZEE): AIRS Z2E
E2g MESLCLZEE: ZTE HSE UetL|LC}

. 18832 MQTT over TCP(TCPE E3t MQTT)Q| 7|2 ZtlL|C}.

- 88832 SSLE &3 MQTTO| 7|27t L|C

. |

802 #l AZZ Fo MQTTQ =
o 4432 ¢ A3 HOLE F% MQTTO| 7|2t LI}
ALPN protocol(ALPN T2 E &) MQTT E27{ Z2X}7t 2%+ ALPN ZZEZ 0|28 ¥
SSLZ &% MQTT 3 & A2 Hots E3F MQTTO| 2 X8l L|Ct.Username(Al&X} 0| &) S
MEO] HMASET| 28] AFES AFEXAL 0|22 R HTYLICLIIARIE: AEX; OS2 IjARE
Ct.Client ID(22}0|Y E ID); 22}0|ME IDE 9
gt I M2 M & EL|CHClean session :
Z Y AZ Six| Al MEf HEI ALK E LICHHTTP proxy(
Ct. HTTP ZEAIE AESIX| Yo{d ZEE H|Y & 5
= OJ_

=2
0

{H HEE H|? & = AE L CHKeep alive
interval(ZtA | X|): S20|AET} 71 TCP/IP Azt Fe 22 20| MHE O o4 A8E £+ &
MBS 2R = ASLICLTimeout(A|ZE E1}): AZAO| AZRE|= A|ZE ZHA(X)QJLICE 7|24k 60X
= HFAL MQTT S2I0|AE B0l A HAIX] U LWT DAIX|Q] =X of CHt 7|27t 0t MQTT sl
EHOl AIAl =AW A A8 E L|Ct.Reconnect automatically(XtS2 2 Z|HZA): AZ G|N = S0P E It
ANEso2 CHA| AZG|OF St=X| R E XYL CLHAIX] AAAZO| MEE I HAIXIE ELX| &
£ X|™GgL|Ct.Send message(HAX| HE): HAIX|E ELHE{H AL MESHM 2.Use default(7| 27t Al
). Aol 7|2 HAIXIE LHSIHEH NHA L Topic(FH): 7|2 HAIXISl FHE 2 =Tl C.Payload(H
O|RE): 7|2 HAIX|S &2 =T L|CtRetain(fX]): O| Topic(FH|)0|A ZS2I0|HE MEYE FX|}

| — N | — o
2 MEASHL|CHQoS: I{Zl SE0 CHst QoS ASS HAT L CHOIX| Y A A X ORX| 2 F A (LWT)S
At8stH Zeo|ET 270 g I X4 TP e FAUS MI3Y = USLCH ZE0|YE
7b LbE0| ol A|FO|AM HEMHCoZ HZAO0| ROXHTRH0| ORI HEY = US) EEFHIL .t
£ Z2lo|HE0 HAIXE M = ASLLCH O] IWT HAX|= P HAIX|Qt SUsH YAOo|H 5
ot AL ES S 2t E ELICHSend message(HA|X] ME): HAIXE 2LH2H ALE HE5HA 2 .Use
default(7| 22 AL8). AtAQ| 7|2 HAIX|E S H NHA L Topic(FH|): 7|2 HAIX|Sl FHE =gt
L|Ct.Payload(H|0|2E): 7|2 HA|X|e LHES Y HTL|CtRetain(FX|): 0| Topic(FH)0|A S2t0|AUE &
EBHE XISt H MEHGL|CHQoS: 2l S50 Cist QoS AZS HATLICH
MQTT &
712 FH HFAL AL2: MQTT client(MQTT 20| E) B0 &KX x| HEA o=l 7|2 =X ¥F
AE Aot MENSILICLEN O|F Z8: MQTT FXNOM =HS dUSt= FHE Zatdte{™ MEISHL
ChEH didamola Zg: MQTT FXH0| ONVIF FH| HAAHOAE ZEotste{ M MEASLICLYH HE =
gh MQTT HOo|2ZE0f X9 Y HSE m=etsta{d MEigtL|Ct —I_ Add condition(ZZ F7}): =HE

a 2 = N
F7rote{ M 2 =g L ChRetain(|X]): OffH MQTT LA|X|7} BER=2 HEE=X /gLt
+ None(@l3): 2= HAIX[7} HIFX B2 ™ESetL|C
* Property(£4): &Ei =5 Jts
c AlREF) SE =5 7ts Sl JEIS FHY
QoS: MQTT 2relof CHs @lot= 2f&S ME{StLCH

MQIT 7.5
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—|_ Add subscription(t 5 F71): Al MQTT =8 F7tst2{™ 2 22 L|Ct.Subscription filter(7 5 &
E): #5%2{= MQTT =XNE YHSIHA|2.Use device topic prefix(BX| a5 HFA AIE): 715 EH
£ MQTT FX o BFAE 712 L|CtSubscription type(+S |§3):
« Stateless(¥E} FH E7}5) MQIT HAIX|E HE| = 27ts HAIXZ #HEs
o Stateful(MEf FH 715): MQTT HA|IX|E ZHO=Z HHetsta{™ MEIGHLICt o
2 ArEE L
QoS: MQTT 50| CHs| Rst= oS MEfgLCH
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H| D

| Add overlay modifier(2 2|0 £=H™X} F7}1): M Y 0] =H™HXE F7I6tz{H =2/t Ct.Topic
filter(FH| EE): @t{2f|0|0] EA|St2{= HO|E 7t ZetEl MQTT FXHE 7t L|Ct Data field(H|O|Ef E):
O A|X| 7} JSON HAlO|2t 0 g3t B2 0|0f HAIS = HA|IX| TO|ZE2| 7|& X|Fg L T}

Modifier(s=7dx}): 2H 2|0l S W 21 +YAE AHELICH

. #XMPZ ARSLE £HAHE FHOM We BE GHO[EE EAIFLC
. #XMDZ A|Z[3ts 4HAHE HlojE
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Ignore(2A]): HERA AEZ|XE ZAIStHH ZLICHAdd network storage({|EQ|a AEE|X| F7}): =3}
E MEY = A= HEYTI 37E F7t6t{d gLt
o Address(FA) TAE MHOIP A L= SAE 0|22 DL CH L™ © 2 NAS(Network
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83T E SAEE MG L} DNSE A |
XA =X &L L.
* Network share(H EQA &8) S2AE MHO 35 X9 o2& ¢ .
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