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B AXIS OS A O#ikE > SNMP,
« v3: SNMP V3 2FREMRA, IREMBZENZEEBEH, &2 A SNMP V3, EREMA
HTTPS, EARBEEEEIE HTTPS i, St DUl R RN — A FER NN
SNI\/IP V1 B v2c 55F4, 415 SNMP v3, 0] %8 SNMP v3 & 12 fE AR T i = 52 M.
Cinitial | IRF S WABR [initial | = 0§ 5 8 SNMP %16, #ANME HTTPS
HEXEE, 1@7&%%1?&1&0 SNMP v3 *E%EEIEQE—% H&FR7E HTTPS
BMARSEE. XEEB2%, ZHBRARAHET, 2ZBAREERE, BoA
EEERO Y RBRERE,
ZE
B

BREARRIME LNEE, REZEMERILNER.
« [BFEun/{a R 8 &

REG/ERSBRRAREANS ) BA. TUELER, SaBBEE CA B, A%
ERmitREaR, THURREREERRREOHERHER.
WﬂW*QCAE%mm%ﬁﬁﬁ% %ﬁ%%%@ﬁ

s‘é E8021X1%§§E’]‘fﬁﬁﬁﬂ-r B
R BN BEIRE AN, REFHERLLZENC

. 5?&%3& PEM. .CER # .PFX
. FASBIET, PKCSH#1 B PKCSH#12

IMREREERRLBEARRE, MEMBRAEERE, FHELTEN CARRHKEENRE,

GRS S
%
ﬂ_\

Add certmcate(aﬁﬁi‘ ). BT OUHERE.

* More (Eii?v) : BrF S RERIRNAMAL,

c[mEbRREEE] ERER (25 ] XF [T ﬁﬁ@z
Nzeh@EELZR., FRERBELESRNELEN, F
help.axis.comy/en-us/axis—os#cryptographic— su,opon‘O

o [EWEL] RTRBFEPERERIAENINBREEURE

0]
*

l-:

B B A JlﬁﬁE', HBENBM,
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WENE

. [@yfﬁ?ﬁ%ﬁ%%*] BEUBRBEEER, NEXZTEMBBHABRUEHEBRIERE,
Secure keystore (R2 & 8EHEE) @ .
« [Z2I (COEALG)]; BREARSTHERRELREEE
. %Eﬁé’ﬁéﬁ-:%ﬂ 2.0 (CC EAL4+, FIPS 140-2 %4k 2)]. BEE A TPM 2.0 e B %248
w17 .

(#4825 77 B i A A 2 ]

\EEE 802 1xIEEE 802.1x & — B E %18 B @ER 7 EUIZE %) (Network Admission Control) (9 IEEE
AR EGPREBRMLLME, IEEE 802.1x |X EAP (JEMMBMB ARG E) AEER
ZFHZ IEEE 802 1x (REMME, MERBRBLEHASHETRE . BB IHRBER:E G
RADIUS {afrs8, f5la0, FreeRADIUS #1 Microsoft Internet Authentication Server) $iHTo |
MACsec|EEE 802.1AE MACsec %—IE&#%T?%E*@EH&%J (MAC) &2y IEEE 2%,
Hliﬁﬁ‘%ﬂ%%ﬂ@ﬂ&ﬁ&?ﬂﬁﬂ%%ﬁiﬁu Bt SUAEMCABEBETRER, HEE
HEH, ERESEEIPEMEE, XREXSELETRE. FARER, 7 Axs E’JET

m

rﬁﬁﬁ
ooﬂ“ T
%aﬂj]i i

B
m%@m
i
il

%%ﬂ%ﬁﬁﬁEM“RMTL@M%%@%%E;%WE&%&)LL%&E%Q TERE ;a%ﬁ
Sy e r@ﬁﬁn@mxf HEE, GOALSRE I RO ERENAR SRR, Wt;aﬂ B
BRBE M EAP B, FIF % 8 2 EW%F%@%ME%EE&EWOﬁ%ﬂ%%%%@%ﬁ%%

#MAl, [CABE]: BB CA E%usﬁiﬁﬂﬂﬁaﬁ NEDHEB ., K BEIEEEFE,
B EOBRE, (AP S n R, BARARSERAEENER
1 Eﬁs‘t#ﬁﬁ%ﬁﬁﬁﬁm’] EAPOL R, [{# /5 IEEE 802.1x]. éﬁluﬁﬁl IEEE 802 1x
A IEEE 802 1x PEAP-MSCHAPV? fEBBRE 358, Ao EAiSL®RE
): BHERESHRERNER,
]: TR 3 FH A9 Peap IRA
HY 1 ﬁﬁl@ﬁr”‘ EAP Nz ; &E 2 {F FHE Fifs PEAP N2, ZEUE H Peap ik

- i) (ERBBIIAR, A THAELRE
N) B 8 4] ot (1 ok

@
|5
= s
2\
P2
H}kL-m
A\
33
B3
E

0O
o o om};
=l
soA
O = ot M

o>t U
A8
)

o
QO
2]
2]

B A W)‘E{-EI-
13,%

\
7
— o TR ST

YIREER 32 5 64 B+ XERF
i A8 £ 7 RE #1958 B MACsec,

il
5

O

xmz
IR
i
£
ik
5
g &
>
T
o
2
&
K>
8
O
>
=
o}
=

=
=
b
I i
|
=N

B3 K

[FD&)_;H] Fﬂmﬁﬁ*ﬂgo =n
[FARR K] BB AE TR AR AE

o [2FF. | AFTHEHREMNFEERE, BEIEEN,
- DiE. | AR ﬁ’nﬁﬁﬁ o
E%%H‘Enx)?,ﬂﬂ S EFIGN, f&T] uiii\ ﬁE‘F'HE*ﬁ%ﬁELLﬂt B A E AR e B R R A AR B

Address ({i7if), &AIEE ft%?ﬁi?ﬁf.@ﬁ‘ﬂlz IPv4/IPv6 = CIDR &= A At .

o BAWE: ﬁﬁlf’**ﬁgﬁi‘ﬁﬁﬁfﬁﬁﬁlﬂ’] Ti:"i:fé

. POFT(ETgiE) WMAGEEAFSIERIFERNEZIBEG, B0 g 1 3 65535 2 BEH
EIRR,

o EE. EERBIMEER

t g rumosmEn,
srtE . | e TS e e s
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WBENE
o (UM ABEMNER. | REAARINEERT . AREBRGIFRES 300 F, HE2EEK
AHA, FREEEZEH O, ) _
AN RRSAARHBERS . MEERENEERGEE 18, IRRAUBEER
REAMA, MREEKEERER O, ELRAMIAIMA,
Eﬁfﬁiﬁﬁﬂ BEABRNRFERESR TR,
ﬁlhla'ilz FIRR SR RE [((EAHREA T, BRI SRR EHEIERIL, MERE
TR, —BEERRER, eMg8cAa (SR8 T, YARABERERLITERNR
Eo MEEFERA, cFEBRARERERSFRA
[(EFEHEA], #F—TMUMAFEERA, [FHTHA], SEfERRELBTZRBNTRE, o . 17
—TIAMBRER SR, (% s B—TUUMBBRFAERR, SEFERMERGRAL
EHE:ELESYERE I T -t
%%E?ﬁﬁ"t?&% Axis E’] ARRESHMETHE, CEEEIREN AXS EERZRE 5§o_§ B
SRABLBBEAHE x ﬁ%‘%ﬂ Axis ¥, iﬂﬁ%@ﬁﬁ’f[&(ﬁ_ﬂ& Fraf M& 1D S BI A R ERR A L3
s BN HIIEREMN Axis FEREBRBE, [& ’“z‘é]: %

To B Axis ﬁ’ﬁﬁ ENL®, FILETH AX

—THREBE. RERE> IBEEREER. * RARMERS
TG EE] MR,

R B
iR B
b pdd account (HHIEF ) BT IIMIER, 185 L3S 100 IS, 5 BN
RERE, TG WMARPHER, ZREEXLANK 17 64 1I%7I:ZF30 %‘:F'Efﬁ?ﬁ
ATTFIENRY ASCI 2ot (L5 32 & 126), flan. =&, B=F. F%ﬁﬁﬁ&%“bﬁﬁo /N TN
. ﬁxAiﬁI/\’I‘HHE’]EE [FEPR].
EiHE., UENRARE, BEESHM UG, EHMEREMIRS.
[R1EE]: TEFEREERE, BUTERI.
- MEZEHERE.
HEE. JFR,
- BEYRTERBRNOMRE,
- Eﬁﬂﬁﬁnﬂﬁ%
- KFEF, FTEEMEE,; £FH P12 account (PTZ1EF)] 7,
C RRMERES. [EHRF]: MBRSEM, (MIEIRF]: MRS, SE AR root tRE
B2 FE
hHELET] BRTAREFANBEENSHFIRRE, MRABNES, Alow anonymous
PTZ operating (5 8FE & PTZ #1F) : MR EEZFEAEKERE. ERNBEZ KR,
SSH R P
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MWETE

+

Add SSH account (HitE SSHIEF): FZ—ToJ #i%#a) SSHIRF,
o [FEH root 77H1]: BARRIAFR #155 Z root FFEXFEFR AT RE
[EUAH SSH]. B IM{E A SSH AR .

RN ﬁ/kﬁﬁA$EHEﬁ%ﬁ B, Hi. BASEM (TB), ° RRMERES. [E7 SSHIR
Fl: mBWRPRM, [ SSHIEF]: MBRIRS . REEMER root RF .

[T Eﬁ_ —fIRE R, e, BARFORE, TBREELANN 1564 BTt M, &
Wb R B A o FIENE ASCI T (1488 32 & 126), filtn. FH. ?ﬁ% BRI R LR

=
H

[FE 5 T 1)

+ Add virtual host (T2 ERE T, R—TMNHEHNER T, . BERERAXEETH#,
[Hﬂﬁaﬁ%iﬁ% $ﬁ’l)\ﬂﬂﬁﬁ§ﬂ’]%ﬁ EFEABF 0-9. 787 A-Z%E?—%ﬁ% (=)o Port (E#18). &
N3] Bk =8 Fr i &E’J EEIR, Type (34, ﬁﬂxgﬁ B AE R, 7 [EA]. [EZE]# [Em D]

e R R

OpenlD % E

BE

MRIGEEFE R OpenlD B, FBFERBEERE OpenlD B N Fr# A Digest 5 Basic #88#.

FF D, B\ OpenlD EHEZERB, [ H Proxy]: B OpenlD E1ZA proxy it X{E A proxy

https /[[insert URL]/.well-known/openid- conflguratlon[%mVE%‘EEnﬁ] iﬁ’.}}\jﬁ;‘éﬁ%%@ﬁ@ﬁo [EEH
Al MAERTREREANER, [kﬁé%ﬁﬂ 7l iﬁl)\@%%%@é’]ﬁ [ B e AE] WMANEMGER
mﬁﬁﬁ%o ERAMNERBHEEN E‘:F'%Tﬁﬁﬁfﬁﬁ%o [EE], 1’E2’%1E7fi—“ﬁﬁj\ﬂ’]—h§ﬁ
[HEumHbe]: 8 OpenlD #1% [TE%T?] %2 — T Uf#7F OpenlD 1E [ 1 OpenlD]: BARRIXBIFA
BEEY 2 IR URL ETRBRE.

|—|

13

AR, [EHFTE] BAETESEACNE, 2105 URL]: BAAPLIRMBRENREER. KEA

3=
)8
B

=4
HA
BRAERTBRELATHENKRSE. WEERTENEERPRENMERA,

B &
BZ O M 256 HE)ER A,
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HBENE
+ Add arule (ISR, BIRA, [E] MARNMEE, 5 E55. AR RIERR
B> L ERBHSERR (h hmm ss), ffltn, EEBRAEHRBET #E‘U'%# Ffr R D '][EURTTE’E%
B, ﬂﬁ%lﬂ &EEEI/%EHF'?E’]!&J i EEREE A, (50 % B REURYT, RV ARFS
FTHBXIREBTEE. MRERT ZEKRMG, ﬁﬁ’ﬁﬂ’]f&#%‘ﬁdéﬁﬁé‘ﬁéﬁﬁ%iﬂ’ﬁo FREBERENE
A, BB ELEAFFAF, [1% FH U AR (4 1F B R B2 - BB EIE, 1S 5 —ER(HE A E R 1
%ﬁo Exn, RA—KBEE, RE E’ﬁﬁﬂtﬁﬁiﬁ1 s, AT —EEALRENE, ZRANek
@R, MERARIULRE, JERGRERTS, iEE'J?)E Jfﬁ"ﬂEﬁ%EP LE R, MRIGHE

R ERENRZER, FEINULERE, + Add a condition CHriE G 4) :_$2— T o8 AR R

B, fEBRENBE, THALFENER, SRECHENETN, ?%Eﬂ%‘#ﬁﬁ/ﬁfﬁ-‘/\ﬂi

EWE
BUNREREEREHBANERE, IFEHEXER.

B EE
WMREHREBRMEEA FTP 5 SFTP, FNBEHABBRHILIREZZBINE—FiR. TRIEE
EHREEE—EL .

WEEERTEMT EIRENAARELRE, MRELERERBNERER.

TR0 UET 20 #=lE

Add a recipient (¥ E): B— T THBERE, (48] BABKENEE, Type (8
), HEE R,

. FTP
- [T EmAERRRSAY |Puﬂt§i3‘z¢%%ﬁ MEMATHEE, BRECHE [Z4 >
B B& > |Pv4 1 IPv6] T~ 7135 E DNS {afR=s o
- Port (EiZiE). WA FTPﬂHEﬁ%ﬁﬁﬁFﬁE’]EEﬁﬁbﬁo %A 21,
- ﬁﬂzt iﬁ)\%ﬁﬁﬁﬁ‘% 7 B #RABS 1R, ﬁu%FTPﬂH&%%EPhTﬁTﬁtEﬁ gt

- @Fﬁ%‘%?ﬁ Eﬁi‘)\’é/\ﬂ’\]ﬁﬁ%‘%ﬁo

—  Password (%15). WMABANNERE,

- PHEGEZZE. BERFEAEEANEFEEEBR LEERE, LEEHE, BX
SENZAMTENEE, MR EERIE/FE, BAFREIETERNER, FiB
MATT RN B EFE, mib—R, ERMEmEEEmEaBIER S IR,

- {EFAEE FTP, EE%’I‘%)RT EmATEKRKBEEFP ﬁlﬂgﬁ BIRERLER, REE

&, —REFEETUIRE,

URL: BN HTTP fa)BR=5 (9 MBBE Ari N RS BIBE R MNIESH. Blm,
http://192.168.254. 10/cgi-bin/notify.cgi,

- FHEZE. BABANEREAE,

—  Password (%5). WMABANZE,

- E’;gyﬁﬂ MR WA EE Proxy G iR#8 74 85 EMR E HTTP 1EfR=s, BHARY@WMANLE

URL: BN HTTPS fEAR=8 A9 MBS ALt MR A IR IBE R M58, Bl
https //192. 168 254.10/cgi—bin/notify.cgi,

- EBEEEsEE. BERULEREDIRE HTTPS RARFBAIEINERRE,

- [FHEZE. BABANEASEAE,

—  Password (%15, MABANHZE,
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WENE
- E’égyg R BEIE Proxy AR A REERE HTTPS @RS, BHBRAEWMALE
- MERGEES
0] DU NAS %@]%Bﬁﬁﬂﬁf) SHEBRE=E, YTRHEBEREERNERE, B8
Matroska (MKV) #& 2= &7

[VMS];

. BFHE

[H]. AR RET = E A

[TH#]: MAGRSAOIP AL THER, MRAATHERE, FRECSE (57 >
S > |Pv4 A Pve] T 7145 DNS falfk=% o _ )

Port (4212, BN\ SFTP fAfR=8 T A AVE iR Mm ok, FARER 22,

BR k. iﬁl)\%ﬁﬁﬁ%ﬁ 7 B 8RB, 1R SFTP AR M AFEL Bk, &
e rEERELTERAL

FHEZE, BAZANN]
Password (515). BAZE
SSH F#/A B REA (M
SFTP ﬁjﬁmﬁﬁﬁimﬁﬁﬁﬁﬁ SA\ DSA. ECDSA #1 ED25519 9 SSH-2 R % 12
SFTP fafr#%, RSA REETFRMNEEGE, HX2E ECDSA. ED25519 #1 DSA, #
AE N IR SFTP {alfR B8 T E’J_HE MD5 #4588, B Axis SRIBERE X1 MD5
M SHA-256 MEL IR, ! B {3 B i SHA-256, lil:% EHRE ML MD5 Eif,
FHRAWE{FE F Axis 582 fEa%E SFTP ER=SMNE L B, BRITE AXIS OS A O#Fi4,
SSH F#/\ 4 REma (SHA266): N S YN B CE (43 LB Baseb4
miEFE), SFIP AR imF T #4EA A RSA. DSA. ECDSA #1 ED25519 4
SSH-2 KR #& SFTP {afkz%. RSA BT FRFAIIEIRE A, HXE ECDSA.
ED25519 F1 DSA, BN SFTP {afRa i Ay E#E MD5 T4 . A
Axis 5% 18 5B % & MD5 F1 SHA—256 Mzpm, BRMEEERH SHA-256, H li% n:
IR L MD5 a8, A B 4{a £ A Axis 3% B0 SFTP AR MELEA,

X AXIS OS A O #3,

FHTFEZZE, ENEREREANEFREEBR LEER, LETHE,
%%E%ﬁun%%ﬁﬁ%m%ﬁo ﬁn%ﬂ%qﬂ Eges] i i 4“76*45@% TIRENER. R
B RO EIE TR, Mb—R, SRMEfREEEFREaBHE RS2 ERMN,

cH
o

)<H+
EEH

=)

Pﬁ"ﬁ

b, EEUERT SP B,

BELM BT VIS BEE

S SIP IR P, BB R,

=oP i BASP A,

Test CAIE): H—THABREREEETH .

H%%%ﬁﬁﬁz;}l_i WAEFBHEZEXINEFBHI, E2Z@WAS @I, 5

BRI

el FHEE T, BAEXEREOETEBESL. _

E%ﬁé;ﬁﬁ@A@#ﬂﬂﬁﬁ%ﬁﬁﬁﬁﬁ%%ﬁ MEBEGREATERE, B
A T2 Ho

?a{s%s%/vord (715, WABM4ERBNEE, WEBA4EARBFATERE, FEILE
i
RS B (e, A SMTP RBE A, Bl smipgmailcom.
smtp.mail.yahoo.com,
Port (;é;éi?%) £/ 0-65535 EEEEAE, @A SMTP EiRasERZIBRE, 7
ﬁuf/?: Eiﬁﬁﬁﬁﬂg FEIEEL SSL ’Sz TLS,
e (e R AR R 41 82 15515 F AN 2% éﬁlﬁtélﬁﬁéﬁﬁ% XIS @Al BEIY
Bi7%E, ShERFEHEE CA) ﬁbﬂ

PE . BIRRILIRIE LIS A POP HHE%%B’]%?@ B4 : pop.gmail.com,
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WMETE
B &
HREBIARAUNETEE, BOESFHBHUEFTARETERG, Bk
WRREAEN G, MESFTHHEHEINZEMER, NBERENEFBHIRS
BHE, ARBAZEMNEFBME,
.« TCP

- [TH]. MAGRSKIHN PN FIRER, MRBANTHERE, FREEE[FF >
ME% > |Pva #11Pve] T77#5%E DNS falfR=§.
- Port (IEi18), WARRFIRERSNEZERRER.

AE B—TITRIRRE. RARIRERB S, Bl Z—ToREFARKEFEE
Ao EREN S, B—ToERERE, BRE, BUMHINEREETRE, MG E0=.
B—T ok AMBRERE

BHEE

HREMRET UEMRNPHNEREER, WEEGR ERTBRENMAHEMNRE, NEHA

REAMEHBEA. + Add schedule (FTIEFERHEERE): R—TUEHESRE.

FEE R

FTHREXZARTH/BISERA, i, FTHRRTEELRLENREHBARBEE .

MQTT

MQTT (FAEFFIEAEE) 2B (o) NEEBEABAGE. EEEML ol S, WEZANRE
Ba¥, MBOEABRENREMAMERSRERRHKERE, Ads SIBHEHA MQTT AFHT IXEK
REPTELEERREHRASYIFEZREERRE (VWMS) 2 XN ES. SEERER MQTT AF
o MQTT BAEUAFHETNEERMBEERARRIER., AP HT UEXMERAL, FNER
EEERAFKZBEREEAL . B UE AXS OS A OMLEHRNT B MQTT,
ALPN

iy B e8] il =% = [ & 1 E’\J?MC?E PE B J%EEXEEHEE&:E' WiE, 8
Ae

; P) f FAMQTT i, fERLiE R T, o]aem?
BRI MQTT B F B RBAE, 7 RT, HRPEEMEMAALPN 255, 1 MQTT Bk
IR A 3 2 B 18 T i g

i
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5
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fl

W ol
S
[alen

MQTT & F
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B &
G MQTT BEE 8 < BEEE MQTT R,

¥ Add overlay modifier (37452 K EDE 4 . H— TR EBATKESA, [LEHE], FEE
ST KEN PR ORAIE) MQTT 28, [£0 8 11]: e B1LKD T B R AL L BB
B RBMOREIONES.
(0], B 3K ENRE(E F A A S A A,

- VP BB M T R T B R (AT R
- VD BB A B R A R T R I R

Te

CET T 3

2 . ﬁﬂu@%@%ﬁﬁ SF ﬁ?MW%ﬁiE B—T g s ER RNt E

» Address (fizif): HAE%HHE%(% NAS(%@%ﬁ?] f#17)) A9 IPhth_SZE% B, 2
fhﬂ%’ri%'xmﬁﬁfﬁlmIPuth(ﬁﬁEHEDHCP E BB P i RS, _SZ%‘I’TE
DNS, F A3 & Windows SMB/CIFS &1,

. BERILTIERL, ﬁﬁ’l’)\I%ﬂEEﬁ%iE’]ﬁ;h%%ﬁ ZER Axis &% fim o] U A B — 1B A Bk 1t
=l, AASBARETIEEBHER K,

T m%ﬂﬁﬁﬁ%ﬂA,mﬁAﬁ%%%ﬁ EFEZNEEMREERS, BWA
BE\EREEHE,

o Password (%15); MRERBFEEEN, BRAEE,

\

. SMB i, BEUEEEZ NAS 19 SMB BB ABE A, MEEKR [25), ILEEEER
THBMAEF—ERLIRA SVMB; 3.02. 3.05 2.1, 1B 1.0 5 2.0 DUEKERTEBHIR
AHIERR NAS, B EEHRBELEMN, E—F 7 Axis BREFH I SMB S'Z%

e (BT o], ERLEEE, A ERARBE SR, b s £t
SRERE, SESTIAEE, B, FREEETE, BEERFBAER, N )
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BRESTNHEILREZEN. BRIFHILNOEREIAARES.
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3. A B o1 EREE TR
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4. BIGRZKENER—BMNE, BRI RPAF KNI FZRAREENE,
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3. BOFE [ %] LBARR [ /KED].

4. 3 —T Save (fE73)o
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A A FimfFE PR E. URFEEM TTIL (FEFE) &,
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